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A method and apparatus for reporting policy violations in 
messages is described. In one embodiment, a violation is 
identified by detecting fragments in a message that match 
information from any one or more rows within a tabular 
Structure of Source data. The fragments that match this 
information are then Specified as part of reporting the 
Violation. 

100 / 
As 

VOLATION REPORTNG 
DETECTOR TOOL 

108 110 

  



Patent Application Publication Feb. 3, 2005 Sheet 1 of 19 US 2005/0027723 A1 

100 / 

POLICY INDEX WOLATON REPORTING 
SPECIFIER CREATOR DETECTOR TOOL 

102 106 108 110 

FIG. 1 

  



Patent Application Publication Feb. 3, 2005 Sheet 2 of 19 

2O2 
RECEIVE USER INPUT 

DEFINE, BASED ONUSER INPUT, A SET OF POLICIES 204 
FOR DETECTING WIOLATIONS IN INFORMATION 

CONTENT 

206 

NDEX SOURCE DATA 

DEPLOY THE INDEX TO LOCATIONS MONITORNG 208 
INFORMATION CONTENT 

DEPLOY THE SET OF POLICES TO LOCATIONS 210 
MONITORING INFORMATION CONTENT 

212 

MONITOR INFORMATION CONTENT - 

214 

N WOLATON 
DETECTED2 

216 
REPORT DETECTED POLICY VOLATION 

FIG. 2A 

US 2005/0027723 A1 

  

  

  

  

  

  

    

  

    

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 3 of 19 US 2005/0027723 A1 

2 
cop. Y S S As NT 

A FS UFFER 

2 
DE CODE RESSA G. A. NO WDE 

to co Po NE NS 

4 

oc Y 

concers 

E NW E L E OF 

ENE OF E 

WATES 

cY 

26 
STRE DATA PRT ANG 

O WA & B 

POLICY 

NCES RES 

NO CONCERN NG 

NWE cop 

cy 

CN cRNS 

Pro P E r ES OF 

SUBC OMP N EN 

PRC E R Y 

of sco MP o Ne N is 

As P. c. Y 

s RE A A 

PRAG T W A 

policy 

cd as R. Es Nd T 

CNC E R N N PROPERES 

F SE. P. NES 

SUBC OMP CNENS 

C on ANS TxT 

APP if RE 

CONCERNNG TEXT 

C F S 98 - C CP. NEN 

to A TES 

Polic Y 

S R A A PER ANNG 

y O ACN 

RE 

PON EN IS N 

ES S A G E 

6 
PRC cle SS S. RE O AT A 

R T ANN to Wo. A NS 

2B 

  

  

  

  

  

  

  

  

  

    

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

    

  

  

  

  

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 4 of 19 US 2005/0027723 A1 

DETECT VOLATION OF POLICY 252 
CONCERNING SOURCE DATA 

DETERMINE USER'S PERMISSION LEVE TO 
ACCESS SOURCE DATA 

LEVEL ALLOWS FULL 
ACCESS TO SOURCE 

254 

HGHLIGHT MESSAGE 
FRAGMENTS MATCHING 
PROHIBITIVE SOURCE 
DATA ON THE SCREEN 260 

LEVE ALLOWS LIMITED 
ACCESS TO SOURCE 

DISPLAY REDACTED 
SOURCE DATA AND NAMES 
OF COLUMNS CONTAINING 

THE SOURCE DATA 

264 

c 
DISPLAY REDACTED SOURCE DAA 

FIG. 2C 

  

  

  

    

    

      

  

    

  

  

    

  

  



US 2005/0027723 A1 Feb. 3, 2005 Sheet 5 of 19 Patent Application Publication 

    

  

  

  

  

  

  

  

  
  

  

  

  

    

  

  

  

  

  

  



3:a,? 

US 2005/0027723 A1 Patent Application Publication 

  

    

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

    

  

  

  

    

  

    

  



Patent Application Publication Feb. 3, 2005 Sheet 7 of 19 US 2005/0027723 A1 

w protect rosoft internet Explore 
Fort fols ity 

ow - 3 (26 sea rows era ea- as 
ris Aoi for seat and Ages httsiarosveerestseasorce.co 

Leggeir as Administrator sis 

Systern Reports Edit Secure ala ro?e elds 

esses: 302 

Aerts 

scies 

arrestrate -W--W-w---Wu-mm-mm-mm 
isfire: st Scisca --N- 

Syster ow-six 

Ewers countries sat (N-304 data file 

secuta dista Profiles 

redit sers 
Assassissist 

settings 
at Surre Fiaki 

users Col 3 

c 2 

Col: 

4 

3 

as 

sectl 

sedil 8 

is 3 

to it 
308 

- 
posity ternplate. Ssssssses check fisii stappings again it is 

rtierity 

Sahara 

CK Previous (save) Catal 

FIG. 3A 

  

  



Patent Application Publication Feb. 3, 2005 Sheet 8 of 19 US 2005/0027723 A1 

s Protect - icrosoft internet Explorer 
fe Eri Wiew favories seis ed 

gre G 36 per stres, e&s a C & I 
this Acf Boated 

agged in s : Adrisinistratas acts 

330 
is tarma crane, fila, 

(3) content ratches data Record freriaos consumer Dats S-1 328 
Masse Tatches data ttara what center truths: it of the selected fields 

issiest assissista 
social security Kurnber Bark card Murnber East tisma 
Email Aeront surnber orver Lizens Nurnbur 

i 

Rhot turnber YFirst saane 2a is rers 
zip coda 

Excelot of this combinations 

count fibe 
First arra 
3. As 

o 

Alo Match Este 

  

  

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 9 of 19 US 2005/0027723 A1 

340 / 
s 

Protect - Microsoft internet Explorer 

or e (see pare are ea e & 
fe Edit Wew Faworses as he - A. 

is also freeband identiisgracing residiseascards 
logged in Adrcissistrator sists 

arrivar act 

Tws Feb 24 its PST 2004 try piracy administrater 

348 
feet seek see Reed frt: 1388 ester at 

are of social Security Furnberriwar license Purtiser, Bank cardistribar 

"" N-352 348 ... 354.......... 
-1 Creat &seas at Racewers: 383 consumer dati 

y & &f First lism. Password last 4 she account Punaber 
8xtrict t Nars - Ragt Marie-N 

inimum near is 358 
lars access carriots, or cord too: 1so consumeroat? Y- sis assawa 
stair names art 2 se First Nars last dams 

346 kiirut itsish: "N-362 N-360 

sessey Exceptise 

CSD Case) 

  

  



Patent Application Publication Feb. 3, 2005 Sheet 10 of 19 US 2005/0027723 A1 

tect . Microsoftnerict Explore 

aggedlf as Administrator & 

edit Policy 

Cs 
gerra 

Max 

Description 
Status 

sodified -- ra-in-res-ri 

ruakes 

results Resist water aster rewcomparwy.cer, carpetston.corn Eli is sincxs 
386 Reeiaieri Muscs as Bewcorrupwy.corn, corrpetitives.cort 

388 - ... --A - -- - ------------- TN-tessage attachment ripe ord: Microsoftward 
A. 7 8 

390 N Nassage as:chran: size. Murch: Less than 50 KB 
- - ---- s-- - - - - - 

oir hor aprice, work history 8 O 
Patch ype case asarsitiwa 
as 

ca:xer watches &Yrward: abjectiw Frta, m...a susiness adriinistratiots,bachelice Ester, 
t referepaces awaiiable survrmary a qualification professiana 

cifications, ... scar phs 
Bush Je: seasessitive 
Af 

certsne axiss gueir expressian tried.... Y 3 8 2 
i asses sees i 

-- ------aw S-384-372 
i cartre patches put. Record from: Employee Nans 

M- 374 any & Last are first Nant --- 
are 2: "TN-376 

aly 8xceptans 

      

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 11 of 19 US 2005/0027723 A1 

SOURCE 

DATA STORED IN 
A TABULAR 

404 

CONVERT SOURCE DATA 
INTO TABULAR FORMAT 

406 

CREATE ATUPLE-STORAGE STRUCTURE 
DERVED FROM THE SOURCE DATA 

408 

STORE INFORMATION ABOUT RELATIVE 
PLACEMENT OF EACH DATA FRAGMENT WITHN 
THE SOURCE DATA IN A CORRESPONDING UPLE 

(-410 
SORT THE TUPLES IN A PREDETERMINED ORDER 

(E.G. ASCENDING LEXICOGRAPHIC ORDER) 

END 

FIG. 4 

    

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 12 of 19 US 2005/0027723 A1 

START 

RECEIVE INFORMATION CONTENT 

502 

504 

DETECT, IN THE INFORMATION CONTENT, A 
SEQUENCE OF CONTENT FRAGMENTS THAT MAY 

CONTAINA PORTON OF SOURCE DATA 

506 

DETERMINE WHETHER A SUBSET OF 
THE CONTENT FRAGMENTS MATCHES 
ANY SUBSET OF SOURCE DATA HAT 

SATSFES SEARCH SCOPE PARAMETERS 

END 

FIG 5 

  

  



Patent Application Publication Feb. 3, 2005 Sheet 13 of 19 US 2005/0027723 A1 

602 

FINDA SE OF MATCHING TUPLES IN 
THE ABSTRACT DATASTRUCTURE FOR 
EACH CONTENT FRAGMENT IN THE 

TARGETED PORTION 

604 

COMBINE SETS OF MATCHING TUPLES FOUND 
FOR ALL CONTENT FRAGMENTS 

606 

GROUP THE COMBINED SETS OF MATCHING 
UPLES BY ROW NUMBERS INTO GROUPS 

OF MATCHING TUPLES SETS 

608 

SORT THE GROUPS OF MATCHING TUPLE SETS 
BY THE NUMBER OF MATCHING TUPLE SETS 

CONTAINED IN EACH GROUP 

610 

SELECT GROUPS THAT HAVE MATCHING TUPLE 
SETS WITH DISTINCT COLUMN NUMBERS 

612 
DETERMINE WHETHER ANY OF 

THE SELECTED GROUPS 
SATISFY SEARCH SCOPE PARAMETERS 

END 

F.G. 6A 

  



Patent Application Publication Feb. 3, 2005 Sheet 14 of 19 US 2005/0027723 A1 

START 

652 
INCLUSION COLUMNS 

SPECIFED 

654 
MNMUMNUMBERM OF 
NCLUSION COLUMNS 

SPECIFIED SEARCHFOR GROUPS 
WITH TUPLES FROM EACH 

NCLUSION COLUMN 

656 

SEARCH FOR GROUPS WITH 660 
658 TUPES FROMAT EASTM OF 

NUMBER NCLUSION COLUMNS 
OF FOUND 
GROUPS > 0 

662 
NUMBER 
OF FOUND 
GROUPS > 0 

EXPRESSIONS 
SPECIFIED"? 

SEARCH FOR GROUPS WITH 
TJPES MATCHING 

KEYWORDS OR EXPRESSIONS 

NUMBER 
OF FOUND 
GROUPS > 0 

EXCLUSION 
OLUMNSSPECIFIED 

SEARCHFOR GROUPS WITHUPLES 
THATO NOT HAVE DATA FROM 
ALL OF EXCUSION COLUMNS 

NUMBER 
OF FOUND 
GROUPS > 0 

NMUMNUMBER 
OF ROWSSPECIFIED 

NUMBER 
OF FOUND 
ROUPS > = L. 

F.G. 6B 

WOLATION IS NOT 
DETECTED 

682 

  

  

  

  

  

    

  

  

  

  

  

  

  

  

    

    

    

    

    

    

    

  

  

  

    

    

  

  

    

  

  

    

  

    

  

  

    

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 15 of 19 US 2005/0027723 A1 

684 

Receive minimum Receive set S of Receive minimum 
Start number m of inclusion columns number r of data 

inclusion columns S >= m Source to WS 

Search text T for largest group G in which: 
(1) each component g contains tokens from 
same row of data source D, (2) each token 
in g is an element from a column specified 
by S, (3) g )= m, and (4) tokens in g are 
not contained in set E of exclusion columns 

Receive set E 
of exclusion columns, 688 
wherein for each e 

member of E 

694 No Match 696 
Match Detected Detected 

FIG. 6C 

  



Patent Application Publication Feb. 3, 2005 Sheet 16 of 19 US 2005/0027723 A1 

702 
PARSE MESSAGE 

S THERE COLUMN 
FORMATTED DATA 

704 

SET i EQUAL TO ST LINE THAT 
RESEMBLES COLUMN-FORMATTED 

DATA 

706 

708 
APPLY HASH FUNCTION H(k) TO EACH 

TOKEN IN LINE 

ADDTUPLES FROM HASH.TABLEAT 71 O 
H(k) THAT HAVE THE SAME TYPE AS 

TOKENS IN LINE TO LIST L 

REGROUP L INTO 
712 

SET OF ACCUMULATORS Al, A2, A3, 
..., An} WHERE Ai IS LIST OF ALL 

ELEMENTS IN CORRESPONDING TO A 

UNIQUE ROWNUMBER 

y 714 
SORT LIST L BY 

LENGTH OF EACHA 

y 
CHECK FOR UNIQUE OCCURRENCES OF 

COLUMNS IN SORTED LSTL 
INCREMENT TO NEXT LINE 
THAT RESEMBLES COLUMN 

FORMATTED DATA 

MORE LINES THAT 
RESEMBLE COLUMN 
FORMATTED DATA 

REPORT NES OF TEXT WITH 72O 
A THAT EXCEED PREDETERMINED 

SIZE AND HAVE UNIQUE 
COLUMN NUMBERS 

END FIG. 7A 

    

  

    

  

  

  

  

    

    

    

  

  

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 17 of 19 US 2005/0027723 A1 

START 

RECEIVE USER-SPECIFIED 732 
PARAMETERS OF “WDTH" (W) AND “ 

JUMP" (J) 

734 
PARSE AN ENCOMING MESSAGE 

SET THE VALUE OF THE LOCATION 736 

VARIABLE (S,) To ZERO 

DEFINE A BLOCK (“TEXTBLOCK") TO 738 
BE SEARCHED BY COLLECTING W 
CONTGUOUS TOKENS OF THE 

MESSAGE STARTING ATS, 

APPLY HASH FUNCTION H(k) TO EACH 740 
TOKEN IN THE TEXTBLOCK 

y 
ADO TUPLES FROM HASH TABLE AT 

H(k) THAT HAVE THE SAME TYPE AS 742 
TOKENS IN THE TEXTBLOCK TO LIST L 

REGROUP L INTO 
SET OF ACCUMULATORS A1, A2, A3, 

..., An). WHERE Ai IS LIST OF ALL 
ELEMENTS IN L CORRESPONDING TO A 

UNIQUE ROW NUMBER 

744 

y 
746 

SORT IST BY 

LENGTH OF EACHA ? 
y 

CHECK FOR UNIQUE OCCURRENCES OF 
COLUMNS IN SORTED LIST 

748 

750 
INCREMENT S BY J 
NUMBER OF TOKENS 

752 

LOCATION 

S, WITH IN THE 
MESSAGE 

YES 

NO 

REPORTEXTBLOCKS WITH A THAT 
EXCEED THE PREDETERMINED SIZE 

AND HAVE UNIQUE COLUMN 
NUMBERS 

754 

  

  

  

  

  

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 18 of 19 US 2005/0027723 A1 

START 

764 
PARSEAN INCOMING MESSAGE 

FIRST 
EXPRESSION HAVINGA 

USER-SPECIFIED 
FORMATS 
FOUND? 

YES 

766 

DEFINE ABLOCK (TEXTBLOCK) TO 
BESEARCHED BY COLLECTING U? 768 
W CONTGUOUS TOKENS 
BEFORE AND AFTER THE 
MATCHING EXPRESSION 

APPLY HASH FUNCTION H(k) TO EACH 
TOKEN IN THE TEXTBLOCK 

V 
ADDTUPES FROM HASH.TABLE AT 772 
H(k) THAT HAVE THE SAME TYPE AS -/ 
TOKENS IN THE TEXTBLOCK TO LIST L 

V 
REGROUP L INTO 

SET OF ACCUMULATORS Al, A2, A3, 
..., An} WHERE Ai IS LIST OF ALL 774 

ELEMENTS IN CORRESPONDING TO A 

UNIQUE ROW NUMBER 

V 776 
SORT LIST BY 

THE LENGTH OF EACHA 

w 
778 

CHECK FOR UNIQUE OCCURRENCES OF 
COLUMNS IN SORTED LSTL 

MORE 
EXPRESSEONS OF USER 
SPECIFIED FORMAT IN 

MESSAGE 

REPORT TEXTBLOCKS WITH 
A THAT EXCEED PREDETERMINED 782 

SIZE AND HAVE UNIQUE 
COLUMN NUMBERS 

END FIG. 7C 

    

  

  

  

  

  

  

  

  

  

  

    

  

  

  



Patent Application Publication Feb. 3, 2005 Sheet 19 of 19 US 2005/0027723 A1 

MAN 
MEMORY 

804 

STATC 
MEMORY 

806 

MASS 
STORAGE PROCESSOR 
MEMORY 812 

807 

DISPLAY 
821 

KEYBOARD 
822 

CURS OR HARD WRELESSI 
CONTROL COPY TELEPHONY 
DEVICE DEVICE NTERFACE 
823 824 825 

F.G. 8 

  



US 2005/0027723 A1 

METHOD AND APPARATUS TO REPORT POLICY 
VIOLATIONS IN MESSAGES 

RELATED APPLICATION 

0001. This application is a continuation-in-part of U.S. 
patent application Ser. No. 10/833,538 filed on Apr. 27, 
2004, which is a continuation-in-part of U.S. patent appli 
cation Ser. No. 10/607,718 filed on Jun. 27, 2003, which is 
a continuation-in-part of U.S. patent application Ser. No. 
10/431,145 filed on May 7, 2003, which is a continuation 
in-part of U.S. patent application Ser. No. 10/247,002 filed 
on Sep. 18, 2002, and assigned to the assignee of the present 
application and hereby incorporated by reference. 

FIELD OF INVENTION 

0002 The present invention relates to the field of pro 
cessing data; more particularly, the present invention relates 
to reporting policy violations in messages. 

BACKGROUND OF THE INVENTION 

0003) A modern organization typically maintains a data 
Storage System to Store and deliver records concerning 
various significant business aspects of the organization. 
Stored records may include data on customers (or patients), 
contracts, deliveries, Supplies, employees, manufacturing, 
etc. A data Storage System of an organization usually utilizes 
a table-based Storage mechanism to Store the information 
content. A table-based storage mechanism may include 
relational databases, client/server applications built on top of 
relational databases (e.g., Siebel, SAP, etc.), object-oriented 
databases, object-relational databases, document Stores and 
file systems that store table formatted data (e.g., CSV files, 
Excel spreadsheet files, etc.), password Systems, single-sign 
on Systems, etc. 

0004 Table-based storage systems typically run on a 
computer connected to a local area network (LAN). This 
computer is usually made accessible to the Internet via a 
firewall, router, or other packet Switching device. Although 
the connectivity of a table-based Storage System to the 
network provides for more efficient utilization of informa 
tion maintained by the table-based Storage System, it also 
poses Security problems due to the highly Sensitive nature of 
this information. In particular, because access to the contents 
of the table-based Storage System is essential to the job 
function of many employees in the organization, there are 
many possible points of possible theft or accidental distri 
bution of this information. Theft of information represents a 
significant business risk both in terms of the value of the 
intellectual property as well as the legal liabilities related to 
regulatory compliance. 

0005 Theft of information may occur if access control 
asSociated with the table-based Storage System has failed 
either because it has been misconfigured or the trust in the 
authorized parties is misplaced. Various Search mechanisms 
have been used to detect theft of sensitive information. The 
description of these Search mechanisms is provided below. 
0006 Relational Database Search Techniques 
0007 Relational structures hold data in a fashion that 
presents naturally intuitive ways to query the data, and has 
the added advantage of hiding the details of the underlying 
disk Storage System from the user. The typical applications 

Feb. 3, 2005 

for database Systems involve the Storage and retrieval of a 
large number of Smaller pieces of data that can be naturally 
formatted into a table Structure. Relational databases have 
high utility because the types of queries that most people 
care about can be optimized using the well-known index 
structures outlined below. 

0008. The queries requested of relational database sys 
tems use a naturally intuitive predicate logic called Struc 
tured Query Language (SQL) that allows the user to Suc 
cinctly request the tabular data that she/he may be looking 
for. Database tables almost always come equipped with an 
index that makes queries based on SQL more efficient. These 
indices are Stored in memory using a data Structure called a 
B-tree. The salient characteristics of B-trees most relevant to 
the current discussion are as follows: 

0009 B-trees are an abstract data structure based on 
the binary tree; 

0010 B-trees must contain some copies of the data 
that they index; and 

0011 B-trees are most efficient using the query 
examples outlined below. 

0012 Here are a number of query examples: 

0013 Exact match queries of the form A=v, where: 

0014) A refers to the column or “attribute” of a given 
database table 

0015 V refers to a specific attribute value 
0016 e.g., SELECT FROM 
WHERE Income=30,000 

CUSTOMERS 

0017 Range queries of the form v1.<A-V2, where: 

0018. A refers to the column or “attribute” of a given 
database table 

0019 e.g., SELECT FROM 
WHERE 30-Income 40 

CUSTOMERS 

0020 Prefix queries of the form A MATCHES s, 
where: 

0021 “s” refers to a specific string value 

0022) 

0023 

“S” is a regular expression 

e.g., Last Name MATCHES “Smith.” 

0024. There are a number of references to original works 
in the field of database systems. The first is the seminal work 
on relational databases by E. F. Codd., “A Relational Model 
of Data for Large Shared Data Banks”, Communications of 
the ACM, 13(6):377-387, 1970. 
0025 The second reference is one of the first published 
works on the “B-Tree' data structure that is the fundamental 
data Structure that enables efficient queries of the type 
outlined above. See Rudolf Bayer and Edward M. 
McCreight, “Organization and Maintenance of Large 
Ordered Indices”, Record of the 1970 ACM SIGFIDET 
Workshop on Data Description and Access, Nov. 15-16, 
1970, Rice University, Houston, Tex., USA (Second Edition 
with an Appendix), pages 107-141, ACM, 1970. 
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0026 
0.027 Information retrieval is a broad field that deals with 
the Storage and retrieval of textual data found in documents. 
These systems are different from those of database systems 
chiefly in their focus on Standard documents instead of 
tabular data. Early examples of this System were developed 
as part of the SMART system at Cornell. Today, the best 
known information retrieval applications are web-based 
Search engines like Google, Inktomi, and AltaVista. The 
typical way to use these Systems is to find a reference to a 
document that is part of a larger Set of digital documents. 
The user experience for these applications usually consists 
of a Series of queries interleaved with browsing of the 
results. Results of the queries are presented in order of 
descending relevance, and the user is able to refine the 
queries after further browsing. AS with relational databases, 
the huge popularity of these Systems is due to the ability of 
the underlying indices to deliver quick responses to the types 
of queries that people find most useful. 

Information Retrieval Techniques 

0028 Most of these systems are based on indices that are 
derived from so-called “concordances” that are built up from 
the collection of documents indexed. These concordances 
contain a data structure that lists, for each word, the location 
of each occurrence of that word in each of the documents. 
Such data structures allow quick lookups of all documents 
that contain a particular term. For user queries that ask for 
all documents that contain a collection of terms, the indeX is 
Structured So that it represents a large number of vectors in 
Euclidean vector Space of high dimension. The user's list of 
query terms is then also re-interpreted as a vector in this 
Space. The query is run by finding which vectors in the 
document space are nearest to the query vector. This last 
approach has a variety of different optimizations applied to 
it for accuracy and Speed, and is called the "cosine metric'. 
0029. As mentioned above, the typical user interaction 
with these Sorts of Systems is an iterative cycle of querying, 
browsing, refining, and back to querying again. Query 
results are usually large numbers of documents that are 
ranked in order of relevance, and the false positive rate can 
be very high. Here are Some classic examples of queries. 
0030) Boolean queries like: 

0031) a) all documents that contain the terms “data 
base' and “indices' 

0032 b) all documents that contain “database” or 
“indices” but not “Sybase” 

0.033 Link-based queries like: 
0034) a) all documents that are linked to by docu 
ments that contain the term “dog” 

0035) b) the most “popular” (i.e. linked to) docu 
ment that contains the word “dog” 

0036) One of the first significant implementation projects 
of information retrieval systems is the SMART system at 
Cornell. This System contains many of the essential com 
ponents of information retrieval Systems still in use today: C. 
Buckley, “Implementation of the SMART Information 
Retrieval System”, Technical Report TR85-686, Cornell 
University, 
0037. The WAIS project was an early application of the 
massively parallel Super-computer produced by Thinking 
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Machines Inc. This is one of the first fielded information 
retrieval systems made available over the Internet. This 
primary reference source for this work is by Brewster Kahle 
and Art Medlar: “An Information System for Corporate 
Users: Wide Area Information Servers.” Technical Report 
TMC-199, Thinking Machines, Inc., April 1991, version 
3.19. 

0038 Among the many contemporary commercial ven 
dors of Internet Search Services is Google. Google's real 
break-through in Search accuracy is its ability to harvest data 
from both the text of the documents that are indexed as well 
as the hyper-link Structure. See Sergey Brin, Lawrence Page, 
“The Anatomy of a Large-Scale Hypertextual Web Search 
Engine', http://dbpubs.stanford.edu:8090/pub/1998-8 
0039) File Shingling Techniques 
0040. The growth of the Internet and affordable means of 
copying and distributing digital documents spurred research 
interest in technologies that can help detect illegal or inap 
propriate copies of documents. The primary application for 
this work was to detect the violation of copyright law, and 
to detect plagiarism. There is also Significant interest in this 
problem as it relates to spam-email (AKA unsolicited com 
mercial email) detection and automatic elimination. The 
technical term applied to describe most of these techniques 
is “file shingling” in which adjacent Sequences of document 
fragments are reduced to "shingles' by hash codes, and then 
Stored in a lookup table in the same Sequence as they are 
found in the document. 

0041 File shingling provides a very quick way to look 
for similarity between two documents. In order to provide 
protection to a specific document (e.g., a text file) the 
document is shingled by hashing the document Sentence 
by-Sentence and Storing these hashed Sentences in a table for 
quick lookup. In order to test a new document to see if it 
contains fragments of copyrighted content, the same hash 
function is applied to each fragment of the test message to 
See if the fragments appear in a similar order as they do in 
the copyrighted content. The technique is quick because the 
time required to lookup an individual fragment can be very 
fast. 

0042. The typical user interaction with a file shingling 
System is passive instead of active. File shingling Systems 
are usually Set up to process documents automatically and 
deliver the query results to a user asynchronously. A typical 
file shingling application might be spam prevention where a 
Set of messages is used to create an index of restricted 
content that an organization does not want delivered to its 
email Systems. In this Scenario, the “query' is just the 
automatic processing of email messages and appropriate 
automatic routing. 
0043. With respect to document equivalency queries, for 
each test document t, find all documents d in our collection 
of indexed documents that have the same contents as t. For 
the case of Spam detection, the Set d could be all of the 
known active Spam messages, and the document t could be 
an incoming email message. 
0044) With respect to cut-and-paste detection queries, for 
each test document t, find all documents d in our collection 
of indexed documents in which Some fragment of d occurs 
in t. For the case of plagiarism detection, the Set d could be 
all of the previously Submitted essays for a particular class, 
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and the document t could be a new paper written by a Student 
who is Suspected of plagiarism. 
004.5 The main published research projects in file shin 
gling are called KOALA, COPS, and SCAM. They all use 
variants on the basic file shingling approach described above 
with variants that optimize performance and accuracy. For 
information on KOALA, see N. Heintze, “Scalable Docu 
ment Fingerprinting”, Proceedings of Second USENIX 
Workshop on Electronic Commerce, November 1996. http:// 
WWW-2.cs.cmu.edu/afs/cs/user/nch/www/koala/main.html. 
For information on COPS, see S. Brin, J. Davis, and H. 
Garcia-Molina, “Copy Detection Mechanisms for Digital 
Documents”, Proceedings of the ACM SIGMOD Annual 
Conference, May 1995. For information on SCAM, see N. 
Shivakumar and H. Garcia-Molina, “SCAM: A Copy Detec 
tion Mechanism for Digital Documents”, Proceedings of 
2nd International Conference in Theory and Practice of 
Digital Libraries (DL’95), June 1995, http://www-db.stan 
ford.edu/~shiva/SCAM/scam Info.html, and also see (by N. 
Shivakumar and H. Garcia-Molina), “Building a Scalable 
and Accurate Copy Detection Mechanism”, Proceedings of 
1st ACM Conference on Digital Libraries (DL'96) March 
1996, http://www-db.stanford.edu/pub/papers/performan 
ce.pS. 

0.046 Internet Content Filtering Techniques 
0047 A variety of commercial applications, referred to as 
content filtering Systems, implement protection measures. 
There are two major types of applications in this category: 
Web Site restriction/monitoring Software, and email content 
control. In both cases, the main algorithm currently in use is 
pattern matching against a Set of regular expressions for a Set 
collection of text fragments that would indicate data misuse. 
An example might be to restrict all browsing at URLs that 
contain the text fragment “XXX”. An example for the email 
content control category is stopping and blocking all email 
that contains the words “proprietary” and “confidential” but 
not the words “joke” or “kidding”. 

SUMMARY OF THE INVENTION 

0.048. A method and apparatus for reporting policy vio 
lations in messages is described. In one embodiment, a 
Violation is identified by detecting fragments in a message 
that match information from any one or more rows within a 
tabular Structure of Source data. The fragments that match 
this information are then Specified as part of reporting the 
Violation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0049. The present invention will be understood more 
fully from the detailed description given below and from the 
accompanying drawings of various embodiments of the 
invention, which, however, should not be taken to limit the 
invention to the Specific embodiments, but are for explana 
tion and understanding only. 
0050 FIG. 1 is a block diagram of one embodiment of a 
System for protecting Sensitive data of an organization. 
0051 FIG. 2A is a flow diagram of one embodiment of 
a proceSS for protecting Sensitive data of an organization. 
0.052 FIG. 2B is a flow diagram of one embodiment of 
a proceSS for determining whether a message violates a 
predefined policy. 

Feb. 3, 2005 

0053 FIG. 2C is a flow diagram of one embodiment of 
a process for reporting policy violations. 
0054 FIGS. 2D and 2E illustrate exemplary user inter 
faces that report policy violations. 
0055 FIGS. 3A-3D illustrate exemplary user interfaces 
that facilitate user input of Search Scope parameters, accord 
ing to one embodiment of the present invention. 
0056 FIG. 4 is a flow diagram of one embodiment of a 
process for indexing Source data. 
0057 FIG. 5 is a flow diagram of one embodiment of a 
process for Searching information content for Source data. 
0.058 FIGS. 6A-6C are flow diagrams of various exem 
plary embodiments of a process for finding a match for a 
Subset of content fragments in an abstract data structure 
derived from Source data. 

0059 FIGS. 7A-7C are flow diagrams of alternate 
embodiments of a proceSS for Searching an incoming mes 
Sage using a hash table index of Source data. 
0060 FIG. 8 is a block diagram of an exemplary com 
puter System that may perform one or more of the operations 
described herein. 

DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

0061. A method and System for reporting policy viola 
tions in messages is described. A violation is identified by 
detecting, in a message, fragments that match information 
from any one or more rows within a tabular structure of 
Source data. The fragments that match this information are 
then Specified as part of reporting the violation. In one 
embodiment, the matching fragments are detected by 
Searching the message for at least one Sub-Set of tokens that 
matches information from any Single row with the tabular 
data Structure of the Source data and detecting that the 
message violates a predefined policy. In one embodiment, 
the matching fragments are specified to a user by highlight 
ing them on the Screen of the user's terminal. 
0062. In the following description, numerous details are 
Set forth to provide a more thorough explanation of the 
present invention. It will be apparent, however, to one 
skilled in the art, that the present invention may be practiced 
without these specific details. In other instances, well-known 
Structures and devices are shown in block diagram form, 
rather than in detail, in order to avoid obscuring the present 
invention. 

0063 Some portions of the detailed descriptions which 
follow are presented in terms of algorithms and Symbolic 
representations of operations on data bits within a computer 
memory. These algorithmic descriptions and representations 
are the means used by those skilled in the data processing 
arts to most effectively convey the substance of their work 
to otherS Skilled in the art. An algorithm is here, and 
generally, conceived to be a Self-consistent Sequence of steps 
leading to a desired result. The Steps are those requiring 
physical manipulations of physical quantities. Usually, 
though not necessarily, these quantities take the form of 
electrical or magnetic Signals capable of being Stored, trans 
ferred, combined, compared, and otherwise manipulated. It 
has proven convenient at times, principally for reasons of 
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common usage, to refer to these signals as bits, values, 
elements, Symbols, characters, terms, numbers, or the like. 
0064. It should be borne in mind, however, that all of 
these and Similar terms are to be associated with the appro 
priate physical quantities and are merely convenient labels 
applied to these quantities. Unless Specifically Stated other 
wise as apparent from the following discussion, it is appre 
ciated that throughout the description, discussions utilizing 
terms Such as “processing or “computing or "calculating 
or “determining” or “displaying or the like, refer to the 
action and processes of a computer System, or Similar 
electronic computing device, that manipulates and trans 
forms data represented as physical (electronic) quantities 
within the computer System's registers and memories into 
other data Similarly represented as physical quantities within 
the computer System memories or registers or other Such 
information Storage, transmission or display devices. 
0065. The present invention also relates to apparatus for 
performing the operations herein. This apparatus may be 
Specially constructed for the required purposes, or it may 
comprise a general purpose computer Selectively activated 
or reconfigured by a computer program Stored in the com 
puter. Such a computer program may be Stored in a computer 
readable Storage medium, Such as, but is not limited to, any 
type of disk including floppy disks, optical disks, CD 
ROMs, and magnetic-optical disks, read-only memories 
(ROMs), random access memories (RAMs), EPROMs, 
EEPROMs, magnetic or optical cards, or any type of media 
Suitable for Storing electronic instructions, and each coupled 
to a computer System bus. 
0.066 The algorithms and displays presented herein are 
not inherently related to any particular computer or other 
apparatus. Various general purpose Systems may be used 
with programs in accordance with the teachings herein, or it 
may prove convenient to construct more specialized appa 
ratus to perform the required method Steps. The required 
Structure for a variety of these Systems will appear from the 
description below. In addition, the present invention is not 
described with reference to any particular programming 
language. It will be appreciated that a variety of program 
ming languages may be used to implement the teachings of 
the invention as described herein. 

0067. A machine-readable medium includes any mecha 
nism for Storing or transmitting information in a form 
readable by a machine (e.g., a computer). For example, a 
machine-readable medium includes read only memory 
(“ROM"); random access memory (“RAM”); magnetic disk 
Storage media, optical Storage media; flash memory devices, 
electrical, optical, acoustical or other form of propagated 
Signals (e.g., carrier Waves, infrared signals, digital signals, 
etc.), etc. 
0068. Overview 
0069 FIG. 1 is a block diagram of one embodiment of a 
System 100 for protecting Sensitive data of an organization. 
The system 100 includes a policy specifier 102, an index 
creator 106, a violation detector 108, and a reporting tool 
110. 

0070 The policy specifier 102 is responsible for receiv 
ing user input pertaining to a policy and defining the policy 
based on the user input. In one embodiment, the policy 
includes a set of rules that specify which information should 
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be present in a message to trigger a violation. In one 
embodiment, the Set of rules identify the Source data and 
Specific components of the Source data. The Source data may 
be any data whose relationships allow it to be Structured in 
a tabular format. In other words, the Source data may be 
Stored in a tabular format (e.g., data in a relational database, 
data maintained by client/server applications built on top of 
relational databases, data in document Stores and file Sys 
tems that store table formatted data (e.g., CSV files or Excel 
spreadsheet files), etc.) or it may be stored in a non-tabular 
format but have such relationships as to allow it to be stored 
in a tabular format (e.g., data Stored as comma separated 
values in a flat file, a password database or a single-sign-on 
System, relational data in an object-oriented database, etc.). 
In one embodiment, the Set of rules Specifying components 
of the Source data includes a rule requiring that a message 
include fragments matching information from Specific col 
umns of any Single row within the Source data. In addition, 
the Set of rules Specifying components of the Source data 
may include other requirements with respect to message 
fragments matching information from the Source data. 
0071. In some embodiments, the policy includes rules 
that are applicable to the characteristics of the entire mes 
Sage (e.g., a rule requiring that a Sender and/or a recipient of 
the message Satisfy a specific pattern, a rule requiring that 
the message be carried using a specific protocol, a rule 
requiring that a destination of the message posted for public 
discussion match a specific newsgroup name, etc.). In other 
embodiments, the policy includes rules that are applicable to 
the characteristics of message attachments (e.g., a rule 
requiring that a message attachment be of a specific type or 
size, or have a specific file attachment name). In yet other 
embodiments, the policy includes rules requiring that the 
message contain a specific keyword(s) or an expression 
matching a specific regular expression pattern. 
0072. In one embodiment, the rules in the policy are 
combined using logical connectives of first-order logic (e.g., 
AND, OR, NAND, NOR, NOT, equivalent, nonequivalent, 
etc.). 
0073. In one embodiment, the policy specifier 102 pro 
vides a user interface facilitating user input of rule param 
eters. In other embodiments, the policy specifier 102 
receives rule parameters identified by the user from an 
Application Programming Interface (API) or via a configu 
ration file formatted in text or a defined data format (e.g., 
extensible markup language (XML) or binary format). 
0074 The index creator 106 is responsible for creating an 
index for the source data defined by the policy specifier 102. 
In one embodiment, the created indeX contains no copies of 
the database data, or contains only encrypted or hashed 
copies of database data. Such an indeX may be created using 
a tuple-storage mechanism that provides a data structure for 
Storing multiple tuples associated with fragments of the 
database data. Examples of the tuple-Storage mechanism 
include a hash table, a vector, an array, a tree, a list, or a table 
in a relational database management System. AS will be 
described in more detail below, the data stored in the indices 
only retains the relative placement of the elements in the 
database in relation to other elements. For example, in the 
case of a hash table, the indeX may store, for each fragment 
of the database data (e.g., a data fragment inside a database 
cell), the fragment's hash code together with its row number 
and column number. 
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0075) The violation detector 108 is responsible for 
receiving policies from the policy Specifier 102 and the 
search index of the Source data from the index creator 106, 
and monitoring messages to detect violations of the above 
mentioned policies. The violation detector 108 may be 
responsible for monitoring messages Sent over the network 
(e.g., email messages, messages posted on the Internet for 
public discussion, etc.), as well as data processed by per 
Sonal computing devices, and data Stored on data Storage 
media of personal computing devices Such as portable 
computers, desktop computers, Personal Digital ASSistants, 
cell-phones, etc. The information content being monitored 
may contain free-form text that is not associated with any 
known tabular structure. In one embodiment, multiple vio 
lation detectors 108 are implemented at different locations to 
provide Scalability and/or protect multiple possible points of 
egress of information. Each violation detector 108 receives 
policies from the policy specifier 102 and the search index 
of the Source data from the index creator 106. One embodi 
ment of a process for detecting policy violations in messages 
will be discussed in more detail below in conjunction with 
FIG. 2B. 

0.076 The reporting tool 110 is responsible for reporting 
detected Violations. In one embodiment, multiple reporting 
tools 110 are implemented at different locations, with each 
reporting tool 110 corresponding to the violation detector 
108. In one embodiment, the reporting tool 110 reports 
detected violations using a user interface. In other embodi 
ments, the reporting tool 110 reports detected violations 
using a structure output format such as XML, Portable 
Document Format (PDF), automated email or webmail, 
Simple Network Management Protocol (SNMP) format, etc. 
In one embodiment, the reporting tool 110 reports each 
detected violation by highlighting message fragments con 
taining prohibitive information on the Screen or in the report. 
Some embodiments of reporting detected violations will be 
discussed in more detail below. 

0077. In one embodiment, the system 100 consists of two 
components: a policy management System (PMS) and a data 
monitoring system (DMS). The PMS is responsible for 
defining policies, creating an indeX for each Source data 
Specified by the policies, and Sending the policies, together 
with the source data index, to the DMS. The DMS is 
responsible for monitoring messages based on the informa 
tion received from the PMS and reporting violations 
detected in the messages. In one embodiment, the PMS and 
the DMS are coupled to a computer network that commu 
nicates any of the Standard protocols for the exchange of 
information. In one embodiment, the two subsystems (PMS 
and DMS) run on one Local Area Network (LAN). How 
ever, the PMS and DMS may be incorporated into the same 
physical or logical system. In another embodiment, the PMS 
and DMS may not necessarily reside on the same LAN. The 
PMS may reside on the same LAN as the data source, but the 
DMS may reside on a different LAN that is separated from 
the LAN on which PMS resides. In this configuration, the 
two distinct LANs may ultimately be coupled together via 
the Internet but Separated by firewalls, routers, and/or other 
network devices. This is an advantageous configuration for 
the case where a company wants to restrict another company 
that needs their database data (Such as a law firm or 
marketing agency) from Violating the first company's data 
base data policy. 
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0078. In another embodiment, the system 100 is directed 
to monitoring information content residing on a personal 
computing device of a user to detect user operations that 
may involve a potential misuse of data (e.g., Saving or 
accessing restricted Source data on any Storage device on the 
computing System, using restricted Source data in an appli 
cation, printing restricted Source data, using restricted Source 
data in any network communication protocol, etc.). In this 
configuration, the PMS component of the system 100 may 
reside on a server and the DMS component of the system 
100 may reside on a device coupled to the server via a public 
network (e.g., the Internet) or a private network (e.g., LAN). 
007.9 FIG. 2A is a flow diagram of one embodiment of 
a proceSS for protecting Sensitive data of an organization. 
The proceSS is performed by processing logic that may 
comprise hardware (circuitry, dedicated logic, etc.), Soft 
ware (such as is run on a general purpose computer System 
or a dedicated machine), or a combination of both. 
0080 Processing logic begins by receiving user input 
pertaining to rules of a policy (processing block 202). AS 
will be discussed in more detail below, the user input may 
Specify Source data that contains Sensitive information and 
identify parameters concerning the Source data (e.g., specific 
columns of the Source data, the minimum number of col 
umns of the Source data, the minimum number of rows of the 
Source data, etc.). In addition, the user input may specify 
certain characteristics of the message (e.g., a Sender or 
recipient identifier pattern, a protocol to carry messages, a 
destination of the message posted for public discussion (e.g., 
a specific newsgroup name), etc.), or certain characteristics 
of a message attachment (e.g., a message attachment type or 
size, a file attachment name, etc.). In addition, the user input 
may specify keywords or a regular expression pattern. In one 
embodiment, the user input also specifies logical connec 
tives of first-order logic (e.g., AND, OR, NAND, NOR, 
NOT, equivalent, nonequivalent, etc.) for composing the 
rules of the policy. 
0081. At processing block 204, processing logic defines 
the policy based on the user input pertaining to the policy 
rules. 

0082. At processing block 206, processing logic creates 
the index of the Source data. 

0083) Next, processing logic deploys the index (process 
ing block 208) and the policy to each location at which 
content monitoring takes place (processing block 210). 
0084 Subsequently, at processing block 212, processing 
logic monitors content traveling over network infrastructure 
or residing on the user's personal computer. 
0085. Upon detecting a policy violation (processing 
block 214), processing logic reports the violation (process 
ing block 216). In one embodiment, processing logic reports 
the violation by Specifying the fragments of the content that 
triggered the policy violation (processing block 216). 
0.086 Reporting Policy Violations 
0087 FIG. 2B is a flow diagram of one embodiment of 
a proceSS for determining whether a message violates a 
predefined policy. The proceSS is performed by processing 
logic that may comprise hardware (circuitry, dedicated logic, 
etc.), Software (Such as is run on a general purpose computer 
System or a dedicated machine), or a combination of both. 
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0088 Processing logic begins with copying a message 
into a message buffer (processing block 218). At processing 
block 220, the message is decoded and divided into message 
Sub-components (processing block 220). Message Sub-com 
ponents may include, for example, the title of the message, 
the main body of the message, an attachment of the message, 
etc. 

0089 Next, processing logic applies the policy to the 
message and/or its Sub-components. The policy may include 
one or more rules, with each rule concerning a specific class 
of violations. Classes of violations include, for example, 
violations concerning the envelope of the message (e.g., 
email address of the message Source or destination, IP 
address of the message Source or destination, a newsgroup 
name, etc.), violations concerning properties of message 
Sub-components (e.g., attachment type, attachment file 
name, attachment size, etc.), and violations concerning the 
text of message Sub-components (e.g., presence of specific 
keywords, regular expressions and expression patterns, pres 
ence or absence of certain data from a tabular data Source, 
etc.). 
0090. At processing box 222, processing logic deter 
mines whether the policy concerns the envelope of the 
message. For example, a policy may include a rule Speci 
fying a Sender or recipient identifier pattern, a protocol to 
carry a message, or a newsgroup name. At processing box 
224, processing logic determines whether the message enve 
lope violates the policy. The violation is detected if a 
relevant portion of the message envelope matches a param 
eter specified by the rule (e.g., the Sender of the message 
matches a Sender identifier pattern specified by the policy). 
0091) If the message envelope violates the policy, pro 
cessing logic Stores data pertaining to the violation in a result 
buffer (processing block 226). Data pertaining to the viola 
tion may include, for example, the portion of the message 
envelope that triggered the Violation. 
0092 At processing box 226, processing logic deter 
mines whether the policy includes any other rule that does 
not concern the envelope of the message. If So, processing 
logic proceeds to processing block 230. If not, processing 
logic proceeds to processing block 246. 
0.093 Next, processing logic processes each message 
Sub-component individually. In particular, at processing box 
230, processing logic determines whether the policy con 
cerns any properties of a message Sub-component. For 
example, the policy may specify a message attachment type 
(e.g., Excel, Word, PDF, etc.) or size, or a file attachment 
name pattern (e.g., “*.xls”, “confidential.doc, etc.). 
0094. If the policy does not concern properties of the 
message Sub-component, processing logic proceeds to pro 
cessing box 238. If the policy concerns a Specific property 
of the message Sub-component, processing logic determines 
whether a relevant property of the Sub-component violates 
the policy (processing box 232). If not, processing logic 
proceeds to processing box 236. If So, processing logic 
Stores data pertaining to the violation in the result buffer 
(processing block 234). Data pertaining to the violation may 
include, for example, a property of the attachment that 
triggered the policy violation, policy rule(s) being violated, 
and data identifying the attachment (e.g., a file attachment 
name). 
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0095 At processing box 236, processing logic deter 
mines whether the policy includes any other rule that does 
not concern properties of the message Sub-component. If So, 
processing logic proceeds to processing box 238. If not, 
processing logic proceeds to processing box 244. 
0096] At processing box 238, processing logic deter 
mines whether the message Sub-component contains any 
text. If not, processing logic proceeds to processing box 244. 
If So, processing logic applies the policy rule(s) concerning 
the text of the message Sub-component (processing block 
240) and determines whether the text of the message sub 
component violates the policy (processing box 241). AS will 
be discussed in more detail below, the text of the message 
Sub-component may violate the policy if it includes frag 
ments that match information from any one or more rows of 
the Source data, contains certain keywords or expressions, 
etc. 

0097. If processing logic determines that the text of the 
message Sub-component violates the policy, processing 
logic Stores data pertaining to the violation in the result 
buffer (processing block 242). Data pertaining to the viola 
tion may include, for example, message fragments that 
triggered the policy violation, Violated rule(s) of the policy, 
and data identifying the message component (e.g., a file 
attachment name, message body, etc.). 
0098. Afterwards, processing logic determines whether 
the message includes Sub-components that have not been 
processed yet (processing box 244). If So, processing logic 
begins processing the next component at processing block 
230. If not, processing logic processes the content of the 
result buffer (processing block 246). If the result buffer is 
empty, processing logic decides that the message does not 
Violate the policy. If the result buffer is not empty, process 
ing logic passes its content to a reporting tool (e.g., a 
reporting tool 110 of FIG. 1). In one embodiment, the result 
buffer Stores, for each relevant message component, one or 
more groups of message tokens, with each group of message 
tokens being from the same row of the Source data and from 
the columns specified by the policy. The groups of message 
tokens are associated with buffers containing corresponding 
groupS. 

0099. Once the violation is detected, the reporting tool 
reports the violation. In one embodiment, the detected 
Violation is reported by identifying, to a user, message 
tokens and/or message characteristics that triggered the 
violation. In another embodiment, the detected violation is 
reported by identifying Such message tokens and/or message 
characteristics to an application program that processes this 
information as needed. 

0100. In one embodiment, the violation is reported via a 
user interface. In other embodiments, the violation is 
reported using a structured output format Such as XML, 
PDF, automated email or webmail, SNMP format, etc. In 
one embodiment, the reporting tool reports each detected 
Violation by highlighting message fragments containing 
prohibitive information on the screen or in the report. For 
rules concerning characteristics of the entire message or 
attachment, the reporting tool may highlight the character 
istic that triggered the violation and Specify the policy and/or 
rule triggered. For rules Specifying keywords or regular 
expression patterns, the reporting tool may highlight key 
words or an expression from the message that triggered the 
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Violation, Specify the message component containing those 
keywords or expression, and specify the policy and/or rule 
triggered. 
0101 FIG. 2C is a flow diagram of one embodiment of 
a process for reporting policy violations. The process is 
performed by processing logic that may comprise hardware 
(circuitry, dedicated logic, etc.), Software (such as is run on 
a general purpose computer System or a dedicated machine), 
or a combination of both. 

0102) Processing logic begins with detecting a violation 
of a policy concerning the Source data (processing box 252). 
0103) At processing block 254, processing logic identi 
fies a user requesting a report and determines this user's 
permission level to access the Source data. 
0104. If the user's permission level allows unlimited 
access to the Source data (processing box 256), processing 
logic displays message tokens that triggered the violation. 
The message tokens may be highlighted (using color or 
black and white highlighting) on the screen (processing 
block 258) or displayed in any other way (e.g., underlined, 
in bold, in italics, etc.). The message tokens may include 
Words, numbers (e.g., a Social Security number, a credit card 
number, etc.), currency amounts, etc. In one embodiment, 
processing logic also displays the identifier of the source 
data and one or more characteristics of the message com 
ponent in which the violation was detected (e.g., the body of 
the message, or the attachment name, type or size). Process 
ing logic may also display the individual row numbers of the 
Source data that contain matching information or the number 
of Such rows. Processing logic may further display the 
identifier (e.g., the name) of the policy being violated and/or 
the identifier (e.g., the name) of each rule that triggered the 
Violation. In one embodiment, processing logic displays the 
identifier of the triggered rule upon receiving a user selec 
tion of one of the displayed tokens. For example, the 
identifier of the triggered rule may be displayed when the 
user places the cursor over (or close to) one of the displayed 
tokens. Similarly, in one embodiment, processing logic 
displays the identifier of a column (e.g., the column name) 
from the Source data upon receiving a user selection of one 
of the displayed tokens. For example, the user may select a 
token by placing the cursor over (or close to) the token. In 
one embodiment, processing logic provides a link (e.g., a 
hyperlink) from the displayed token(s) to the message in 
which a violation was detected. For example, if the user 
clicks on a displayed token, the original message containing 
the token is displayed and the token is identified (e.g., 
highlighted, underlined, etc.) in a relevant component of the 
meSSage. 

0105. If the user's permission level allows limited access 
to the Source data (processing box 260), processing logic 
displays the message tokens as redacted (e.g., blacked out) 
and displays an identifier of each column that contains 
information matching the message tokens (processing block 
262). Alternatively, if the user's permission level allows no 
access to the Source data, processing logic only displays the 
redacted (e.g., blacked out) message tokens (processing 
block 264). 
0106 FIGS. 2D and 2E illustrate exemplary user inter 
faces that report policy violations. 
0107 Referring to FIG. 2D, a user interface 265 reports 
a violation of the policy “Patient Data”. The user interface 
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270 displays parameters 272 of a message violating the 
policy, the tokens 271 that triggered the violation, and 
identifies the message component 268 (the main body of the 
message) containing the tokens 271 and the rule 270 trig 
gered by the tokens 271. The user interface 265 also displays 
the body of the original message 266 containing the tokens 
271. 

0108) Referring to FIG. 2E, a user interface 265 reports 
a violation of the policy “Price Lists”. The user interface 275 
displays parameters 282 of a message violating the policy, 
the tokens 276 that triggered the violation, and identifies the 
message component 268 (the file name of the attachment) 
containing the tokens 276 and the rules 280 triggered by the 
tokens 276. The user interface 275 also displays the body of 
the original message 274. 
0109 Policy Definition 
0110 AS discussed above, a policy is defined based on 
user input. The user input includes various parameters for 
rules contained in the policy. These policy parameters may 
identify the Source data and specify columns in the source 
data. In one embodiment, the columns are specified to 
request that the matches returned by the search include 
information from any Single row of the source data and that 
the information from the Single row include data from each 
of the specified columns. 
0111). In one embodiment, the policy parameters specify 
a value for a particular column. This column value is 
Specified to request that the matches returned by the search 
include information from any Single row of the source data, 
that the information from the single row include data from 
the particular column, and that this data be equal to the 
Specified value. 
0112) In one embodiment, the policy parameters provide 
a minimum number of columns, in addition to the specified 
columns from the Source data. The minimum number of 
columns is provided to request that the matches returned by 
the Search include information from any single row of the 
Source data and that the information from the single row 
include data from at least this number of the specified 
columns. 

0113) In one embodiment, the policy parameters specify 
exclusion columns. The exclusion columns are specified to 
request that the matches returned by the search include 
information from any Single row of the source data and that 
the information from the Single row exclude data from any 
of the specified exclusion columns. 
0114) In one embodiment, the policy parameters specify 
a minimum number of rows to request that the matches 
returned by the Search include information from at least this 
number of random rows of the source data. 

0115) In one embodiment, the user input pertaining to the 
policy parameters is facilitated via a user interface. FIGS. 
3A-3D illustrate exemplary user interfaces that facilitate 
user input of policy parameters, according to one embodi 
ment of the present invention. The policy parameters shown 
herein are arbitrary and modifiable in various areas of the 
user interfaces. 

0116 Referring to FIG. 3A, a user interface 300 allows 
a user to specify the name 302 of the source data and the file 
name 304 containing the source data. The user interface 300 
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also allows the user to perform field mapping 306 between 
data Source fields and System column names. 
0117 Referring to FIG. 3B, a user interface 320 allows 
a user to provide policy parameters associated with Source 
data 330. Specifically, the user interface 330 allows the user 
to specify inclusion columns 322, a minimum number of 
inclusion columns 326, exclusion columns 324, a minimum 
number of rows (i.e., incident minimum) 328. According to 
the example illustrated in FIG. 3B, the specified policy 
parameters require that a match returned by the Search 
include information from at least one random row of the 
Source data 330, that the information from one row contain 
data from at least two of the checked inclusion columns 322, 
and that this information exclude data from any of the 
combined columns 324. 

0118 Referring to FIG. 3C, a user interface 340 displays 
a set of rules contained in the policy associated with Source 
data 348. For a first rule 342, the specified policy parameters 
require that a match returned by the Search include infor 
mation from at least one row (minimum matches 352) of the 
Source data 348 and that the information from one row 
contain data from at least one of three Specified columns 
350. 

0119 For a second rule 344, the specified policy param 
eters require that a match returned by the Search include 
information from at least one row (minimum matches 358) 
of the Source data 348 and that the information from one row 
contain data from at least two of four specified columns 354 
and exclude matches confined to the fields specified in 356. 
0120 For a third rule 346, the specified policy parameters 
require that a match returned by the Search include infor 
mation from at least 10 possibly non-adjacent rows (mini 
mum matches 362) of the source data 348 and that the 
information from each of the 10 rows contain data from both 
columns 360. 

0121 Referring to FIG. 3D, a user interface 370 displays 
rules of the policy associated with source data 372. The first 
rule requires that the recipient of the violating content match 
pattern 386. The second rule requires that the content be in 
an attachment of type 388. The third rule requires that the 
attachment be less than size 50 KB as specified by 390. The 
fourth rule requires that the match returned by the Search 
include data matching keywords 378. The fifth rule requires 
that the match returned by the Search include data matching 
keywords 380. The sixth rule requires that the match 
returned by the Search include data matching an expression 
382. The seventh rule requires that a match returned by the 
Search include information from at least one row (minimum 
matches 376) of the source data 372, and that that the 
information from each row contain data from at least two of 
specified columns 374. 
0.122 Exemplary Search Techniques 
0123. As discussed above, violations are detected by 
Searching information content using predefined policies. In 
one embodiment, a Search is performed using an abstract 
data structure (index) derived from Source data. In one 
embodiment, this indeX contains no copies of the Source 
data, or contains only encrypted or hashed copies of the 
Source data. This embodiment Specifically avoids Storing 
any representation of the data itself So that, in the case of a 
hacker breaking into the host that runs the DMS (which 
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utilizes the index when performing content Searches as 
discussed above), the data that is exposed to theft is incon 
Sequential. The indeX may be created using a tuple-Storage 
mechanism that provides a data structure for Storing multiple 
tuples associated with fragments of the database data. 
Examples of the tuple-storage mechanism include a hash 
table, a vector, an array, a tree, a list, or a table in a relational 
database management System. In the process described 
below, the data Stored in the indices only retains the relative 
placement of the elements in the database in relation to other 
elements. For example, in the case of a hash table, the index 
may store, for each fragment of the database data (e.g., a 
data fragment inside a database cell), the fragments hash 
code together with its row number, column number and type 
of the column. 

0.124. In another embodiment, indices contain fragments 
of the intellectual property that is under protection, thus 
reducing the value of the Solution by exposing that infor 
mation to Security threats. 

0.125. In yet another embodiment, copies of a small 
amount of frequently used Strings and numbers from the 
database that represent a large proportion of the data in the 
System is still Stored directly in the indeX along with the rest 
of the information on relative placement of data in the 
database table(s). This is done by Storing copies of these 
common Strings themselves, instead of hash codes. AS a 
result, indices may include the row numbers, column num 
bers, and type of the Source data, but instead of Storing a 
hash code it stores the string itself. For the rest of the cells 
of the database that are not quite So common, only the row 
numbers, column numbers, and type of the Source data are 
Stored while Specifically not storing copies of these Strings. 
This approach uses the fact that the statistical distribution of 
String and numeric data in databases is often skewed So that 
the most common terms account for a very large percentage 
of the overall Volume of data Stored. Storing these common 
terms in a separate indeX helps indeX query efficiency Since 
the Small number of common terms accounts for a large 
proportion of the queries, and these queries can be run using 
Standard quick techniques from the literature (e.g., hash 
table lookups, bitmaps, etc.). The reason that this is not a 
security vulnerability is that this small number of terms that 
account for a disproportionate share of Volume of Source 
data are the least valuable pieces of data. The terms “John' 
and “Smith’ are very common inside databases that contain 
names, but the theft of these terms is relatively worthless. In 
this embodiment, the System is Still carefully avoiding 
Storing copies of data of leSS-common terms of higher value 
(e.g., credit card numbers, SSN, uncommon names, etc.). 
0.126 FIG. 4 is a flow diagram of one embodiment of a 
process for indexing the Source data. The process is per 
formed by processing logic that may comprise hardware 
(circuitry, dedicated logic, etc.), Software (such as is run on 
a general purpose computer System or a dedicated machine), 
or a combination of both. 

0127. Referring to FIG. 4, processing logic begins with 
determining whether the Source data is Stored in a Standard 
tabular format (processing box 402). If not, processing logic 
converts the Source data into a Standard tabular format 
(processing block 404). Each cell in the resulting table stores 
a fragment of the Source data. In one embodiment, each data 
fragment is a token. A token may be a single word or a 
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cluster of words (e.g., words enclosed in quotation marks). 
For example, while the word “this” may represent a token 
Stored in a database cell, the phrase “this token' may also 
represent a Standalone token if it is Stored as a Single String 
in a database cell. 

0128 Next, processing logic creates a tuple-storage 
Structure derived from the Source data (processing block 
406). A tuple-storage structure provides a mechanism for 
Storing multiple tuples associated with the fragments of the 
Source data. Examples of tuple-storage Structures include a 
hash table, a vector, an array, a tree or a list. Each type of the 
tuple-Storage Structure is associated with a method for 
retrieving a set of tuples for any given content fragment (the 
Set of tuples may be empty if no match is found in the 
tuple-storage structure). 
0129. Further, processing logic stores information about 
the position of each data fragment within the Source data in 
a corresponding tuple (processing block 408). In one 
embodiment, the information about the position of a data 
fragment includes the number of a row Storing the data 
fragment in the Source data. In another embodiment, this 
information also includes the number of a column Storing 
the data fragment in the Source data and optionally the data 
type of the column. 
0130. Afterwards, processing logic sorts the tuples in a 
predetermined order (e.g., in the ascending lexicographic 
order) (processing block 410). 
0131 Thus, the resulting abstract data structure (i.e., the 
index) only contains information about the relative place 
ment of data records in the context of the larger whole but 
does not include any fragments of the Source data itself. 

0.132. In one embodiment, the contents of the index are 
treated cryptographically (e.g., with a hash function or using 
an encryption function with a cryptographic key) to further 
Secure the index from theft. 

0.133 Exemplary search techniques will now be 
described in more detail. FIG. 5 is a flow diagram of one 
embodiment of a process for Searching information content 
for Source data. The proceSS is performed by processing 
logic that may comprise hardware (circuitry, dedicated logic, 
etc.), Software (Such as is run on a general purpose computer 
System or a dedicated machine), or a combination of both. 
0134) Referring to FIG. 5, processing logic begins with 
identifying information content (processing block 502). The 
information content includes free-from text and may be 
included in a file (e.g., an archived email message stored on 
a hard drive of a computer) or in a block of data transmitted 
over a network (e.g., an email message transmitted over a 
network using any type of a network protocol). AS discussed 
above the information content to be searched may be 
selected based on theft detection conditions specified by the 
USC. 

0135) Next, processing logic detects in the information 
content a sequence of content fragments that may possibly 
contain a portion of source data (processing block 504). The 
detected Sequence of content fragments may be a set of 
adjacent or non-adjacent tokens within the information 
content. Each token may correspond to either a word or a 
phrase. The detected Sequence of content fragments may be 
a portion of the received information content or the entire 

Feb. 3, 2005 

information content. In another embodiment, the detected 
Sequence of content fragments is considered as a set of 
Subsets of tokens, in which each Subset of tokens may 
possible contain a portion of Source data. 
0.136. In one embodiment, processing logic decides that a 
Sequence of content fragments may possibly contain a 
portion of the Source data upon determining that the 
Sequence of content fragments resembles column-formatted 
data. This determination may be made by parsing the 
received information content to identify separated lines (as 
may be indicated, for example, by tags <cr> or <cr><lf>) 
and finding that these Separated lines contain a similar 
number of tokens and optionally the Similar data types of the 
tokens. 

0.137 In another embodiment, processing logic decides 
that a sequence of content fragments may possibly contain 
a portion of the Source data upon parsing the entire infor 
mation content and Searching blocks of contiguous tokens 
for Source data. In one embodiment, the blocks of contigu 
ous tokens are defined based on user-specified parameters 
Such as a user-specified width of each block and a user 
Specified position of each block within the information 
content (e.g., the user may require that the two adjacent 
blocks be separated by a certain number of tokens). 
0.138. In yet another embodiment, processing logic 
decides that a Sequence of content fragments may possibly 
contain a portion of the Source data upon finding in the 
information content an expression of a predefined format. 
Such expression may be, for example, an account number, a 
Social Security number, a credit card number, a phone 
number, a postal code, an email address, text formatting 
indicating a monetary or numeric value (e.g., “S” signs 
together with digits), etc. Once the expression is found, 
processing logic decides that a region of text Surrounding the 
expression may possibly contain a portion of the Source data. 
The size of this region may be defined by a predetermined 
number of tokens on each Side of the found expression. 
0.139. In yet another embodiment, processing logic 
decides that a Sequence of content fragments may possibly 
contain a portion of the Source data upon determining that 
the word usage or the word distribution in the information 
content (or in Some portion of the information content) 
resembles a Statistical pattern that indicates a possible con 
tainment of the Source data in the information content. 

0140. In still another embodiment, processing logic 
decides that a Sequence of content fragments may possibly 
contain a portion of the Source data upon determining that 
certain properties associated with the received information 
content indicate a possible containment of the Source data in 
the information content based on the history of previous 
Violations. These properties may include, for example, the 
destination of the information content (e.g., a recipient of an 
electronic message), the origin of the information content, 
the time of transmission associated with the information 
content, the size of transmission associated with the infor 
mation content, the types of files contained in the transmis 
Sion (e.g., multipurpose Internet mail extension (MIME) 
types of files), etc. In one embodiment, the history of 
previous violations is maintained by identifying, for each 
detection of Source data, the properties of the information 
content in which the Source data was detected and recording 
these properties in a previous violation database. Subse 
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quently, when processing logic decides whether a sequence 
of content fragments within the new information content 
may possibly contain a portion of Source data, processing 
logic identifies the properties of the new information content 
and Searches the previous violation database for these prop 
erties. If a match is found, processing logic determines 
whether the previous violations associated with the match 
ing property indicate a possible containment of Source data 
in the new information content. This indication may be 
based on the number of previous violations associated with 
the matching property or the frequency of previous viola 
tions associated with the matching property. For example, 
this indication may be based upon the total number of 
Violations that a particular Sender has committed, or the 
frequency of those violations over a given time period. 
0.141. Afterwards, upon detecting a sequence of content 
fragments that may possibly contain a portion of the Source 
data, processing logic makes a determination as to whether 
any Subset of these content fragments matches a Subset of 
the Source data and is in accordance with the policy param 
eters discussed above (processing block 506). 
0142 FIGS. 6A-6C are flow diagrams of various exem 
plary embodiments of a process to find, for a Subset of 
content fragments, a match Satisfying policy parameters in 
an abstract data Structure derived from Source data. The 
proceSS is performed by processing logic that may comprise 
hardware (circuitry, dedicated logic, etc.), Software (Such as 
is run on a general purpose computer System or a dedicated 
machine), or a combination of both. 
0143 Referring to FIG. 6A, processing logic begins with 
parsing the Sequence of content fragments identified at 
processing block 504 of FIG. 5 into content fragments (e.g., 
tokens). Then, for each content fragment, processing logic 
Searches the abstract data Structure for a Set of matching 
tuples (processing block 602). For example, a word “Smith' 
contained in the information content may have Several 
occurrences in the Source data that are reflected in the 
abstract data Structure. Specifically, each of these occur 
rences has a corresponding tuple in the abstract data Struc 
ture. During the Search, processing logic retrieves a set of 
tuples corresponding to the occurrences of the word “Smith' 
in the Source data. Each tuple Stores information about the 
position of this data fragment within a database or a table 
Storing the Source data. In one embodiment, the positional 
information includes the row number of a cell Storing the 
data fragment. In another embodiment, the positional infor 
mation also includes a column number of this cell and 
optionally the data type of the column. 
0144) Next, processing logic combines the matching 
tuple sets found for all the content fragments (processing 
block 604) and then groups the combined matching tuple 
Sets by row numbers into groups L (processing block 606). 
As a result, each group L (referred to herein as an accumu 
lator) contains matching tuple sets that all have the same 
column number, i.e., the matching tuple Sets in each group 
L correspond to fragments of the Source data that all appear 
to be from the same row in the database. 

0.145) Further, processing logic sorts the groups L by the 
number of matching tuple Sets contained in each group 
(processing block 608) and, in one embodiment, Selects 
those groups that have tuple Sets with distinct column 
numbers (processing block 610). Afterwards, processing 
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logic determines whether any of the Selected groups Satisfy 
policy parameters (processing block 612). 
0146 FIG. 6B illustrates one exemplary embodiment of 
a proceSS for determining whether any Selected groups of 
tuple Sets Satisfy policy parameters. 

0147 Referring to FIG. 6B, processing logic begins with 
determining whether the policy parameterS Specify inclusion 
columns (decision box 652). If not, processing logic pro 
ceeds to decision box 664. If So, processing logic determines 
whether the policy parameterS Specify a minimum number 
M of inclusion columns (decision box 654). If number M is 
Specified, processing logic Searches for groups with tuples 
from at least M number of the inclusion columns (processing 
block 660) and determines whether any such groups are 
found (i.e., the number of found groups is greater than 0) 
(decision box 662). If the determination made at decision 
bOX 662 is positive, processing logic proceeds to decision 
box 664. If the determination made at decision box 662 is 
negative, processing logic decides that no violation has been 
detected (processing block 680). 
0148 If number M is not specified (decision box 654), 
processing logic Searches for groups with tuples from each 
Specified inclusion column (processing block 656) and 
determines whether any Such groups are found (decision box 
658). If the determination made at decision box 658 is 
positive, processing logic proceeds to decision box 664. If 
the determination made at decision box 658 is negative, 
processing logic decides that no violation has been detected 
(processing block 680). 
0149. At decision box 664, processing logic determines 
whether the policy parameterS Specify any key words or 
expressions. If not, processing logic proceeds to decision 
bOX 670. If So, processing logic Searches for groups with 
tuples matching the Specified keywords or expressions (pro 
cessing block 666) and determines whether any Such groups 
are found (decision box 668). If the determination made at 
decision box 668 is positive, processing logic proceeds to 
decision box 670. If the determination made at decision box 
668 is negative, processing logic decides that no violation 
has been detected (processing block 680). 
0150. At decision box 670, processing logic determines 
whether the policy parameterS Specify exclusion columns. If 
not, processing logic proceeds to decision box 676. If So, 
processing logic Searches for groups with tuples that are not 
from all of the exclusion columns (processing block 672) 
and determines whether any Such groups are found (decision 
box 674). If the determination made at decision box 672 is 
positive, processing logic proceeds to decision box 676. If 
the determination made at decision box 672 is negative, 
processing logic decides that no violation has been detected 
(processing block 680). 
0151. At decision box 676, processing logic determines 
whether the policy parameterS Specify a minimum number L 
of rows. If not, processing logic decides that a violation is 
detected (processing block 682). If So, processing logic 
determines whether the most recent number of found groups 
is not less than L (decision box 678). If this determination is 
positive, processing logic decides that a violation is detected 
(processing block 682). If the determination made at deci 
Sion box 678 is negative, processing logic decides that no 
violation has been detected (processing block 680). 
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0152 FIG. 6C illustrates an alternative exemplary 
embodiment of a proceSS for determining whether any 
Selected groups of tuple Sets Satisfy policy parameters. 
0153. Referring to FIG. 6C, processing logic begins with 
receiving parameterm that identifies the minimum number 
of inclusion columns (i.e., data Source columns whose data 
needs to be included in the Search result) (processing block 
682). 
0154) Next, processing logic receives parameter S Speci 
fying the set of inclusion columns and confirms that S is 
greater or equal to m (processing block 684). 
0.155. At processing block 686, processing logic receives 
parameter r Specifying the minimum number of rows. 
Parameter r requires that the Search result contain data from 
at least r rows of the Source data. 

0156. At processing block 688, processing logic receives 
parameter Especifying a set of exclusion columns (i.e., data 
Source columns whose data has to be excluded from the 
search result) and confirms that for each e member if E, lel 
is equal to m. 
O157 At processing block 690, processing logic searches 
text T for the largest match group G in which: 

0158 (a) each components is a subset g of text T that 
contains tokens from the same row of data Source D, 

0159) (b) each token from g is an element from a 
column in D specified by S, 

0160 (c) gld=m, and 
0161 (d) tokens of g do not contain data from exclu 
Sion columns E. 

0162 At decision box 692, processing logic determines 
whether G is greater than r. If so, processing logic decides 
that a match is detected (processing block 694). If not, 
processing logic decides that no match is detected (process 
ing block 696). 
01.63 Exemplary embodiments of a search process will 
now be described. FIGS. 7A-7C are flow diagrams of 
alternate embodiments of a process for Searching an incom 
ing message using a hash table index of Source data. The 
proceSS is performed by processing logic that may comprise 
hardware (circuitry, dedicated logic, etc.), Software (Such as 
is run on a general purpose computer System or a dedicated 
machine), or a combination of both. 
0164 Referring to FIG. 7A, processing logic begins with 
parsing an incoming message (processing block 702). Next, 
processing logic determines whether the parsed portions of 
the incoming message contain column-formatted data (pro 
cessing box 704). In one embodiment, lexical analysis may 
be used to identify lines in the parsed portions of the 
incoming message (e.g., by finding tags <cr> or <cr><lf> 
that are used to separate lines) and then detecting that the 
number of tokens found in adjacent lines is identical in 
number and in type. In one embodiment, processing logic 
Stores the type of each token, along with the total number of 
tokens. 

0.165 If the determination made at processing box 704 is 
negative, processing transitions to processing block 702. 
Otherwise, processing transitions to processing block 706 
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where processing logic Sets i equal to the first line that 
resembles column-formatted data. 

0166 Next, processing logic applies a hash function H(k) 
to each token in line i (processing block 708), finds a set of 
tuples at H(k) in the hash table for each token in line i, adds 
the tuples to list L, and regroups list L into a Set of 
accumulators (processing block 712) in which each indi 
vidual accumulator's tuples have the same row number 
value. Further, processing logic Sorts that list L by the length 
of each Ai (processing block 714) and checks for unique 
occurrences of columns in Sorted list L (processing block 
716). At processing block 710, optional pre-processing logic 
may be performed to filter the tokens before insertion into 
list LSO that only those tuples with type matching the lexical 
type of the original token k are added to L. It should be noted 
that in Some other embodiments checking for unique occur 
rences of columns may be skipped for reasons of Speed or 
Simplicity. In yet other embodiments, tuples are simple 
“singletons' containing row numbers only (i.e., no column 
number and no type indicator). 
0167. Afterwards, if the incoming message contains more 
lines that resemble column-formatted data (processing box 
718), processing logic increments i to the next line that 
resembles column-formatted data (processing block 722) 
and the process transitions to processing block 706. Other 
wise, processing logic reports lines of text with Ai that 
exceed the predetermined size and have unique column 
numbers (processing block 720). 
0168 Referring to FIG. 7B, processing logic begins with 
receiving user-specified parameters of “width” (W) and 
“jump” (J) (processing block 732) and parsing an incoming 
message (processing block 734). Parameter W specifies the 
number of contiguous tokens in each block of contiguous 
tokens that is to be searched during a Single iteration and 
parameter J Specifies the required number of tokens between 
the two adjacent blockS. 
0169. Next, processing logic sets the value of the location 
variable (St) to zero (processing block 736) and defines a 
block (“textblock”) to be searched by collecting W contigu 
ous tokens of the message starting at St (processing block 
738). 
0170 Further, processing logic applies a hash function 
H(k) to each token in the textblock (processing block 740), 
finds a set of tuples at H(k) in the hash table for each token 
in the textblock, adds the tuples that have the same type as 
the corresponding tokens in the textblock to list L (process 
ing block 742), regroups list Linto a set of accumulators 
(processing block 744), sorts that list L by the length of each 
Ai (processing block 746) and checks for unique occur 
rences of columns in sorted list L (processing block 748). 
0171 Afterwards, processing logic increments S, by J 
number of tokens (processing block 750) and determines 
whether location S is still within the message (processing 
box 752). If the determination is positive, the process 
transitions to processing block 738. Otherwise, processing 
logic reports textblocks with Ai that exceed the predeter 
mined size and have unique column numbers (processing 
block 758). 
0172 Referring to FIG. 7C, processing logic begins with 
parsing an incoming message (processing block 764) and 
looking for a first expression having a user-specified format 
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(processing block 766). Such expression may be, for 
example, an account number, a Social Security number, a 
credit card number, text formatting indicating a monetary or 
numeric value (e.g., “S” signs together with digits), etc. If 
the matching expression is not found, the process transitions 
to processing block 764. Otherwise, the process transitions 
to processing block 768 where processing logic defines a 
block ("textblock”) to be searched by collecting W contigu 
ous tokens before and after the matching expression. For 
example, the textblock may consist of 10 tokens immedi 
ately preceding the matching expression, the matching 
expression itself and 10 tokens immediately following the 
matching expression. 
0173 Further, processing logic applies a hash function 
H(k) to each token in the textblock (processing block 770), 
finds a set of tuples at H(k) in the hash table for each token 
in the textblock, adds the tuples that have the same type as 
the corresponding tokens in the textblock to list L (process 
ing block 772), regroups list L into a set of accumulators 
(processing block 774), sorts that list L by the length of each 
Ai (processing block 776) and checks for unique occur 
rences of columns in sorted list L (processing block 778). 
0.174. Afterwards, processing logic determines whether 
the message has anymore expressions of the user-specified 
format (processing box. 780). If this determination is posi 
tive, the process transitions to processing block 768. Oth 
erwise, processing logic reports textblocks with Ai that 
exceed the predetermined size and have unique column 
numbers (processing block 782). 
0175 Comparison with the Prior Art 
0176) Database query mechanisms are significantly dif 
ferent from the teachings described herein. One difference is 
that B-trees actually contain fragments of the database tables 
that they index. In the approach described above, there are 
no copies of the database data Stored inside the index. The 
reason that this is important is that—as mentioned above 
the DMS has to have a copy of the index in order to protect 
the data from escape; however the DMS is also best 
deployed in a position in the network where it may be 
exposed to Significant threats. Keeping the indeX that the 
DMS uses free of any components of the database data is a 
key requirement. 

0177. Another difference between standard database 
query mechanisms and the invention outlined here has to do 
with the types of queries that are required. The Standard Set 
of queries used in relational databases is based on predicate 
logic using connectives like AND and OR. This basic system 
does not work well for detection of database data that is 
typically cut-and-paste into email and webmail messages. 
Database data that is cut-and-paste into email messages is 
typically from reports and will often contain data in each line 
that is extraneous and not found inside the database table. An 
example could be an email message that contains, for 
example, account information for a bunch of customers. 
Such a message will contain plenty of records from the core 
database that requires protection, e.g., first name, last name, 
Social-Security number, etc., but could also contain infor 
mation not in the core database tables. A typical example is 
information that is “joined” from other databases. Another 
example is simple line formatting tokens that Separate fields 
of database data. Because of the possibility of this extra data 
that's typically found on each of these lines, the Standard 
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predicate logic connectives like AND and OR applied to 
each token on the line of an outgoing message produce either 
too many hits (as is the case with OR) or zero hits (as is the 
case with AND). In the description herein, the system is able 
to detect the presence of n or more tokens that are all from 
the same row of a database table, even in the case where n 
is much smaller than the total number of tokens in the line. 
This is another Significant difference between the present 
invention and the prior art mentioned above for database and 
document query mechanisms. 
0.178 There are several major differences between the 
techniques described above and information retrieval tech 
nologies. Firstly, the indices for these Systems contain 
(inside the concordances) the same terms that are Stored in 
the database that is to be protected. Here again, Since the 
System deploys this indeX into a location on the network that 
is potentially under hacker threat; this is a definite disad 
Vantage. Secondly, these query Systems run Boolean queries 
using the forms of predicate logic like AND and OR. As 
mentioned above, this approach is at a distinct disadvantage 
for detecting database records that have been possibly 
“joined with extraneous data from other tables. 
0179 The technique of file shingling is similar to, but 
substantially different from the technique described herein. 
In file shingling, the Subject of interest is text data (prose, 
Software, outlines, etc.). In the techniques described here, 
the focus is on protecting database data. One difference is 
that database data from a given database table may appear 
with the row order or column order permuted arbitrarily in 
the test message. These permutations are the Simple result of 
the query mechanisms typically applied to extract database 
data. A database query could result in a block of database 
data that comes in arbitrary column order, and arbitrary row 
order. For this reason, the basic technique of file shingling 
will not work if applied to database data. File shingling 
assumes that the same linear Sequence is followed between 
the protected document and the test document. 
0180. There are many important differences between 
Internet content filtering Systems and the teachings 
described herein. AS mentioned above, Internet content 
filtering Systems are based on keyword Searches. The novel 
techniques described above build an abstract data structure 
from the database data that it seeks to protect. This abstract 
data Structure does not contain fragments of the text it is 
trying to protect. A keyword filtering System must contain 
Some representation of the text that it is Searching for in 
order to run its queries. The Second major difference is that 
these Internet content filtering Systems are not intended to 
protect database data. Using regular expression matching to 
detect violations of an organizations privacy policy on 
database data will also lead to a very inaccurate method of 
detection. These Systems are primarily applied to Stop 
employee abuse of the Internet as it relates to pornographic 
or abusive content and language. Such Systems, if applied to 
the protection of database data, would use regular expres 
Sions to match database records. This would also result in 
transferring fragments of the database data to the computer 
on the network where Security risks are maximized. 
0181 An Exemplary Computer System 
0182 FIG. 8 is a block diagram of an exemplary com 
puter System that may perform one or more of the operations 
described herein. Referring to FIG. 8, computer system 800 
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may comprise an exemplary client 850 or server 800 com 
puter System. Computer System 800 comprises a communi 
cation mechanism or buS 811 for communicating informa 
tion, and a processor 812 coupled with bus 811 for 
processing information. Processor 812 includes a micropro 
ceSSor, but is not limited to a microprocessor, Such as, for 
example, Pentium TM, PowerPCTM, AlphaTM, etc. 

0183 System 800 further comprises a random access 
memory (RAM), or other dynamic storage device 804 
(referred to as main memory) coupled to bus 811 for storing 
information and instructions to be executed by processor 
812. Main memory 804 also may be used for storing 
temporary variables or other intermediate information dur 
ing execution of instructions by processor 812. 

0184 Computer system 800 also comprises a read only 
memory (ROM) and/or other static storage device 806 
coupled to buS 811 for Storing Static information and instruc 
tions for processor 812, and a data storage device 807, such 
as a magnetic disk or optical disk and its corresponding disk 
drive. Data storage device 807 is coupled to bus 811 for 
Storing information and instructions. 

0185. Computer system 800 may further be coupled to a 
display device 821, such as a cathode ray tube (CRT) or 
liquid crystal display (LCD), coupled to bus 811 for dis 
playing information to a computer user. An alphanumeric 
input device 822, including alphanumeric and other keys, 
may also be coupled to bus 811 for communicating infor 
mation and command Selections to processor 812. An addi 
tional user input device is cursor control 823, Such as a 
mouse, trackball, trackpad, Stylus, or cursor direction keys, 
coupled to buS 811 for communicating direction information 
and command Selections to processor 812, and for control 
ling cursor movement on display 821. 

0186. Another device that may be coupled to bus 811 is 
hard copy device 824, which may be used for printing 
instructions, data, or other information on a medium Such as 
paper, film, or Similar types of media. Furthermore, a Sound 
recording and playback device, Such as a Speaker and/or 
microphone may optionally be coupled to bus 811 for audio 
interfacing with computer system 800. Another device that 
may be coupled to bus 811 is a wired/wireless communica 
tion capability 825 to communication to a phone or handheld 
palm device. 

0187. Note that any or all of the components of system 
800 and associated hardware may be used in the present 
invention. However, it can be appreciated that other con 
figurations of the computer System may include Some or all 
of the devices. 

0188 Whereas many alterations and modifications of the 
present invention will no doubt become apparent to a perSon 
of ordinary skill in the art after having read the foregoing 
description, it is to be understood that any particular embodi 
ment shown and described by way of illustration is in no 
way intended to be considered limiting. Therefore, refer 
ences to details of various embodiments are not intended to 
limit the Scope of the claims which in themselves recite only 
those features regarded as essential to the invention. 
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We claim: 
1. A method comprising: 
identifying a violation by detecting fragments in a mes 

Sage that match information from any one or more rows 
within a tabular structure of Source data; and 

Specifying, as part of reporting the violation, the frag 
ments that match the information from any one or more 
rows within the tabular structure. 

2. The method of claim 1 wherein the matching fragments 
are specified via any one of a user interface and a structured 
output format. 

3. The method of claim 1 wherein the reporting further 
Specifies at least one of a message component containing the 
matching fragments, the Source data, the one or more rows 
within the tabular data Structure, a number of the one or 
more rows within the tabular data Structure, a policy being 
Violated, and one or more rules of the policy being violated. 

4. The method of claim 1 wherein identifying the viola 
tion comprises: 

Searching the message for the fragments that contain one 
or more Sub-sets of tokens, each of the one or more 
Sub-sets of tokens matching information from a Single 
row within the tabular data Structure, and 

determining that the message violates a predefined policy. 
5. The method of claim 4 wherein the predefined policy 

comprises at least one rule Selected from the group consist 
ing of one or more rules pertaining to the Source data, a rule 
Specifying an expression pattern, a rule Specifying a message 
attachment type, a rule Specifying a message attachment 
size, a rule Specifying a Sender identifier pattern, a rule 
Specifying a recipient identifier pattern, a rule specifying 
keywords, a rule Specifying a file attachment name pattern, 
a rule specifying a protocol to carry the message, and a rule 
Specifying a newsgroup name. 

6. The method of claim 1 wherein Specifying, as part of 
reporting the violation, the fragments comprises highlight 
ing the matching fragments on the Screen. 

7. The method of claim 6 further comprising: 
providing a link from the matching fragments highlighted 

on the Screen to the message containing the matching 
fragments. 

8. The method of claim 1 wherein specifying, as part of 
reporting the violation, the fragments comprises: 

determining a permission level of a user with respect to 
access to the Source data; and 

presenting information pertaining to the matching frag 
ments in accordance with the permission level of the 
USC 

9. The method of claim 8 wherein presenting information 
pertaining to the matching fragments comprises: 

notifying the user about the matching fragments without 
displaying the matching fragments to the user. 

10. The method of claim 8 wherein presenting informa 
tion pertaining to the matching fragments comprises: 

identifying, to the user, columns within the tabular data 
Structure that contain data matching the fragments from 
the message, without displaying the matching frag 
ments to the user. 
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11. A method comprising: 
detecting, in a message, a plurality of fragments that 

matches information from any one or more rows within 
a tabular Structure of Source data, and 

identifying the plurality of fragments to a user. 
12. The method of claim 11 wherein the plurality of 

fragments are identified to the user via any one of a user 
interface and a structured output format. 

13. The method of claim 11 wherein identifying the 
plurality of fragments to the user comprises highlighting the 
plurality of fragments on the Screen. 

14. The method of claim 11 further comprising: 
identifying to the user at least one of a message compo 

nent containing the matching fragments, the Source 
data, the one or more rows within the tabular data 
Structure, and a number of the one or more rows within 
the tabular data Structure. 

15. The method of claim 11 wherein detecting in the 
message the plurality of fragments comprises: 

Searching the message for the plurality of fragments that 
contains one or more Sub-sets of tokens, each of the one 
or more Sub-sets of tokens matching information from 
a single row within the tabular data Structure; and 

determining that the message violates a predefined policy. 
16. The method of claim 15 further comprising: 
identifying the predefined policy to the user. 
17. The method of claim 15 further comprising: 
identifying one or more rules of the predefined policy to 

the user. 
18. The method of claim 15 wherein the predefined policy 

comprises at least one rule Selected from the group consist 
ing of one or more rules pertaining to the Source data, a rule 
Specifying an expression pattern, a rule Specifying a message 
attachment type, a rule Specifying a message attachment 
size, a rule Specifying a Sender identifier pattern, a rule 
Specifying a recipient identifier pattern, a rule specifying 
keywords, a rule Specifying a file attachment name pattern, 
a rule specifying a protocol to carry the message, and a rule 
Specifying a newsgroup name. 

19. The method of claim 13 further comprising: 
providing a link from the plurality of fragments high 

lighted on the Screen to the message containing the 
plurality of fragments. 

20. The method of claim 11 wherein identifying the 
plurality of fragments to the user comprises: 

determining a permission level of the user with respect to 
access to the Source data; and 

presenting information pertaining to the plurality of frag 
ments in accordance with the permission level of the 
USC. 

21. The method of claim 20 wherein presenting informa 
tion pertaining to the plurality of fragments comprises: 

notifying the user about the plurality of fragments without 
displaying the plurality of fragments to the user. 

22. The method of claim 20 wherein presenting informa 
tion pertaining to the plurality of fragments comprises: 

identifying, to the user, columns within the tabular data 
Structure that contain data matching the plurality of 
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fragments from the message, without displaying the 
plurality of fragments to the user. 

23. A method comprising: 
detecting, in a message, a plurality of tokens that Violate 

a set of rules, 
displaying the plurality of tokens to a user; and 
upon receiving a user Selection of one of the plurality of 

tokens, displaying one or more rules within the Set that 
are violated by the one of the plurality of tokens. 

24. The method of claim 23 wherein the user selection of 
the one of the plurality of tokens is received when the user 
places a cursor over the one of the plurality of tokens. 

25. The method of claim 23 wherein the set of rules are 
Selected from the group consisting of rules pertaining to 
components of Source data having a tabular structure, a rule 
Specifying an expression pattern, a rule Specifying message 
attachment types, a rule Specifying a message attachment 
size, a rule Specifying a recipient identifier pattern, a rule 
Specifying a Sender identifier pattern, a rule specifying 
keywords, a rule Specifying a file attachment name pattern, 
a rule specifying a protocol to carry the message, and a rule 
Specifying a newsgroup name. 

26. The method of claim 23 further comprising: 
upon receiving the user Selection of one of the plurality of 

tokens, displaying a name of a column from Source data 
that has data matching the one of the plurality of 
columns from the message. 

27. The method of claim 23 further comprising: 
Searching the message for the plurality of tokens that 

contain one or more Sub-sets of tokens, each of the one 
or more Sub-sets of tokens matching information from 
a single row within a tabular data Structure of Source 
data; and 

determining that the message Violates a predefined policy 
containing the Set of rules. 

28. The method of claim 23 wherein displaying the 
plurality of tokens to the user comprises highlighting the 
matching fragments on the Screen. 

29. The method of claim 23 further comprising: 
providing a link from the plurality of tokens to content of 

the message. 
30. A System comprising: 
a violation detector to identify a violation by detecting 

fragments in a message that match information from 
any one or more rows within a tabular Structure of 
Source data; and 

a reporting tool to specify the fragments that match the 
information from any one or more rows within the 
tabular Structure. 

31. The system of claim 30 further comprising a user 
interface to Specify the matching fragments. 

32. The system of claim 30 wherein the reporting tool is 
further to Specify at least one of a message component 
containing the matching fragments, the Source data, the one 
or more rows within the tabular data Structure, a number of 
the one or more rows within the tabular data Structure, a 
policy being violated, and one or more rules of the policy 
being violated. 

33. The system of claim 30 wherein a policy being 
Violated comprises at least one rule Selected from the group 
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consisting of one or more rules pertaining to the Source data, 
a rule specifying an expression pattern, a rule Specifying a 
message attachment type, a rule Specifying a message 
attachment size, a rule Specifying a Sender identifier pattern, 
a rule Specifying a recipient identifier pattern, a rule Speci 
fying keywords, a rule Specifying a file attachment name 
pattern, a rule Specifying a protocol to carry the message, 
and a rule Specifying a newsgroup name. 

34. The system of claim 30 wherein the reporting tool is 
to highlight the matching fragments on the Screen. 

35. The system of claim 30 wherein the reporting tool is 
to specify the fragments by determining a permission level 
of a user with respect to access to the Source data, and 
presenting information pertaining to the matching fragments 
in accordance with the permission level of the user. 

36. A System comprising: 
a violation detector to detect, in a message, a plurality of 

fragments that matches information from any one or 
more rows within a tabular structure of Source data; and 

a reporting tool to identify the plurality of fragments to a 
USC. 

37. The system of claim 36 further comprising a user 
interface to identify the plurality of fragments to the user. 

38. The system of claim 36 wherein the reporting tool is 
further to identify to the user at least one of a message 
component containing the matching fragments, the Source 
data, the one or more rows within the tabular data Structure, 
and a number of the one or more rows within the tabular data 
Structure. 

39. The system of claim 36 wherein a predefined policy 
being violated comprises at least one rule Selected from the 
group consisting of one or more rules pertaining to the 
Source data, a rule Specifying an expression pattern, a rule 
Specifying a message attachment type, a rule Specifying a 
message attachment size, a rule Specifying a Sender identifier 
pattern, a rule Specifying a recipient identifier pattern, a rule 
Specifying keywords, a rule specifying a file attachment 
name pattern, a rule Specifying a protocol to carry the 
message, and a rule Specifying a newsgroup name. 

40. The system of claim 36 wherein the reporting tool 
identifies the plurality of fragments to the user by determin 
ing a permission level of the user with respect to access to 
the Source data, and presenting information pertaining to the 
plurality of fragments in accordance with the permission 
level of the user. 

41. A System comprising: 
a violation detector to detect, in a message, a plurality of 

tokens that violate a set of rules, and 
a user interface to display the plurality of tokens to a user, 

and to display one or more rules within the Set that are 
Violated by one of the plurality of tokens upon receiv 
ing a user Selection of the one of the plurality of tokens. 

42. The system of claim 41 wherein the set of rules are 
Selected from the group consisting of rules pertaining to 
components of Source data having a tabular structure, a rule 
Specifying an expression pattern, a rule Specifying message 
attachment types, a rule Specifying a message attachment 
size, a rule Specifying a recipient identifier pattern, a rule 
Specifying a Sender identifier pattern, a rule specifying 
keywords, a rule Specifying a file attachment name pattern, 
a rule specifying a protocol to carry the message, and a rule 
Specifying a newsgroup name. 
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43. The system of claim 41 wherein the user interface is 
further to display a name of a column from Source data that 
has data matching one of the plurality of columns from the 
message upon receiving the user Selection of the one of the 
plurality of tokens. 

44. The system of claim 41 wherein the user interface is 
to highlight the matching fragments on the Screen. 

45. The system of claim 41 wherein the user interface is 
to provide a link from the plurality of tokens to content of 
the message. 

46. An apparatus comprising: 
means for identifying a violation by detecting fragments 

in a message that match information from any one or 
more rows within a tabular structure of Source data; and 

means for Specifying, as part of reporting the Violation, 
the fragments that match the information from any one 
or more rows within the tabular structure. 

47. An apparatus comprising: 
means for detecting, in a message, a plurality of fragments 

that matches information from any one or more rows 
within a tabular structure of Source data; and 

means for identifying the plurality of fragments to a user. 
48. An apparatus comprising: 
means for detecting, in a message, a plurality of tokens 

that violate a Set of rules, 
means for displaying the plurality of tokens to a user; and 
means for displaying one or more rules within the Set that 

are violated by one of the plurality of tokens upon 
receiving a user Selection of the one of the plurality of 
tokens. 

49. A computer readable medium that provides instruc 
tions, which when executed on a processor cause the pro 
ceSSor to perform a method comprising: 

identifying a violation by detecting fragments in a mes 
Sage that match information from any one or more rows 
within a tabular structure of Source data; and 

Specifying, as part of reporting the violation, the frag 
ments that match the information from any one or more 
rows within the tabular structure 

50. A computer readable medium that provides instruc 
tions, which when executed on a processor cause the pro 
ceSSor to perform a method comprising: 

detecting, in a message, a plurality of fragments that 
matches information from any one or more rows within 
a tabular Structure of Source data, and 

identifying the plurality of fragments to a user. 
51. A computer readable medium that provides instruc 

tions, which when executed on a processor cause the pro 
ceSSor to perform a method comprising: 

detecting, in a message, a plurality of tokens that Violate 
a set of rules, 

displaying the plurality of tokens to a user; and 
upon receiving a user Selection of one of the plurality of 

tokens, displaying one or more rules within the Set that 
are violated by the one of the plurality of tokens 
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