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(57) Abstract: The present invention relates to a system and method for distributed au-
thentication of a device in an internet-of-things blockchain environment. In the system
for distributed authentication of a device, each node: stores information and details about
a device at each stage in a Distributed Hash Table (DHT) through blockchain consen-
sus in order to perform authentication in an internet-of-things blockchain environment;
requests, to a blockchain network, the control of user access or the authentication of a
device, performs authentication by reaching a consensus on the basis of the stored details
in the respective nodes, and multi-encrypts a message propagated by a manufacturer, a
service provider, a user, and the like. Accordingly, the system for distributed authenti-
cation of a device according to the present invention can disallow the participation of
counterfeit devices and devices having forged or falsified authentication information,
prevent attacks utilizing stolen devices, prevent users from losing ownership, and pre-
vent malicious users from accessing a device.
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(Gisig, Ssig, Vsig) Digital signature schems DSS
described by the 3-tuple
generator, signature, verification

PIBN Private internet of thigns block chain
network

DAC Device access control

Pkrg;o , Skiio n’s verify key , signing key

Da Device authentication message

0 ,New o owner, New owner

S, Sd Service Provider
Device message of service provider

m, mq Device manufacturer
Device message of manufacturer

Info, n’s information for registered in the
block-chain network

[5=3]

PROTOCOL 1 Authentication Privisioing

: procedure AuthenticationPrivisioning

O executes :

(Pkosig » Sk{}ﬁig ) <- Gzig ()
o participate in PIBN

§ executes ;

(stgigq s Skgsig ) <- Gsig ()
s participate in PIBN
Infos (Pkssig . , Ids ) enrollment in PIBN

10: m executes:

1
2
3
4
5: Infoo(PkOsig , Ido) enrollment in PIBN
6
7
8
9

11: Pk, Skge ) <- Gsig()

12:  m participate in PIBN

13:  Infom (Pk™g. , Idm ) enrollment in PIBN
14: end procedure
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PROTOCOL 2 Device Generation from manufacturer

1: procedure DeviceGeneration()

m excutes:

PIBN
PIBN excutes:

0:end procedure

generate d with uuid
(Pkdsig,, Skdsig ) <-Gsig ()
md = (uuid, Pkdsig) <-Ssig (Sk™sig) broadcast to

insert mq

if mda <-Vsig (Pk™sig) is vaild :
then execute consensus rule :

in DHT

5]

PROTOCOL 3 Device transfer to service provider

1

2:

3
4:
5

B o

: procedure

S execute ;

s and m form a secure channel
transfer Skdsg to s

sq = {(uuid, Pkdsig) <-Ssig  (Skdsig) }

<- Ssig (Skssig) broadcast to PIBN

PIBN excutes:

0: end procedure

insert sq

If sqa <- Vsig (pkasig) <- Vsig (Pkdsig)
then execute consensus rule :

in DHT

is valid:
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[5=6]

PROTOCOL 4 Device owner registration

1: procedure
2: o and s form a secure channel
3 transfer Sk, too
4: o execute :
5 oq = {(uuid, Pkd;, ,Network mac address)
<-Ssig  (Sk%ig) } <- Ssig (Sko;e ) and broadcast to
PIBN
6: PIBN excutes:
7 If o4 <- Vi (PkO%ig) <- Ve (Pkdsio) is valid:
8: then execute consensus rule :
9: insert og in DHT
10: end procedure

[5=7]

PROTOCOL 5 Device access control

1: procedure

2: 0 execute :

3: 04 = {(uuid, Pkdig ,Network mac address)
<-Ssig  (SKdsig) } <- Ssig (SKOsig)

4: request DAC(04) to PIBN

5: PIBN execute:

6: ifod <- Vsig(Pkosig) <- Vsig (Pkdsig) is valid

7: then execute consensus rule :

8: return DAC token -

9: end procedure
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[5=8]

PROTOCOL 6 device authentication

1: procedure
2: dexecute:

3: Da = (uuid, Network mac address) <- Ssg
(Skdsig)

4: request Da to PIBN

5: PIBN execute:

6: if Da <-Vsig(Pkdsg) isvalid:

8: then execute consensus rule :

0

: return authentication token
10:end procedure

[5=9]

PROTOCOL 7 device transfer to other owner

1: procedure .

2: o and new o form a secure channel

3 transfer Skdsig to new o

4: new o execute:

5: newod = {(uuid, Pkdsi; ,Network mac address) <-
Ssig (Skdsig) } <- Ssig (Sknew osig)

and broadcast to PIBN

PIBN excutes:

If newod <-Vsg(Pkosig) <- Vsg(Pkdsig) s valid:
then execute consensus rule :

0: insert new oq in DHT

BYeNa
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