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1. System of orthogonal code generators, where a first code
generator generates a code sequence from a running counter reading
which sequence is different from the code generated by a second
code geniiifor directed by the same counter reading, characterised
in that/the code generator comprisées a number of individually
arranged and counter-reading directed subcode generators, each
generating a subcode together representing the code, where at least
one subcode generator of the first code generator generates a

subcode which is different from the subcode of the similarly

arranged subcode generator of the second code generator.

A
13. Radjo, provided with a code generator as claimed injone of the

precegdin
qabove claims, where the output signals of the code generator are
supplied to a memory with the purpose of addressing memory
positions, a memory position comprising a frequency-representing
value,-which value is supplied to a transmitting and receiving unit

to tune this unit to tiie iast-mentioned frequency value, where the
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radio operates in a frequency band having fl as the lowest frequency

and fh as the highest frequency and where the memory consists of

N, x Np x ... x N, = Q memory positions, comprising the frequency
values fl, f2' e, fQ respectively, while fi-lfi = (fh-fl)/Q for
i=1,2, ..., Q1.

Rt ANST vpeyd AT o




" AUSTRALIA

| T 598357

COMPLETE SPECIFICATION

(ORIGINAL)
Class Int. Class
Application Number:
Lodred:
Complete Specification Lodged:
Accepted:
Published:
e ¥ ains the
This document contains
i amendments made mjctl_?‘:r
Related Art: § Mection 49 ard is correct 1ot
¢ rinting,
k‘..s“\ St

APPLICANT'S REFERENCE: H.S.A.D. 250
Name(s) of Applicant(s):

Hollandse Signaalapparaten B.V., Hollandse
Signaalapparaten B.V

Address(es) of Applicant(s):
P.O. Box 42,
7550 GD Henglo,
THE NETHERLANDS.

Address for Service is:

PHILLIPS ORMONDE & FITZPATRICK
Patent and Trade Mark Attorneys
367 Collins Street
Melbourne 3000 AUSTRALIA

Complete Specification for the invention entitled:

SYSTEM OF ORTHOGONAL CODE GENERATORS, RADIOS PROVIDED WITH A
CODE GENERATOR AND GENERATORS OF SUCH A SYSTEM

Our Ref : 88871
POF Code: 1399/1399

The following statement is a full description of this invention, including
the best method of performing it known to applicant(s):

6003q/1 -1 -




-

10

15

20

25

30

la

System of orthogonal code generators, radios provided with a code

generator and code generators of such a system.

The invention relates to a system of orthogonal code generators,
where a first code generator generates a code sequence from a
running counter reading which sequence is different from the code
sequence generated by a second code generator, directed by the same

counter reading.

The invention also relates to a code generator suitable for use in a
system as described above and to a radio provided with a code
generator, where the output signals of the code generator are
supplied to a memory for addressing memory positions where a memory
position comprises a frequency-representing value, which is supplied
to a transmitting and receiving unit to tune this unit to the

last-mentioned frequency value.

Such a system is known from EP-A 0,189,695. It relates particularly
to a system for redio communication. In this system a radio
generates a sequence of frequencies on which the radin transmits or
receives, For this purpose, a radio is provided with & pseudo-random
generator of which the running counter reading is supplied to a
code generator also belonging to the radio. It is hereby presumed
that the radios are provided with mutually synchronised counter
position generators. For the synchronisation of the counter reading
generators (also called time-of-cay counters), reference is made to
EP-A.O,235,869. From a running counter reading a code generator
generates a code sequence. For this purpose it is conceivable that
such a code addresses a conversion table (memory), causing the code
to be converted to a frequency. Such a conversion table will
therefore usually be a one-to-one projection. If the code sequences
of a number of radios are identical and synchronous, communication

among these radios is possible. A set of such radios is called a
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"net". It is often desirable that several nets (code generators) of
radios exist, generating different code sequences to render
communication among the nets impossible. Such a system is known from
EP-A 0,189,695. If it should moreover be required that such nets do
not cause mutual interference, the code sequences should not
generate the same codes at any moment. The nets thus generate
mutually orthogonal code sequences. It is important for
communication that, if the code sequence of the first net is known,
the code sequences of other nets are as little known as possible to
reduce the effects of jamming to a minimum. This implies that the
mutual correlation of the orthogonal code sequences must be as
little as possible, while the whole net system must contain
sufficient correlation to guarantee that all nets generate mutually

orthogonal sequences.

A code generator as mentioned in this description is, in the case of
radio communication, equivalent to a net of radios (code generators)
which synchronously generate the same code sequence. All radios of
the same net are provided with code generators generating the same
code. Two orthogonal code generators are therefore equivalent to two

orthogonal nets of code generators.

The above-mentioned application EP-A 0,189,695 has the disadvantage

that not all nets generate orthogonal code sequences.

The present invention does not have this disadvantage and is
characterised in that a code generator consists of a number of
individually arranged and counter-reading directed subcode
generators, each generating a subcode together representing the
code, where at least one subcode generator of the first code
generator generates a subcode which is different from the subcode of
the similarly arranged subcode generator of the second code

generator,
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A system in accordance with the invention also has the advantage
that an extremely complex system of orthogonal code generators
(orthogonal nets of radios) can be realised in a simple way.
Compromise of a first code generator has minimal consequences for
co-compromise of other code generators (other nets of radios).
Moreover, an existing system can easily be extended or rearranged,
without deteriorating the orthogonal operation of the code

generators.

A special embodiment of a system of orthogonal code generators is
characterised in that a code generator consists of n subcode
generators i1 (i =1, 2, ..., n), where a subcode generator i
subsequently generates subcode-representing numbers 8- where

g; < N;-1 and N; represents a fixed value, where a subcode
generator Sons%sts of a pseudo-random generator and an adder unit,
the pseudo-ran&im generator generating from the running counter
reading and directed by a key, a pseudo-random sequence of numbers
which are supplied to the adder unit, and the adder unit adding a

number Ai modulo Ni to the second-last mentioned numbers to obtain

the numbers 8-

If a code generator according to the invention is applied in a
frequency-hopping radio, where the code generator addresses the
above-mentioned memory table (conversion table) to obtain the
frequency to be used, a radio in the embodiment according to the
invention is very advantageous as regards jamming occurring in
cosite situations. If orthogonally operating radios are
geographically situated in eachother’s vicinity, they may jam each
other if they use frequencies which, although not the same, lie very
close together. In combination with the code generator, the memory
can be arranged in such a way that only very few radios can jam
eachother. According to the invention, the memory is built up of

Ny x Np x .00 X N, = Q memory positions, comprising respectively
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the frequency values

1 1 1 2 2 2 1 1
fl , f2 ) ey fQ/Nl' f1 , f2 , . fQ/N 1, ceey f1 , f2 )
N £ -f . £ -£
1 . h 1 J . h 1
fQ/N , where f1 + (j-1) N < fi < f1 +3 .7y and
1 1 1
i=1, 2, ..., Q/Nl’ i=1,2, ..., Nl'

A specially advantageous embodiment according to the invention

consists in that the memory contains N, x Nox ..o voox N, =Q

memory positions, comprising respectively the frequency values

elel 1 .2 .2 2 AL
l , 2 )yt k2 ’ 1 i) 2 PR | k2 1 ety 1 )
Q/k k, Qfk,k
£, voer £ ,
2
c 1.1 R P £ 2 fQ/klkz
L4k, Fovk, 2k Fiae) Favk, 2k, 1+k,
fQ/ k1k2 c Q/ k1k2
2-«~k2 2k2
e 1 el fl g2 . 2 . 2 fQ/klkZ
142k," 242k, 3k, a2k, Fovok, 3k, 142k,
fQ/ k1k2 Q/ k1k2
242k, 3k,
1 1 1 2 2
£ £ L fr o £ .
L4k -1)k," D240k -1k, kpk,’ Tl Dk, Tarck, -1k,
.2 fQ/klk2 fQ/klkZ fQ/klkz
Kk, L4k, -Dk," T240 -1k, Kk,
3 .ed g - .
where t lfi gl za8d G102, L kK
it =1, 2 K.k, Aiwi’; A>0; kk, €N') and £.9 w £.3°
’ }) ’ LA 1 2 ’ ] 1 2 i i

if i=3iof jw=j.
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Throughout this specification the symbol A
indicates the 1logical "and" function, means: 1s an
element of the set and N’ indicates positive natural
numbers.

A radio now proves on theoretical grounds to be
arranged in such a way that a maximum number of radios can
operate together without jamming in a cosite situation.

According to the present invention there is provided
system of orthogonal code generators, where a first code
generator generates a code sequence from a running counter
reading which sequence is different from the code
generated by a second code generator directed by the same
counter reading, characterised in that each code generator
comprises a number of individually arranged and
counter-reading directed subcode generators, each
generating a subcode together representing the code, where
at least one subcode generator of the first code generator
generates a subcode which is different from the subcode of
the similarly arranged subcode generator of the second
code generator.

A preferred embodiment of the present invention will
be further explained with reference to the accompanying
figures, of which

—4a-
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Fig. 1 shows a simple embodiment of a code generator according to

the invention;
10 Fig. 2 shows a tree diagram of the division of keys and addition
numbers for a system of code generators of Fig. 1;
Fig. 3 shows a tree diagram for a possible key and addition number

division of a system of 48 orthogonal code generators;

“a Fig. 4 shows a code generator belonging to the system of Fig. 3;
15 Fig. 5 shows the deletion of a level in the tree diagram of Fig. 3;
Fig. 6 shows the addition of a level in the tree diagram of Fig. 3;
Fig. 7 shows the reconfiguration of a level in the tree diagram of

Lt Fig. 3;
Fig. 8 shows the fixation of a level in the tree diagram of Fig. 3;
20 Fig. 9 shows the extension of subcode generators of some code
generators in the system according to Fig. 3;
Fig. 10 shows a radio provided with a subcode generator;
Fig. 11 shows possible divisions of clusters of radios over a
frequency interval;
25 Fig. 12 shows a tree diagram according to the invention to achieve

an optimal cosite situation.

Reference number 1 in Fig. 1 indicates a very simple embodiment of a

code generator forming part of a system of orthogonal code

30 generators, according to the invention. The code generator is
provided with a 32-bit counter reading generator 2, generating a

32-bit running counter reading. Furthermore the code generator is
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provided with three subcode generators 3.i (i =1, 2 or 3). From the
running counter reading, an i th subcode generator 3.i generates a
radix q number of a; digit positions. In this example it is assumed,
without restricting the scope of the claims, that q = a; = 2. Each
subcode generator therefore generates a 2-bit subcode (number) 8;

(1 =1, 2 or 3). The range of a subcode generator is therefore

[0, Ni-l] where N, = 4, The three subcodes 8; together form a 6-bit
code, as indicated in Fig. 1. A subcode generator 3.i consists of
encryption unit 4.i (i = 1, 2, 3) and a modulo-4 adder unit 5.i.

The encryption unit 4.i generates a pseudo-random 2-bit number L;
under direction of an exchangeable key 6.1 (i =1, 2, 3). This 2-bit
number L; is supplied to adder unit 5.i. Adder unit 5.i also
receives a 2-bit number Ai (i =1, 2, 3). Adder unit 5.i adds 2-bit

number Ay modulo 4 to number L; to obtailn subcode 8-

A system of orthogonal codegenerators as described above can only

3
2 a

=1 P
2P L = 26 = 64 orthogonal code

contain a maximum of
generators, because only 64 different codes can be generated.

For this purpose, the 64 code generators should have a distribution
of keys and addition numbers A; according to the invention.
Distribution of keys and addition numbers can be as follows:

All subcode generators 3.i of the 64 code generators (64 nets) have
the same key 5,. (One could also say that these subcode generators
are of the same type.) A first cluster of 16 code generators exists
having an addition number A; ;. A second cluster of 16 code
generators has a different addition number Ay 9. Similarly, a third
and a fourth cluster of 16 code generators have addition numbers

Ay g and Ay , recpectively. Because A ™ Al

(k, m=1,2,3,4 A k » m), the four clusters generate

mutually different codes (the numbers g; are different).

ST



10

15

25

30

Fig. 2 indicates by means of a tree diagram how 64 (nets of) code
generators R can be distributed over four clusters. Level 1 of the
tree diagram indicates the four clusters with the accompanying
addition numbers of the first subcode generator. It clearly shows
that the first subcode generators effect the quartering
(orthogonalisation) at the first level of the tree diagram. The
common key S; of the first subcode generator is indicated above the
first level. The first index of a key or addition number corresponds
with index i of subcode generator 3.i and the level i to which the
key or the addition number in question relates (here i = 1, 2 or 3).
A subcode generator 3.i will hereinafter be called subcode

generator i.

For the orthogonalisation of the code generators within a cluster, a
cluster of 16 code generators is subdivided into four subclusters of
four code generators. To realise this, measures have to be taken at
subcode generators 2 (i = 2) of a cluster: the 16 nets of the first
cluster have the same key S, 1 while four nets of a first subcluster
of the first cluster have addition number A2.11’ four nets of a
second subcluster of the first cluster have addition number A2.12,
etc, Similarly, each of the second, third and fourth clusters are

subdivided into four orthogonal subclusters of four code generators.

Because A2.kp » A2.kr (k,p,r=1,2,3,4 A p » r), nets of a first
subcluster of a cluster are orthogonal with nets of a second
subcluster of the last-mentioned cluster. Keys S2.i (i =1,2,3,4) do
not especially need to be different. In view of safety after
compromise however, it is advantageous to make last-mentioned keys
mutually independent. The keys, so to say, determine the basic
pattern of a code sequence while the addition parts orthogonalise
basic patterns. Because nets of a first cluster are also orthogonal
with nets of a second cluster, nets of a first subcluster are
orthogonal with nets -of each second subcluster which is different

from the first subcluster.
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Fig. 2 shows the second level of the division of clusters into
subclusters. It also indicates the different addition numbers of the
second subcode generators. The common key of a subcluster is

indi.cated above the second level.

Four code generators within a subcluster are orthogonal as a result
of the applicaticn of a common key ﬁor these four code generators
and the application of four different addition numbers in these code
generators for subcode generator 3. In this way, the four code
generators of the second cluster of the third subcluster receive a
common key Sq 95 and four different addition numbers A3 931 Az 939»
A3 933 and A3 ,4, respectively.

. Fig. 2 indicates the addition numbers of subcode generators 3 at the

third level, while above the third level the common key of the four

code generators belonging to one subcluster is indicated.

Because four code generators within a subcluster operate
orthogonally as a result of the addition numbers at subcode
generators 3, code generators of different subclusters within one
cluster operate orthogonally as a result of the addition numbers of
subcode generators 2, and code generators of different clusters
operate orthogonally as a result of the addition numbers at subcode
generators 1, all 64 code generators (or nets of code generators)

operate mutually orthogonal.

A code generator according to the above embodiment can be generalised
as follows: Per code generator, n subcode generators may be applied,
where a subcode generator is provided with a bits. In fig. 2 this
would mean that n levels exist where each junction 22 is branched
off and a total of A = 2™3 code generators exist.

There are 1 + 22 + 22a + 2(n-1)a - (Zna-l)/(Za-l) independent keys

with 22 different addition numbers per key.
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Instead of binary numbers, numbers from a radix q system may be
used for the subcode generators. In that case, the addition numbers
are added modulo-qa. If the code generator is provided with n
subcode generators, where a subcode generator is provided with "a"
radix q digit positions, a maximum of Q = qna code generators can
operate orthogonally.

na
q -1

A independent keys with qa different addition numbers
q -1

There are

per key. It is possible, by means of 2 bits (a=2) to simulate a
ternary system (q=3) by only using the numbers 00, 01 and 10 and
treating them as numbers. In that case, the addition numbers are
added modulo-3.

As an example of a further generalisation, it is also possible that

the range of subcode generators i (i =1, ..., n) is different

within a code generator. The range of subcode generator i is then

N., i.e. subcode generator i generates numbers in the range of

i’
[0, Ni-l]. The variation within this range can be realised in
different ways: the number of digit positions a; is a function of i;
digit positions of subcode generator i are radix q;, where q; is a
function of i or the full range of a subcode generator i is not used
as described above with numbers g; = 00, 0l or 10, where a; = 2.

A combination of the three methods mentioned above is also possible.

1f, for example, the first and second method are combined, N, of a

a.
s . i
subcode generator i can be described: Ni =q; .

a.
If the third method also applies here, Ni < 9, a

The maximum number of orthogonal code generators Q is

N1 X N2 X ... X Nn. There are Nl X N2 X ... X Nn-l independent keys
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for subcode generators i with Ni different addition numbers per key.

The total number of independent keys is 1 + N1 + leN2 + ...+

+ N1XN2x"‘XNn-1'

So far it has been assumed for the generalisation of the system of
orthogonal code generators, that all (sub)clusters of a level are of
the same size, in other words, contain the same amount of code
generators. This corresponds with the condition that all subcode
generators i have the same range N;. On the basis of the orthogonal
codegenerators described above, five independent methods, either

in combination or not, can be applied for a further generalisation.
Each method should at least be applied to subcode generators i,
belonging to the same (sub)cluster and therefore having the same key
(of the same type). The five methods will be discussed on the

basis of an example. We assume a system of three clusters (N1 = 3),
each having two subclusters (N2 = 2), each with four subclusters

(N3 = 4) of two code generators each (Nh = 2), see fig. 3.

Fig. 4 shows a possible construction of a code generator of the
last-mentioned system of these code generators, where a) =qp = 2.
For simplicity'’s sake, the code generators are numbered with a
different notation from Ry - R,g. For a subcode generator 1,

%1
N1 = 3, so that N1 <q, . This implies that only the numbers

B = 00, 01 and 10 are used, while addition numbers are added

a
modulo-3. For a subcode generator 2, N, = 2, so that N 2

2 2" %
and the numbers g = 0 and g = 1 are used; addition numbers are

3
added modulo-2. For a subcode generator 3, N3 = 4, so that N3 - q3
and the numbers gy = 00, 01, 10 and 11 are used; addition numbers
are added modulo-4. For a subcode generator 4 the same applies as

discussed for subcode generator 2.

S
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A first generalising method is the omission of a level of several
(subjclusters. Fig. 5 shows an example. Here level 4 for a
subcluster has been omitted. This is realised by combining two or
more subcode generators to form one larger subcode generator at the
code generators. Last-mentioned subcode generators are provided with
one key and different addition numbers. In this example, subcode
generators 3 and 4 of code generators 1-8 are combined to form one
subcode generator 3'. Subcode generators 3' are provided with

a3’ = 3 digit positions, one common key S;;; and eight mutually
different addition numbers <A3.11k’ k=1,2,...,8), which are added

modulo-§.

A second method implies the insertion of a level for several
(sub)clusters. Fig. 6 shows an example. One level has been inserted
for the subcluster of code generators Ry-Rg. This is realised by
replacing a number of subcode generators by two or more subcode
generaﬁors per subcode generator, for the code generators belonging
to a (sub)cluster. In this example, subcode generators 3 of the code
generators Rl'RB are replaced by subcode generators 3' and 4'.

The subcode generators 3’ are provided with the same key S5, 17,
while subcode generators 4' are provided with a key S40 111 ©F

S4r 112 see fig. 6. Four subcode generators having key S3/ 17 are
provided with the addition number A3, 177 and the remaining four
subcode generators with key S5+ 17 are provided with the addition
number A3r 112- We assume that Agr 111 ™ B30 112° Subcode generators
4' of code generators R1 and R, are provided with addition number
Ayr 1110 subcode generators 4' of code generators Ry and R, are
provided with addition number A,, 1115, subcode generaters 4' of
code generators Ry and Ry are provided with addition number AL 1191
and the subcode generators 4' of the code generators R, and Rg are

provided with addition number A4,.1122.
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We assume that: A4, 11717 % A4r 1112 209 A4 1191 ™ A40 1122
Subcode generators 5 of code generators R; and R, are provided with

a common key SS 1111 and two iifferent addition numbers AS.lllll and
Ag 11112 respectively.

A third method is the reconfiguration of several (sub)clusters.
In this method the distribution of the number of digit positions a;
within a (sub)cluster for subsequent levels i (e.g. i = k, k+l,

k+r) is rearranged to a number of digit positions a; (i = k, k+1,

.., ktr) where the total number of digit positions remains

unchanged, in other words:

k+r k+r
= ai = = ai'
i=k i=k

Fig. 7 gives an example. In fig. 7, a3’ = 1 and a,' = 2, so that
a, + ay = ap’' + az’'. The number of keys at the fourth level is now
two instead of four. To each key of the fourth level of code
generators (Rl-R8) now belong four different addition numbers. The

same effect can be achieved by exchanging numbers g; in the code,

e.8- 8j 8 Bk is replaced by B; - Bk - B

A fourth method is the fixation of one or more subcode generators of
several code generators. This implies that, for several code
generators, the output of one or more subcode generators is fixed or
masked by a number. This results in the relevant code generators
generating a limited, possibly disjunct, code sequence. Fig. 8

shows an example where subcode generators 4 of code generators 1 and
2 are fixed. In a tree diagram as in fig. 8, fixation implies in
fact that one branch is cut off because the number of orthogonal

code generators generating 48 different codes decreases.

A fifth method concerns the extension of subcode generators for

several code generators. This can be realised by giving several
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subcode generators i a wider range Ni’, implying that the number of
orthogonal code generators in the system can increase. This can also
be realised by providing several code generators with an extra
subcode generator. These two possibilities will be subsequently

described by means of fig. 9.

In fig. 9 two code generators are added. This can be realised by
providing subcode generators 3 with an extra digit position, i.e.
ag' =3. If q = 2, subcode generators 3 have a range Ny < 23. In
this case N; = 5, implying that the number of codes to be generated
Q=N x Ny x N3 X N, =3x 2 x5%x 2 =60. This implies that the
system can consist of a maximum of 60 orthogonal code generators.
However, for 10 code generators the fourth subcode generators are
fixed, implying that the system effectively includes 50 orthogonal
code generators, generating 60 different codes. So, two generators
having a key S379, S397, S399, S337 and S35, respectively, qualify
for fixation, so that at each of the accompanying subclusters a
branch of the accompanying tree diagram is omitted. Only the

subcluster with key S311 iz therefore provided with a fifth branch.

Corresponding with the second possibility for the fifth method, the
codegenerators with key §3;7 are provided with an extra subcode
generator having a range of N=2. This implies that the system can
generate 50 different codes, so that 50 orthogonal code generators
car. be realised. Only the subcluster with key S37; is therefore
provided with a fifth branch. The difference with the first
possibility is particularly clear from the number of different codes
generated: according to the first possibility 60 different codes are
generated, while 50 orthogonal code generators are present,
according to the second possibility 50 different codes are

generated, while 50 orthogonal code generators are present,
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It will be clear that it is possible to combine all of the
above-mentioned methods to obtain an extremely complex system of

orthogonal code generators.

A special application of orthogonal code generators in a system of

frequency hopping radios will be discussed below.

Hopping nets of radios are often confronted with cosite problems.
This implies that (hopping) nets of radios jam each other, if they
operate geographically close together. This jamming can also occur
in orthogonally hopping nets of radios, because the frequencies
used by the radios, although different, are close together causing
garbling. To prevent cosite problems in frequency hopping radio
nets, care should be taken that the frequencies are not only
different but also that they are separated by a certain relative or
absolute frequency distance. Radios which are provided with & code
generator according to the invention can be made quite insensitive
to cosite problems due to the structure of the system of code

generator with accompanying key and additiocn number distribution.

Fig. 10 shows a radio 8 which is provided with a code generator 9
according to the invention. The codes generated by code generator Y
are supplied to a memory 1l via line 10. In this case, the code
functions as an addressing system and selects a memory position in
memory ll. The contents of a memory position consist of a binary
number indicating a frequency value. If there are Q orthogonally
hopping (nets of) radios, the radios must be capable of generating
at least Q different frequencies. This implies that a code generator
usually generates Q different codes and that a memory 11, supplied
with Q different codes, generates Q different frequency values. Two
different codes are therefore accompanied by two different frequency
values. In the radio, the frequency values generated by memory 11

are supplied to a unit 12 via line 12 for further processing.
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Unit 13 comprises known means for the generation, modulation,

reception and demodulation of a transmitting signal.

To prevent cosite problems, memory 11 is filled with Q different
frequency values in a special way. For this purpose, use is made of
the structure of the system of code generators described above. All
radios belonging to one net are provided with a code generator
having the same key and addition numbers. All radios are provided

with a memory 11 having identical contents.

2 first possibility according to the invention to fill memory 11

is described below.

We assume that the frequencies to be used have to be within an
interval with f; as the lowest frequency and f; as the highest
frequency. The bandwidth B = fh - fl‘ The memory positions are
filled with Q frequency values which linearly increase in steps of
Af = B/Q. This implies that clusters with addition numbers A1,
A1 3, Ay 5, . always have a minimum frequency distance of

AB = B/N;. This is also true for clusters with addition numbers
A1.2’ A1_4, A1.6' . A proper selection of B and N1 can therefore
prevent cosite problems among radios of such clusters. However,
radios within a cluster and radios of neighbouring clusters can
still be confronted with cosite problems. Figs. 1, 2 and 11

illustrate an example.

We assume a net of Q = 64 radios provided with a code generator as
shown in fig. 1. The key and addition number distribution is as
shown in fig. 2. It appears from fig. 2 that N; = 4. The 16 radios
with addition number A1 form a cluster G;. Radios with addition
number Al.g form a cluster Gg (g = 1,2,3 or 4). We assume that

£}, = 80 MHz and f; = 40 MHz. The bandwidth AB of a cluster of radios
is therefore always 10 MHz. Fig. 1l clearly illustrates the
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situation. At t = t;, all radios having addition number A1
(cluster Gy) have a frequency which is higher than 40 MHz and lower
than 50 MHz (condition § = 1 of fig. 11). As a result of the linear
arrangement of memory 11, all radios having addition number A1 o
(cluster G,) have a frequency which is higher than 50 MHz and lower
than 60 MHz. Radios from clusters Gy and G, have frequencies between
60 and 70 MHz and 70 and 80 MHz respectively. There is therefore
always a minimum frequency distance of 10 MHz between radios of
clusters G, and G3. This is also true for the radios belonging to
clusters G, and G,. Assume that the radios generate a new frequency

each At sec (hop frequency = At'l), usually at t = ty + At condition

. 6§ will have changed: subcode generators 4.1 generate a different

subcode, causing clusters G; - G, to be distributed differently over
frequency band B (e.g. condition 6=2 of fig. 11). Fig. 11 indicates
that four distributions (conditions §) are possible, corresponding
with the range of subcode generators 4.1. Fig. 1l clearly shows that
the 12 nets of radios of cluster G,y always have a minimum frequency
distance of 10 MHz away from the 12 nets of radics of cluster Gq.
This is also true for the 12 nets of radios belonging to cluster G,
and cluster G, respectively. The maximum number of clusters of
radios C that can operate without cosite problems is therefore 2
(Gl' G3 and GZ’ G4), where we assume that a frequency distance of 10
MHz is sufficient for a cosite situation without jamming. Within a
cluster of 12 nets of radios, the frequency distance is lower than

10 MHz, so jamming cannot be prevented.

It is also possible that the bandwidth AB = B/Ni is not sufficient
to prevent jamming between radios of cluster G, and radios of
cluster Gz. In that case, for example only radios of cluster Gy and
G, can operate in a cosite situation in condition é=1. In condition
é=2 this will be G, and G;. The maximum number of clusters of radios
capable of operating without jamming in a cosite situation is

therefore two (C = 2). The number of radios capable of operating
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without jamming in a cosite situation has however decreased by a
factor two. If the minimum required bandwidth Ab = B/7, it can be
proved that C = 4 if N; = 8. Under the same conditions, i.e. the
minimum bandwidth Ab for a jamming-free cosite situation is B/7,

Cc =8 if N, = 56 (AB = B/56). This implies that when the number of
clusters of radios increases, the number of clusters of radios
capable of operating without jamming in a cosite situation
increases. However, the C/Nl ratio decreases when N; increases: a
relatively lower amount of clusters of radios can operate without
jamming in a cosite situation when the number of clusters of radios
increases. For this reason a sufficiently high value should be
selected for B, If B is sufficiently high, it will be possible to
select Ab = AB = B/Nl as described above. This enables clusters Gy
(i=1,3,5,...) to operate without jamming in a cosite situation and
clusters of radios Gi (1 =2,4,6,...) to operate without jamming in
a cosite situation as well. In this case it will not be necessary
that, within a cluster of radios, the frequencies are linearly
arranged in memory 1ll. Only a frequency relation between the
clusters of radios is required. A memory with contents in which a
cluster does not need linear arrangement, while among clusters a
linear arrangement exists; can be described as follows:

the N; x Ny x ... x N, = Q memory positions comprise respectively

the frequency values

1 1 1 2 2 2 1 1
f1 , f2 N fQ/Nl’ f1 , f2 N fQ/N 1, . f1 ) f2 , ,
N £ -£f . f -f
1 . h 1 j . h "1
fQ/N , Wwhere fl + (j-1) N < fi < fl + 3 . N and
1 1 1
i=1, 2, ..., Q/Nl, i=1, 2, ..., Nl'

According to a second method to minimise cosite problems, a minimum
relative frequency distance (in terms of percentages) is realised

between the frequencies to be used. Within the frequency interval B
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where f; < B < fh' a number of frequency sets j is selected.

A frequency set j consists of k frequencies fij (i=1, 2, ..., k).
The two neighbouring frequencies fiJ and fi+1J must be at least
A x 100% apart in frequency distance:
j'_j j 3 = \

fi+l fi > A'fi+1 (i=1,2, ..., k) (1)
From formula (1) it follows that

b 3 .k
£ = £ (1 - 8) (2)

From formula (2) it follows, with fh = fk and f1 = flz

log £, - log £
h 1 ‘ 3

ks’ Tog (1 - &

The value of k is therefore always selecti:d in such a way that it
can be resolved into at least two factors kl and k2. A requirement

for kl and k2 is therefore:

h " log £
log (1 - A)

1

k,k

log £
152 =

must be integers and k, < k

where kl and k 1 2"

2
The value Ny of the code generators is selected to be equal to kl
(the smallest factor), while the factor Nn is selected to be equal
to k2. In a tree diagram as shown in fig. 2, this would mean that,
at the first level, k; clusters are present while at the highest
level k2 subclusters per subcluster are present. Before we proceed
to general statements, an example is given of how the frequencies
fij aré stored in memory 11.

Assume that fh = 87,5 MHz, fl = 30 MHz and A = 0,1. It follows from
formula (4) that klk2 = 10 can be selected, so that kl = 2 and

k, = 5 will be a solution. As a result N; = 2 and N, = 5.

The other parameters, i.e. N2, e Nn-l can still be selected
freely. So are all the addition numbers and keys. Assume that n = 3

and Ny = 4. This will create a system as shown in fig. 12.
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For the number of frequencies Q to be generated applies:

Q=N x Ny x Nj = 40. Within the frequency interval in question, a
set j of frequencies fiJ exists, of which two subsequent frequencies
fiJ and fi+1J have a relative distance of 10% from a maximum of

k = 10 frequencies fiJ’ i.e. 1 =i =<10. Q/k = 4 of these sets are

selected, i.e. 1 < j = 4:

a first set: fll, f2 Y e ) flol;
a second set: f12, f22, ..... , floz;
a third set: f13, f23, ..... ) f103’
a fourth set: fla, f24, ..... , flo4

In the above £ - f J > 0,1 £f. N

i i+1 141 for 1 =i =<9 and

1 =3 = 4. It also applies that fiJ ” fi,J if iw#ior j = j.

The frequencies of a first set can however be very close to the

frequencies of a second set, i.e. it is possible that

le = f22. The memory positions of the memory have the following
contents:

1 1 1 2 2 3 3 4 4 1 1
fl ) f2 . fs ) f1 . f5 , f1 . fs , f1 . f5 , f6 flO )
Ry v Ry oo Rgw Rgov Rygo Rypeve Rygo Rygoee Rygr Rppes Ropso

2 2 3 3 4 4
f6 ; flO ) f6 flO ) f6 ces f10
Rog: - Ryg » Rgpeee R35 , R36"' R0 -

Ry - Ryp indicate the 40 (nets of) radios which, at a certain point
in time, make use of the frequency indicated above during a so-
called hop period. It appears that R, - Rg are capable of operating

without jamming in cosite because of the 10% frequency distance.
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(It is assumed that a frequency distance of 10% is sufficient to
enable operation without jamming in cosite.) This is also true for
Re = Riot Ru1 - Rysi Ryg - Rooi Rpy - Rpsi Rpg - Rypi Ryy - Ry5 and
R36 - Ryp- However, R; (i = 1-20) and Rj (j = 21-40) are capable of
operating practically without jamming in a cosite situation. It may
happen that RZO and Ryt jam eachother because the relative
frequency distance between F61 and f54 is less than 10%. It also
appears that the maximum number of (nets of) radios capable of
operating without jamming in cosite is k (= 10): for example radios
Ry - Rg and R3¢ - R, can operate without jamming in cosite. It is
possible to prove that according to the above method, the maximum

number of nets in cosite without jamming is as high as possible.

Using the same notation as described above, the general contents of

memory 1l can as a generalisation be recorded as follows:

flg1 fl g2 o2 e 2 fQ/klkZ
1 , 2 L | k i) 1 ) 2 P ) k ) o« 00y 1 )
2 2
Uk k, Wk, k,
£, voer £y ,
2
e 1 og 1 el 2 o 2 £ 2 fQ/k1k2
1+k2 2+k2 2k2 1+k2 2+k2 2k2 1+k2
k2 ¢ Yk
2+k2 21<2
c 1 e 1 el 2 e 2 . 2 fQ/klkz
142k, T2+2k, 3k, T142k, F242k, 3, 1+2k,
fQ/klkZ fQ/klkZ
242k, 3,
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In the above lfiJ - f19 > A.f.lJ G=1, 2,

if

21

=1, 2, ..., k1k2 Ai=i'; A>0; k

i#41ior js=j.

1%9

£ ! gl g2 £2
kl-l)k2 2+(k1~1)k2 k1k2 l+(kl-l)k2 2+(kl-l)k2
- l+(kl~l)k2 2+(kl-l)k2 klkZ

L Q/kyky;

H

S

€ N+) and f*] = £
i i
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The claims defining the invention are as follows:

1. System of orthogonal code generators, where a first code
generator generates a code sequence from a running counter reading
which sequence is different from the code generated by a second
code geniiﬁﬁgr directed by the same counter reading, characterised
in that the code generator comprises a number of individually
arranged and counter-reading directed subcode generators, each
generating a subcode together representing the code, where at least
one subcode generator of the first code generator generates a

subcode which is different from the subcode of the similarly

arranged subcode generator of the second code generator.

2., System of m orthogonsl code generaﬁors j@G=1, ..., m) as
clzimed 12 claim 1, characterised in that a code generator j
comprises & subcode generators i (i =1, 2, “.,KQ), where a subcode
generator subsequently generates subcode-representing numbers Bi»
where g; =< N;-1 and N; represents a fixed value and a subcode
generator consists of a pseudo-random generator and an adder unit,
the pseudo-random generator generating from the running counter
reading and directed by a key S, a pseudo-random sequence of numbers
which are supplied to the adder unit, and the adder unit adding a
number A; modulo-N; to the second-last-mentioned numbers to obtain

the numbers 8i-

3. System of orthogonal code generators as claimed in claim 2,
characterised in that the system comprises N x Ny x ... x N code
generators, where N; x Ny x ... x N subcode generators i are
embodied in N different types by applying respectively Ny different
addition numbers A; =< N;-1 for a set of Ny x Ny x .. x Ny 1 xNjoq
X ... x N, subcode generators i and where each combination of a type
of subcode generators i with a type of subcode generators i-1 in one
code generator, occurs for N; x Ny x ... x Nj o % Njjp X o0 X N,

code generavors.
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4. System of orthogonal code generators as claimed in claim 3,
characterised in that each set of Ni X Ni+l X ... X Nn subcode
generators k of the same type (k =1, 2, ..., i-1) have the same
code-seqiuiénce-determining key for subcode generator i.

an

5. System of orthogonal code generators as claimed in)one of the
prededin

7/350&8 claims 2-4, characterised in that a subcode generator i,

generating numbers g; = N;, is provided with a; radix q; digit

i;
positions for generating the number 8i where
10 a,

i
e N, = q. .
o€ i _ql

Ry 6. System of orthogonal code generators as claimed in claim 5,
characterised in that 9 =9 for all subcode generators i.
cres 15
7. System of orthogonal code generators as claimed in claim 6,
characterised in that, in a number of sets of

n
( = a)
p=i-1 P
20 q code generators, which are provided with subcode
generators i-1 having the same key, subcode generators i-1 are
combined with subcode generators i, where the combined subcode
generators are provided with the same key and with

(a, ,+a.j

q N mutually different addition numbers of (ai_1+ai) digit

25 positionms.

8. System of'orthogonal code generators as claimed in claim 6 or 7,
characterised in that, in a number of sets of
n
30 ( E- ap)

q p=i code generators having the same key for subcode

generators i, a number of corresponding digit positions is fixed.




10

15

20

25

30

24
9. System of orthogonal code generators as claimed in*claims 6-8,
characterised in that, in a number of sets of

n

(2 a)
q p=i F code generators having the same key for subcode
generators i, subcode generators i of the set are replaced by
r subsubcode generators i’ (i’ =1, ..., r), where subsubcode
generators i’ have mutually the same key and different addition
numbers.

an

10. System of orthogonal code generators as claimed injone of +he-

claims 6-8, characterised in that, in a number of sets of

n
( = a)
p=i+l . . . .
q code generators provided with code generators i having
mutually the same key and code generators i+l having mutually the
same key, subcode generators i of the set are replaced by
subcode generators i' having a; digit positions and mutually
different addition numbers, and subcode generators i+l of the set
have been replaced by subcode generators i+l’ having a;,q' digit
positions and mutually different addition numbers, where

- . ! . '
a3 *t 834 =35 ta3,1 -

an
11. System of orthogonal code generators as claimed injone of &he

claims 6-10, characterised in that, in a number of sets of

n
(= ap)

q p=i code generators having mutually the same keys at level i,

subcode generators i of the set are replaced by subcode generators

i’ having mutually the same key, a;' digit positicns, and mutually

different addition numbers.
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12. Code generator to be used for a system of orthogonal code

\3 l“t‘-QG N
generators as claimed 1nAone of the ahewvejclaims.

an
13. Radjo, provided with a code generator as claimed injone of the

preceadin
5 7above claims, where the output signals of the code generator are
supplied to a memory with the purpose of addressing memory
positions, a memory position comprising a frequency-representing
value, which value is supplied to a transmitting and receiving unit
to tune this unit to the last-mentioned frequency value, where the

10 radio operates in a frequency band having fl as the lowest frequency

Eo:.:' and fh as the highest frequency and where the memory consists of
Lt N x Ny x ... x N, = Q memory positions, comprising the frequency
L t
.::::‘ values f,, £,, ..., fQ respectively, while f; f, = (f,-£1)/Q for

tret i=1,2, ..., Q-1.
.l': 15

< an

B 14. Radio prov1ded with a code generator as claimed injone of #he

abowe c1a1m54 where the output signals of the code generator are

. supplied to a memory with the purpose of addressing memory
positions, a memory position comprising a frequency-representing

20 value,which value is supplied to a transmitting and receiving unit
to tune this unit to the last-mentioned frequency value, where the
radio operates in a frequency band having f; as the lowest frequency
and f; as the highest frequency, and where the memory consists of
Ny x Ny x ... x N = Q memory positions, comprising the frequency

25 values

N N
1 1 1 2 2 2 1 1
f1 , f2 y e fQ/Nl’ fl , f2 y e fQ/N 1, ceey f1 , f2 y ey
N £ -f f -f
1 . . : h 1 j . h 71
fQ/Nl respectively, while f1 + (j-1) < fi < fl +j Nl
30 . .
and i =1, 2, ..., Q/Nl' i=1,2, ..., Nl'

SR N SV S
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15. Radio provided with a code generator as claimed injone of ehe
above claims 1-12, where the output signals of the code generator
are supplied to a memory with the purpose of addressing memory
positions, a memory position comprising a frequency-representing
value, which value is supplied to a transmitting and receiving unit
to tune this unit to the last-mentioned frequency value, where

the memory consists of N; x Ny x ... x N = Q memory positions,

comprising the frequency values

clgpl el g2 g2 .2 fQ/klkZ
l’ 21") k) 11 2,--, k, “ e ey 1 ’
2 2
£, S S ,
2
e 1. 1 f 1. 2 o 2 e 2 fQ/klkZ
L4k, T2+, 2k’ Tl Totk, 2k, 1+k,
fQ/klk2 c Q/klkz
2+k2 2k2
. 1 e 1 fl g2 . . 2 fQ/klkZ
142k," 242k, 3k’ Tl+2k,’ T242k, 3k, 142k,
fQ/k1k2 fQ/k1k2
242k, 3k,
1 1 1 2 2
£ £ U £ e,
L(k -1k’ “2+(k -1k, kpky' TLeCky 1k, T24(k; 1Dk,
. 2 . fQ/klkZ fQ/klkZ fQ/k1k2
koK, L+(k -1k, “2+(k -1k, kK,

s . J g3 J s o )
respectively, while Ifi fo]lzaf (G =1,2, ..., Uk, ky;
s sy o . s ) + . J J!
i,i’ 1, 2, ..., k1k2 Ailswi'; A>O0; k1k2 € N') and ii »” fi

if i »1iof j = 3.
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l6. Radio as claimed in claim 15, characterised in that
the radio operates in a frequency band B with fl < B «

f where

hl

log fh - log f1

17. System of orthogonal code generators as claimed 1in
claim 1 substantially as herein described with reference
to the accompanying drawings.

18. Code generator as claimed in claim 12 substantially
as herein described with reference to the accompanying
drawings.

19. Radio as claimed in claim 13, 14 or 15 substantially
as herein described with reference to the accompanying
drawings.

DATED: 22 March 1990.
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