
(19) United States 
US 20020035640A1 

(12) Patent Application Publication (10) Pub. No.: US 2002/0035640 A1 
Greenberg et al. (43) Pub. Date: Mar. 21, 2002 

(54) RECOVERY METHOD FOR AN OPTICAL 
NETWORK 

(76) Inventors: Albert Gordon Greenberg, Summit, 
NJ (US); Gisli Hjalmtysson, Gillette, 
NJ (US); Jennifer Yates, Madison, NJ 
(US) 

Correspondence Address: 
S.H. Dworetsky 
AT&T Corp. 
P.O. BOX 4110 
Middletown, NJ 07748 (US) 

(21) Appl. No.: 09/976,022 

(22) Filed: Oct. 15, 2001 

Related U.S. Application Data 

(63) Continuation of application No. 09/685,953, filed on 
Oct. 12, 2000. Non-provisional of provisional appli 
cation No. 60/159,038, filed on Oct. 12, 1999. 

Publication Classification 

(51) Int. CI.7. ... G06F 15/173; G06F 15/16 
(52) U.S. Cl. ............................................ 709/238; 709/230 

(57) ABSTRACT 

A System and method of routing communication Signals is 
provided. A first technique uses a packet Switched device 
that operates using Internet Protocol, the packet Switched 
device determines one or more commands based on a 
routing request to establish, maintain, restore or breakdown 
one or more communication paths and a circuit Switched 
device that provides physical Switching between a plurality 
of ports based on the one or more commands from the packet 
Switched device. A Second technique for expediting error 
condition information is also provided. AS Various error 
conditions are recognized, information relating to the error 
conditions is provided directly to the packet Switched device 
to enable the packet Switched device to restore communi 
cations with minimal delay. 
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RECOVERY METHOD FOR AN OPTICAL 
NETWORK 

BACKGROUND OF THE INVENTION 

0001) 1. Field of Invention 
0002 This invention relates to routing information. 
0003 2. Description of Related Art 
0004 Current Wavelength Division Multiplexing 
(WDM) and Internet Protocol (IP) technologies provide 
capabilities that may be exploited for improved network 
operations. Existing circuit Switched networks utilize Semi 
manual or centralized circuit allocation and Standardized fail 
safe scenarios (exemplified by Synchronized Optical Net 
work or SONET) to set up circuits for communications. 
Other networks use IP to forward packets, trusting that the 
messages will eventually reach their destination. Unfortu 
nately, existing IP communications Systems Suffer from a 
number of inefficiencies Such as providing relatively long 
delays and Slow throughput after a communication is inter 
rupted. New technology is needed to provide faster com 
munication Services. 

SUMMARY OF THE INVENTION 

0005 The invention provides a method and apparatus for 
routing information. The Smart router-simple optics (SRSO) 
approach concentrates intelligence for resource management 
in an Internet Protocol (IP) device; physical cross connec 
tions are then handled by a circuit Switched device. 
0006 Thus, an exemplary SRSO router is constructed of 
multiple ports that are joined by optical cross connects and 
an IP router that provides IP functionality. The cross con 
nection devices are only responsible for providing transmis 
Sion Services: Signal regeneration, media access control 
(MAC) level framing, dynamic local optical connectivity, 
and physical transmission. The IPlayer provides all complex 
functions: network optimization including traffic engineer 
ing and Quality of Service (QoS), management of optical 
resources (wavelength management), and restoration. 
0007 One exemplary embodiment overcomes the limi 
tations of the known devices by having the IP device handle 
addressing, routing and the management of topology and 
network resources. The croSS connection device then is 
concentrated on handling the capacity and reconfigurable 
optical croSS connects. The IP layer can then control the 
croSS connection layer for example, through the abstraction 
of IP tunneling. 
0008 Thus, the SRSO approach can be used to distribute 
the control of a circuit based network. Alternatively, the 
SRSO approach can be used to improve the efficiency of a 
packet based network by providing high bandwidth connec 
tions between communications nodes. The high bandwidth 
connections are reconfigured to provide bandwidth as 
required to efficiently manage packet Service data. 
0009. Another exemplary embodiment corrects commu 
nications errors by attempting to correct the error within the 
communications node, attempting to correct the error by 
communicating with other communications nodes and com 
municating with the entire network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0010) The invention will be described with reference to 
the following figures, wherein like numerals designate like 
elements and wherein: 
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0011) 
0012 FIG. 2 is a block diagram of an exemplary portion 
of a network with a normal communication path established; 
0013 FIG. 3 is another block diagram of an exemplary 
portion of a network with a normal communication path 
established; 
0014 FIG. 4 is a block diagram of an exemplary portion 
of a network with a restoration communication path estab 
lished; 

FIG. 1 is a block diagram of a network system; 

0015 FIG. 5 is a block diagram of an exemplary router 
using an overlay System; and 
0016 FIG. 6 is a flowchart illustrating an exemplary 
method of routing communication Signals. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0017 FIG. 1 is a block diagram of an exemplary com 
munication system 100. The communication system 100 
includes a first data terminal 110 connected to a network 130 
through a first data link 112, and a second data terminal 120 
connected to the network 130 through a second data link 
122. The network 130 can accommodate communication 
between the first data terminal 110 and the second data 
terminal 120 by providing an internal communication path 
capable of transmitting and receiving communication Sig 
nals between links 112 and 122. Furthermore, the network 
130 can Self repair upon Sensing a failure of the normal 
communication path within the network 130 by establishing 
a restoration communication path. 
0018. The data terminals 110 and 120 transmit/receive 
communication signals to/from the network 130 over their 
respective links 112 and 122. The data terminals 110 and 120 
can be any one of a number of different types of data 
terminals, Such as computers, routers, SONET terminals, 
ATM Switches, cellular phones, Satellites, Storage devices, or 
any combination of Software and hardware capable of gen 
erating, relaying and recalling from Storage any information 
capable of being transmitted to the network 130. Further 
more, the data terminals 110 and 120 can be any number of 
different types of data receivers capable of receiving digital 
information Such as digital computers, routerS Such as back 
bone routers, distribution routers and access routers, SONET 
terminals, ATM Switches, cellular phones, Satellites, Storage 
mediums, transceivers, or any other known or later devel 
oped combination of hardware and Software capable of 
receiving, relaying, Storing, Sensing or perceiving informa 
tion transmitted from the network 130. 

0019. The links 112 and 122 can be any known or later 
developed device or System for connecting the data termi 
nals 110 and 120 to the network 130. Such devices include 
direct Serial/parallel cable connections, Satellite links, wire 
leSS links, optical links, connections over a wide area 
network or a local area network, connections over an intra 
net, connections over the Internet or connections over any 
other distributed processing network or System. Addition 
ally, the links 112 and 122 can be software devices linking 
various Software Systems. In general, the linkS 112 and 122 
can be any known or later developed connected Systems, 
computer programs or Structures usable to connect the data 
terminals 110 and 120 to the network 130. 
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0020. In operation, the data terminals 110 and 120 can 
provide various communication signals to each other. The 
various communication signals can contain various different 
types of information Such as Video information, audio infor 
mation, web page information, digital files of various sizes 
and the like. To enable communication, the network 130 can 
form a communication path by receiving a request by one or 
both of the data terminals 110 and 120, reserving appropriate 
internal network resources and enabling the reserved 
resources to form an operational communication path. 
0021 However, during operations, communication paths 
within the network 130 can occasionally fail. Upon such 
failures, the network 130 can quickly self-repair by estab 
lishing new internal communication paths. The restoration 
proceSS Starts as the network 130 detects a problem using 
various fault detection devices (not shown) within the net 
work. Upon detection of a problem, the network 130 
reroutes communication from the failed internal communi 

cation path to a new communication path within the network 
130, thereby restoring communication. 
0022 FIG. 2 is a block diagram of an exemplary circuit 
Switched network 1130 having a set of communication 
nodes 1200-1218 interconnected through a series of trans 
mission lines 1250-1272. The communication nodes 1200 

1218 all communicate with and are controlled by centralized 
controller 1220 via links 1274-1282. The centralized con 
troller 1220 Sets up and reconfigures pathways within the 
network. 

0023 Thus, the network 1130 depends on route informa 
tion being forwarded and handled by centralized controller 
1220. The network 1130 therefore is constrained by the 
Speed at which network controller 1220 can Set up commu 
nications paths. In addition, the network 1130 is limited by 
the number of communications nodes that centralized con 
troller 1220 can administer. 

0024. The network 1130 uses a “layered” hierarchy of 
Subsystems with the highest layerS relating to various tasks 
Such as connectivity management and the lowest layers 
relating to the hardware that provides the physical conduits 
that carry various communication signals. 
0.025 Connectivity management generally addresses the 
high level organization and monitoring of network 
resources. Connectivity management can include quality of 
Service tasks, provisioning, packet routing and bandwidth 
reservation. Quality of Service (QOS) can include monitor 
ing the time that a communication signal, or message, takes 
to reach a destination, and the number of communication 
Signals that are lost in transit. Provisioning can include 
reserving bandwidth for future communications and 
enabling the internal pathways, when desired. Bandwidth 
reservation can include reserving certain wavelengths of 
light or certain portions of a circuit to accommodate a 
particular message. 

0026. Within the context of Internet communications, 
connectivity management is based on a communication 
standard known as Internet Protocol (IP) which “resides” on 
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a number of intermediate and low-level layers, including a 
hardware layer composed of various communication pipes 
Such as fiber-optic cables and the like, interconnected by 
Special devices called routers. 

0027. Unfortunately, networks with multiple autonomous 
layers are Subject to problems. Such as duplication of work 
and Scheduling conflicts due to ill-coordinated distributed 
processing between different technology layers. 

0028. For example, each individual layer of a conven 
tional IP communication System typically only communi 
cates with the layers directly above or below, i.e., the highest 
layers are detached from the lowest layers. One effect of this 
organization is that an IP layer of a conventional IP com 
munication System cannot directly acceSS information relat 
ing to the health of an individual communication Signal. AS 
a result, Substantial delays can result in an IP layer recog 
nizing that individual communication signals are lost or 
corrupted. 

0029 Compounding this, complex escalation processes 
must be introduced to ensure that multiple layers do not 
Simultaneously react to the same fault information. For 
example, long timeout periods are introduced into IP in the 
event of a failure to allow for restoration to occur in lower 
layer technologies. 

0030. However, by using a smart router simple optics 
(SRSO) approach, which concentrates resource manage 
ment decision making and intelligence in the IP router, 
resource management is simplified, conflicts are eliminated 
and the optical Switch controller is reduced to a simple Set 
of command interpreters, or drivers, called an application 
programming interface (API). 

0031) Another benefit to the SRSO approach is that 
information from the lowest network layers can be easily 
provided to the IP and other high-level layers to enable the 
high-level layers to quickly restore lost or corrupted com 
munication signals. For example, in a conventional IP envi 
ronment, the health of a signal Sent to a receiving terminal 
must be verified by either the receiving terminal or by the 
lowest network layers. If the Signal is lost or corrupted in 
transit, the IP layer must be notified by the receiving 
terminal or indirectly through five or more other network 
layers that relay the information one layer to the next. Either 
process can take excessive amounts of time. 

0032. However, the SRSO approach enables various 
routerS along a network communication path to monitor the 
communication signal in transit and enable the lowest net 
work layers to directly inform the IP or other high-level 
layer of a lost or corrupted signal. The IP is then allowed to 
immediately reroute or otherwise restore the communication 
Signal, achieving restored connectivity in Substantially leSS 
time. 

0033 Table 1 below is a breakout of the different func 
tions processed by the controller 1220 and by other network 
technologies. The various entries of Table 1 relate to differ 
ent functions within a network, ranked generally from 
highest to lowest, and include: 1) connectivity management; 
2) addressing; 3) traffic engineering; 4) connection manage 
ment; and 5) physical Switching. 
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TABLE 1. 

Centralized 
Function OXC Controller IP ATM 

Connectivity Management (Highest) 
Quality of Service 
Packet Forwarding 
Routing 
Addressing 
Traffic Engineering 
Path Utilization 
Path Capacity 
Topology & Resource Discovery 
Provisioning 
Bandwidth reservation 
Local Connection Management 
Exception Handling 
Drop? Retransmitting 
Restoration 
Physical Switching 
WDM/DWDM (Lowest) 

s 

0034). As shown in Table 1, the nodes (OXC) 1200-1218 
have Sole proprietorship of the lowest level Services Such as 
physical Switching and local connection management. 
Physical Switching, the lowest layer of layers, generally 
relates to controlling and monitoring a lower hardware layer 
(not shown) in a network to accommodate the physical 
transference of information from a first imput port of a first 
MDM to a second output port of a second MDMs. 

0035 Also shown in Table 1, the controller 1220 and IP, 
ATM and Plain Old Telephone (POTS) controllers have 
concurrent control of Several functions, including: address 
ing, traffic engineering and connection management. The 
first/lowest exemplary functions, can include both exception 
handling, retransmission of dropped or garbled of data and 
restoration of partially corrupted or lost information. The 
next set of intermediate functions, traffic engineering, gen 
erally relates to tracking the existence of a given path, path 
utilization, path capacity, topology and resource discovery. 
The third intermediate Set of functions, addressing, relates to 
high level routing, i.e., determining, as opposed to imple 
menting, an appropriate path for a particular optical signal or 
Set of packets. 

0.036 AS discussed above, various drawbacks arise due to 
the distributed/overlapping processing Shared between the 
controller 1220 and IP/ATM/POTS controllers, especially in 
light of the different policies and service objectives behind 
the various controllers. For example, because the controller 
1220 and IP/ATM/POTS have concurrent control over 
addressing and traffic engineering, the controller 1200 and 
the nodes 1200-1218 can simultaneously determine two 
different restoration techniques to transfer a particular mes 
Sage. As a result, the controller 1220 must Subsequently 
arbitrate as to which of the restoration techniques to use. 
Furthermore, having to independently determine connectiv 
ity (paths) at different layers can result in inefficient use of 
network resources. 

0037 FIG. 3 is a block diagram of an exemplary network 
130 having a set of communication nodes 200-218 inter 
connected through a series of transmission lines 250-272. 
While FIG. 3 depicts a network with ten communication 
nodes 200-218, it should be appreciated that the size of a 
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POTS 

network is not important and networks of any size can be 
used without departing from the Spirit and Scope of the 
present invention. 

0038. The communication nodes 200-218 of the exem 
plary network 130 are communications nodes having opti 
cal-cross-connect (OXC) devices and IP routers capable of 
passing communication traffic to/from other communication 
nodes 200-218 via transmission lines 250-272 and to loca 
tions external to the network 130. However, communication 
nodes 200-218 alternatively can be any one of a number of 
different types of data nodes, Such as computers, routers, 
including backbone, access and distribution routers, SONET 
terminals, ATM Switches, cellular phones, Satellites, Storage 
devices, or any other known or later developed combination 
of Software and hardware capable of generating, relaying, 
recalling from Storage/storing any information capable of 
being transmitted over the network 130. 

0039. Accordingly, transmission lines 250-272 can be 
any known or later developed device or System for connect 
ing the various communication nodes 200-218. Such devices 
can include direct Serial/parallel cable connections, Satellite 
links, wireleSS links, optical links, connections over a wide 
area network or a local area network, connections over an 
intranet, connections over the Internet, connections over any 
other distributed processing network or System or any other 
known or later developed connected Systems, computer 
programs or Structures usable to connect the various nodes 
200-218. However, for the example below, the transmission 
lines 250-272 are a combination of optical links carrying 
wavelength division multiplexed (WDM) and dense wave 
length division multiplexed (DWDM) optical signals. 

0040. Furthermore, while the exemplary network 130 
depicts the transmission lines 250-272 as single communi 
cation paths, it should be appreciated that each transmission 
line 250-272 can be a single optical fiber independently 
transmitting a large number of optical communication Sig 
nals in the same direction or in opposite directions using a 
WDM or DWDM scheme, or the transmission lines 250-272 
can be any number of independent optical fibers capable of 
transmitting large numbers of independent optical commu 
nication signals. 
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0041 As shown in FIG. 3, communication nodes 200 
and 208 are connected to links 112 and 122, respectively, 
making communication nodes 200 and 208 end nodes for the 
purpose of this example. These end nodes 200 and 208 can 
optionally transform outgoing optical communication Sig 
nals to electrical signals Suitable for transmission over links 
112 and 122, and likewise can transform incoming electrical 
Signals to optical Signals Suitable for transmission through 
out the network 130. 

0042. In normal operation, network 130 can pass various 
communication signals across the network 130. The com 
munication signals can be either unidirectional (one way) or 
bi-directional (two way) and be of various bandwidths. For 
example, a Video feed could require a Sustained single 
direction high-speed internal path, a telephony link can 
require a Sustained low-rate, bi-directional path and a Series 
of web-page transferS can require a number of Short-lived 
one-way paths. 

0043. Thus, the present invention provides a distributed 
approach for managing communication pathways. Each 
communications node has the ability to cooperate through IP 
protocols with other communications nodes to control the 
network. Each communications node cooperates with other 
communications nodes So the network effectively handles 
the communications traffic. The first communications node 
to receive a pathway Setup request then Selects a route 
through the network and Sends requests to each node con 
cerned. These nodes provide the desired connectivity where 
possible. Thus, the network can grow to any size necessary. 

0044) Communication paths are formed in the network 
130 as a cooperative effort among the various nodes 200-218 
in accordance with the Internet Protocol (IP) communication 
Standard. AS discussed above, the exemplary network has 
two functional areas. The first functional area of the exem 
plary network 130 consists of various hardware components 
including the communication nodes 200-218 and transmis 
Sion lines 250-272. The second functional area includes an 
IP Software/firmware device operating in the various com 
munication nodes 200-218 to actively manage the topology 
of the network 130. 

004.5 Thus, the IP software/firmware device has knowl 
edge of the physical resources, and how they are being used. 
The IP software/firmware thus can allocate those resources 
in more advantageous ways and allow for faster error 
recovery. 

0.046 Creating a communication path can start with the 
IP device receiving a transfer/routing request for a particular 
communication Signal or receiving any other information 
relating to a routing request. Accordingly, the various com 
munication nodes 200-218 will cooperate to transfer the 
communication signal by determining an appropriate com 
munication path, Scheduling and reserving the resources 
necessary to accommodate transfer of the communication 
Signal and enabling the reserved resources. 

0047. The various communication nodes 200-218 can 
cooperate by each node Sending out network topology and 
resource discovery Signals. Topology and resource discov 
ery is implemented using Internet Protocols (IP), Open 
Shortest Path first (OSPF), Border Gateway Protocol (BGP) 
or Intermediate Systems-Intermediate Systems signals (IS 
IS) as are well known in the art. The network topology 
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discovered can then be used in conjunction with other 
information about the physical Status of the network to 
determine a route. The physical Status of the network can 
include bandwidth currently in use or any other information 
known in the art. 

0048 For example, in order to pass information between 
links 112 and 122, one of the end nodes 200 or 208 can 
receive a routing request from one of the linkS 112 and 122. 
The receiving end node 200 or 208 can then determine an 
appropriate path through the networks and forward the 
routing request to the nodes. The various nodes 200-218 can 
then coordinate to determine a Suitable path, reserve por 
tions of their internal resources to enable the determined 
communication path and finally enable the reserved path to 
pass the requested information. The routing request can be 
forwarded using any known signaling Scheme, Such as 
Signaling via IP packets, Resource Reservation Protocol 
(RSVP) and Constraint Based Routing-Label Distribution 
Protocol (CR-LDP). 
0049. In this example, links 112 and 122 are connected by 
a normal communication path (shown in bold) passing along 
communication nodes 200-202-204-206-208. End node 200 
receives communication Signals from a data terminal Over 
link 112 and routes the communication signals directly to 
node 202 and indirectly to nodes 204, 206 and 208 where it 
is then passed to link 122. Likewise, end node 208 receives 
communication Signals from a Second data terminal Over 
link 122 and routes the communication Signals directly to 
node 206 and indirectly to nodes 204, 202 and 200 where it 
is then passed to link 112. 
0050. It should be appreciated that other communication 
Signals can be simultaneously Scheduled and transported 
across the network 130. For example, a remote telephone 
(not shown) associated with node 210 may need to commu 
nicate with a telephone network (not shown) associated with 
node 204. Accordingly, the network 130 can form a dedi 
cated bi-directional path between nodes 204 and 210 by 
coordinating, Scheduling, reserving and enabling the neces 
Sary resources to pass various telephony Signals. 

0051. In order to coordinate resources and provide com 
munication paths, the various communication nodes 200 
218 transmit, relay and receive Status information and com 
mands to each other and perform various diagnostics. For 
example, node 200 can transmit information directly to node 
202 and indirectly to nodes 204, 206 and 208 over a 
pre-designated optical frequency to discover network topol 
ogy and resource States, to establish a communication path 
or to inform the other nodes 202-218 that node 200 detected 
a failure in a received communication signal. 
0052 A second function of the network is to self-diag 
nose various error conditions, including low-level and high 
level error conditions, and to dynamically adjust the work 
ings of the network accordingly. 

0053. The first type of error detection, i.e., low-level error 
detection, is provided using error detection circuitry in the 
nodes 200-218 that can diagnose the various hardware, and 
otherwise detect errors in communication Signals as they are 
routed throughout the network 130. The types of error 
conditions that can be measured by the nodes 200-218 
include detection of the presence of various laser carriers 
received from each transmission line 250-272 as well as 
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errors incorporated within communication Signals. Such as 
Single bit errors, octet errors, cyclic redundancy check 
(CRC) errors, checksum errors, framing errors and loss of 
Signal errors. However, as communication Standards evolve 
and new Standards develop, it should be appreciated that any 
error condition or failure capable of being measured can be 
used without departing from the Spirit and Scope of the 
present invention. 
0.054 AS every physical communication system can 
occasionally produce occasional errors, a determination can 
be made as to what kind of errors of any given class of errors 
is acceptable. For example, three or four Single bit errors per 
Second may be an acceptable error condition for Some 
communication signals. Such as a Video Stream, yet a single 
bit-error may be unacceptable for other applications Such as 
a web-file transfer. As different error conditions and failures 
can occur for various environments having different require 
ments, it should be appreciated that any measure of accept 
able and unacceptable error conditions can be used as may 
be required by design. 

0.055 As discussed above, as the various low-level error 
conditions are detected, the error conditions may be com 
municated to the IPlayer. In various embodiments, low-level 
error conditions detected by the hardware of the various 
nodes 200-218 can directly provide information relating to 
the error conditions to the IP and other high-level layers 
without requiring handling by any intermediate layer. How 
ever, it should be appreciated that information relating to the 
various error conditions can alternatively be indirectly pro 
vided to the IP or other high-level layers indirectly through 
one or more intermediate layers as required by design. 
0056. In addition to low-level error detection, error con 
ditions can be detected directly by the IP and/or other 
high-level layer. For example, each of the nodes 200-218 
can determine whether the various transmission lines 250 
272 and the other nodes are functional by periodically 
"pinging the other nodes. A "ping” is any communication 
Signal where a first device can detect the presence of a 
Second device. Typically, "pings' are short communication 
Signals containing little or no information, but still require a 
receiving device to Send an acknowledgment Signal to the 
“pinging” device. Alternatively, a “hello” that is not 
acknowledged by the receiving node can be used. Alterna 
tively, messages can be sent independently from both ends. 
Patterns of lost or corrupted messages can be used to 
indicate a failure. Accordingly, a first device can verify the 
existence of a working Second device as well as a functional 
bi-directional path by "pinging the Second device, or hav 
ing the Second device Sending a periodic “hello'. 
0057 The nodes of the exemplary network 130 ping each 
other during times just before and during periods when an 
active path connects the nodes. For example, to assure 
connectivity for the normal path 200-202-204-206-208, each 
of the normal path nodes 200-208 can ping their nearest 
neighbors along the normal path 200-202-204-206-208 just 
before the path is established and can further ping each other 
for the duration of the path's existence. 
0.058 Alternative to the nearest neighbor approach, other 
connectivity approaches can be used including: (1) requiring 
each of the nodes 200-208 along the normal path 200-202 
204-206-208 to ping all other normal path nodes 200-208; 
(2) requiring only each of the end nodes 200 and 208 to ping 
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the other normal path nodes 202-208 or 200-206; or (3) 
requiring each of the end nodes 200 and 208 to ping only the 
other end node 200 or 208. Pings can occur between any two 
given nodes during regular network operation or the nodes 
can ping each other only during designated times. 
0059. The exemplary network 130 uses a nearest neigh 
bor approach where each node pings its neighbors at a rate 
of 2,000 pings per Second to provide failure detection in 
about 1000th of a second. However, it should be appreciated 
that the ping rate will be a design choice as required by the 
particular requirements of a given network. 

0060. In the event one of the communication nodes 
202-208 or transmission lines 250-256 along the normal 
communication path fails or are otherwise determined to 
have an unacceptable error condition, the network 130 can 
Self-repair by establishing restoration communication paths. 
0061 An exemplary method for restoring the network is 
that the communication node first attempts to correct the 
error within the communication node. Thus, if a laser failed 
within a communications node, the node may activate a 
backup laser, or Switch the communications to a functioning 
but not currently in use laser alternately the communications 
node IP layer can Send packets out on another interface, 
without changing any optical connectivity. 

0062 Next the communications node may attempt to 
correct the error by alerting those nodes that transmit 
Significant data. Those nodes may be able to reroute either 
the information that is now being interrupted, or may allow 
the transmission of the data by rerouting other data Such that 
communications resources are freed up. 
0063) Next the communications node may attempt to 
correct the error by Sending a general alert to the entire 
communications network Such that the network may reroute 
traffic around a failed pathway or node. 
0064 FIG. 4 shows an example of the network 130 of 
FIG. 2 after a complete failure occurred on transmission line 
254 of the normal communication path. If the failure is 
unidirectional, only the downstream nodes 206-208 receiv 
ing the failed Signal can Sense the loSS of Signal and can 
inform the nodes 200-202 of the failure. However, if the 
failure is bi-directional, the failure can be sensed by the 
hardware of all nodes 200-208 along the transmission path 
200-202-204-206-208, and subsequently, any of the com 
munication nodes 200-208 along the transmission path 200 
202-204-206-208 can inform the other nodes of a failure. 
Furthermore, if the various nodes 200-218 along the normal 
path are pinging one another, the nodes can directly receive 
information relating to a high-level connectivity error con 
dition. 

0065. Immediately upon directly or indirectly detecting a 
failure, an IP router in either node 204 or node 208 can 
perform restoration by redirecting traffic away from a failed 
element using either a pre-computed or post-computed alter 
nate route. AS shown in FIG. 3, a new communication path, 
or restoration path, between nodes 200 and 208 bypasses the 
failed link 254. 

0066. As with determining an initial communication 
path, determining a restoration path requires the IP Software/ 
firmware layer operating in the various nodes 200-218 to 
actively manage the connectivity of the network 130. 
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Accordingly, during restoration, the various nodes 200-218 
can coordinate to determine a Suitable restoration path 
accounting for the failed transmission line 254 and any other 
error conditions, reserve portions of their internal resources 
to enable the determined restoration communication path 
and finally enable the reserved restoration path to reroute 
information. 

0067. As shown in FIG. 4, an exemplary restoration path 
can consist of nodes 200-202-204-218-208. However, as is 
evident in FIG. 4, the exemplary network 130 can create a 
variety of restoration paths. Accordingly, it should be appre 
ciated that the restoration path can be determined based on 
the same criteria as the original communication path 
accounting for variables Such as other existing traffic, band 
width capacity of individual nodes, various error conditions 
and the like. 

0068 FIG. 5 shows a block diagram of an exemplary 
communications node 400 using a Smart router simple optics 
(SRSO) approach. The communications node 400 includes 
an IP router 464, a first optical/electrical interface (OEC) 
460, a second optical/electrical interface (OEC) 470, an 
application programming interface (API) 466, an optical 
cross-connect Switch (OXC) and a first and Second multi 
plexer/de-multiplexers (MDM) 420 and 440. The first MDM 
420 is connected to a first group of transmission lines 
411-414 and the second MDM 440 is connected to a second 
group of transmission lines 451-454. 
0069. In operation the first and second MDMs 420 and 
440 receive various types of signals. Some signals are are 
directed to a respective OEC 460 or 470 via links 421 or 441. 
Other signals from the OECS 460 or 470 can provide the 
received signals to the various external transmission lines 
411-414 or 451-454. Other information not passed between 
one of the OECs 460 or 470 can be passed to/from the OXC 
430 via links 422-424 and 442-444. 

0070 The OXC can pass signals out to MDM 420 or 440 
or the OECS 460 or 470. Thus control information can be 
passed on a dedicated wavelength as Segregated by the 
MDMs 420 and 440, or control information can be passed on 
a service data wavelength for segregation by the OXC 430. 
0071. In various exemplary embodiments, the MDMs 
420 and 440 are a collection of optical components. How 
ever, it should appreciated that the MDMs 420 and 440 can 
be any known or later developed device or System that can 
receive signals, including WDM optical Signals, from trans 
mission lines 411-414 and 451-454 and direct the signals to 
the OXC 430 and/or the OECS 460 and 470. 

0.072 Accordingly, the exemplary transmission lines 
411-414 and 451-454 can be single-mode optical fibers 
transmitting a number of WDM optical signals. However, it 
should be appreciated that the transmission lines 411-414 
and 451-454 can be any known or later developed device or 
System that can transport Signals to and from the various 
MDMs 420 and 440 such as a gigabit Ethernet device, an 
Asynchronous Transfer Mode device, a SONET Device and 
the like. 

0073. The OECs 460 and 470 can receive optical signals 
from the MDMS 420 and 440 or the OXC 430 via links 421 
and 441, convert the optical Signals to an electrical form, and 
pass the converted Signals to the IP router 464 using linkS 
459, 471 and 473. The OECS 460 and 470 can also receive 
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electrical signals from the IP router 464 using links 459 and 
471, convert the electrical Signals to an optical form, and 
pass the converted signals to the MDMs 420 and 440 via 
links 421 and 441. 

0074 The exemplary links 421 and 441 are single-mode 
optical fibers transmitting a number of optical Signals. 
However, it should also be appreciated that the links 421 and 
441 can be any known or later developed device or System 
that can transfer signals, including WDM and DWDM 
optical signals, between the MDMs 420 and 440 and the 
OECS 460 and 470. 

0075) The IP router 464 can receive various communi 
cation Signals Such as routing requests, data files and data 
streams from the OECS 460 and 470. If a message/routing 
request relates to the IP protocol, the IP router 464 can 
determine appropriate paths to transfer information. 
0076. Upon reception of a signal, the IP router 464 can 
either transfer the files directly or determine an appropriate 
path in the OXC 430. For example, if the IP router 464 
receives a request to transfer a file Such as a web page from 
a first WDM channel) on transmission line 411 to a second 
WDM optical channel 2 on transmission line 451, the first 
MDM 420 can route the file data to the IP router 464 using 
the first OEC 460 and links 459 and 421. The IP router 464 
can subsequently direct the second MDM 440 to receive the 
file using the second OEC 470 and links 441 and 471 and 
transmit the file to optical channel 2 on transmission line 
451. 

0.077 Alternatively, if the IP router 464 can direct the first 
MDM 420 to provide the first WDM channel 2 to the OXC 
430, reserve and enable a path in the OXC 430 to provide a 
connection between the two MDMs 420 and 440, and direct 
the second WDM 440 to receive the appropriate signal from 
the OXC 430 and provide the signal to channel 2 to 
transmission line 451. 

0078 If the IP router 464 uses the OXC 430 to complete 
a connection, the IP router 464 first commands the MDMs 
420 and 440 to route the communication signals to/from the 
transmission lines 411-414 or 451-454 and the OXC 430, 
and sends commands to the API 466 to configure the OXC 
430 accordingly. 

0079. As discussed above, the API 466 is a basic set of 
drivers that can receive connection commands and configure 
the OXC accordingly. The API can exist either as part of the 
IP router 464 or as part of the OXC 430. For the example 
above, in order to transfer a signal on first WDM channel). 
on transmission line 411 to the second WDM channel 2 on 
transmission line 451, the API 466 can receive a command 
containing a number of arguments over links 463 or 465 
relating to the Source and destination channels, the required 
bandwidth, and various other arguments relating to Safe 
guarding a reserved path and enabling interrupts. Once the 
API 466 receives the command, the API 466 can appropri 
ately configure the OXC 430 using link 454 to receive a 
communication Signal from one of the linkS 422-424 or 
442-444 and provide the communication signal to one of the 
other links 422-424 or 442-444. 

0080 Besides executing commands, the exemplary API 
controller 466 can monitor the OXC 430 and pass various 
information Such as communication Signal Status and the 
error conditions to the IP router 464. Status and error 
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condition information can include information Such as the 
presence or absence of a laser carrier Signal on any given 
transmission line as well as Status relating to communication 
signals received from the various transmission lines 411-414 
or 451-454 such as single bit errors, octet errors, cyclic 
redundancy check (CRC) errors, checksum errors, framing 
errors and loSS of Signal errors. However, as discussed 
above, as communication Standards evolve and new stan 
dards develop, it should be appreciated that any error 
condition or failure capable of being measured can be used 
without departing from the Spirit and Scope of the present 
invention. 

0081. The IP router 464 is microprocessor-based device 
having various peripheral devices. However, it should be 
appreciated that the IP router 464 can be any known or later 
developed combination of hardware and Software that can 
receive and transmit communication signals from the OEC 
460 and 470, issue commands to the API 466 and receive 
status and error condition information from API 466 Such as 
a digital Signal processor, a micro-controller, a combination 
of various logic circuits and discrete hardware, and the like. 
0082) The exemplary API 466, like the IP Router 464, is 
a microprocessor-based device having various peripheral 
devices. However, it should be appreciated that the exem 
plary API 466 can be any known or later developed com 
bination of hardware and Software that can receive com 
mands from an IP or other controller and configure and 
monitor an OXC Such as a digital signal processor, a 
combination of various logic circuits and discrete hardware 
and the like. 

0.083. Accordingly, in various exemplary embodiments, 
the OXC 430 is a collection of optical and electrical com 
ponents. However, it should appreciated that the OXC 430 
can be any known or later developed device or System that 
can receive optical signals from the MDMs 420 and 440, 
redirect the optical signals under control of the API 466 and 
provide status and error condition information to the API 
466. 

0084) Table 2 below is a breakout of the different tasks 
processed by the IP router 464 and the API 466. As with 
Table 1, Table 2 relate to the different layers within a 
network including: 1) connectivity management; 2) address 
ing; 3) traffic engineering; 4) connection management; and 
5) physical Switching. However, as shown in Table 2, the 
various layers are differently assigned between the various 
controllers 462, 464 and 466. 

TABLE 2 

1) Connectivity Management 
Quality of Service 
Bandwidth reservation 

2) Addressing 
Routing 

3) Traffic Engineering 
Path Existence IP 
Path Utilization 
Path Capacity 
Topology & Resource Recovery 

4) Connection Management 
Exception Handling 
Drop? Retransmitting 
Restoration 

5) Physical Switching 
WDM/DWDM 

(Highest) 

OXC/API 
(Lowest) 
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0085. As shown in Table 2, the IP router 464 is respon 
Sible for all higher functions, including connection manage 
ment, traffic engineering, addressing, and connectivity man 
agement. The IP router is responsible for all logical and 
physical resources. The API 466 and the OXC 430 are 
relegated to the physical Switching taskS Such as providing 
capacity, local dynamic connectivity and other transparent 
optical services for WDM and DWDM optical links. 
0086 One benefit of allocating tasks according to Table 
2 is that the API 466 can be reduced to a simple set of 
command interpreters/drivers. Other benefits to concentrat 
ing decision making and intelligence in the IP router 464 
include Simplifying resource management, eliminating con 
flicts and enabling faster recognition of Status and error 
condition information by an IP router. The benefits provided 
to users accordingly include faster connection and restora 
tion Speeds. 
0087. For example, during an initial connection, the IP 
router 464 can receive communication signals relating to a 
routing request for a particular communication signal and 
determine a viable communication path within the OXC430 
without the possibility of resolving conflicts that can arise 
when other decision-making devices make parallel deci 
Sions. Similarly, during a restoration operation, the IP router 
464 is free to reroute communication Signals without con 
flict. 

0088 Still another benefit is that, because more network 
layers are handled by a Single controller, Signals originating 
at the lower levels can be passed directly to the upper layers 
without requiring that the Signals pass through intermediate 
levels. For example, Status and error information provided 
by the physical Switching layer can be directly accessed by 
the connectivity management layer, without requiring time 
consuming handling by the addressing, traffic engineering 
and connection management layers. 
0089 FIG. 6 is a flowchart outlining an exemplary 
method for forming communication paths in a network using 
a router having a circuit Switched device and a packet 
Switched device. The operation starts in step 710 where the 
communications node receives a communication signal. In 
step 720 a determination is made whether the signal arrived 
on a channel that is terminated at the IP router (packet 
Switched device). If the Signal arrived on a data channel 
terminated at the router, control continues to step 730. 
Otherwise control jumps to step 770. 
0090. In step 770 the signal is forwarded to the pre 
designated output port without further interpretation. Thus, 
the method allows for rapid forwarding of information that 
does not require interpretation by the packet Switched (IP 
router) device. 
0091 Next, in step 730, a determination is made as to 
whether the communication Signal is a control Signal to 
establish a communication path for a particular communi 
cation Signal. If the message is not a control Signal, control 
continues to step 740; otherwise, control jumps to step 780. 
In step 780 control jumps to step 800. 
0092. In step 740, a determination is made whether the 
data is Service data. If the data is Service data, control jumps 
to step 790. Otherwise control continues to step 750. 
0093. In step 750, a determination is made whether to 
continue. If the node is to continue, control jumps back to 
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Step 710 where the next communication Signal is received; 
otherwise, control continues to step 760 where the operation 
Stops. 

0094) In FIG.7, control starts at step 800. In step 800 the 
destination for the Signal is analyzed. Control then continues 
to step 810. 
0095. In step 810, a determination is made whether the 
destination is local, or that the Signal will not travel in the 
network. Therefore, Since the Signal will only be traveling 
within the communications node, no communications with 
other nodes is necessary. If the destination is local, control 
jumps to step 880, otherwise control continues to step 820. 
0096. In step 880, the OXC is configured to carry signals 
along the path requested by the first Signal. Control then 
continues to step 870. 
0097. In step 820, a communication path is determined to 
pass the communication Signal, including a path in the 
node's OXC. AS discussed above, the exemplary operation 
uses an IP router that handles several different layers within 
a network, including: 1) connectivity management; 2) 
addressing; 3) traffic engineering, and 4) connection man 
agement. Control continues to step 830. 
0098. In step 850, the bandwidth requests are sent to 
downstream nodes. Control then continues to step 840. 
0099. In step 840, a determination is made whether the 
bandwidth is available through the entire network based on 
responses from other communication nodes. If the band 
width is available, control continues to step 850, otherwise 
control jumps to step 890. 
0100. In step 890 a determination is made whether alter 
nate paths are available within the network. If other paths are 
available, control jumps back to step 820, otherwise control 
continues to step 900. In step 900, request failure is sent. 
0101. In step 850, the internal communication node OXC 

is configured. Control continues to step 860. 
0102) In step 860, routing configuration commands are 
sent to the other communications nodes that will be involved 
in the path. Control then continues to step 870. In step 870 
control jumps to B in FIG. 6. 
0103) As shown in FIG. 5, the systems and methods of 
this invention are preferably implemented on a digital Signal 
processor (DSP) with various integrated electrical and opti 
cal circuits. However, the Systems and methods can also be 
implemented using any combination of one or more general 
purpose computers, Special purpose computers, pro 
grammed microprocessors or microcontrollers and periph 
eral integrated circuit elements, hardware electronic or logic 
circuits Such as Application Specific Integrated Circuits 
(ASIC), discrete element circuits, programmable logic 
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devices such as a PLD, PLA, FPGA, or PAL, or the like. In 
general, any device on which exists a finite State machine 
and/or various optical interfaces capable of implementing 
the various elements of FIG. 5 and the flowchart of FIGS. 
6 and 7 can be used to implement the communications node 
functions. 

0104. While this invention has been described in con 
junction with Specific embodiments thereof, it is evident that 
many alternatives, modifications and variations will be 
apparent to those skilled in the art. Accordingly, the pre 
ferred embodiments of the invention as set forth herein are 
intended to be illustrative, not limiting. Various changes may 
be made without departing from the Spirit and Scope of the 
invention. 

What is claimed is: 
1. A method for restoring communications, comprising 

the Steps of: 
attempting to restore communications within a commu 

nications node, 
attempting to restore communications by only communi 

cating with at least one other communication node 
forwarding Significant amounts of data; and 

attempting to restore communications by communicating 
with an entire network. 

2. The method of claim 1, wherein the Step of attempting 
to restore communications by only communicating with 
communications nodes forwarding Significant amounts of 
data is limited to communicating with those communica 
tions nodes impacted by the communications to be restored. 

3. The method of claim 1, wherein the communications 
node uses at least on of a routing table, at least one croSS 
connect mapping and at least one logical connection 
between communications nodes to attempt to restore com 
munications. 

4. The method of claim 1, wherein the communications 
node restores communications using at least one of manag 
ing peer interfaces, managing external interfaces, managing 
internal resources, and managing faults at the network edge. 

5. The method of claim 1, wherein the communications 
node uses at least one of internal or external gateway 
protocols, Open Shortest Path First (OSPF), border gateway 
protocol and Intermediate Systems-Intermediate Systems 
(IS-IS) signals to discover a network topology. 

6. A network using the method of claim 1. 
7. The method of claim 1, wherein the communications 

node communicates with other communications nodes using 
at least one of Signaling via IP packets, Resource Reserva 
tion Protocol (RSVP) and Constraint Based Routing-Label 
Distribution Protocol (CR-LDP). 


