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SERVER AUTHENTICATION

The present invention relates to a method and system for authenticating servers of
content-providers that provide content-data, such as webpage data, to client computers over a

communications network, such as the Internet.

As online banking and other transactions of value have increased in popularity over the
Internet, users have been fooled or coerced into revealing bank account details, passwords
and other personal details to unauthorised people who may use this information dishonestly.
This technique, often now referred to as “phishing” may be initiated from an e-mail supposedly
from a bank or other financial or commercial institution, such as an e-trader, sent to an
ostensible customer with a link to a website where there is a request to enter personal or bank
details, passwords or PIN numbers. This website may be an exact copy of a valid site
belonging to the correct financial or commercial institution, or may be an entirely valid site of
such institution with a fraudulent pop-up window that requests details or uses other means to

deceive the customer concerned.

Other phishing methods include inserting rogue computer code or object into legitimate
pages by methods, which include proxy servers, packet manipulation and installation of
software or devices on a client computer. It has also been known for fraudsters to adopt similar
URL'’s (uniform resource locators) to a genuine business to fool people into thinking they are
on a legitimate site. For example, the URL Onlinebank.com, with an initial “0” (zero) rather than
an initial “O” may be used to deceive people into believing they have reached the site of

Onlinebank.com.

Still further methods include setting up totally fraudulent web sites pretending to be
legitimate or non-existent charities or commercial organisations to fool users into donating
monies to or purchasing goods from fraudulent organisations, which have not necessarily been

reached via invitation from e-mails.

Numerous prior proposals have been made with a view to improving security on the
Internet and avoiding or frustrating phishing, but none have been entirely satisfactory.

For example, WO 2004/055632 describes a system in which a complex algorithm is
employed to determine whether a particular URL may be trusted or not. This analysis may take
account of content and layout of a web page, age and size of the website and the number of
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hyperlinks and scores the web page under each of these headings to give a determination as
to whether the web page can likely be trusted or likely not be trusted. On the basis of this
analysis, the URL of the web page is added to a trusted list or a distrusted list maintained by

the client computer. Nevertheless, a fraudulent website will often appear as an exact copy of a

legitimate site and therefore be added to the list of trusted sites.

In a first aspect, the present invention provides a method of authenticating a content-
provider server comprising: determining a domain name of the content-provider server;
obtaining a fragment of a database of IP addresses, the fragment corresponding to the domain
name of the content-provider server and storing one or more IP addresses associated with the |
domain name; comparing the IP address of the content-provider server against the IP
addresses of the fragment; and providing an indication that the IP address of the content-

provider server is included or excluded from the fragment of IP addresses.

Preferably, the fragment is stored on a remote server and obtaining the fragment
comprises requesting from the server a copy of the fragment and receiving from the server a

copy of the fragment.

Advantageously, the fragment is stored on the server as a file having a filename that is
unique to the domain name of the content-provider server and requesting a copy of the
fragment from the server comprises requesting a file having a filename that is unique fo the

domain name of the content-provider server.

Conveniently, the filename of the fragment is unique to both the domain name of the

content-provider server and a domain name of the server on which the fragment is stored.

Preferably, the filename of the fragment is encrypted using encryption keys derived
from the domain name of the content-provider server and the domain name of the server on

which the fragment is stored.

Advantageously, the fragment stores one or more authenticated IP addresses and one
or more non-authenticated |P addresses and the method comprises providing an indication that
the IP address of the content-provider server is an authenticated IP address, a non-

authenticated IP address, or neither.

Conveniently, the method comprises: storing a database of authenticated IP addresses
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and a database of non-authenticated IP addresses; appending the [P addresses of the
fragment to at least one of the database of authenticated IP addresses and the database of
non-authenticated IP addresses; comparing the IP address of the content-provider server
against the database of authenticated IP addresses and the database of non-authenticated IP

addresses; and providing an indication that the IP address of the content-provider server is an

authenticated IP address, a non-authenticated IP address, or neither.

Preferably, the method comprises: obtaining a list of non-authenticated |P addresses
from a remote server; and comparing the IP address of the content-provider server against the

IP addresses of the fragment and the list of non-authenticated IP addresses.

Advantageously, the method comprises: storing a database of authenticated IP
addresses and a database of non-authenticated 1P addresses; appending the IP addresses of
the fragment to at least one of the database of authenticated IP addresses and the database of
non-authenticated IP addresses; appending the list of non-authenticated IP addresses to the
database of non-authenticated IP addresses; comparing the IP address of the content-provider
server against the database of authenticated IP addresses and the database of non-
authenticated |P addresses; and providing an indication that the IP address of the content-

provider server is an authenticated IP address, a non-authenticated IP address, or neither.

Conveniently, the content-provider server has a hostname and the method comprises:
obtaining first data from the hostname; resolving the IP address of the hostname; obtaining
second data from the resolved IP address; comparing the first data and second data; and

providing an indication that the first data and second data are identical or non-identical.

Preferably, the fragment includes one or more URLs or portions of URLs associated
with each IP address stored by the fragment, and the method comprises: comparing at least a
portion of the URL of the content-provider server against the URLs or portions of URLs of the
fragment that are associated with the IP address of the cohtent-provider server; and providing
an indication that the IP address and the portion of the URL of the content-provider server is

included in or excluded from the fragment.

In a second aspect, the present invention provides a client computer connectable to a
content-provider server over a communications network, wherein the client computer is
operable to: determine a domain name of the content-provider server; obtain a fragment of a
database of IP addresses, the fragment corresponding to the domain name of the content-
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provider server and storing one or more [P addresses associated with the domain name;
compare the IP address of the content-provider server against the IP addresses of the

fragment; and provide an indication that the [P address of the content-provider server is

included or excluded from the IP addresses of the fragment.

Preferably, the client computer is operable to request data from the content-provider
server and to obtain the fragment in response to the request for data from the content-provider

server.

Advantageously, the client computer is operable to: request data from the content-
provider server; determine whether data from the content-provider server has previously been
requested; and to obtain the fragment if data from the content-provider has not previously been

requested.

Conveniently, the client computer is operable to retrieve the fragment from a server
over the communications network, and the fragment is stored on the server as a file having a
filename that is unique to the domain name of the content-provider server.

Preferably, the fragment is stored on a security server.

More preferably, the client computer is operable to determine whether the fragment of
IP addresses stored on the server has changed and to retrieve from the server the fragment if

it is determined that the fragment has changed.

Advantageously, the filename of the fragment is unigque to both the domain name of the
content-provider server and a domain name of the server on which the fragment is stored.

Conveniently, the filename of the fragment is encrypted using encryption keys derived
from the domain name of the content-provider server and the domain name of the server on

which the fragment is stored.

Preferably, the fragment stores one or more authenticated IP addresses and one or
more non-authenticated IP addresses and the client computer is operable to provide an
indication that the IP address of the content-provider server is an authenticated IP address, a

non-authenticated IP address, or neither.
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Advantageously, the client computer stores a database of éuthenticated IP addresses
and a database of non-authenticated IP addresses, and the client computer is operable to:
append the IP addresses of the fragment to at least one of the database of authenticated IP
addresses and database of non-authenticated IP addresses; compare the IP address of the
content-provider server against the database of authenticated IP addresses and the database
of non-authenticated IP addresses; and provide an indication that the IP address of the
content-provider server is an authenticated IP address, a non-authenticated IP address, or

neither.

Conveniently, the client computer is connectable to a security server over the
communications network, and the client computer is operable to obtain a list of non-
authenticated IP addresses from the security server and to the compare the IP address of the
content-provider server against the IP addresses of the fragment and the list of non-

authenticated IP addresses.

Preferably, the client computer stores a database of authenticated IP addresses and a
database of non-authenticated IP addresses, and the client computer is operable to: append
the IP addresses of the fragment to at least one of the database of authenticated IP addresses
and database of non-authenticated IP addresses; append the list of non-authenticated IP
addresses to the database of non-authenticated IP addresses; compare the IP address of the
content-provider server against the database of authenticated IP addresses and the database
of non-authenticated IP addresses; and provide an indication that the IP address of the
content-provider server is an authenticated IP address, a non-authenticated IP address, or

neither.

Advantageously, the client computer is operable to: obtain data from the content-
provider server that includes a link to a further content-provider server, compare the IP address
of the further content-provider server against the IP addresses of the fragment, and provide an
indication that the IP address of the further content-provider server is included or excluded

from the received database of IP addresses.

Conveniently, the content-provider server has a hostname and the client computer is
operable to: obtain first data from the hostname; resolve the IP address of the hostname;
obtain second data from the resolved [P address; compare the first data and second data; and

provide an indication that the first data and second data are identical or non-identical.
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Preferably, the fragment includes one or more URLs or portions of URLs associated

with each IP address stored by the fragment, and the client computer is further operable to:
compare at least a portion of the URL of the content-provider server against the URLs or
portions of URLs of the fragment that are associated with the IP address of the content-
provider server; and provide an indication that the IP address and the portion of the URL of the

content-provider server is included in or excluded from the fragment.
Preferably, the fragment stores IP'addresses associated with a URL.

Advantageously, the client computer is operable to provide a visual indication that the

content-provider server is a frusted or non-trusted site.

Conveniently, the client computer operates a window-based operating system and the
client computer is operable to determine whether an active window of the operating system is
executing an application capable of requesting data from the content-provider server, and the
client computer is operable to compare the IP address of the content-provider server and to
provide an indication that the IP address of the content-provider server is included or excluded
from the IP addresses of the fragment if it is determined that an active window is executing an

application capable of requesting data from a content-provider server.

In a third aspect, the present invention provides a method of operating a client
computer connectable to a content-provider server over a communications network, the
method comprising: determining a domain name of the content-provider server; obtaining a
fragment of a database of IP addresses, the fragment corresponding to the domain name of
the content-provider server and storing one or more IP addresses associated with the domain
name; comparing the IP address of the content-provider server against the IP addresses of the
fragment; and providing an indication that the |P address of the content-provider server is

included or excluded from the IP addresses of the fragment.

In a fourth aspect, the present invention provides a computer program or suite of
computer programs, which may be provided on a computer-readable storage medium,
executable by a client computer to perform the above method.

In a fifth aspect, the present invention provides a security server connectable to a client
computer over a communications network, the security server storing a database of IP

addresses as a plurality of fragments, each fragment corresponding to a domain name and
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storing IP addresses associated with the domain name, and the security server is operable to
receive a request from the client computer for a fragment, and to deliver the requested

fragment to the client computer.

Preferably, the security server stores each fragment as a file having a filename that is
unique to the domain name to which the fragment corresponds, and the security server is
operable to receive a request from the client computer for a fragment having a particular
filename, and to deliver the fragment having the particular filename to the client computer.

Advantageously, the filename of the fragment is unique to both the domain name to
which the fragment corresponds and to a domain name of the security server on which the

fragment is stored.

Conveniently, the filename of the fragment is encrypted using encryption keys derived
from the domain name to which the fragment corresponds and the domain name of the server

on which the fragment is stored.

Preferably, the security server is connectable to a content-provider server over the
communications network and the security server is operable to: receive one or more IP
addresses from the content-provider server; and store the received IP addresses as a

fragment, the fragment corresponding to a domain name of the content-provider server.

Advantageously, the security server stores a database of authenticated IP addresses
and a database of non-authenticated IP addresses as a plurality of fragments.

Conveniently, the security server stores a database of authenticated IP address as a
plurality of fragments, each fragment corresponding to a domain name and storing
authenticated IP addresses associated with the domain name, and a database of non-
authenticated IP addresses, and the security server is operable to: receive a reduest from the
client computer for a fragment of the database of authenticated IP addresses; deliver the
requested fragment to the client computer; receive a request from the client computer for the
database of non-authenticated IP addresses; and deliver the database of non-authenticated IP

addresses to the client computer.

Preferably, the security server is operable to receive a request from the client computer
that includes information identifying a domain name of a content-provider server, and to deliver



10

15

20

25

30

35

WO 2006/018647 PCT/GB2005/003237
-8-

to the client computer a fragment corresponding to the identified domain name.
Advantageously, each fragment stores IP addresses associated with a URL.

In a sixth aspect, the present invention provides a method of operating a security server
connected to a client computer over a communications network, the method comprising:
storing a database of |P addresses as a plurality of fragments, each fragment corresponding to
a domain name and storing IP addresses associated with the domain name; receiving a
request from the client computer for a fragment; and delivering the requested fragment to the

client computer.

In a seventh aspect, the present invention provides a computer program or suite of
computer programs, which may be provided on a computer-readable storage medium,

executable by a server computer to perform the above method.

In an eighth aspect, the present invention provides a client computer connectable to a
content-provider server and to a security server over a communications network, the security
server storing a database of IP addresses as a plurality of fragments, each fragment
corresponding to a domain name and storing IP addresses associated with the domain name,
and the client computer is operable to: determine the domain name of the content-provider
server; obtain from the security server a fragment of the database of IP addresses
corresponding to the domain name of the content-provider server; compare the IP address of
the content-provider server against the received fragment of IP addresses; and provide an
indication that the IP address of the content-provider server is included or excluded from the

received fragment of IP addresses.

The term ‘window-based operating system’ as used herein is intended to encompass
any operating system that makes use of windows in a graphic display, usually only one such
window being active at any one time, and sometimes only one such window being visible on a
graphic display at any one time. Examples of window-based operating systems include
Microsoft Windows®, the various Macintosh® operating systems, as well as a variety of other
window-based operating systems employed by various hand-held computer devices and third

and higher generation mobile phones.

Highly sophisticated fraudsters have been known to engage in what is known as “IP

address spoofing”. In this case, even when a webpage is sent to the client computer and the IP
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address has been checked and may be found to be an authenticated IP address, it may still be

" possible for a fraudulent site to have produced it. This is because it is possible to configure a

web server to send information that appears to emanate from a different IP address to the one
it actually comes from. However, this possibility can be readily overcome. If the apparently
authenticated IP address is sent in substitution for the hostname or domain-name part of the
URL, the apparently validated IP address can be authenticated for certain. If the same or
similar content-data (e.g. webpage data) is returned then it follows that the content-data has
come from a certainly authenticated IP address. If no reply is received or a totally different
reply, then it can readily be surmised that the original content-data did not originate from the
apparently authenticated IP address but from an altogether different fraudulent site. In this
case, a danger warning should be given to override any other indication that might otherwise

seem appropriate.

In order that the present invention may be more readily understood, embodiments
thereof will now be described, by way of example, with reference to the accompanying
drawings in which:

Fig. 1 is a schematic representation of a computer network;

Fig. 2 is a schematic diagram of databases stored on a security server embodying the
present invention;

Fig. 3 is a schematic diagram of a client computer embodying the present invention;

Fig. 4 is a logic flow diagram of a method performed by a client computer embodying
the present invention;

Fig. 5 shows part of a computer display illustrating an always-on-top status window;

Fig. 6 shows part of a computer display illustrating part of the taskbar at the bottom of
the computer display;

Fig. 7 is a logic flow diagram of a further method performed by a client computer
embodying the present invention; and

Fig. 8 is a schematic diagram of an alternative database stored on a security server

embodying the present invention.

Fig. 1 shows the basic arrangement of a network, such as the Internet, in which a client
computer 1 is connected to a plurality of content-provider servers 3 and to a security server 4

over a communications network 5.

Each content-provider server 3 has at least one IP address and stores content-data,
such as HTML files, Java applets, sound and image files, etc., for downloading by the client
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computer 1. The present invention is particularly concerned with content-provider servers 3
that require user authorisation from the client computer 1. For example, the content-provider
server 3 may be an online bank, and content-data relating to a particular account holder, such
as a statement of account, is provided only upon receipt from the client computer of a
username and password. Alternatively, the content-provider server may be an online shop,
whereupon goods may be purchased only upon receipt of the purchaser's credit or debit card

details.

The content-data of a content-provider server 3 is generally accessed by way of a
uniform resource locator (URL), e.g. www.onlinebank.com/home/login.shiml. The URL
comprises a hostname and a path or filename, which in the present example are
'www.onlinebank.com' and ''home/long.shtml' respectively. The hostname comprises a domain
name, such as a fully qualified domain name or a sub-domain. URLs and IP addresses are
related but are not directly equivalent to each other. Thus, when a web browser requests
content-data from the URL www.onlinebank.com/home/login.shtm!, a domain name server
(DNS) looks up and converts the hostname part of the URL into an IP address, such as
207.46.250.222 or whatever the appropriate IP address may be. Owing to domain-name
aliasing, different hostnames may point to the same IP address. For example,
www.onlinebank.co.uk or www.onlinebank.net may point to the same IP address as that of
www.onlinebank.com. Moreover, stealth redirection means that a user accessing the same
URL may be redirected to a different IP address on different occasions, even though the same
hostname appears in the URL. Consequently, a user requesting content-data from a content-
provider server 3, e.g. by entering a URL into his web browser, is generally unaware of the

actual [P address and thus the actual server 3 providing the content-data.

As shown in Fig. 2, the security server 4 stores a database of non-authenticated IP
addresses 6 and preferably a database of authenticated IP addresses 7. Each database 6,7
comprises a list of IP addresses 8. Additionally, the databases 6,7 may store related-
information 9 associated with each of the listed |P addresses, such as the date on which the IP
address was entered or updated in the database, and the level of threat or authenticity
associated with the IP address. For example, the IP addresses of a content-provider server 3
that is known to mimic an online bank may have a high threat level, whilst an online shop that
does not appear to satisfy certain online security requirements may have a low threat level.
The related-information 9 associated with a particular |P address may also include details of
the authority or subscriber that provided the [P address, as well as a graphical image (e.g. logo
or animation) or sound clip associated with the authority or subscriber. Furthermore, the
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related-information 9 may include one or more links associated with a particular IP address.
For example, each database 6,7 might store a set of URL links to websites that are promoted
in response to a user accessing a particular content-provider server. Additionally, each
database 6,7 might store a set of URL links to other content-provider servers (e.g. websites)
that provide information about a subscriber, not necessarily provided by the subscriber, such
as company profile, consumer information, credit rating, market analysis, share price, etc.
Accordingly, a user is presented with one or more secure links to content-provider servers that

provide independent information regarding a particular subscriber/content-provider.

The database of non-authenticated IP addresses 6 lists IP addresses that have been
identified as fraudulent or potentially insecure, i.e. the database 6 lists IP addresses of content-
provider servers 3 that are not to be trusted. It is preferred that non-authenticated IP
addresses be provided to the security server 4 by an organisation of assured status and
integrity, such as a police authority or other government authority responsible for monitoring
fraud, a banking authority, or other authoritative body outside of the commercial control of the

security provider responsible for the security server 4.

In a particular embodiment, a single assured organisation is responsible for maintaining
the non-authenticated database 6. The assured organisation may deliver the entire database
6, or portions of the database 6 that have changed, to the security server 4. Alternatively, the
security server 4 may retrieve the entire database 6, or portions of the database 6 that have
changed, from the assured organisation. Delivery or retrieval may occur periodically or

whenever a change occurs to the database 6.

In an alternative embodiment, several assured organisations are responsible for
maintaining the non-authenticated database 6. In this instance, each assured organisation
provides a portion of the non-authenticated database 6 stored on the security server 4. Each
portion may be delivered to the security server 4 by the assured organisation, or the security

server 4 may retrieve the portion from the assured organisation at periodic intervals.

The database of authenticated IP addresses 7 lists those IP addresses that have been
provided by subscribers to the security server 4. Each subscriber is typically a content-provider
that wishes to register its servers on the security server 4. For example, the subscriber may be
the company OnlineBank, which provides a list of all its IP addresses. Each subscriber
provides a portion of the authenticated database 6, which may be delivered to the security
server 4 by the assured organisation, or the security server 4 may retrieve the portion from the
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subscriber at periodic intervals.

In a particular embodiment, the subscriber may also provide a list of IP addresses that it
regards as untrustworthy and should therefore be added to the database of non-authenticated
IP addresses 6. However, maintenance of the database of non-authenticated IP addresses 6

is preferably carried out by assured organisations only.

The client computer 1, as illustrated in Fig. 3 comprises a processor 10 provided with a
window-based operating system, a user-input device 11 (such as a keyboard and/or mouse), a
visual display unit (VDU) 12, a memory 13 and a modem 14 for transferring data across the
communications network 5. The client computer 1 may alternatively transfer data across the
communications network 5 via a LAN, whereby the client computer 1 includes an ethernet card
or similar device (not shown) for transferring data over the LAN, or indeed any other means for

transferring data from the client computer 1 across the communications network 5.

The client computer 1 preferably includes a web-browser (e.g. as part of the operating
system or stored separately in memory 13) for receiAVing content-data from the content-provider
servers 3. However, any application-software suitable for receiving content-data from a
content-provider server 3 (e.g. a file-browser or e-mail client operating in http, https, ftp, or
similar protocol) may equally be used. Preferably, the web-browser or application-software is
suitable for receiving user-authorisation data from the user-input device 11 and for transferring

the user-authorisation data to a content-provider server 3.

The memory 13 stores a server-authentication application 15, which is executable by
the processor 10. The server-authentication application 15 includes instructions for receiving
(e.g. downloading) from the security server 4 the entire non-authenticated database 6 and
preferably the entire authenticated database 7. The server-authentication application 15
preferably provides the user with the opportunity to receive new, updated or refreshed
databases 6,7 from the security server 4 automatically, periodically without intervention of the
user of the client computer 1, or by connection to the security server 4 at specified intervals or
at times entirely at the option of the user. The received databases are then stored in memory
13. For the purposes of clarity, the databases stored on the client computer 1 shall be referred
to hereafter as the client-database of non-authenticated IP addresses 16 (or alternatively the
non-authenticated client-database) and the client-database of authenticated client database 17

(or alternatively the authenticated client-database).
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Referring to Fig. 4, the server-authentication application 15, when executed, additionally
checks at 20 whether the active window of the windows-based operating system has changed.
In any window-based operating system, there will generally be a single active window on the

nou

computer’s VDU 8, being the window on which various commands (for example “save’, print”,
etc.) may be initiated by the user-input device 11. Other windows may be open at the same
time, whether visible on the VDU 12 or hidden behind other windows. The various windows
open at any one time are usually displayed on a task bar or docking bar at an edge (e.g. the
bottom) of the graphic display. An authentication check is performed whenever the active
window changes. Thus, in the case of “yes” in the logic flow diagram of Fig. 4, indicating that
the active window has changed, the server-authentication application 15 checks at 21 whether
the new active window is a web-browser or other application capable of transferring data
across the communications network 5. In the most preferred arrangement, if the active window
is not a web-browser the server-authentication application may show a message 22 such as
“no browser window active”. In particular arrangements, this feature may be absent or may be

optionally turned off by a user.

However, if the new active window is, indeed, a web-browser or other application
capable of transferring data across the communication network 5, the server-authentication
application 15 checks the authentication of the content-provider server 3 from which the web-
browser is requesting data. This is achieved by first converting at 23 the hostname portion of
the URL of the content-provider server 3 into an IP address. There are a number of ways in
which this can be done and persons skilled in this art will be aware of all of these. In the
simplest arrangement, the hostname portion of the URL is converted into an IP address using

a DNS server.

Once the IP address of the content-provider server 3 has been obtained, the IP
address is checked 24 against the client-database of non-authenticated IP addresses 16 and
the client-database of authenticated IP addresses 17, if present. If the IP address appears 24a
in the client-database of non-authenticated IP addresses 16, a warning is provided 25 on the
VDU 12 that the user would be wise to ignore any content-data (e.g. webpage data)
downloaded from the relevant content-provider server 3. If the IP address appears 24b in the
client-database of authenticated IP addresses 17, an indication is provided 26 that it is fine to
proceed. The indication may include a visual logo or other indicia of a content-provider such
that the user is able to easily and quickly identify that the content-provider server 3 is authentic.
If the IP address does not appear in either of the client-databases 16,17, a cautionary warning
is preferably provided 27 to the user. Although here shown as visible indications, any of these
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warnings/indications may alternatively or additionally be given audibly.

Visible messages may be conveyed in a variety of different ways. Preferably warnings
or cautions are given by means of a status window, such as those shown at 25, 26 and 27 in
Fig. 4 (see also Fig. 6 below), that is always on top of any windows that are open on the VDU
12. It is important that this status window should be on top so that its reporting cannot be
hidden by another window. It always reports on the active window, pop-up windows, frame
sets, frames or other sub-windows. The user cannot interact with a window unless it is active,
so that the active window is always the dominant window that is reported, although the system
could also display the status of other open windows (see Fig. 5 below) and a history of other

opened windows.

An example of a more complex on-top status window is illustrated in Fig. 5, which
shows part of a webpage 28 that is the active window, its menu bars 29 being shown at the top
of the display. Always on-top status window 30 is shown on top of the active window 28. Below
its title bar 31 are icons representing those windows that are open, in this example. In other
examples (see for example, Fig. 6 discussed below), only the active window may have an icon.
In the case shown in Fig. 5, the larger icon 32 at the left of status box 30, indicating the active
window, shows the icon of OnlineBank, a legitimate website. In this example three other
windows are also open, but are not active. Icons corresponding to these are shown on a
smaller size in the right-hand portion of status window 30. Of these, one, 33, shows the icon of
ShopOnIiné, a legitimate site. Of the remaining two window icons, one, 34 is suitably depicted
in red, this colour and the word “warning” indicating that the site corresponding to it appears on
the client-database of non-authentic IP addresses 16. Icon 35 indicates that a fourth window
which is open but not active does not appear on either of the client-databases of authenticated
and non-authenticated IP addresses 16,17, and is suitably shown in yellow, indicating “Proceed

with caution”.

In this example, if the user clicked on to the window corresponding to the red “Warning”
indication, this would then become the active window, and the system may then run through
the steps of the logic flow diagram of Fig. 4. The “Warning” indication will then appear larger
on the left of on-top status window 30, where the OnlineBank icon is shown in Fig. 5, the
OnlineBank icon being relegated to one of the smaller icons on the right, if the related
OnlineBank window remains open, and an audible warning will also be given. Alternatively,
since the window concerned will have been previously checked (hence: its small icon in the

right hand part of on-top status window 30 as shown in Fig. 5), the server-authentication
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application 13 may take account of this, and proceed as indicated above, but without first re-

checking the reactivated window using the logic flow diagram of Fig. 4.

Warning indications may also, or alternatively, be displayed on the task bar or docking
bar at the edge (e.g. bottom) of the display screen, as indicated in Fig. 6. The right hand side
of a task bar 36 in a Microsoft Windows (RTM) operating system controlled computer has a
clock 37 and a number of icons 38 indicating programs that are operating in the background. In
some cases these icons will change depending upon the status of the program concerned. In
the present system, as shown in Fig. 6, an icon 39 appears on the right hand side of the task
bar and changés its status depending upon whether the active window, being a browser, has
an IP address that appears in the client-database of non-authenticated IP addresses 16, the
client-database of authenticated IP addresses 17 (if present), or in neither client-database.
This change of status can suitably be indicated by changes in colour, the icon 39 showing
green if the IP address appears in the client-database of authenticated IP addresses 17, red if
the IP address appears in the client-database of non-authenticated IP addresses 16, and
yellow if the IP address appears in neither of the client databases 16,17. Suitably, an audible
warning is also given in either of the latter two cases. A similar icon 39 is displayed at the left
end of the title bar for the on-top status window, as seen in this Figure and also in the
messages shown at 25, 26 and 27 in Fig. 4, and may also change colour in a similar fashion.

By these means the user is at all times informed as to the nature of the active window
of his browser and unless he chooses to ignore the warnings given, the server-authentication
application 15 will help to prevent fraudulent extraction of personal details, such as bank
information that can be used illegally. It will be appreciated that the system also gives
assurance to a user, when a particular content-provider server 3 is confirmed as having an IP
address on the authenticated client-database 16, the content-data from that server 3 (e.0.

webpage data) may be frusted.

The server-authentication application 15 may optionally be configured so that the user
can only proceed after a danger warning has been expressly acknowledged by the user, e.g.
by means of an optional warning pop-up window which the user has to acknowledge.

Preferably, the server-authentication application 15 determines whether the hostname
of the URL of the active window relates to a content-provider server 3 external to a local
network, i.e. that the hostname relates to an Internet domain-name and not, for example, to a
local hostname. If the application 15 determines that the hostname of the active window
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relates to a local network, the application 15 preferably provides a ‘l.ocal Network’ indication on
the VDU 12. Additionally, if the active window is executing an application that is resident on
the client computer or if the application of the active window is accessing content-data resident
on the client computer 1, the server-authentication application 15 preferably displays ‘Not
Analysed’ on the VDU; an icon or similar graphic, indicating the application that is executing in

the active window, may also be displayed. Accordingly, the server-authentication application

15 continually provides a user-indication of the status of the active window.

The content-data stored on a content-provider server 3 may include a link to content-
data stored on another content-provider server having a different IP address. For example,
webpage data of a first content-provider may include a frame that links to information provided
by a second content-provider. A typical example of this is in the use of framed advertisements
within a webpage. A fraudster may use the concept of frames to provide a content-provider
server that first links to content-data provided by a legitimate site (e.g. a bank) and also to
content-data provided by a fraudulent site. The content-data of the fraudulent site may appear
as a framed advertisement which surreptitiously monitors all data traffic between the client
computer 1 and the legitimate site. Accordingly, a user may be presented with a webpage that
is obtained from a legitimate site, and therefore looks and behaves as a legitimate webpage,
whilst the fraudulent frame within the webpage monitors any user-authorisation data entered by
the user. Alternatively, a fraudulent site may include a frame to a legitimate site to show
apparent authenticity, or the fraudulent site may include a frame that mimics legitimate content,
e.g. the fraudulent site may include a frame that appear as a complete webpage of a legitimate

site, although it is in reality a frame.

The server-authentication application 15 therefore preferably resolves and checks the
IP addresses of all hostnames of content-provider servers from which content-data is retrieved
by the client computer 1. In other words, the server-authentication application 15 does not only
resolve and check the IP address of the hostname of the URL that appears in the active
window, but also any hostnames that are embedded within the content-data retrieved from the
URL. For example, if the webpage www.onlinebank.com/home.html includes a link to
www.onlineshop.com/logo.html, then the server-authentication application 15 resolves and

checks the IP addresses of both www.onlinebank.com and www.onlineshop.com.

It is possible that a subscriber may wish to include within its content-data an
advertisement from a content-provider that is not a subscriber to the security server 4. In this
instance, the IP address of the subscriber will appear in the authenticated database 7, but the
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IP address of the advertiser will not. Consequently, when the user visits the legitimate site of
the subscriber, a warning is nevertheless provided by the server-authentication application 15.
In order to prevent this from occurring, the related information 9 of the database of
authenticated IP addresses 7 may include IP addresses of third-party servers that are
regarded by the subscriber as legitimate for the purposes of inclusion within its content-data.
The server-authentication application 15 then checks the IP address of the main hostname
against the list of IP addresses 8 of the authenticated database 17. If the IP address is found
within the database 17, then any hostnames that are embedded within the content-data
retrieved from the main hostname are then resolved and checked against the third-party 1P

addresses stored in the related-information 9.

A content-provider server 3 may store both non-fraudulent and fraudulent content-data.
In particular, a content-provider server 3 may host different websites. For example, the
content-provider server 3, www.freewebsite.com, may host the website of John,
www.freewebsite.com/John/home.html, and the website of Peter,
www.freewebsite.com/Peter/home.html. Whilst John provides a legitimate website, the website
provided by Peter is a spoof website. Since the hostname of both websites is the samé, the
resolved IP address of each website will also be the same. Consequently, both websites are
treated equally by the server-authentication application 15. The legitimate website provided by
John may therefore be reported as a fraudulent site or, alternatively, the spoof site provided by
Peter may be reported as a legitimate site. In order to prevent this situation from occurring, the
database of non-authenticated IP addresses 6 and the database of authenticated IP addresses
7 preferably store not only IP addresses but also the URL or part of the URL associated with
the IP address. For example, if the IP address of www.freewebsite.com is 121.202.327.75, the
database of non-authenticated IP addresses 6 might store the IP address 121.202.327.75 and
the path “\Peter’ and/or the filename ‘\Peter\nome.htm!’, whilst the database of authenticated IP
addresses 7 might store 121.202.327.75 and \John’ and/or ‘\dohn\home.htm!’. The server-
authentication application 15 is then operable to check both the IP address and also at least
part of the URL against the corresponding client-databases 16,17. Only if both the IP address
and at least part of the URL appear in the client-databases 16,17 is a warning 25 or indication
26 provided.

The database of non-authenticated IP addresses 6, the client-database of non-
authenticated IP addresses 16, and any fragment 18 may store only the domain name, URL or
part of a URL of a particular content-provider server 3. In this case, the IP address of the

domain is stored in the database 6,16 or fragment 18 as a series of asterisks (i.e.
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ik dkk 4xx *+*) or some other artificial IP address (e.g. 999.999.999.999), which the server
authentication application 15 uses to identify a server as having no specific or fixed IP address.
For example, the website www.falsewebsite.com may change its IP address frequently in order
to avoid detection. If the IP address of a content-provider server 3 is not found in the client-
database of non-authenticated IP addresses 16, the domain name, URL. or part URL of the
content-provider server 3 is then compared against each of the entries in the client-database
16 having an artificial IP address. If the domain name, URL or part URL of the content-
provider server 3 appears in the client database 16, a suitable warning is provided 25.
Alternatively, the comparison of domain names, URL or part URL may be carried out before
the comparison of IP addresses. By storing the domain name, URL or part URL of content-
provider servers 3 that employ frequently-changing IP addresses, the server authentication

application 15 is still able to identify fraudulent content providers.

In the most preferred arrangement, the server-authentication application 15 also guards
against |IP-address spoofing when the IP address, having been checked, may appear on the
authenticated client-database 17 or on neither of the authenticated and non-authenticated
client-databases 16,17, and yet the content-data (e.g. webpage data) may still emanate from a
fraudulent source. A sophisticated fraudster can configure a content-provider server 3 fo send
content-data that appears to emanate from a different IP address to the one it actually does
come from. To overcome this, in the most preferred arrangement, when the check carried out
at 24 shows either that the IP address of the active window appears on the client database of
authenticated IP addresses 17, or that the IP address of the active window does not appear on
either of the client-databases 16,17, and so could still possibly be a legitimate site, a further

short routine is performed, as illustrated in Fig. 7.

The apparently authenticated IP address or the IP address that does not appear on
either client-database 16,17 is substituted at step 40 for the hostname portion of the URL, and
a request for the content-data of the URL is sent. Thus, for example, if the web-browser
receives content-data  (e.g. a 'webpage data) claiming to be from
www.mybank.com/customer/data/home.html and the server-authentication application 15
ascertains at 23 in the flow diagram of Fig. 4 that the IP address of www.mybank.com is, say,
123.456.789.100, then at step 40 the server-authentication application 15 sends a request for
the content-data of http://123.456.789. 100/customer/datalhome.html. The same or similar
content-data should be returned. If it is, at step 41, then the implication 42 is that the site is
likely to be legitimate and then depending upon whether the IP address appears in the client-
database of authenticated IP addresses 17 or does not appear in either client-database 16,17,
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the “OK to proceed” indication 26 or the “Proceed with caution” indication 27 will be displayed.

However, if different content-data is provided (i.e. if the webpage appears different) as
a result of the resending request 40 as indicated at 43, or if no reply is provided 44, then the
server-authentication application 15 draws the implication at step 45 that the content-provider
server 3 is likely to be illegitimate, notwithstanding that the original apparently derived IP
address at step 23 may have indicated an IP address that appeared on the authenticated
client-database17 (or did not appear on either client-database 16,17 and so could possibly be
legitimate). Accordingly, in event 45, rather than displaying either the “OK to proceed”
indication 26 or the “Proceed with caution” indication 27, the clear “Warning” indication 25 is

displayed.

Additionally, or alternatively, the server-authentication server 15 may alert the user to
spoofing by displaying the actual hostname or URL, as well as the IP address, of the content-
data or content-provider server 3 such that the user can immediately identify whether the

actual hostname or URL corresponds to that which appears in the active window.

In the above-described embodiment, the server-authentication application 15 receives
(e.g. downloads) from the security server 4 the entire database of non-authenticated IP
addresses 6 and also the entire database of authenticated IP addresses 7. As the number of
subscribers to the service provided by the security server 4 increases, the size of the
authenticated database 7 will naturally increase. With sufficient numbers of subscribers, the
size of the authenticated database 7 may become excessively large such that too much time is
spent by the client computer 1 in receiving the database 7. Moreover, it is unlikely that a user
will download content-data from each and every one of the subscribers having [P addresses
stored in the database 7. Accordingly, in an alternative embodiment as illustrated in Fig. 8, the
database of authenticated IP addresses 7 comprises a plurality of fragments 18, each
fragment 18 corresponding to a particular domain 19 and storing IP address 8 associated with
the domain 19. Related information 9, such as the date on which the fragment was created,
the subscriber that provided the fragment, URL links etc., may again be additionally stored,

~ with each fragment 18 having respecitive related information 9.

The database of non-authenticated IP addresses 6, like that of the authenticated
database 7, may also comprise a plurality of fragments 18, each fragment 18 corresponding to
a particular domain 19 and storing IP address 8. Preferably, each fragment 18 comprises both
a list of non-authenticated IP addresses and a list of authenticated IP addresses 8.
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Consequently, a content-provider is able to provide a fragment 18 that stipulates which sites
(i.e. IP addresses) it considers to be genuine and which sites is considers to be fraudulent.
When the fragment 18 is received (e.g. downloaded) by the server-authentication application

15, the relevant portions of the fragment (e.g. the lists of non-authenticated and authenticated

IP addresses) are extracted and added to the client databases 16,17.

In this alternative embodiment, the server-authentication application 15 includes
instructions to determine the hostname of the URL of the active window. The application 15
then compares the hostname against the client-database of authenticated IP addresses 17. [f
a fragment corresponding to the hostname is found in the client-database 17, the IP address of
the hostname is resolved and compared against the IP addresses listed for that fragment, in

the manner described above.

If, however, no fragment 18 corresponding to the hostname can be found in the client-
database of authenticated |IP addresses 17 (e.g. if no fragments having the same domain as
that of the hostname are found), then preferably a similar search is made of the server-
database of authenticated IP addresses 7. In particular, the server-authentication application
15 establishes a connection with the security server 4 and compares the hostname of the
content-provider server 3 against the server-database fragments. If a fragment 18
corresponding to the hostname is found in the server-database of authenticated IP addresses
7, the relevant fragment is delivered to the client computer 1. The IP address of the hostname
is then resolved and compared against the IP addresses listed in the fragment, in the manner
described above. The received fragment is then added to the existing client-database 17 for
future use. If no fragment 18 corresponding to the hostname of the content-provider server 3
can be found in the server-database fragments, the server-authentication application 15
provides as an indication (e.g. the “Proceed with caution”) that the authenticity of the content-

provider server 3 could not be verified.

Rather than comparing the hostname of the active window URL against fragments of
the client-database 17, the client computer 1 may alternatively store a database of visited
servers in memory 13. The database of visited servers stores a list of hostnames of content-
provider servers 3 that have previously been accessed by the client computer 1, or alternatively
a list of domains of content-provider servers 3 that have been accessed. The hostname of the
URL is then compared against the database of visited servers. If a match is found, the IP
address of the hostname is resolve and compared against the I[P addresses listed in the client-
database 17 in the manner described above. If, however, a match is not found, then the



10

15

20

25

30

35

WO 2006/018647 PCT/GB2005/003237

-21-

hostname is added to the database of visited servers by the server-authentication application
15. The application 15 then establishes a connection with the security server 4 and compares
the hostname against the server-database of authenticated IP addresses 7. If a fragment 18
corresponding to the hostname is found in the server-database of authenticated IP addresses
7, the relevant fragment is delivered to the client computer 1, whereupon the received fragment
is added to the existing client-database 17. The IP address of the hostname is then resolved
and compared against the IP addresses listed in the client-database 17 in the manner

described above.

Where the client-database of authenticated 1P addresses 17 is stored as fragments 18,
it is possible for the authenticated client-database 17 to become outdated. For example, once
the fragment for ‘onlinebank.com’ is added to the client-database 17, is it possible for the
server-authentication application 15 to re-authenticate the site ‘onlinebank.com’ at a later date
without having to rely upon the security server 4. In order to prevent the authenticated client-
database 17 from becoming outdated, the server-authentication application 15 may periodically
refresh fragments 18, i.e. retrieve once again the fragments 18 from the security server 4. The
related-information 9 associated with each fragment may include a creation or expiry date,
which is used by the server-authentication application 15 to determine when to refresh the
fragment or, alternatively, delete the fragment from the client-database 17. Similarly, where
the client computer 1 stores a database of visited servers, each entry in the database may
include a creation or expiry date, which is again used by the server-authentication application
15 to determine when to refresh the entry and corresponding fragment or, alternatively, delete

the entry from the database.

In a further embodiment, fragments 18 associated with a particular domain may be
stored on a content-provider server 3 of a subscriber. For example, the fragment for
‘onlinbank.com’ may be stored on a server provided by OnlineBank in addition to or rather than
the security server 4. In this embodiment, the server-authentication application 15 then
receives the relevant fragment from the content-provider server 3 rather than the security
server 4. Preferably, the relevant fragment is received (e.g. downloaded) from the content-
provider server 3 in response to the client computer 1 requesting content-data from the
content-provider server 3, e.g. when attempting to view webpage data. Similarly, the database
of non-authenticated IP addresses 6 may be additionally or exclusively stored on a server of an
assured organisation. Indeed, the sérver—authenﬁcation application 15 may present the user
with the option of receiving (e.g. downloading) fragments/databases exclusively from the
security server 4 or additionally from the server of the relevant content-provider/organisation if
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the fragment/database is unavailable from security server 4.

Although each fragment 18 may comprise a list of non-authenticated IP addresses in
addition to a list of authenticated IP addresses 8, the fragment 18 and therefore the list of non-
authenticated IP addresses list is obtained only after receiving (e.g. downloading) the fragment
from the content-provider server 3. It is therefore possible that the client-database of non-
authenticated IP addresses 16 will not include information on known fraudulent sites until such
time as the content-provider server 3 has been visited and the fragment 18 obtained.
Accordingly, the server-authentication application 15 preferably also receives from the security
server 4, or other assured organisation, the database of non-authenticated IP addresses 6 at
regular intervals in addition to any fragments that may have been received. Rather than
receiving the entire database 6, the server-authentication application 15 may check regularly
for updates that become available. As already noted, the server-authentication application 15
preferably provides the user with the opportunity to receive a new, updated or refreshed

database 6 from the security server 4 at periodic intervals.

The databases 6,7, as well as any fragments 18, are preferably encrypted using a
proprietary 256-bit encryption having keys derived from the domain name of the server 3,4
storing the database 6,7 or fragment 18 and the domain name from which the database 6,7 or
fragment 18 is received by the server-authentication application 15. Accordingly, the server-
authentication application 15, upon decrypting the received databases 16,17 or fragments 18,
is able to determine whether the databases 16,17 or fragments were received from the correct
source and that the data contained therein is self-consistent. Additionally, in the case of
fragments 18, the server-authentication application 15 is able to determine that the received
fragment contains information corresponding to the correct domain. Even if a fraudster were to
download an encrypted database 6,7 or fragment 18 and, with significant computing power,
decrypt the database 6,7 or fragment 18 with the intention of inserting false IP addresses, the
fraudster would not know the relevant key to re-encrypt the database 6,7, or fragment 18 in
order to, for example, place the fake encrypted database 6,7 or fragment 18 on a spoof server.
Encryption therefore prevents a spoof site creating an apparently. valid database 6,7, or

fragment 18.

In addition to encrypting the contents of the fragments 18, the filename of each
fragment 18 may also be encrypted. For example, the fragment 18 corresponding to the
domain 19 onlinebank.com may be stored on the security server 4 or a specific content-
provider server 3 as a file called hqofmnnShc64pxvk.xml, which has no apparent relation to the
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actual domain name. The filename of the fragment 18 is preferably encrypted using a first key
based upon the domain 19 to which the fragment 18 relates (e.g. onlinebank.com) and a
second key based upon the domain of the security server 4 or the specific content-provider
server 3. The filename of the fragment 18 will therefore be different when stored on different
servers. In order to retrieve a fragment 18, the server-authentication application 15 first
resolves the fragment filename using the doméin 19 to which the fragment 18 relates and the
domain of the server 3,4 storing the fragment 18. The server-authentication application 15
then retrieves (e.g. downloads) from the server 3,4 a file having the resolved filename. Since
the filename of the fragment depends upon the domain of the server storing the fragment, a
fragment copied from a first server to a second server (e.g. from the security server 4to a

fraudulent server) will not be found by the server-authentication application 15.

The server-authentication application 15 may store a history database of recently
visited sites, i.e. a list of content-provider servers 3 from which content data has recently been
retrieved by the client computer 1. By way of example, the history database may include a list
of all content-provider servers 3 that have been visited in the last month. When the server-
authentication application 15 is idle, the application 15 may retrieve fragments 18
corresponding to those content-provider servers 3 that are listed in the history database. In
this manner, the fragments 18 of content-provider servers 3 that are likely to be revisited are
kept up-to-date such that no noticeable delay is observed by the server-authentication
application .15 when the content-provider servers 3 are revisited. The history database
preferably includes information regarding the date and/or time on which the fragment 18
corresponding to a particular content-provider server 3 was last retrieved or updated. The
server-authentication application 15 then retrieves only those fragments 18 where the

authenticity of the fragment 18 has timed-expired.

The server-authentication application 15, which is the software necessary to configure a
client computer 1 to operate in the manner described above and to provide security against
phishing over the communications network 5, may be provided as a single computer program
or suite of computer programs, which may be provided on a computer-readable data storage
device, such as a floppy disk or a CD/DVD. Alternatively, the computer program or suite of
computer programs may be made available for download over the communication network 5
from the security server 4 (see Fig. 1), or from a trusted content-provider server 3, such as a

bank, licensed to provide the software.

To prevent fraudsters spoofing the server-authentication software, the user is
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requested to enter a unique identifier upon installing the software. The unique identifier entered
by the user is then encrypted, preferably using a key particular to the user's copy of the server-
authentication software, and stored (e.g. as a file) in the memory 13 of the client computer 1.
The server-authentication application 15, when executed, decrypts and displays the unique
identifier on the VDU 12, e.g. on the title bar of the server-authentication application 15. If the
server-authentication software were to be replaced (e.g. by a fraudulent copy), the encryption
key would be unknown and accordingly an incorrect unique identifier would be displayed by the
application 15 on the VDU. Accordingly, the user is provided with an indication if the server-

authentication software has been changed.

Banks, financial institutions and other e-commerce or similar content-providers which
provide services and/or information over the Internet and which rely upon user-authorisation
data (e.g. personal details of a user) or wish to assure users of the validity of their webpages
and any information thereby conveyed may register their IP addresses with the provider of the

security server 4 to be included in the database 7 of authenticated IP addresses.

Provision may also be made for users themselves to enter frequently used websites, by
their URLs converted into IP addresses, or by the IP addresses themselves, into the
authenticated client-database 17 maintained on the client computer 1 so as to avoid
unnecessary “Caution” warnings being displayed simply because the content-provider of an
otherwise legitimate website may choose not to subscribe to the service provided by the

security server 4.

Although the invention has been described hereinabove in terms of databases being
stored on a client computer 1 both for authenticated IP addresses 17 and for non-authenticated
IP addresses: 16, and these databases being used to determine whether the IP address of a
particular website appeared on one of these two databases or on neither, with appropriate
messages or other indications being conveyed to the user in each of these three

circumstances, this is not always necessary.

For example, only a database of authenticated IP addresses 17 may be stored, and in
that case, the server-authentication application 15 is only able to give assurance that a website
may be trusted when its IP address is found in that database (and, if the check against address
spoofing feature is included, the address is additionally shown not to have been spoofed).
Equally well, only a database of non-authenticated IP addresses 16 may be stored, and in that

case, the server-authentication application 15 is only able to give a clear danger warning when
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the IP address of a particular website appears in this database or (if the check against address

spoofing feature is also included) if the address is shown to have been spoofed.

When used in this specification and claims, the terms "comprises" and "comprising"
and variations thereof mean that the specified features, steps or integers are included. The
terms are not to be interpreted to exclude the presence of other features, steps or

components.

The features disclosed in the foregoing description, or the following claims, or the
accompanying drawings, expressed in their specific forms or in terms of a means for
performing the disclosed function, or a method or process for attaining the disclosed result, as
appropriate, may, separately, or in any combination of such features, be utilised for realising

the invention in diverse forms thereof.



10

15

20

25

30

35

WO 2006/018647 PCT/GB2005/003237
- 26 -
CLAIMS

1. A method of authenticating a content-provider server comprising:

determining a domain name of the content-provider server;

obtaining a fragment of a database of IP addresses, the fragment corresponding to the
domain name of the content-provider server and storing one or more IP addresses associated
with the domain name;

comparing the IP address of the content-provider server against the IP addresses of
the fragment; and

providing an indication that the IP address of the content-provider server is included or

excluded from the fragment of IP addresses.

2. A method according to claim 1, wherein the fragment is stored on a remote server and
obtaining the fragment comprises requesting from the server a copy of the fragment and

receiving from the server a copy of the fragment.

3. A method according to claim 2, wherein the fragment is stored on the server as a file
having a filename that is unique to the domain name of the content-provider server and
requesting a copy of the fragment from the server comprises requesting a file having a

filename that is unique to the domain name of the content-provider server.

4, A method according to claim 3, wherein the filename of the fragment is unique to both
the domain name of the content-provider server and a domain name of the server on which the

fragment is stored.

5. A method according to claim 4, wherein the filename of the fragment is encrypted using
encryption keys derived from the domain name of the content-provider server and the domain

name of the server on which the fragment is stored.

6. A method according to any one of the preceding claims, where the fragment stores one
or more authenticated IP addresses and one or more non-authenticated IP addresses and the
method comprises providing an indication that the IP address of the content-provider server is

an authenticated IP address, a non-authenticated IP address, or neither.

7. A method according to any one of the preceding claims, wherein the method

comprises:
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storing a database of authenticated IP addresses and a database of non-authenticated
IP addresses;

appending the IP addresses of the fragment to at least one of the database of
authenticated IP addresses and the database of non-authenticated IP addresses;

comparing the IP address of the content-provider server against the database of
authenticated IP addresses and the database of non-authenticated IP addresses; and

providing an indication that the IP address of the content-provider server is an

authenticated IP address, a non-authenticated IP address, or neither.

8. A method according to any one of the preceding claims, wherein the method
comprises:

obtaining a list of non-authenticated IP addresses from a remote server; and

comparing the IP address of the content-provider server against the IP addresses of

the fragment and the list of non-authenticated IP addresses.

9. A method according to claim 8, wherein the method comprises:

storing a database of authenticated IP addresses and a database of non-authenticated
IP addresses;

appending the IP addresses of the fragment to at least one of the database of
authenticated IP addresses and the database of non-authenticated IP addresses;

appending the list of non-authenticated IP addresses to the database of non-
authenticated IP addresses;

comparing the IP address of the content-provider server against the database of
authenticated IP addresses and the database of non-authenticated IP addresses; and

providing an indication that the IP address of the content-provider server is an

authenticated IP address, a non-authenticated IP address, or neither.

10. A method according to any one of the preceding claims, wherein the content-provider
server has a hostname and the method comprises:

obtaining first data from the hostname;

resolving the IP address of the hostname;

obtaining second data from the resolved IP address;

comparing the first data and second data; and

providing an indication that the first data and second data are identical or non-identical.

11. A method according to any one of the preceding claims, wherein the fragment includes
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one or more URLs or portions of URLs associated with each IP address stored by the
fragment, and the method comprises:

comparing at least a portion of the URL of the content-provider server against the URLs
or portions of URLs of the fragment that are associated with the IP address of the content-
provider server; and

providing an indication that the IP address and the portion of the URL of the content-

provider server is included in or excluded from the fragment.

12. A client computer connectable to a content-provider server over a communications
network, wherein the client computer is operable to:

determine a domain name of the content-provider server;

obtain a fragment of a database of IP addresses, the fragment corresponding to the
domain name of the content-provider server and storing one or more IP addresses associated
with the domain name; 4

compare the IP address of the content-provider server against the IP addresses of the
fragment; and

provide an indication that the IP address of the content-provider server is included or

excluded from the IP addresses of the fragment.

13. A client computer according to claim 12, wherein the client computer is operable to
request data from the content-provider server and to obtain the fragment in response to the

request for data from the content-provider server.

14. A client computer according to either claim 12 or 13, wherein the client computer is
operable to: request data from the content-provider server; determine whether data from the
content-provider server has previously been requested; and to obtain the fragment if data from

the content-provider has not previously been requested.

15. A client computer according to any one of claims 12 to 14, wherein the client computer
is operable to retrieve the fragment from a server over the communications network, and the
fragment is stored on the server as a file having a filename that is unique to the domain name

of the content-provider server.

16. A client computer according to claim 15, wherein the fragment is stored on a security

server.
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17. A client computer according to claim 15 or 16, wherein the filename of the fragment is

unique to both the domain name of the content-provider server and a domain name of the

server on which the fragment is stored.

18. A client computer according to claim 17, wherein the filename of the fragment is
encrypted using encryption keys derived from the domain name of the content-provider server
and the domain name of the server on which the fragment is stored.

19. A client computer according to any one claims 12 to 18, wherein the fragment stores
one or more authenticated IP addresses and one or more non-authenticated IP addresses and
the client computer is operable to provide an indication that the IP address of the content-

provider server is an authenticated IP address, a non-authenticated IP address, or neither.

20.  Aclient computer according to any one of claims 12 to 19, wherein the client computer
stores a database of authenticated IP addresses and a database of non-authenticated IP
addresses, and the client computer is operable to:

append the IP addresses of the fragment to at least one of the database of
authenticated IP addresses and database of non-authenticated IP addresses;

compare the [P address of the content-provider server against the database of
authenticated IP addresses and the database of non-authenticated IP addresses: and

provide an indication that the IP address of the content-provider server is an
authenticated IP address, a non-authenticated IP address, or neither.

21. A client computer according to any one of claims 12 to 20, wherein the client computer
is connectable to a security server over the communications network, and the client computer
is operable to obtain a list of non-authenticated IP addresses from the security server and to
the compare the IP address of the content-provider server against the IP addresses of the

fragment and the list of non-authenticated IP addresses.

22.  Aclient computer according to claim 21, wherein the client computer stores a database
of authenticated IP addresses and a database of non-authenticated 1P addresses, and the
client computer is operable to:

append the IP addresses of the fragment to at least one of the database of
authenticated IP addresses and database of noh-authenticated IP addresses;

append the list of non-authenticated IP addresses to the database of non-authenticated

IP addresses;
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compare the IP address of the content-provider server against the database of
authenticated IP addresses and the database of non-authenticated IP addresses; and

provide an indication that the IP address of the content-provider server is an

authenticated IP address, a non-authenticated IP address, or neither.

23. A client computer according to any one of claims 12 to 22, wherein the client computer
is operable to: obtain data from the content-provider server that includes a link to a further
content-provider server; compare the [P address of the further content-provider server against
the IP addresses of the fragment, and provide an indication that the IP address of the further

content-provider server is included or excluded from the received database of IP addresses.

24. A client computer according to any one of claims 12 to 23, wherein the content-provider
server has a hostname and the client computer is operable to:

obtain first data from the hostname;

resolve the IP address of the hostname;

obtain second data from the resolved [P address;

compare the first data and second data; and

provide an indication that the first data and second data are identical or non-identical.

25. A client computer according to any one of claims 12 to 24, wherein the fragment
includes one or more URLs or portions of URLs associated with each IP address stored by the
fragment, and the client computer is further operable to:

compare at least a portion of the URL of the content-provider server against the URLs
or portions of URLs of the fragment that are associated with the IP address of the content-
provider server; and

provide an indication that the IP address and the portion of the URL of the content-

provider server is included in or excluded from the fragment.

26. A method of operating a client computer connectable to a content-provider server over
a communications network, the method comprising:
determining a domain name of the content-provider server;
obtaining a fragment of a database of IP addresses, the fragment corresponding to the
domain name of the content-provider server and storing one or more IP addresses associated
with the domain name;
"~ comparing the IP address of the content-provider server against the I[P addresses of

the fragment; and
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providing an indication that the IP address of the content-provider server is included or

excluded from the I[P addresses of the fragment.

27. A computer program or suite of computer programs executable by a client computer to

perform a method according to claim 26.

28. A computer-readable storage medium storing a computer program or suite of computer

programs according to claim 27.

29. A security server connectable to a client computer over a communications network, the
security server storing a database of IP addresses as a plurality of fragments, each fragment
corresponding to a domain name and storing IP addresses associated with the domain name,
and the security server is operable to receive a request from the client computer for a

fragment, and to deliver the requested fragment to the client computer.

30. A security server according to claim 29, wherein the security server stores each
fragment as a file having a filename that is unique to the domain name to which the fragment
corresponds, and the security server is operable to receive a request from the client computer
for a fragment having a particular filename, and to deliver the fragment having the particular

filename to the client computer.

31. A security server according to claim 30, wherein the filename of the fragment is unique
to both the domain name to which the fragment corresponds and to a domain name of the

security server on which the fragment is stored.

32. A security server according to claim 31, wherein the filename of the fragment is
encrypted using encryption keys derived from the domain name to which the fragment

corresponds and the domain name of the server on which the fragment is stored.

33. A security server according to any one of claims 29 to 32, wherein the security server is
connectable to a content-provider server over the communications network and the security
server is operable to:

receive one or more IP addresses from the content-provider server; and

store the received IP addresses as a fragment, the fragment corresponding to a

domain name of the content-provider server.



10

15

20

25

30

WO 2006/018647 PCT/GB2005/003237
-32-
34. A security server according to any one of claims 29 to 33, wherein the security server

stores a database of authenticated IP addresses and a database of non-authenticated IP

addresses as a plurality of fragments.

35. A security server according to any one of claims 29 to 33, wherein the security server
stores a database of authenticated IP address as a plurality of fragments, each fragment
corresponding to a domain name and storing authenticated IP addresses associated with the
domain name, and a database of non-authenticated IP addresses, and the security server is
operable to:

receive a request from the client computer for a fragment of the database of
authenticated IP addresses;

deliver the requested fragment to the client computer;

receive a request from the client computer for the database of non-authenticated IP
addresses; and

deliver the database of non-authenticated IP addresses to the client computer.

36. A security server according to any one of claims 29 to 35, wherein the security server is
operable to receive a request from the client computer that includes information identifying a
domain name of a content-provider server, and to deliver to the client computer a fragment

corresponding to the identified domain name.

37. A method of operating a security server connected to a client computer over a
communications network, the method comprising:
storing a database of IP addresses as a plurality of fragments, each fragment
corresponding to a domain name and storing IP addresses associated with the domain name;
receiving a request from the client computer for a fragment; and

delivering the requested fragment to the client computer.

38. A computer program or suite of computer programs executable by a server computer to

perform a method according to claim 37.

39. A computer-readable storage medium storing a computer program or suite of computer

programs according to claim 38.
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