wo 2016/122608 A1 I} I A1 00O 0O O A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/122608 A1l

4 August 2016 (04.08.2016) WIPO I PCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO04L 29/08 (2006.01) GO6F 9/455 (2006.01) kind of national protection available): AE, AG, AL, AM,
. .. AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(21) International Application Number: BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
PCT/US2015/013813 DO, DZ. EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
30 January 2015 (30.01.2015) KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
) MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(25) Filing Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(26) Publication Language: English SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(71) Applicant: HEWLETT PACKARD ENTERPRISE DE- . o
VELOPMENT LP [US/US]; 11445 Compaq Center Drive (84) Designated States (uniess otherwise indicated, for every
West, Houston, TX 77070 (US). kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
(72) Inventors: LUMAN, Ronald John; 2604 Roe Drive, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
Lewis Center, Ohio 43035 (US). BONDURANT, Mat- TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
thew David; 2580 55th Street, Boulder, Colorado 80301 DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
(US). TALGERY, Hrishikesh; 4245 Technology Drive, LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
Fremont, California 94538 (US). HADA, Craig M.; 4245 SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
Technology Drive, Fremont, California 94538 (US). GW, KM, ML, MR, NE, SN, TD, TG).
(74) Agents: ORTEGA, Arthur S. et al.; Hewlett Packard En- Declarations under Rule 4.17:

terprise, 3404 E. Harmony Road, Mail Stop 79 , Fort
Collins, CO 80528 (US).

as to the identity of the inventor (Rule 4.17(i))

[Continued on next page]

(54) Title: VIRTUAL MACHINES AND FILE SERVICES

(57) Abstract: In one example, a storage area network (SAN) with file ser-
vices is disclosed. The method includes invoking, via a processor, a com-
mand to activate file services on at least one node of the SAN, where the

100 ~

104

=
Servers

110-2

110-1
1

112\

|~ 106
Node Node
T ESnEllin
114~
110-3] 110-4
I AY

114-3

T EnEEim
t114-5

FIG. 1A

SAN comprises a plurality of nodes. The method includes installing, via the
processor, a virtual machine infrastructure on each of the plurality of nodes,
where the virtual machine infrastructure includes a plurality of virtual ma-
chines. The method includes enabling, via the processor, the file services on
each of the virtual machines of the plurality of nodes.
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VIRTUAL MACHINES AND FILE SERVICES

BACKGROUND
D001 When a physical computer and a host operating system are configured

appropriately, a virtual machine can access resources located on a storage area
network (SAN). A SAN is a set of interconnected devices and servers that are
connected to a common communication and data transfer infrastructure such as
Fibre Channel. The purpose of the SAN is to allow multiple servers access to a pool
of block storage in which any server can potentially access any storage unit with the
block storage.

BRIEF DESCRIPTION OF THE DRAWINGS
06021 Certain exemplary examples are described in the following detailed

description and in reference to the figures, in which:

{G803] Fig. 1A is an illustration of an example of a computer system including
a storage area network (SAN) with virtual machines located in each node of the
SAN;

0e04] Fig. 1B is an illustration of an example of a computer system including
a storage area network (SAN) with a pair of virtual machines located in a pair of
nodes of the SAN;

0GOS Fig. 2A is a process flow diagram of an example of a method of enabling file
services within a SAN;

{G006] Fig. 2B is a process flow diagram of an example of a method of
generating and clustering virtual machines (VMs) on a SAN; and

oo Fig. 3 is a block diagram of a tangible, non-transitory, computer-
readable medium that holds code to direct a processor to enable file services on a
virtual machine of a storage area network (SAN).

DETAILED DESCRIPTION OF SPECIFIC EXAMPLES
{6608] Examples disclosed herein provide techniques for enabling file services

using a virtual management system located in a storage area network (SAN). As the
information technology (IT) field is faced with challenges associated with data

-
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growth, the ability to merge block-level storage and file-level storage to provide a
stream-lined management system becomes increasingly important.

{004 Generally, a SAN provides block-level storage, e.9., blocks of data, that
can be accessed by applications running on network servers connected to the SAN.
However, a SAN does not provide file-level storage, e.g., storage of files/folders
using a file directory protocol. Instead, a file system may be built as a separate
entity, on top of a SAN, to perform file services. The combination of both the file
system and the SAN, which includes the block storage, may be considered as a SAN
file system or shared disk file system.

Lt However, the use of separate, dedicated hardware for both block-level
storage and the file services often involves duplicate server hardware and may slow
system performance for larger applications. Other techniques to provide both block-
level storage and file services may include converging the two storage techniques to
create an integrated service system under a single server and operating system.
However, such integrated solutions may lead to a reduction in security, system
performance, and fault isolation.

60117 As disclosed herein, an infrastructure that includes file services isolated
from block-level storage services, where both services are included in an existing
SAN appliance, may be used as a storage management solution. The SAN may be
embedded with dormant file services software that may be enabled on nodes within
the SAN. Once the file services are invoked for use, virtual machines may be
generated and located within the nodes of the SAN using a template approach.
Each virtual machine, as a file services server, may have the ability to substantially
maintain the activities of the file services so as to isolate the file services from the
block services of the SAN.

ot Fig. 1A is an illustration of an example of a computer system 100
including a storage area network (SAN) with virtual machines located in each node
of the SAN. The computer system 100 may be used to provide hosted services, for
example, cloud services for clients. In particular, the computer system 100 may be
used by one or more host cloud services, such as Software as a Service (SaaS),
Infrastructure as a Service (laaS), and Platform as a Service (PaaS). The computer
system 100 may include one or more servers, for example, application host servers

102, that communication with one or more clients 104 and with storage, for example,

2.
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a SAN 106. The SAN 106 is a network of multiple storages devices that connects
the storage devices with the application host servers 102 using an interconnection
technology, such as SCSI switches, or in the case of the present examples, both a
SAN fabric and a file services network fabric 108. In operation, applications running
on the application host servers 102 may access the storage devices of the SAN 106
to retrieve data. The network of storage device within the SAN 106 can include hard
drives, tape libraries, and, more commonly, disk-based devices, for example, RAID
hardware.

{6013] In the present examples, the SAN 106 provides both block-level
storage and file services for the computer system 100. Specifically, the SAN 106
includes physical nodes 110 used for the storage of data. The number of nodes 110
may vary depending on the particular implementation. In the example depicted in
Fig. 1, the SAN 106 includes six nodes 110-1 through 110-6 that are intercoupled by
a network communications channel 112 to provide secure and efficient management
of data among the nodes 110. In some examples, the network communication
channel 112 may include point-to-point connections in a mesh network, among
others. The nodes 110 are physical machines that include computing resources and
storage resources. For example, the computing resources may provide
management and end-to-end control of input/output from the application host servers
102 to storage. The storage resources of the nodes 110 may include a physical
mass storage device, such as a magnetic tape drive, a hard drive, an optical drive,
among others. In an example, the storage resources may be coupled to the nodes
110. For example, one or more mass storage devices may be coupled to a given
node 110 using a Serial Attached Small Computer System Interface (SCSI), i.e., a
“SAS.”

o1 4] The nodes 110 of the present examples may be configured to provide
dual services. In some examples, the nodes 110 are configured to perform block-
level storage services and at least one node 110 is configured to provide both file
and block services within the SAN 106. The node 110 providing file services may be
redundantly provisioned, e.g., with two or more nodes 110 providing identical or
overlapping file services within the SAN 106. Thus, the host application servers 102
may communicate with the nodes 110 using the file services network fabric 108 to
retrieve either block-level storage or file-level storage.

-3-
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{6815] As previously discussed, the network communications channel 112 of
the SAN 106 provides storage to be shared amongst the nodes 110. This shared
storage, along with the writing of data to persistent storage in a consistent state,
allows the nodes 110 to be grouped into failover arrays as part of a redundancy
approach, where a given failover array includes two or more nodes 110, depending
on the implementation. For example, the failover arrays may include nodes 110
grouped in pairs. Accordingly, if one of the nodes 110 within a failover pair array
enters a fail state, another storage node 110 with the failover pair array may take
over. The fail state of the example may include a system shutdown or unreliable
system performance due to a power failure, hardware failure, or software failure,
among others. A failed storage node may be serviced or replaced for purposes of
providing reliable storage services.

0G18] As previously stated, in addition to block-level storage, the SAN 106 of
the present example also provides file-level storage, e.g., the file services. In
general, file services enable servers of the SAN 106 to index and share data files,
e.g., word processing documents, spreadsheets. In this manner, the data files may
be stored on file services servers within the SAN 106 and accessed by the host
application servers 102 of the computer system 100. The file services servers of the
SAN 106 may run basic services, such as data storage, folder sharing, and share
permissions. In particular, the file services servers of the present example may
permit the host application servers 102 to use a file protocol, such as a Network File
System (NFS) or Service Message Block (SMB) protocol, to create, share, and to
retrieve data files that are stored on the SAN 106.

808177 To create the file services servers, the present examples may create
virtual machines (VMs) 114, e.g., 114-1 to 114-6, within the nodes 110 of the SAN
106 using a virtualization infrastructure. As discussed herein, the VMs 114 may be
automatically created using a configuration template. The newly created VMs 114
may claim file services resources that have been reserved by the SAN 106 and
attach the resources to the VMs 114. Accordingly, each of the VMs 114 may be
considered as a file services VM 114 that is executed on a respective node 110
within the SAN 106 to provide file-level storage. In this manner, the SAN 106
provides a physical platform for the files services VMs 114 to be created and to
enable and provide file services for the storage of files and folders that can be

-4-
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directly accessed and managed. Such file services may include file-sharing
capabilities such as server message block (SMB) file sharing, or network file system
(NFS) file sharing, among other type of file sharing techniques. The file sharing
systems may run as a virtualization guest. In the present techniques, the file
services may be substantially isolated from the block-level storage services since the
files services VMs 114 are located in an isolated environment within the SAN 106.
10618] As previously described, the network communications channel 112
may be used to provide communication between the nodes 110 using hardware of
the SAN 106, such as interconnect hardware. In this case, communications between
each of the file services VMs 114 may also be established through the network
communications channel 112. In examples, the channel 112 may act as standard
network interface for the file services VMs 114. The network communications
channel 112 may be under VM guest control, with minimal diagnostic information
provided by the SAN 106.

106197 The SAN 106 may include a service processor 116, which may be an
actual physical machine or a virtual machine. As shown in Fig. 1, the service
processor 116 is in communication with the nodes 110 via a network fabric 118. The
service processor 116 may perform such functions as reporting and supporting
diagnostic and maintenance activities. Further, each file services VM 114 may be
coupled to a management processor 120 via the network fabric 118 to perform file
services management including generating commands such as creating, showing,
setting, and removing file shares.

{G024] Fig. 1B is an illustration of an example of a computer system 122
including a storage area network (SAN) with a pair of virtual machines located in a
pair of nodes of the SAN. Like numbers are as described with respect to Fig. 1A. As
shown in Fig. 1B, the number of files services VMs 114 within the nodes 106 may be
limited. In examples, the VMs 114 may be provided in pairs to automatically enable
file services within the nodes 106. The pairing of files services VMs 114 provides a
redundancy approach in the case of power failure or disruption. For example, a
failed VM may be replaced by the second VM in the pair to continue the file services.
{66217 The examples described provide for the management of reserved
resources and the creation and management of virtual machines that are capable of

enabling and providing file services capabilities on a SAN that also includes block
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storage. The virtual machines of the SAN may provide an isolated and separate
environment in which file services are enabled for data storage and file sharing.
oo Although the computer systems 100 and 122 of Fig. 1A and Fig. 1B are
depicted as self-contained entities within a box, the components of the systems 100
and 122 may be locally disposed at a given site or may be distributed at multiple
locations, depending on the particular implementation. Further, it is to be understood
that the illustrations of Fig. 1A and Fig. 1B are not intended to indicate that the
computer systems 100 and 122 are to include all of the components shown in the
figures in every example. Further, any number of additional components can be
included within the computer systems 100 and 122 depending on the details of the
specific implementations, including SAN discovery collectors, switches, servers,
among others.

0023] Fig. 2A is a process flow diagram of an example of a method of
enabling file services within a SAN. The SAN may be configured to include server-
computing capabilities on each of its nodes. For example, the SAN may include
hardware for block-level storage services, hardware for providing a file sharing data
path, and a physical infrastructure to implement interconnections between the nodes.
Further, the software of the SAN may be capable of acting as a virtualization host
and providing file services that are capable of running as a virtualization guest.
0024] When a user of a computer system identifies a need to use file
services, at block 202, a command may be invoked to activate dormant file services.
Based on the command, at block 204, the computer system may automatically
create and install a virtual machine (VM) infrastructure where a VM may be located
on each of the nodes of the SAN. In some examples, the VMs may be created on
less than all of the nodes. Instead, the VMs may be created on at least two of the
nodes of the SAN so as to be created in pairs for a redundancy approach. In some
examples, the VMs may take control of the file services and thus, may be considered
as file services VMs. At block 206, an enable command starts each file services VM
and enables a files services system on each of the file services VMs for use. In the
present examples, the file services system may be substantially maintained within
the file services VMs and isolated from block services. In some examples, after
using file services, a user may decide to disable file services, at which point the file
services VMs are destroyed.
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{6628] In some cases, file services software of the SAN, may be dormant
when delivered to a user. For example, dormant resources for file services may be
identified in advance and reserved for later use. The use of such pre-allocated file
resources may insure that file services may be enabled within the SAN on an as-
needed basis. This may conserve energy when file services are not in use, as
opposed to running file services on a continuous basis. Further, the pre-allocation of
resources for file services ahead of their use may allow for large contiguous blocks
of memory to be reserved. In some cases where the setting aside of resources is
delayed until deployment, the resources may be fragmented so that smaller blocks of
memory may exist.

Do26] The reserved file resources may include central processing unit (CPU)
cores, memory, and network interfaces, among other resources. In some cases, the
reservation for the resources may be removed and the file services resources may
be claimed by the files services VMs for attachment prior to activating the files
services VMs.

{6627 Based on the present examples, the SAN can provide both block-level
storage and file-level storage using a virtualized infrastructure created directly within
the nodes of the SAN. Accordingly, file access and sharing of data can be handled
directly within the SAN since file services software may be enabled on virtual
machines located within the SAN. Accordingly, the SAN of the present examples
provide mass file storage, as well as the ability to connect to storage via a file level
protocol.

{6628] It is to be understood that the process flow diagram of Fig. 2A is not
intended to indicate that the method is to include all of the blocks shown in Fig. 2A,
in every case. Further, any number of additional blocks can be included within the
method, depending on the details of the specific implementation. In addition, it is to
be understood that the process flow diagram of Fig. 2A is not intended to indicate
that the method is only to proceed in the order indicated by the blocks shown in Fig.
2A in every case.

{00281 Fig. 2B is a process flow diagram of an example of a method of
generating and clustering virtual machines (VMs) on a SAN. At block 208, a number
of VMs may be generated in the SAN using a configuration template. The
configuration template is the configuration of a single virtual machine that may be

-7-
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shared among other users to create new virtual machines (VMs) and to compile
common configuration details and software tools to be delivered across each new
VMs. In some examples, the new VMs may inherit the same contents and
configuration from the configuration template. For example, the configuration
template may contain basic configuration, such as the number of virtual CPUs, the
size of memory, virtual disks, virtual network interfaces, and so on. Various
techniques may use a configuration template including a Clone to Template method
or Convert to Template method. The Clone to Template method duplicates a virtual
machine and changes the machine to match a template format. The Convert to
Template method does not change the duplicated virtual machine into a template
format but leaves the original virtual machine intact for further use. In the present
examples, each generated VM has the capacity to attach the file services resources
reserved by the SAN, and thus, create a file services VM in order to store and share
file-level data.

106307 A network communications channel connects the nodes of the SAN in
order to provide a pathway for the nodes to communicate with one another. The
network communication channel may also establish communications between the file
services VMs. In addition to the network communication channel, a clustering
method may be used to establish communications and maintain common
configurations across the file services VMs. In examples, the clustering method may
cluster the groups of VMs together into groups. Accordingly, at block 210, the file
services VMs may be grouped into cluster formations. In operation, after the file
services VMs are installed within the nodes of the SAN, the file services VMs may
identify a network interface using a media access control (MAC) address and may
assign an internet protocol (IP) address to each file services VMs. The IP addresses
may be used by the file services VM to locate one another and to form groups of file
services VMs into cluster formations.

006317 It is to be understood that the process flow diagram of Fig. 2B is not
intended to indicate that the method is to include all of the blocks shown in Fig. 2B in
every case. Further, any number of additional blocks can be included within the
method, depending on the details of the specific implementation. In addition, it is to
be understood that the process flow diagram of Fig. 2B is not intended to indicate
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that the method is only to proceed in the order indicated by the blocks shown in Fig.
2B in every case.

o032 Fig. 3 is a block diagram of a tangible, non-transitory, computer-
readable medium that holds code to direct a processor to enable file services on a
virtual machine of a storage area network (SAN). The computer-readable medium
300 can be accessed by a processor 302 over a system bus 304. In some
examples, the code may direct the processor 302 to perform the steps of the current
method as described with respect to FIGS. 2A and 2B. In examples, the SAN may
implement a virtualized management system to provide block-level storage services
and file-level storage services, where the file-level storage services operate in an
isolated environment separate from the block-level services.

0033 The computer-readable medium 300 can include an invoke module 306
to activate file services on at least one node of the SAN. The computer-readable
medium can include an install module 308 to install a virtual machine infrastructure
on each of the nodes of the SAN. In some examples, the virtual machine
infrastructure includes a plurality of virtual machines. Accordingly, the computer-
readable medium 300 may include a generate virtual machines module 310. For
example, after a user has invoked a command to use file services and to install a
virtual machine infrastructure on the nodes of the SAN, the SAN may generate
multiple virtual machines using a template approach using the virtual machine
infrastructure. In some cases, a virtual machine may be installed on each of the
nodes of the SAN.

{6834] The computer-readable medium 300 may include an enable module
312 within the SAN to enable file services, on an as needed basis, on each of the
virtual machines. In some examples, the enabling of the files services on the virtual
machines may create file services virtual machines (VMs), which may provide an
isolated environment to process a file services request while providing separation
from block services. A virtualized SAN may provide file services that run
independently in terms of management, availability, and migration of resources
between file services virtual machines. Overall, by implementing a storage array
with both block storage and files services, a computer system may stream-line its
storage allocation and improve data protection and storage management.
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{6835] The computer-readable medium 300 may include an activate module
314 where the files services may be activated to run on each of the virtual machines.
In some cases, file services resources may be reserved in advance on a node of the
SAN. For example, the SAN may reserve resources in anticipation of performing a
service, such as file-level storage services, file sharing services, and the like. In the
present examples, the operating system (OS) software of the SAN may reserve file
services resources to several nodes of the SAN in anticipation of enabling a file
services system within the SAN. In some cases, the OS software may be modified
to specifically support the reservation. The reserved file services resources may be
claimed by the virtual machines via a claim resources module 316 at the time of
activating the file services.

00386] The computer-readable medium 300 may include a cluster virtual
machines module 318 to cluster the virtual machines, for example, into pairs or
groups to provide communication among the virtual machines and to provide a
redundancy approach. As a result, a two-node cluster, a three-node cluster, a four-
node cluster, or a five-node cluster and so on, may be established where the number
of virtual machines is based on the specific implementation.

{BG37] The block diagram of FIG. 3 is not intended to indicate that the
computer-readable medium 300 is to include all of the components or modules shown
in FIG. 3. Further, any number of additional components may be included within the
computer-readable medium 300, depending on the details of the specific
implementations as described herein.

o038 While the present techniques may be susceptible to various
modifications and alternative forms, the examples discussed above have been
shown only by way of example. However, it should again be understood that the
techniques are not intended to be limited to the particular examples disclosed herein.
Indeed, the present techniques include all alternatives, modifications, and
equivalents falling within the scope of the appended claims.

-10-
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CLAIMS
What is claimed is:
1. A method, comprising

invoking, via a processor, a command to activate file services on at
least one node of a storage area network (SAN), wherein the
SAN comprises a plurality of nodes;

installing, via the processor, a virtual machine infrastructure on each of
the plurality of nodes, wherein the virtual machine infrastructure
comprises a plurality of virtual machines; and

enabling, via the processor, the file services on each of the virtual

machines.

2. A method of claim 1, comprising,

activating, via the processor, the file services to run on each of the virtual
machines, wherein file services resources are reserved in advance on
at least one node of the SAN; and

claiming, via the processor, the file services resources for attachment to the
plurality of virtual machines at the time of activating the file services.

3. The method of claim 1, comprising,

generating, via the processor, the plurality of virtual machines via a template,
wherein at least two or more virtual machines include file service
capabilities; and

clustering, via the processor, the plurality of virtual machines to enable

communications between the plurality of virtual machines.

4. The method of claim 1, comprising,

establishing, via the processor, a network communications channel between
each node of the SAN, wherein the network communications channel is
exposed to the plurality of virtual machines as a network interface.

-11-
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5. The method of claim 1, comprising,
running, via the processor, block services on the SAN, wherein the block
services are isolated from the file services via a virtual machine

infrastructure.

6. The method of claim 1, comprising,
substantially maintaining, via the processor, the file services within each of the
virtual machines.

7. The method of claim 1, comprising grouping, via the processor, the
plurality of virtual machines in pairs to provide a redundancy approach,
wherein the file services are attached to a pair of virtual machines.

8. A method of claim 4, where the network communications channel is
utilized by the processor to detect and notify each node of the SAN in the
event of failure.

9. The method of claim 3, wherein the clustering comprises automatically
identifying and assigning an Internet Protocol (IP) address to each of the
virtual machines.

10. A system, comprising
a storage array comprising reserved file service resources;
a plurality of nodes located within the storage array; and
a plurality of virtual machines located within the storage array, wherein
at least two of the virtual machines comprise file service
capabilities.

11.  The system of claim 10, wherein the file service capabilities are
isolated from block services of the storage array.

12.  The system of claim 10, wherein the plurality of virtual machines are
created based on a configuration template.

-12-
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13.  The system of claim 10, comprising an interconnect channel to provide
network communications between the plurality of virtual machines.

14. A tangible, non-transitory, computer-readable medium comprising code
to direct a processor to:
invoke a command to activate file services on at least one node of a
storage area network (SAN), wherein the SAN comprises a
plurality of nodes;
install a virtual machine infrastructure on each of the plurality of nodes,
wherein the virtual machine infrastructure comprises a plurality
of virtual machines; and
enable the file services on each of the virtual machines.

15.  The tangible, non-transitory, computer-readable medium of claim 14
comprising code to direct a processor to:
activate the file services to run on each of the virtual machines,
wherein file services resources are reserved in advance on each
node of the SAN; and
claim the file services resources for attachment to the plurality of virtual
machines at the time of activating the file services.

13-
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