
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date 
12 January 2012 (12.01.2012)

(10) International Publication Number

PCT WO 2012/006628 A3

(51) International Patent Classification:
H04L 29/06 (2006.01) G06Q 20/00 (2012.01)
G06F15/16 (2006.01) H04L 12/66 (2006.01)

(21) International Application Number:
PCT/US2011/043586

(22) International Filing Date:
11 July 2011 (11.07.2011)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
61/362,872 9 July 2010 (09.07.2010) US

(71) Applicant (for all designated States except US): VISA 
INTERNATIONAL SERVICE ASSOCIATION 
[US/US]; P.O. Box 8999, M1-11F, San Francisco, Cali
fornia 94128 (US).

(72) Inventors; and
(75) Inventors/Applicants (for US only): KATZIN, Edward 

[US/US]; 1126 Masonic Avenue, San Francisco, Califor
nia 94117 (US). CARLSON, Mark [US/US]; 153 Mira
montes Avenue, Half Moon Bay, California 94109 (US).

(74) Agents: KNITTEL, Marc, R. et al.; Kilpatrick 
Townsend & Stockton, Two Embarcadero Center, Eighth 
Floor, San Francisco, California 94111-3834 (US).

(81) Designated States (unless otherwise indicated, for every 
kind of national protection available): AE, AG, AE, AM, 
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, 
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO, 
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, 
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, 
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, 
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, 
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD, 
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR, 
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 
ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, 
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK, 
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, ΓΓ, LT, LU, 
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, 
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, 
GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: GATEWAY ABSTRACTION LAYER

W
O

 20
12

/0
06

62
8 A

3

Value Added Messaging Services 150

Λ__ ______t
^""7" T.....1

J I t t
< Issuer integration Services

Services Store 105

100

Fig. 1

t t t t ^151
Solutions Store Integration Services

Ί—

t t t t
Gateway Integration Services

......

(57) Abstract: Systems, gateway computers, 
and methods for using a gateway abstraction 
layer and application platform interfaces for 
conducting service transactions are dis
closed. A gateway abstraction layer comput
ers can receive service requests in multiple 
message formats or communication proto
cols, transform those service requests into 
other message formats to process the service 
using one or more networks or third-party 
service providers. The results of the service 
request can then be translated back to the 
message format in which the original service 
request was received. The gateway abstrac
tion layer can be maintained using update 
messages received from service providers.
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GATEWAY ABSTRACTION LAYER

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The present application is a non-provisional application of and claims 

priority to U.S. Provisional Patent Application No. 61/362,872 filed on July 9, 2010 

(Attorney Docket No . 79900-787564), the entire contents of which are herein 

incorporated by reference for all purposes.

BACKGROUND OF THE INVENTION

[0002] Users, such as independent and corporate merchants, use various 

services to accept and process payments and other financial transactions.

Merchants that fail to adopt popular payment services, or decide to operate on a 

“cash only” basis, may actually lose out on potential business because many 

potential consumers prefer to make purchases using credit, debit, ATM and gift 

cards, as well as other forms of non-cash payment. In fact, the ability to run a 

profitable business can hinge on a merchant’s ability to accept as many forms of 

payment as possible.

[0003] However, due to the subscription and/or transaction costs associated 

with accepting each brand and type of payment service offered by various payment 

networks, some merchants will elect to only accept and process some small portion 

of the available services from a limited number or payment networks. For example, 

an independent online merchant may find the cost of accepting all of the payment 

services offered by Visa™, Mastercard™, American Express™, Discover™, and 

possibly other brands of payment services, prohibitively expensive. In addition to the 

direct costs and fees associated with subscribing to or using the various payment 

networks, there are additional incremental overhead costs associated with each 

additional payment network adopted by a merchant.

[0004] For example, each payment network or service can have separate and 

distinct compliance and operational requirements. Each payment network typically 

includes its own unique set of practices and procedures with which the merchant 

must comply in order to use that particular payment network. Currently, there is no
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standard communication protocol for interacting with payment networks.

Accordingly, integrating and managing the requisite procedures and practices for 

each additional payment network a merchant uses adds additional operating costs in 

the form of additional head count or in the form of the merchant’s or the merchant’s 

employee’s time.

[0005] Subscribing to multiple payment networks requires keeping up with 

different transaction request formats, interface standards, connectivity models, and 

reporting, settlement and reconciliation procedures required by each payment 

network. Managing the various requirements can easily overwhelm the capabilities 

and resources of some merchants and can cause merchants, especially smaller 

merchants, to limit the total number of payment networks to which they subscribe 

and, consequently, the number of payment forms they accept.

[0006] The potential expense and hardship of using multiple payment 

networks is further compounded by the fact that the various payment networks 

periodically publish business operation updates in which they change, add or 

otherwise augment the various compliance requirements. Each time any one of the 

payment networks changes requirements, merchants have to update their own 

internal procedures, systems, and protocols. Since each payment network publishes 

business operation updates on its own schedule, a merchant can end up constantly 

making internal updates as it makes changes to comply with the new requirements 

of each payment network as they are announced.

[0007] Some intermediary payment services, such as PayPal™, have 

emerged to help online merchants to accept a wider range of payment options while 

reducing the cost and complexity of accepting more forms of payment. However 

such intermediary payment services are less than ideal for attracting customers 

because they often require consumers to create accounts with the intermediary 

payment service and then register their preferred payment accounts before being 

able to make any purchases with a merchant. Because of the extra registration 

steps involved and the fact that typical intermediary payment services permanently 

store consumer payment account information, some consumers do not like or trust 

intermediary payment service providers and are reluctant to deal with online 

merchants that only accept payment through intermediary payment service 

providers. In addition, many intermediary payment service providers have had a 

difficult time addressing the needs of traditional brick-and-mortar merchants because
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most intermediary payment services require web-based transactions to work 

effectively.

[0008] Furthermore, when a merchant limits the number of payment networks 

it uses, it effectively limits the number and types of ancillary financial service to which 

it has access. For example, a merchant may choose to accept Visa™ and 

Mastercard™ credit cards to capture the largest share of potential cardholder sales, 

but may know that it would benefit from fraud and risk services offered by another 

payment network or third-party service provider to which it has no access. Currently, 

there is no way for a merchant, small or otherwise, to quickly and cost effectively 

customize the ancillary financial service it receives when they subscribe to a 

particular payment network. Merchants are effectively locked into the offerings of the 

payment networks they choose to use for accepting payments.

[0009] Embodiments of the present invention address these and other 

deficiencies.

BRIEF SUMMARY OF THE INVENTION

[0010] Embodiments of the present invention are directed toward a gateway 

abstraction layer (GAL) gateway for providing multiple services from multiple 

transaction service providers to a plurality of service requestors using a gateway 

abstraction layer (GAL). The GAL gateway includes a processor, a service 

requestor interface, a service provider interface, a back end or payment network 

interface and an abstraction layer database. The processor, the transaction 

requestor interface, the transaction service provider interface, the back end or 

payment network interface and the abstraction layer database can be coupled to one 

another. The transaction requestor interface can be configured to receive service 

requests, including service request data, from the plurality of service requestors 

using a first application platform interface (API). The service provider interface is 

configured to communicate with a plurality of transaction service providers using a 

second API. The back end or payment network interface is configured to 

communicate with a plurality of acquirers, payment processors, or proprietary 

payment networks using a lookup table of communication standards in the 

abstraction layer database.

[0011] In some embodiments, the processor is configured to receive the 

transaction authorization requests from the transaction requestor interface, parse the
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transaction service requests data from the transaction authorization requests, initiate 

service calls to the plurality of transaction service providers based on the transaction 

service request data using the second API, and send results from the service calls to 

one or more of the transaction requestors using the first API and the transaction 

requestor interface, or to one or more of the plurality of acquirers, payment 

processors or proprietary payment networks using the back end or payment network 

interface and the lookup table of communication standards. The processor is further 

configured to send the transaction authorization request to at least one of the 

plurality of acquirers, payment processors, or proprietary payment networks.

[0012] Other embodiments of the present invention are directed toward 

methods for providing transaction services to a plurality of service requestors using a 

gateway server. The method includes receiving a service request from one of a 

plurality of service requestors over a first application platform interface (API), parsing 

service request data from the service request using the gateway server, then 

accessing an abstraction layer database to determine one or more transaction 

services using the gateway server. Based on information contained in the 

abstraction layer database, sending a service call based on the service request data 

to one or more service providers over a second API using the server. In response to 

the service call, receiving results from the service providers and sending the results 

to the service requestor, an acquirer, payment processor or a proprietary transaction 

network.

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] Fig. 1 is a block diagram of a gateway abstraction layer (GAL) gateway 

server according to various embodiments of the present invention.

[0014] Fig. 2 is a block diagram of a contemporary payment processing 

system that can be improved by various embodiments of the present invention.

[0015] Fig. 3 is a block diagram of a payment processing system including a 

GAL gateway according to various embodiments of the present invention.

[0016] Fig. 4 is a block diagram of a payment process system that can be 

improved by various embodiments of the present invention.
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[0017] Fig. 5 is a block diagram of a payment processing system including a 

GAL gateway according to various embodiments of the present invention.

[0018] Fig. 6 is a block diagram of a payment processing system including a 

GAL gateway according to various embodiments of the present invention.

[0019] Fig. 7 is a block diagram of the payment processing system including a 

GAL gateway and third-party transaction service providers according to various 

embodiments of the present invention.

[0020] Fig. 8 is a flowchart of a method for conducting transaction service 

requests and transaction authorization requests with a GAL gateway according to 

various embodiments of the present invention.

[0021] Fig. 9 is a flowchart of a method for processing transaction service 

requests and transaction authorization requests using a GAL gateway according to 

various embodiments of the present invention.

[0022] Fig. 10 is a schematic of a system with a GAL gateway according to 

various embodiments of the present invention.

[0023] Fig. 11 is a schematic of a system for transforming requests from one 

application platform interface (API) message format to another API message format 

according various embodiments of the present invention.

[0024] Fig. 12 is a block diagram of typical computer system configured to 

execute computer readable code to implement various functions and steps according 

to various embodiments of the present invention.

DETAILED DESCRIPTION OF THE INVENTION 

[0025] Embodiments of the present invention are directed toward systems, 

methods, gateways and servers for providing the messaging, switching, translation 

and routing of transaction messages and requests between transaction requestors, 

payment processing networks and third party service providers. As used herein, the 

term transaction or service requestor can refer to any entity, system, or system 

component that can request transaction authorization or other services. Such 

entities and systems can include, but are not limited to, merchants, issuers, 

acquirers, and payment processors. In various embodiments, translation of 

transaction requests or services is provided by a transaction gateway having an 

abstraction layer and other internal logic. The gateway abstraction layer can be
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resident in a gateway computer or gateway server computer, and thus is referred to 

herein as a gateway abstraction layer.

[0026] The Gateway abstraction layer (“GAL”) can include various

components, subsystems and logic for translation standards and mappings to 

translate the various incoming transaction requests from transaction requestors into 

the appropriate calls to and file formats for third-party service providers and the 

many available varieties, types and brands of payment networks.

[0027] In various other embodiments, a payment processing gateway having a 

gateway abstraction layer (GAL) can offer open or standardized or canonical 

communication and transaction request formats, protocols and procedures to 

transaction requestors, such as merchants and third-party service providers. The 

use of such standardized or canonical message and file formats and communication 

standards serves to simplify the actual communication between the transaction 

requestors, third-party service providers and payment networks. Each respective 

connection or interface between the merchants, third-party service providers and 

payment networks to the GAL server computer, can include a general 

communication standard or a gateway specific application platform interface (API).

In some embodiments, a "layer" may be associated with a function or a protocol 

operating at a particular level within a network or system architecture. A layer may 

be implemented by any suitable combination of hardware and software.

[0028] From the perspective of the merchants and third-party service 

providers, the gateway provides an easier, faster, more efficient and less expensive 

way in which to interact with each other and the payment networks. The merchants 

and third-party service providers can comply with a single communication standard 

and yet still be able to interact, process, send and receive transaction service 

requests and transaction authorization requests to and from any and all of the 

available payment processing networks, as well as one another. The following 

description of various embodiments in reference to the figures illustrates the features 

and advantages. The description of the embodiments is intended to be exemplary, 

and should not be construed to limit the scope of the invention.

[0029] Fig. 1 is a block diagram of a GAL gateway 100 according to various 

embodiments. As shown, GAL gateway 100 can include various modules or layers 

that can provide and/or host various services for different entities, systems and
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system components connected to the GAL gateway 100. GAL gateway 100 can 

include a services store layer 105, and analytics services layer 110, application and 

data hosting services layer 120, on-boarding an integration layer 130, membership 

services layer 140 and value added messaging services layer or abstraction layer 

150. The various components and layers of GAL gateway 100 can include various 

computing components including, but not limited to, hardware, firmware, software, as 

well a networks of connected computers and server computers configured to execute 

instructions to perform the functions of the various layers. In embodiments that 

include networked computers or server computers, each computer can be connected 

to one another via networking connections, such as Ethernet, IEEE 802.11x, ISDN, 

and other open standard and proprietary network protocols and connections.

[0030] In some embodiments, services store layer 105 can provide an 

interface to merchants and third-party service providers, such as software 

developers and software as service (SaaS) providers. The storefront of services 

store layer 105 can be a website or other online resource portal that allows third- 

party service providers to upload/register their products or service and merchants 

and other users to choose the various software/services to which they would like to 

subscribe or otherwise use. The services store layer 105 can include application 

platform interfaces (APIs) for linking outside entities, computers and components to 

the various services offered in the services store layer 105. In such embodiments, 

the APIs hosted or offered by the services store layer 105, or other layer or 

component of the GAL gateway 100, can include multiple APIs that are specific to or 

designed for the simple integration of the selected services into the legacy, existent 

or modified operations of the entity, system or computer of the subscribing entity. 

While such functionality is described above in reference to the service store layer 

105, other embodiments provide the translation between one API and another via 

the value added messaging service layer 150 or the application and data hosting

[0031] For example, a subscribing entity, such as a retail merchant can have 

or run an online storefront hosted at a remote server that include various function or 

SaaS calls or other messaging to an external payment processing service, such as 

PayPal™, that are accessed using an API specific to that payment processing 

service via a specific URL or IP address. The service store layer 105 can provide 

access to one or more alternative or analogous services provided by the external 

payment processing service by providing the subscribing entity with a different URL

7



WO 2012/006628 PCT/US2011/043586

5

10

15

20

25

30

or IP address to send the function or SaaS calls or other messages using the same 

external payment processing service specific API. The services store layer 105 or 

some other component or layer of GAL gateway 100 can then translate from the 

external payment processing service specific API to another format or protocol for 

use internally to the GAL gateway or into another format or protocol for use by 

another entity, such as another merchant, issuer, acquirer, payment processing 

network or third-part service provider, etc. Such features of the GAL gateway 100 let 

subscribing entities to make fast and cost effective switches from services from an 

external service provider to services provided by or hosted on the GAL gateway with 

little to no interruption of the subscribing entities business or internal practices and 

procedures. All the subscribing entity may need to do is to replace the target URL or 

IP address to which it sends request message or function or SaaS calls.

[0032] A merchant, or other subscribing entity, can also use the services store 

layer 105 to select specific payment networks through which to accept payments. 

Similarly, a merchant can use the services store layer 105 to select specific third- 

party transaction services which can process payments through one or more 

payment networks. In some embodiments, storefront 106 of services store layer 105 

can be configured to allow merchants to select to use or receive standard or 

predetermined packages of transaction services made available by third-party 

service provider or any of the payment networks to which they choose to subscribe. 

Merchants can also choose to customize the transaction services by selecting al la 

carte services registered with the GAL gateway 100 and made available by individual 

developers, third-party service providers and each of the payment networks through 

services store layer 105. The transaction services that third-party service providers 

and payment networks can provide through services store layer 105 of GAL gateway 

100 can include, but are not limited to, payment processing, fraud detection, risk 

management, scoring, loyalty programs, offer programs, partnerships/co-operation 

programs, and other financial, insurance, banking and commerce related services.

[0033] For example, a small merchant, such as an independent jewelry 

merchant, may wish to use a particular risk management service directed specifically 

at merchants who deal in high-value single-purchase items. Such a risk 

management service may not be available from the particular branded payment 

networks to which the jewelry merchant subscribes for accepting payments. Using 

various embodiments of the services store layer 105, the jewelry merchant can
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choose to use that particular risk management service made available by some third- 

party developer or a payment network to which it does not regularly subscribe. For 

example, the merchant can access a website connected to or resident in the 

services store 105 using a client computer or other computing device, such as a 

mobile or smart phone.

[0034] The manner in which a merchant can use the various transaction services 

made available through the services store layer 105 can vary according to the 

offerings of the GAL gateway 100 and agreements its operator has with the third- 

party service providers and payment networks. However, according to various 

embodiments of the present invention, these services need not be limited except that 

they can be required to comply with a specified communication or processing 

protocol or API.

[0035] In some embodiments, a transaction service can be offered as an in

line service in which a specific call is made to SaaS or other service provider each 

time the merchant sends a transaction authorization request to a payment network 

through GAL gateway 100. In this way the transaction service can run in parallel, 

before, while or after the transaction authorization request is sent to a specific 

payment network. One advantage of such an embodiment is that it allows the 

merchant to decline a transaction, and thus avoid the cost of completing the 

authorization request, based on the results returned from the SaaS provider before 

the authorization request is sent to the payment network.

[0036] Using the jewelry merchant example again, the jewelry merchant can 

use the storefront 106 to specify that the GAL gateway 100 is to send the requisite 

transaction service request data parsed from a transaction authorization request to a 

particular SaaS provider it has selected. The SaaS provider can make services 

available through the developer center and online resources layer 107. In some 

embodiments, GAL gateway 100 can send transaction service request data to the 

SaaS provider and await a positive result before the transaction authorization 

request is sent to a particular payment network. In this way, the jewelry merchant 

can avoid the cost of completing the transaction authorization request and simply 

decline the transaction. Accordingly, merchants can benefit from the third-party 

services which help them avoid potential costs and risks associated with a particular 

transaction and the unnecessary transaction authorization request. Third-party 

service providers, that may be developing highly specialized and/or effective
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transaction services, benefit by gaining access to the merchants using the services 

store layer 105.

[0037] In other embodiments, merchants such as the jewelry merchant, can 

choose an embedded solution for using various transaction services made available 

by the embedded application distribution capabilities 108 in the services store layer 

105. In such embodiments, developers can offer software, code or portions thereof 

for download to merchant websites, point-of-sale devices, computers, PDAs, cell 

phones or smart phones that the merchant uses for accepting payments. A 

merchant can either run the software or code itself or have it hosted on a remote 

server to invoke the transaction services application provided through the embedded 

application distribution layer 108.

[0038] For example, an online merchant might receive a piece of code, i.e. a 

segment of Java code, to include in their website. This code can be run each time a 

consumer initiates a payment request using the website. In some embodiments, the 

Java code might be a simple call out to a SaaS provider while in other embodiments, 

the application can run in standalone mode to provide various services to the 

merchant each time a transaction request is initiated using the website or a point-of- 

sale device. Various examples of the standalone transaction service applications 

can include customer survey applications, website evaluation applications, special 

offer applications, and large-scale inter-brand corporate partnership applications.

[0039] The developer center and online resources module 107 in the services 

store layer 105 can provide an interface and support to third-party transaction 

service providers. As mentioned above, the third-party transaction service providers 

can offer their products and services as either in-line or embedded solutions to 

merchants, payment processors and the payment networks. In some embodiments, 

the third-party transaction service providers may be required to be certified by the 

GAL gateway 100. In other embodiments, any and all third party service providers 

can offer their products and services as uncertified third-party service providers as 

long as they comply with the requirements of the third-party service provider API or 

other interface.

[0040] Analytics services layer 110 can offer a standard 111 or ad hoc 112 

types of analytics services. The analytics services offered by analytics services layer 

110 can include the standard transaction and payment analytics offered by any of
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the branded payment networks. In other embodiments, analytics services layer 110 

can offer ad hoc 112 analytics services to merchants. In some embodiments the ad 

hoc 112 services can include customized or customizable systems designed by or 

for a specific merchant. Analytics services 110 can be connected to and called on 

by any of the layers in services store layer 105.

[0041] GAL Gateway 100 can also include an application and data hosting 

services layer 120. In embodiments including an application and data hosting 

services layer 120, GAL gateway 100 can provide various services to merchants, 

third-party service providers and payment networks including, but not limited to, 

application hosting 121, SaaS integration 122, gateway services integration 123, 

secure transaction data 124, processor services integration 125 and issuer services 

integration 126.

[0042] An additional layer to GAL gateway 100 can be an on-boarding and 

integration layer 130. On-boarding and integration layer 130 can include interfaces, 

portals and support to developers 133, external gateways 135, processors 137 and 

issuers 139 for connecting, invoking or routing transaction authorization requests or 

transaction service requests through GAL gateway 100. Using the on-boarding and 

integration layer 130, merchants, developers, external gateways, payment 

processors and issuers can all see and use a consistent interface to interact with one 

another. In other words, each merchants, developer, gateway, payment processor 

or issuer will need only to comply with the requirements of GAL gateway 100 in order 

to interact with any of the other entities, services, servers or networks connected to 

the GAL gateway 100. This can greatly reduce the complexity of doing business, 

especially in regard to accepting multiple payment options and using multiple 

transaction services from different entities.

[0043] GAL Gateway 100 can also include a membership services layer 140. 

Membership services layer 140 can include an information portal for developers 143 

and merchants 145. Using membership services layer 140, developers 143 and 

merchants 145 can register their particular information, update server and hosting 

information, resolve issues with the GAL gateway 100 and potentially any of the 

other entities connected to gateway 100. Merchant services layer 140 can also 

include billing, disputes, settlements, reconciliation and reporting information and 

services to developers 143 and merchants 145.
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[0044] Finally, GAL gateway 100 can include a value added messaging 

services layer or abstraction layer 150. Value added messaging services layer, or 

abstraction layer, 150 depicts the communication capability and interconnectivity 

between services store layer 105, analytics services layer 110, application and data 

hosting services layer 120, on-boarding and integration layer 130, membership 

services layer 140 and external merchants, third-party service providers and 

payment networks.

[0045] For instance, solutions store integration services 150 can communicate 

with gateway integration services 153, processor integration services 155 and issuer 

integration services 157. In turn, each one of the services 151, 153, 155 in 157 in 

the value added messaging services layer 150 can communicate, either directly or 

indirectly, with each of the other layers of GAL gateway 100 or any of the other 

connected entities external to GAL gateway 100, such as merchants, payment 

processors, issuers, acquirers and payment networks. The abstraction layer/value 

added messaging services layer 150 can include translation services between the 

various formats, protocols and connectivity models for messaging, routing and 

switching transaction authorization requests and third-party service calls among the 

various entities.

[0046] In some embodiments, the translation services include a mapping 

between the formats of a incoming transaction authorization request from a 

merchant or payment processor and the requirements of the target payment 

network. For example, a transaction authorization request can be received at the 

GAL gateway 100 from a merchant. The transaction authorization request can be in 

a first format and include a first set of information. The value added messaging 

services layer 150 can parse the first set of information from the first format of the 

transaction authorization request, and then translate it into a second format including 

a second set of information, which may or may not include all the information in the 

first set of information, suitable for or required by the payment network. In other 

embodiments, the value added messaging services layer 150 can also parse out 

information from the first set of information and construct a third format message or 

data file to be sent to or used in invoking a third party service from one or more third- 

party service providers.

[0047] Translating the information from the first format to the second and third 

formats can be accomplished in a number of ways. In some embodiments, the
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translation or mapping from the first format to the second and third formats can be 

accomplished using a lookup table of communication standards or APIs, while in 

other embodiments, the translation can be achieved using a particular parsing 

routine or algorithm. Formulaic translations between a first format and a second 

format and third format can include additional security features and/or encryption 

routines to further secure transaction data from being intercepted by unauthorized 

entities.

[0048] Figs. 2-7 are block diagrams of various systems for processing 

financial transactions, i.e. payment transactions, according to various contemporary 

systems and embodiments of the present invention. For clarity and ease of 

reference, elements depicted in Figs. 2-7 having identical or similar functions, 

characteristics or capabilities are referenced using consistent reference numbers in 

each of the figures.

[0049] Fig. 2 is a block diagram of a system for processing payments using 

multiple payment networks in which merchants are directly connected to payment 

networks. The direct attached merchant system has several layers including, but not 

limited to, a cardholder layer 210, a merchant layer 220 and a branded network layer 

260. In such systems, consumers can be issued various forms of payment 

accounts. The payment accounts can include credit, debit, ATM, online and 

personal computing device type payment accounts. The consumer can choose to 

use one of these payment accounts to initiate a payment or other financial 

transaction with a merchant in merchant layer 220. As shown, merchant layer 220 

can include both small merchants 223, such as an independent music store, and 

large merchants 227, such as Wal-Mart™, and can be connected directly to the 

payment networks in branded networks layer 260.

[0050] It is not uncommon for large merchants 227 to be directly connected to 

the payment networks in the branded networks layer 260 for processing financial 

transactions. When a merchant in merchant layer 220 reaches a certain size and 

conducts a certain threshold number of financial transactions using each of the 

payment networks, the number of transactions, depth of resources and the economy 

of scale available to large merchants 227 can often justify the expense and overhead 

of maintaining direct connections which each of the payment networks. It is much 

less likely that the small merchants 223 will have the resources or requisite number
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of sales to justify maintaining direct connections with the payment networks and 

branded networks layer 260.

[0051] For small merchants 223, it makes more business sense to run their 

financial transactions through an acquirer gateway or a gateway abstraction layer 

gateway as shown in Figs. 4-5 discussed below. Various embodiments of the 

present invention address the cost and complexity of both small merchants 223 and 

large merchants 227 in merchant layer 220 involved with being directly connected to 

the payment networks in branded networks layer 260.

[0052] Fig. 3 is a block diagram of a system that uses a gateway abstraction 

layer 240 including a gateway abstraction layer gateway (GAL gateway) to simplify, 

speed up and reduce the cost associated with directly attaching a merchant in 

merchant layer 220 with the payment networks in branded networks layer 260. As 

shown in Fig. 3, this particular system includes a cardholder layer 210, a merchant 

layer 220, and a branded networks layer 260 as in Fig. 2 with the addition of a 

gateway abstraction layer 240 which can include a gateway abstraction layer (GAL) 

gateway 100. Acquiring gateway layer 250 is shown to indicate that a direct 

connection between the GAL gateway 100 in the gateway abstraction layer 240 and 

the payment networks in the branded networks layer 260 can completely bypass the 

any acquirers in acquiring gateway layer 250.

[0053] In such embodiments, merchants in the merchant layer 220 can 

receive a transaction request from one or more account holders in cardholder layer 

210. As mentioned above, account holders can use a variety of consumer payment 

accounts such as credit cards, debit cards, ATM cards, online payment sites, and 

personal computing device-based payment systems to initiate a purchase or other 

financial transaction with merchants in the merchants layer 220, such as small 

merchants 223 or large merchants 227.

[0054] GAL gateway 100 can offer the merchants in the merchant layer 220, 

through the various layers and modules of the GAL gateway 100, a uniform interface 

through which to process transaction authorization requests and specify various 

transaction services. From the merchants’ perspective, they need only to format the 

transaction authorization request, which can include requests for other transaction 

services, according to a single transaction authorization request format, protocol, or 

connectivity model according to the requirements of the GAL gateway 100 or the
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gateway abstraction layer. There is no need to track and/or manage the

requirements for submitting transaction authorization requests for each of the 

payment networks. The GAL gateway 100 can manage the requirements of each of 

the payment networks and make the appropriate translations from the transaction 

authorization requests received from the merchants into the required formats, 

protocols and connectivity models for the intended payment network.

[0055] In some embodiments, the interface requirements of the GAL gateway 

100 can be uniform across all merchants. In other words, every merchant can use 

the same format, protocol or connectivity model for communicating transaction 

authorization request to the GAL gateway 100. In some embodiments, this can 

include offering an application platform interface (API) into or onto which each 

merchant can build its own transaction handling system. Any calls made from the 

merchants’ transaction handling system can be generated in the format required by 

the API.

[0056] Once the GAL gateway 100 receives a transaction authorization 

request from a merchant in the merchant layer 220, it can translate that transaction 

authorization request into a format, protocol or connectivity model required by the 

intended payment network in the branded networks layer 260. This translation can 

be based on a database or lookup table mapped to a payment network identifier 

included in the transaction authorization request received from the merchant. The 

GAL gateway 100 can parse out the payment network identifier and other transaction 

authorization request data from the transaction authorization request and retrieve 

data regarding the requirements for submitting a transaction authorization requests 

to the intended payment network. The data retrieved regarding the requirements for 

submitting a transaction authorization request to a particular payment network can 

include specifications for file format, transfer protocols, routing information, network 

gateways, network restrictions and other communication standards. The GAL 

gateway 100 can then generate the appropriate files and signals based on the 

specifications for the particular payment work.

[0057] In some embodiments, the GAL gateway 100 can receive business 

release data, including changes to the specifications for submitting transaction 

authorization requests, from payment networks in the branded networks layer 260. 

GAL gateway 100 can then update its own databases and lookup tables to ensure 

that future communication with the payment networks are not interrupted from the
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perspective of the merchants. All merchants need to do is to continue formatting 

transaction authorization requests in the form required by the GAL gateway 100 or 

any of the one or more APIs that it supports. This functionality of the GAL gateway 

100 is advantageous to merchants because it can help alleviate the burden on the 

merchants from having to update, maintain and manage changes to the 

communication standards that payment networks periodically make.

[0058] Fig. 4 is a block diagram of the contemporary system for providing 

connectivity between merchants in merchant layer 220 to payment networks in the 

branded networks layer 260 via some number of acquiring gateways in acquiring 

gateway layer 250. As discussed above, for many smaller merchants, such as small 

merchant 223, it may not make economic or business sense to maintain direct 

connections with the payment networks in the branded networks layer 260. The task 

is simply too expensive or labor-intensive to be feasible.

[0059] However to gain access to any and all of the payment networks, many 

small merchants use traditional acquirers to handle their transaction authorization 

requests and to submit them to the intended payment network. An acquirer can be a 

bank that owns the merchants business account or can be a specialized service 

provider that charges the merchant, either on a subscription or a per transaction 

basis, to receive and route transaction authorization requests to the appropriate 

payment network.

[0060] As shown, this system still has significant drawbacks in that there are a 

number of acquirers in the acquiring gateway layer 250. Some of the acquirers in 

the acquiring gateway layer 250 can be connected to some of the payment networks 

in the branded networks layer 260. However, a merchant still may be restricted in 

the selection of payment networks available based on its selection of acquirer. For 

example, Fig. 4 shows small merchant 223 accepting a transaction authorization 

requests initiated by the consumer using a Visa credit card. Small merchant 223 

then must send a transaction authorization request to a selected acquirer, in this 

case Cyber Source. Cyber Source then routes the transaction authorization request 

to the intended payment network selected from the number of payments networks 

with which it is affiliated.

[0061] Although Cyber Source is connected to Visa™, MasterCard™, 

Shazam™ and American Express™ in this example, it is not associated with or
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connected to the NYCE™ or the Pulse™ networks. To submit transaction 

authorization requests to any of the payment networks with which Cyber Source is 

not connected or associated, small merchant 223 must then associate itself with or 

subscribe to the services of another acquirer, such as acquirer 251, acquirer 252, 

acquirer 253, acquirer 254 or some other acquirer in the acquiring gateway layer 

250. In the best case, the merchants might only have to be associated with two 

acquirers however, to be able accept payments using all the payment networks they 

would like to use, merchant may need associate with three or more acquirers. Such 

arrangements do little to reduce the cost and complexity of submitting transaction 

authorization requests to a larger selection of payment networks.

[0062] Each acquirer in the acquiring gateway layer 250 usually has different 

communication standards for submitting transaction authorization requests. 

Therefore, small merchant 223 would have to incorporate into its transaction 

authorization request handling protocols a final system or routine for determining 

which acquiring gateway it will use to submit the transaction authorization request to 

a particular payment network. The merchant would then have to generate the 

appropriate transaction authorization request message and send it according to the 

communication standards required by the specific acquirer. Such systems offer very 

little in terms of cost and resource savings to merchants who have to incorporate the 

services of multiple acquirers. Although the services provided by the acquirers in the 

acquiring gateway layer 250 address some of the needs of small merchants, they 

still lock out the small merchant from various advantages and cost savings afforded 

to larger merchants with greater resources and negotiation power.

[0063] Fig. 5 is a block diagram of a system in which a gateway abstraction 

layer 240 including a GAL gateway 100 can be added to the system shown in Fig. 4 

to improve a merchant’s access to more payment networks than it might have 

access to using its current acquirer or payment processor. As shown, the gateway 

abstraction layer 240 can be inserted in between the merchant layer 220 and the 

acquiring gateway layer 250. The GAL gateway 100 in the gateway abstraction layer 

240 can then communicate directly with both the acquirer associated with the small 

merchant 223 (here Cyber Source) through which the merchant indirectly accesses 

some number of payment networks. The GAL gateway 100 can also connect 

directly with other payment networks previously inaccessible to small merchant 223 

through its previous acquirer. Advantages of such embodiments include the ability of
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GAL gateway 100 to offer a single communication standard to small merchant 223 

for submitting transaction authorization requests to its acquirer and the payment 

networks to which is connected, while also providing access to a greater number of 

payment networks in the branded networks layer 260. In some embodiments, GAL 

gateway 100 can maintain and manage updates to the communication standards 

required for any and all of the acquirers in the acquiring gateway layer 250 as well as 

a communication standards required by the payment networks in the branded 

networks layer 260.

[0064] Fig. 6 shows a block diagram of a system for using a gateway 

abstraction layer 240 having a GAL gateway 100 for assisting and facilitating 

transaction authorization requests between payment processors and acquirers in the 

acquiring gateway layer 250 and the payment networks in the branded networks 

layer 260. As GAL gateway 100 can offer merchants a consistent and uniform 

standards for file formats, protocols, connectivity models and other communication 

standards, it can also offer these benefits to acquirers and payment processors in 

the acquiring gateway layer 250. Each acquirer has only to conform with the 

communication standards of the GAL gateway 100, thus reducing the cost and 

overhead associated with maintaining, managing and handling communication 

standards for multiple payment networks.

[0065] Effectively, the system shown in Fig. 6 gives each one of the acquirers 

and/or payment processors in the acquiring gateway layer 250 access to any and all 

payment networks in the branded networks layer 260. Any updates to the 

communication standards required by the payment networks can be managed by the 

GAL gateway 100 for the acquirers and/or payment processors. Each of the 

merchants in the merchant layer 220 can then have access to the payment network 

choice using their chosen acquirer or payment processor.

[0066] Fig. 7 is a block diagram of a system according to one embodiment of 

the present invention for using a gateway abstraction layer 240 having a GAL 

gateway 100. Fig. 7 shows the connectivity between new merchants 221 and 

emerging applications 225 in the merchant layer 220, third-party service providers in 

a value added third-party layer 230 and payment networks in the branded networks 

layer 260 that allows the system to bypass the need for acquirers in the acquiring 

gateway 250. As shown, the GAL gateway 100 can include interfaces 101 for 

communicating with and connecting to merchants 221 and other emerging
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applications 225 in the merchant layer 220. The GAL gateway 100 can also connect 

to a number of third-party service providers 231,233 in 235 in the value added third- 

party service providers layer 230 using interfaces 103. Finally, GAL gateway 100 

can also include interfaces 107 for translating and communicating authorization and 

service requests from merchants and third-party service providers according to the 

communication requirements of the intended payment network.

[0067] The interface 101 between merchants 221 and the GAL gateway 100 

can include published and/or open communication standards for sending and 

receiving communications. In some embodiments, interface 101 can be an open 

standard application platform interface (API) which can be offered to merchants 221 

and emerging applications 225 for free or for a fee. Using the communication 

standards provided by GAL gateway 100, merchants 221 and emerging applications 

225 can incorporate a single communication standard onto which they can hang their 

own business transaction, payment transaction and other financial transaction 

routines and procedures with inputs or output that communicate with third-party 

service providers and/or payment networks through the GAL gateway 100. Because 

the GAL gateway 100 can manage any changes to communication standards 

published by the third-party service providers or by the payment networks, the GAL 

gateway 100 can function as a buffer to change for the merchants and emerging 

applications that might be overwhelmed organizationally or financially if required to 

adapt to the frequent changes on their own.

[0068] Interface 103 between the GAL gateway 100 and third-party service 

providers 231,233 in 235 in the third-party service provider layer 230 can also 

include a published and/or open communication standard for sending and receiving 

communications. As with interface 101, interface 103 can also be an open standard 

application platform interface (API) that can be published to third party service 

providers for free or for a fee. The third-party service providers 231,233 and 235 

can then design and execute various functions and services attached to the GAL 

gateway 100 API.

[0069] In some embodiments, the third-party service providers can provide 

downloadable code distributed by the embedded application distribution layer 108 of 

services store layer 105 of the GAL gateway 100. In such embodiments, GAL 

gateway 100 can manage embedded application distribution functions of software 

and other applications provided by third party service providers and developers to
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merchants 221 and other emerging applications 225. Eventually, emerging 

applications 225, in addition to accepting financial transaction authorization requests 

from account holders in the cardholder layer 210, there is potential for the emerging 

applications 225 to migrate, at least partially, into the service provider layer 230 as 

an additional third-party service provider or third-party service provider aggregator.

[0070] By providing a uniform communication standard for the third-party 

service providers 231,233 and 235, GAL gateway 100 provides the capability for the 

third-party service providers to market their services to merchants 221 and emerging 

applications 225 in parallel or in addition to the services being provided by payment 

networks in the branded networks layer 260. In this way, third-party service 

providers in the third-party service provider layer 230 can specifically market their 

applications, software and software as a service (SaaS) to particular merchants and 

merchant types. For example a merchant who accepts Visa brand credit card 

transactions can, in addition to the Visa brand fraud detection services available, 

also select scoring or offer services from one or more of the third-party service 

providers to customize the merchant’s exposure and its customers’ shopping 

experience. The third-party service providers can also introduce a new revenue 

stream in the form of advertising, profit sharing, click-through dollars when they 

partner with one or more merchants.

[0071] Interfaces 107 can differ from interfaces 101 and 103 in that interfaces 

107 are specifically designed and maintained to supply the requisite communication 

standards required by each one of payment networks. In other words, interfaces 107 

are specifically configured to allow each one of the payment networks in branded 

networks layer 260 to communicate with the GAL gateway 100 according to its own 

communication standards.

[0072] In some embodiments, GAL gateway 100 can provide the payment 

networks in the branded networks layer 260 with a uniform and consistent protocol 

with which to report any changes to the respective communication standards 

required by each payment network. However, GAL gateway 100 can also be 

configured to accept, parse and integrate business releases published by payment 

networks announcing changes to file formatting requirements, network accessibility 

standards and other communication standards, as well as changes to reporting, 

billing and reconciliation procedures. In such embodiments, this capability of the 

GAL gateway 100 eliminates the need for each merchant and emerging applications
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225 in merchant layer 220 to maintain their own database and implementation of 

indicated standards for the payment networks.

[0073] The third-party service providers in the third-party service providers 

layer 230 can include a number of service providers, software developers and SaaS 

type services. The third-party service providers 231,233 in 235 can customize or 

specifically target their products toward the needs of new merchant 221, the 

emerging applications 225 and any of the merchants in merchant layer 220. By 

opening the marketplace into the third-party service providers layer 230, GAL 

gateway 100 allows merchants, large and small, to specifically request various 

services included with their transaction authorization requests sent to GAL gateway 

100.

[0074] As previously discussed, the transaction authorization requests can be 

a payment authorization request which is part of the merchants’ payment acceptance 

protocols and procedures. In various embodiments, entities, such as new merchant 

221, emerging applications 225 and the small and large merchants 223 and 227, in 

the merchant layer 220 can contact GAL gateway 100 over a number of networking 

protocols. For example merchants in merchant layer 220 can connect to the GAL 

gateway 100 by open and proprietary wired and wireless networks such as the 

Internet, WLAN, LAN and any of the cellular data networks that operate on radio or 

microwave frequency channels.

[0075] Fig. 8 is a flow chart of a method 800 for using a GAL gateway for 

conducting a financial transaction according to various embodiments of the present 

invention. At step 810, a merchant, an application or some other type of user, can 

establish communication with the GAL gateway. Establishing communication with 

the GAL gateway can include connecting to a website, connecting to a portal over an 

encrypted proprietary network, or connecting over any other form of suitable 

electronic communication. The connection can be either direct or can be facilitated 

by composite networks such as the Internet.

[0076] At step 820, the merchant can specify a plurality of certified and 

uncertified services offered by third party service providers through the GAL 

gateway. In some embodiments, a merchant can be charged by GAL gateway 100 

for each transaction or transaction service provided by third party service providers. 

In some embodiments, providing the third-party service can include downloading a
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downloadable application to the merchant’s client computing device, while in other 

embodiments, the third-party service providers can offer code that can be run by or 

hosted on the GAL gateway on behalf of each one of the merchants requesting the 

service. Finally, the GAL gateway can also make service calls to each one of the 

service providers in the same manner as a SaaS protocol.

[0077] The selection and type of third-party services that the merchant selects 

can be based on a number of factors concerning the merchant. For example 

merchant may choose to subscribe to a particular fraud detection or dispute 

resolution service provider so as to make fraud and dispute resolution records 

received from the third-party service provider consistent across all payment 

networks. Currently, each payment network can provide somewhat different and 

inconsistent transaction services which make it difficult for merchant to analyze and 

report out various data regarding transactions associated with accepting various 

forms of payment provided by the different payment networks (i.e. payments, charge 

back, returns, fraud and the like).

[0078] Optionally, merchants can determine to take various forms of payment 

types in real-time and simply update their account with the GAL gateway in real-time. 

In such embodiments, the GAL gateway or the payment networks can choose to 

charge the merchant at a new subscription rate or simply charge them a per- 

transaction fee.

[0079] Once a merchant has set up which third-party services and payment 

networks it would like to use to accept payments, it can begin accepting payment 

information from consumers at step 830. Information that the merchant collects to 

initiate a transaction authorization requests can vary based on the requirements of 

the payment network, the requirements of the GAL gateway and the needs of the 

services provided by the third-party service providers.

[0080] For example, the GAL gateway can require that merchant submit 

information regarding consumers or cardholders such as consumer's name, address 

and zip code, as well as SKU codes for the items purchased, the merchant's name 

and location, credit card identification and security codes. The GAL gateway can 

require any other customized information fields that the GAL gateway would find 

useful for reporting information about individual consumers and households of users. 

Such information can then be used to generate profiles for particular consumers and

22



WO 2012/006628 PCT/US2011/043586

5

10

15

20

25

30

households of consumers across accounts and across issuers. Such information is 

currently not available from a single source and can be helpful for profiling and 

targeting marketing at receptive consumers.

[0081] At step 840, in merchant can format the transaction authorization 

request into the GAL gateway API format or other open source format required by 

the GAL gateway. In other embodiments, the format of the transaction authorization 

request can be fully integrated into the merchant’s transaction protocols by simply 

complying with the requirements of the GAL gateway API format requirements. In 

step 850, the merchant can then send the GAL gateway API formatted transaction 

authorization request to the GAL gateway. In response to the transaction 

authorization request, merchants can receive payment/transaction information from 

the third-party service providers it has selected and the payment networks through 

the GAL gateway in step 860.

[0082] Fig. 9 is a flow chart of a method 900 for translating and routing a 

transaction authorization request to third-party transaction service providers and 

payment networks using a GAL gateway according to various embodiments of the 

present invention. The process starts at step 910 in which a GAL gateway receives 

a transaction authorization request from one of the plurality of merchants/users. The 

transaction authorization request can be formatted in a standard or open application 

platform interface (API). In some embodiments, the GAL gateway can be configured 

as a GAL gateway server having multiple network connections to multiple 

merchants/users. These connections can be established over proprietary or open 

networks, such as the VisaNet or the Internet. Accordingly, any electronic 

communication medium for establishing reliable and secure network connections can 

be used to establish the connections between the GAL gateway and the 

merchants/users.

[0083] Once the GAL gateway has the transaction authorization request from 

the merchant in the predefined API format, the GAL gateway can parse the 

transaction authorization request to extract, or otherwise parse, transaction service 

request data at step 920. The parsed transaction service request data can include 

identifiers and/or service calls, i.e. code segments, for establishing connections with 

the third-party service providers or for running an application provided by third party 

service provider. The third-party service providers can offer a variety of transaction 

services including, but not limited to fraud detection, risk management, scoring,
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offers, partnership, dispute resolution, chargebacks, returns, analytics, and other 

transaction services regarding the particular transaction authorization request.

[0084] In some embodiments, the GAL gateway can include an abstraction 

layer database with mappings between the various entities to which the GAL 

gateway server is connected. In step 930, the GAL gateway can access the 

abstraction layer database to determine one or more transaction service providers 

based on third-party service provider identifiers parsed from the transaction 

authorization request. The GAL gateway can then route the appropriate information 

according to the published API format to the third-party service providers or run the 

software/applications provided by the third-party service providers using other 

transaction data parsed from the transaction authorization request, in step 940.

[0085] At step 950, in response to sending a service call to one or more of the 

transaction service providers, or invoking a transaction service application based on 

the transaction service requests data, the GAL gateway can receive the results from 

the transaction service providers or the transaction service provider application. The 

GAL gateway can then translate the results from the third-party service provider from 

the third-party service provider API format into the API format used to communicate 

with merchants/users. In some embodiments, the service provider API is identical to 

the merchant/user API. The translated results can then be sent back to the 

merchant/user, or, in some embodiments, can also be sent to an acquirer or 

proprietary transaction network if the merchant/user has specified that such 

information be shared with other entities.

[0086] In step 960, if the results from the third-party service provider services 

are favorable, or otherwise not flagged for further attention by the merchant/user, 

then the GAL gateway can send the translated transaction authorization request to 

the intended payment network. In some embodiments, the intended payment 

network can be indicated by the information contained in the authorization request 

message received from the merchant/user and parse out by the GAL gateway. The 

intended payment network can be indicated by an identifier contained in the 

transaction authorization request that the GAL gateway can then use to determine 

the proper translation from the first API format into the payment network data format 

required by the payment network for accepting transaction authorization requests.
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[0087] At step 970, the GAL gateway can receive a transaction authorization 

response from the payment network in the payment networks native transaction 

authorization response format. The GAL gateway can then translate the transaction 

authorization response from the payment network format into the first API format 

used by the merchant/users at step 980. In step 985, the GAL gateway can then 

send the translated authorization response to the merchant/user using the first API 

so that the merchant/user can complete or deny the relevant transaction. Finally, in 

step 990, the GAL gateway can store any results from the third-party service 

providers or the payment network requested by the merchant/user.

[0088] Various benefits and advantages achieved by embodiments of the 

present invention include benefits and advantages to the various acquirers, payment 

processors and merchants directly and indirectly connected to the various payment 

networks. For example, embodiments of the present invention can provide 

merchants, acquirers, payment processors with the ability to use a single modern 

format for all payment networks, a reduced impact of the business and operational 

changes made by the payment networks in business releases, a consistent set of 

value added transaction services account regardless of issuer, brand or type of 

payment network, and a single set of connectivity requirements or communication 

standards for any and all of payment networks. Such embodiments can help reduce 

the acquiring costs for merchants, payment processors, and acquirers.

[0089] Additional benefits and advantages include the ability to provide 

acquirers, payment processors, and merchants with a selection of tiered connectivity 

service options. For example, a GAL gateway can offer two level/tiers of services. 

Tier 1 can be a “Deployment Model.” The Deployment Model can include traditional 

redundant high availability private network deployed out to the endpoint, such as a 

merchant’s physical outlet or web server. Tier 2 can be a “Subscription Model.” The 

Subscription Model can include a slightly less available, but cheaper option, for 

connectivity in which members securely connect over an open network, such as the 

Internet.

[0090] Additionally, embodiments of the present invention include advantages 

for third-party service providers. For example, various embodiments provide third- 

party service providers with a framework in which develop and market software and 

SaaS for transaction services. The framework can include “plug ins" or sample code 

to allow developers to rapidly integrate their transaction services and platforms into
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the Gateway Abstraction Layer and/or the GAL gateway. Furthermore, by having all 

of merchants payment processing pass through a single gateway, value added 

services can be applied to all cards brands in a consistent manner, instead of 

payment network specific application of value added transaction services.

[0091] Standard or Canonical Message Models, Formats and Protocols

[0092] The gateway abstraction layer/transaction choreographer 1010 can use

and include a single standard or canonical system of message models, formats and 

protocols. As used for clarity herein, the term standard format refers the collection of 

standard or canonical message models, formats and protocols. For example, the 

logical model behind the standard format can be designed in UML and turned into 

XML schema. XML can be used as one wire level format for all messaging, but XML 

can be replaced or augmented for a subset of messages by other wire level format, 

such as binary or textual, i.e. CSV, fixed format, etc. Such alternative wire level 

formats can be used to improve throughput or latency issues.

[0093] In some embodiments, software development kits (SDKs) can be 

written or generated to enable third-party service providers and external brand 

payment networks to transmit message over the GAL gateway. SDK can be written 

in various languages, such as Java, Ruby, C/C+/C++, Perl, etc. The wire level 

formats used in the GAL can therefore be language independent so as to work and 

communicate with all SDKs. Accordingly, serialized Java objects are not suitable as 

a wire level format.

[0094] The standard or canonical formats can be divided into a number 

business related process groups. Each business related process group can be 

associated with a unique identifier which can be used to refer to the process. For 

example, the business process groups can be “credit card transactions, “accounts,” 

and “billing,” which can be associated with abbreviations such as “cctx,” “acct,” and 

“bill,” respectively. A business related process group can include messages for 

authentication capture or authorization only.

[0095] The standard or canonical format can be stored as XMI, which is the 

OMG’s serialization format for UML, and therefore can be edited using any off-the- 

shelf UML toolkit, such as MagicDraw™. For example, MagicDraw™ can be used to 

generate XML schemas by using its report generation wizard that employs 

customizable velocity templates. The velocity templates can also form part of the
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build system that can be kept separate from the UML models. In such embodiments, 

the simple customizations can be used to generate identical schemas from other 

UML tools using whatever schema generation mechanisms those tools offer.

Furthermore, the structure of the standard or canonical format can be divided into a 

datadict package containing all shared types and classes and a package specific to 

each business related process. In come embodiments, it is desirable to allow for 

backward compatible changes to preexisting business related process types and 

classes, such as adding an optional field, decreasing the minimum cardinality of the 

field, increasing the maximum cardinality of a field, and adding an item to an 

enumeration. On the other hand, backward incompatible changes can be require the 

creation of a new type or class with an incremented version number suffix. The new 

type or class should not derive from the original. Such backward incompatible 

changes include, but are not limited to, adding a mandatory field, increasing the 

minimum cardinally of a field, decreasing the maximum cardinality of a field, 

removing an item from an enumeration, and renaming a field. In some 

embodiments, backward incompatible can be required to not be made to preexisting 

types.

[0096] In other embodiments, the governance of the modification or editing of 

the standard or canonical format can include various rules and guidelines for 

creating and updating classes and types of business related processes including, but 

limited to, only allowing UML classes, only using UML dependency relationship, only 

using specific types for simple types, requiring all classes and types to be globally 

defined, allowing no class derivation or inheritance of any sort, requiring all process 

types and classes to have a unique identifier, such as a four letter acronym.

[0097] Since the standard and canonical format, and translations into and out 

of the format, can include various changes and evolutions, it is often desirable to 

include a level of management into various embodiment described herein. For 

example, change management can be built into the standard or canonical format or 

SDKs that should make rolling out new version fast and efficient. Such 

implementations can thus also provide for a fast and efficient systems and methods 

for to integrate and make timely updates based on the practices of third-party 

services providers or branded payment networks.

[0098] Exemplary System Architecture
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[0099] Fig. 10 is a schematic diagram of a system according to and capable of 

implementing various embodiments of the present invention. As shown, gateway 

abstraction layer/transaction choreographer (GAL/TC) 1010 can be the center of 

connectivity between a wide range of systems, components and entities. The 

GAL/TC 1010 can be configured to translate or transform messages, files and 

communications between a number of different format and/or protocols. For 

example, the GAL/TC 1010 can be configured to connect to payment processing 

networks, payment processors, users and merchants using various SDKs 1060 via 

corresponding new and existing service endpoints (“SEs”) 1030 and 1050 developed 

by third party service providers using one or more standard or canonical message 

formats.

[0100] In various embodiments, all of the components and functionality shown 

within group 1070 can be performed by components, modules, computers, and logic 

executed or operating on the server side of the process. Similarly, the functionality 

of existing back-end implementations and new SDKs used to interface with the 

GAL/TC 1010 can be run at remote or client side computers at the location of a user 

or merchant. In other embodiment, such functionality is performed at another server 

computer associated with the user or merchant. In each of such embodiments, each 

input and output between the GAL/TC 1010 can be delivered through an interface 

facilitated by one more GAL SDKs 1080 or 1090. The GAL SDKs can include, but 

are not limited to SDK’s and API constructed in Java, Perl, Ruby, C+, etc.

[0101] API Architectures

[0102] Embodiments of the present invention rely on various layers of 

application platform interfaces, or APIs. Each API can be a singular or a collection of 

service APIs which are themselves a subset of the larger gateway abstraction layer 

collection of financial and other transactional and informational service APIs. For 

example, the collection of APIs can include a retail API (“RAPI”) that can be 

implemented by a collection of components included in the gateway abstraction 

layer/transaction choreographer 1010. The gateway abstraction layer/transaction 

choreographer 1010 can accept service requests and perform a series of 

transformations on them before passing them to a wholesale application platform 

interface (“WAPI”). The transformations may include protocol changes, enrichment, 

aggregation, validation, authentication and authorization. Fig. 11 is a high level 

diagram of the RAPI’s gateway abstraction layer/transaction choreographer 1110.
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[0103] Fig. 11 shows gateway abstraction layer/transaction choreographer 

1110 can include various functionality, modules, or components to manage storage, 

messaging and transformation services for the range of commercial services 

according to various embodiments of the present invention. The RAPI architecture 

can include services in the gateway abstraction layer/transaction choreographer 

1110 that are bound to HTTP endpoint and so the implementation language chose 

for each service is independent of the language of other services. For example, 

each service can be implemented in any language, such as Java™ or XML. The 

services can be loosely or strictly bound by the gateway abstraction layer/transaction 

choreographer 1110 to other languages. Specifically, the languages capabilities of 

the gateway abstraction layer/transaction choreographer 1110 can include Vmware 

vFabric, SpringRoo and Spring Integration. VFabric can include a number of 

technologies that can provide infrastructure for the for the RAPI can include PaaS 

provision, Tc Server, Gemfire, Hyperic, RAbbitMQ and ERS.

[0104] The gateway abstraction layer/transaction choreographer 1110 shown 

in Fig. 11 can include functionality, components or subsystems, constructed in any 

appropriate language, such as account validation request (“AVS”) to

standard/canonical request transformer 1111, gateway abstraction layer/transaction 

choreographer (“GAL/TC”) AVS service 1112, and standard to WAPI AVS request 

transformer 1113. Such capability in the gateway abstraction layer/transaction 

choreographer 1110 allows embodiments to receive messages and requests in on 

standard format, such as SOAP AVS web request 1120, into an AVS WAPI web 

service request 1130 that be sent to one or more entities for processing. These 

messaging and transformation capabilities can produce abstract message types that 

can include a normalized superset of fields and data in message types and 

communication protocols provided by other entities. Once the canonical or standard 

message type is implemented, the gateway abstraction layer/transaction 

choreographer 1110 services can be developed such that they only require 

information of the canonical or standard message types, rather than any other 

entity’s, vendor’s or third-party service provider’s structures or the languages in 

which they are written, such as XML, SOAP, JSON, and NVP. Adding support for 

any new formats, simply requires a Java binding API provider to be located, installed 

and integrated.
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[0105] Supporting the various external entity, vendor and third-party service 

provider messages types only requires the production of a module that transforms 

contents from the entity, vendor and third-party service provider messages type or 

format in the standard or canonical type or format. Providing the standard or 

canonical for each service allows the RAPI to be hosted within the gateway 

abstraction layer/transaction choreographer 1110 infrastructure to leverage the many 

benefits and services it provides, such as analytics processing and the other value- 

add services mentions herein. As shown in Fig. 11, across any given gateway 

abstraction layer/transaction choreographer 1110 service call, incoming message 

data can be transformed into the appropriate standard or canonical format or 

representation, and then internally processed until the call reaches the WAPI 

service, where the standard or canonical message is transformed into the 

corresponding outbound or WAPI message format.

[0106] Each standard or canonical Java model can be produced from an XML 

schema document (“XSD”) which describes various structures and constraints. The 

XSD document can be produced from a unified modeling language (“UML”) XMI 

description for ease of maintenance. The transformer modules shown in Fig. 11 can 

be Java based, and produced either manually, populating the standard or canonical 

from the source message type, or produced automatically from a took such as ADS 

which can output Java code to perform the field population as configured by a 

graphical user interface.

[0107] Figure 12 is a block diagram of typical computer system 1200 

configured to execute computer readable code to implement various functions and 

steps according to various embodiments of the present invention.

[0108] System 1200 is representative of a computer system capable of 

embodying the present invention. The computer system can be present in any of the 

elements in Figures 1 through 7, including the GAL gateway 100 described above. It 

will be readily apparent to one of ordinary skill in the art that many other hardware 

and software configurations are suitable for use with the present invention. For 

example, the computer may be a desktop, portable, rack-mounted or tablet 

configuration. Additionally, the computer may be a series of networked computers. 

Further, the use of other micro processors are contemplated, such as Xeon™, 

Pentium™ or Core™ microprocessors; Turion™ 64, Opteron™ or Athlon™ 

microprocessors from Advanced Micro Devices, Inc; and the like. Further, other
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types of operating systems are contemplated, such as Windows®, WindowsXP®, 

WindowsNT®, or the like from Microsoft Corporation, Solaris from Sun 

Microsystems, LINUX, UNIX, and the like. In still other embodiments, the techniques 

described above may be implemented upon a chip or an auxiliary processing board. 

Various embodiments may be based upon systems provided by daVinci, Pandora, 

Silicon Color, or other vendors.

[0109] In one embodiment, computer system 1200 typically includes a display 

1210, computer 1220, a keyboard 1230, a user input device 1240, computer 

interfaces 1250, and the like. In various embodiments, display (monitor) 1210 may 

be embodied as a CRT display, an LCD display, a plasma display, a direct-projection 

or rear-projection DLP, a microdisplay, or the like. In various embodiments, display 

1210 may be used to display user interfaces and rendered images.

[0110] In various embodiments, user input device 1240 is typically embodied 

as a computer mouse, a trackball, a track pad, a joystick, wireless remote, drawing 

tablet, voice command system, and the like. User input device 1240 typically allows 

a user to select objects, icons, text and the like that appear on the display 1210 via a 

command such as a click of a button or the like. An additional specialized user input 

device 1245, such a magnetic stripe, RFID transceiver or smart card reader may 

also be provided in various embodiments. In other embodiments, user input device 

1245 include additional computer system displays (e.g. multiple monitors). Further 

user input device 1245 may be implemented as one or more graphical user 

interfaces on such a display.

[0111] Embodiments of computer interfaces 1250 typically include an Ethernet 

card, a modem (telephone, satellite, cable, ISDN), (asynchronous) digital subscriber 

line (DSL) unit, FireWire interface, USB interface, and the like. For example, 

computer interfaces 1250 may be coupled to a computer network, to a FireWire bus, 

or the like. In other embodiments, computer interfaces 1250 may be physically 

integrated on the motherboard of computer 1220, may be a software program, such 

as soft DSL, or the like.

[0112] RAM 1270 and disk drive 1280 are examples of computer-readable 

tangible media configured to store data such user data, account data, merchant 

data, third-party service provider data, payment network data, abstraction layer 

databases and look-up tables and other executable computer code, human readable
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code, or the like. Other types of tangible media include magnetic storage media 

such as floppy disks, networked hard disks, or removable hard disks; optical storage 

media such as CD-ROMS, DVDs, holographic memories, or bar codes;

semiconductor media such as flash memories, read-only-memories (ROMS); 

battery-backed volatile memories; networked storage devices, and the like.

[0113] In the present embodiment, computer system 1200 may also include 

software that enables communications over a network such as the HTTP, TCP/IP, 

RTP/RTSP protocols, and the like. In alternative embodiments of the present 

invention, other communications software and transfer protocols may also be used, 

for example IPX, UDP or the like.

[0114] In various embodiments, computer 1220 typically includes familiar 

computer components such as a processor 1260, and memory storage devices, 

such as a random access memory (RAM) 1270, disk drives 1280, and system bus 

1290 interconnecting the above components.

[0115] In some embodiments, computer 1220 includes one or more Xeon 

microprocessors from Intel. Further, in the present embodiment, computer 1220 

typically includes a UNIX -based operating system.

[0116] It should be understood that embodiments of the present invention as 

described above can be implemented in the form of control logic using computer 

software in a modular or integrated manner. Based on the disclosure and teachings 

provided herein, a person of ordinary skill in the art will know and appreciate other 

ways and/or methods to implement the present invention using hardware and a 

combination of hardware and software

[0117] Any of the software components or functions described in this 

application, may be implemented as software code to be executed by a processor 

using any suitable computer language such as, for example, Java, C++ or Perl 

using, for example, conventional or object-oriented techniques. The software code 

may be stored as a series of instructions, or commands on a computer readable 

medium, such as a random access memory (RAM), a read only memory (ROM), a 

magnetic medium such as a hard-drive or a floppy disk, or an optical medium such 

as a CD-ROM. Any such computer readable medium may reside on or within a 

single computational apparatus, and may be present on or within different 

computational apparatuses within a system or network.
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[0118] The above description is illustrative and is not restrictive. Many 

variations of the invention will become apparent to those skilled in the art upon 

review of the disclosure. The scope of the invention should, therefore, be 

determined not with reference to the above description, but instead should be

5 determined with reference to the pending claims along with their full scope or 

equivalents.

[0119] One or more features from any embodiment may be combined with 

one or more features of any other embodiment without departing from the scope of 

the invention.

10 [0120] A recitation of "a", "an" or "the" is intended to mean "one or more"

unless specifically indicated to the contrary.
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WHAT IS CLAIMED IS:

1. A gateway computer for integrating multiple transaction services 

from multiple transaction services providers to a plurality of users using a gateway 

abstraction layer (GAL) comprising:

a processor:

a network interface coupled to the processor; 

a service requestor interface coupled to the network interface; 

a service provider interface coupled to the network interface; and 

an abstraction layer database;

wherein the service requestor interface is configured to receive requests 

comprising service requests from the plurality of users using a first application platform 

interface (API),

wherein the service provider interface is configured to communicate with a 

plurality of service providers using a second API;

wherein the network interface is configured to communicate with a plurality 

of acquirers or payment networks using a lookup table of communication standards in 

the abstraction layer database.

2. The gateway computer of claim 1 wherein the processor is 

configured to receive the requests from the service requestor interface, parse the 

service requests data from the requests, initiate service calls to the plurality of service 

providers based on the transaction service request data, and send results from the 

service calls to one or more of the users, acquirers or proprietary networks using the 

first API and the lookup table of communication standards.

3. The gateway of claim 2 wherein the service requests comprise 

transaction authorization requests.

4. The gateway of claim 3 wherein the transaction authorization 

requests comprises credit card payment authorization requests.
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5 . A method for providing services to a plurality of users using a 

gateway server comprising:

receiving a service request at the gateway server from one of the 

plurality of users at the gateway sever over a first application platform interface 

(API);

parsing service request data from the service request using the 

gateway computer;

accessing an abstraction layer database using the gateway server to 

determine one or more service providers; and

sending a service call based on the service request data and the 

abstraction layer database from the gateway server to the one or more service 

providers over a second API.

6. The method of claim 5 further comprising receiving results at the 

gateway server from the service providers and sending the results to the service 

requestor, an acquirer or a proprietary transaction network.

7. The method of claim 6, wherein the abstraction layer database 

comprises a lookup table of communication standards or APIs.

8. The method of claim 7, wherein the lookup table comprises a 

mapping of translations between the first API and the second API.

9. The method of claim 5, further comprising receiving an update 

from a service provider and updating the abstraction layer database based on the 

update.

10. The method of claim 9 wherein the update can include a change 

to one or more communication standard associated with the service provider.
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