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1. 

PROVIDING OFFERENTATED NETWORK 
SERVICES AND PRIORITIES TO VPN 

ROUTERS/CLIENTS 

RELATED APPLICATION 

This application is a continuation of U.S. patent applica 
tion Ser. No. 12/535,555, filed Aug. 4, 2009, titled “Providing 
Differentiated Network Services and Priorities to VPN Rout 
ers/Clients, the disclosure of which is hereby incorporated 
by reference in its entirety. 

BACKGROUND 

2. Technical Field 
This disclosure relates generally to methods and apparatus 

for providing and implementing priorities to allocate 
resources to network devices in a network Such as a Virtual 
Private Network (VPN). 

2. Description of the Related Art 
A majority of enterprise and Service Provider customers 

today secure traffic over public and private networks. Virtual 
Private Networks (VPNs) are often used to secure traffic. One 
common deployment of a VPN network is the use of a Hub 
and-Spoke architecture, where the hub is in a data center or a 
corporate headquarter, and the spokes represent different 
branches, clients, peers or locations. However, these branches 
are not all equal. For instance, a bank branch operating in a 
Small town offering basic services is not equivalent to a large 
metropolitan branch providing a variety of business services. 

In today's technology, all branches are generally treated as 
equal when resources are allocated on the hub device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a diagram illustrating an example system in which 
various embodiments may be implemented. 

FIG. 2 is a process flow diagram illustrating an example 
method of allocating resources to a branch device in accor 
dance with a priority transmitted by the branch device. 

FIG. 3 is a process flow diagram illustrating an example 
method of allocating resources to a plurality of branch 
devices in accordance with priorities transmitted by the 
branch devices. 

FIG. 4 is a process flow diagram illustrating an example 
method of allocating resources to a plurality of branch 
devices in accordance with priorities obtained by a hub 
device. 

FIGS. 5A-B are diagrams illustrating an example Priority 
Message. 

FIG. 6 is a diagram illustrating an example Priority Update 
Message. 

FIG. 7 is a diagrammatic representation of an example 
network device in which various embodiments may be imple 
mented. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

In the following description, numerous specific details are 
set forth in order to provide a thorough understanding of the 
disclosed embodiments. It will be obvious, however, to one 
skilled in the art, that the disclosed embodiments may be 
practiced without some or all of these specific details. In other 
instances, well-known process steps have not been described 
in detail in order not to unnecessarily obscure the disclosed 
embodiments. 
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2 
Overview 

In one embodiment, a first network device receives a pri 
ority message from a second network device, wherein the 
priority message conforms to a connection establishment pro 
tocol and indicates a priority associated with the second net 
work device. The first network device obtains the priority 
from the priority message and stores the priority. The first 
network device allocates resources for at least one of control 
or data plane processing to the second network device in 
accordance with the priority. 

Specific Example Embodiments 

Currently, in a Hub-and-Spoke VPN architecture, it is pos 
sible to provide differentiated Quality of Service (QoS) ser 
vices, but priority handling cannot be performed for control 
plane messages for the different branches. In other words, 
there is no way to differentiate between a highly critical 
branch device and a less critical branch device. Furthermore, 
in Service Provider deployments, there is no way to differen 
tiate or provide priority handling to different groups of cus 
tomers, or to differentiate between different groups within a 
CuStOmer. 

There are a variety of circumstances in which it would be 
desirable to provide preferential treatment to different 
branches and associated devices. For instance, there may be a 
limited number of resources available to the control plane 
and/or data plane. As one example, there could be an outage 
in the network that causes all tunnels to drop and re-establish 
with the hub. In some instances, all of the branches may try to 
re-establish tunnels at the same time. On a hub device termi 
nating a large number of tunnels from branches, attempting to 
bring up all of the tunnels simultaneously would be very 
Central Processing Unit (CPU) intensive. 
The disclosed embodiments support the treatment of 

spokes by a hub in a VPN Hub-and-Spoke architecture in 
accordance with their importance. In accordance with one 
embodiment, this may be accomplished by communicating a 
priority in a packet transmitted in accordance with a connec 
tion establishment protocol. A connection establishment pro 
tocol may be a protocol such as Internet Key EXchange (IKE), 
which may be used to establish a tunnel between two different 
entities. Other connection establishment protocols include 
Point-to-Point Protocol (PPP), Transport Layer Security 
(TLS), and Secure Sockets Layer (SSL). 

Connection establishment protocols do not prioritize the 
various devices or connections, nor do they prioritize tunnel 
re-key requests over new tunnel setups. Similarly, there fails 
to exist a mechanism for establishing tunnels from a hub 
device to critical branches before establishing tunnels from 
the hub device to less critical branches. As a result, critical 
branches may suffer a loss of service. 
The disclosed embodiments may be applied to assign pri 

orities to branches or otherwise associate priorities with 
branches. A hub may then prioritize the allocation of 
resources to the branches in accordance with the priorities. 
Specifically, the hub may prioritize the allocation of resources 
for control and/or data plane processing (e.g., communica 
tions) in accordance with the priorities. For instance, the 
priorities may be used to prioritize tunnel setups, rekeying, or 
reestablishing of tunnels after an outage. 

FIG. 1 is a diagram illustrating an example system in which 
various embodiments may be implemented. One type of VPN 
topology is the Hub-and-Spoke VPN network. In the Hub 
and-Spoke network, all branch offices (e.g., spokes), shown 
in this example as Branch 1 102 and Branch 2104, may 
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connect to a central office (e.g., hub), Hub 106. Thus, each 
branch office is able to access resources at the central office, 
Hub 106, as well as the other branch offices, by accessing a 
corresponding local VPN gateway (e.g., router), Branch 
Device 1 108 or Branch Device 2 1140, to link to a Hub 
Device 112 such as a VPN gateway (e.g., router) associated 
with the central office. 

Highly critical branches may be configured to send a high 
(e.g., highest) priority to the Hub 106. The Hub 106 can then 
offer preferential treatment to the critical branches. Thus, a 
branch device such as a VPN gateway (e.g., router) at each of 
the branches may be configured with a priority. For example, 
the priority may be a numerical value or a label indicating a 
particular priority level. 

Priority information may be configured on each branch site 
or branch device (e.g., VPN device). For instance, the priority 
information may be configured within an Internet Security 
Association and Key Management Protocol (ISAKMP) pro 
file, Easy VPN (EZVPN) profile, or Crypto Map (depending 
upon the type of Internet Protocol Security (IPsec) VPN being 
used). The priority can therefore be configured for branch 
devices (e.g., VPN routers) such as Site-Site IPSec, EzVPN, 
Dynamic Multipoint Virtual Private Network (DMVPN), and 
Group Encrypted Transport VPN (GETVPN) branch routers. 
Furthermore, for EZVPN, we can also associate priorities 
based upon EZVPN group names, so that the hub can also 
assign priorities locally (or obtain priorities from a AAA 
server during ModeConfig). With respect to GET VPN, a 
GROUP-ID may be mapped to priority information. 

Similarly, the hub device may also be configured with 
priorities. For example, the priorities may be based upon an IP 
address, a group name (e.g., for EzVPN), or a group ID (e.g., 
for GET VPN). This priority information may help to priori 
tize control and/or data packets for hub-initiated tunnels, as 
well as other scenarios in which the hub device may initiate 
processing (e.g., rekeying in the control or data plane). 
When a branch device begins negotiation with a hub 

device, it may send priority information in a packet conform 
ing to a connection establishment protocol. In one embodi 
ment, the packet is a first packet transmitted during the nego 
tiation. For instance, the packet may be transmitted as the first 
packet in a Main Mode exchange or an Aggressive Mode 
exchange in accordance with the IKE protocol. A hub device 
may then allocate resources to the branch device in accor 
dance with the priority. In this manner, a branch may convey 
a priority enabling a remote hub device located at a hub of a 
hub-and-spoke network to allocate control and/or data plane 
SOUCS. 

FIG. 2 is a process flow diagram illustrating an example 
method of allocating resources to a branch device in accor 
dance with a priority transmitted by the branch device. A first 
network device such as a hub network device may receive a 
priority message at 202 from a second network device such as 
a branch network device, where the priority message con 
forms to a connection establishment protocol and indicates a 
priority associated with the branch network device. The con 
nection establishment protocol may be IKE. An example 
priority message will be described in further detail below with 
reference to FIGS 5A-5B. 
The hub network device may obtain the priority from the 

priority message at 204 and store the priority at 206. For 
instance, the priority may be stored Such that the priority is 
associated with the branch network device or set of network 
devices (e.g., group within a branch). There are a variety of 
ways in which the priority may be stored. For instance, the 
priority may be stored in association with a tunnel (e.g., 
tunnel endpoint) or security association. This may be accom 
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4 
plished by storing the priority in one or more security asso 
ciation databases such that the priority is associated with one 
or more security associations. 

In one embodiment, a first security association database 
may be associated with the control plane and a second secu 
rity association database may be associated with the data 
plane, where a tunnel in the control plane is established via the 
connection establishment protocol. In one embodiment, the 
first security association database is an IKE database and the 
second security association database is an IPsec database. 
Specifically, the priority may be stored in association with a 
security association (or tunnel) in the IKE database, enabling 
packets conforming to the connection establishment protocol 
to be prioritized. In addition, the priority may be stored in 
association with two security associations in the IPsec data 
base, wherein the two security associations include an 
inbound security association (or tunnel) and an outbound 
security association (or tunnel). The inbound security asso 
ciation may be used to decrypt packets received via an 
inbound interface, while the outbound security association 
may be used to encrypt packets transmitted via an outbound 
interface. By storing the priority in association with the 
inbound and/or outbound security associations, it is possible 
to prioritize inbound and/or outboundtraffic. When a tunnel is 
eliminated, the corresponding priority may also be deleted 
from the database storing information associated with the 
tunnel. Thus, a priority may be applied throughout the life 
time of a tunnel. 
The hub network device may allocate resources for at least 

one of control or data plane processing to the branch network 
device inaccordance with the priority at 208. As one example, 
the hub network device may compare the priority with a 
threshold value, and allocate resources if the priority exceeds 
the threshold value. As another example, the hub network 
device may prioritize the allocation of resources among mul 
tiple branch network devices in accordance with their corre 
sponding priorities. These resources may include memory 
and/or processing resources. Moreover, the resources may 
include Software and/or hardware resources, as well as Ser 
vices provided by the software and/or hardware resources. 
The hub network device may allocate resources for control 

plane processing inaccordance with the priority. For instance, 
the hub network device may establish (or eliminate) a tunnel 
between the hub network device and the branch network 
device in accordance with the priority of the branch network 
device. In addition, the hub network device may also consider 
the priorities of one or more additional branch network 
devices in determining when or if the tunnel should be estab 
lished (or eliminated) between the hub network device and 
the branch network device. In this manner, the hub network 
device may process packets that conform to the connection 
establishment protocol in accordance with the priority. 

In accordance with various embodiments, a priority that 
has been established may later be modified. This may be 
accomplished via configuration changes at the branch net 
work device, the hub network device, or a AAA server (a 
server which provides for Authentication, Authorization, and 
Accounting services). In order to notify the hub network 
device of an updated priority associated with the branch net 
work device, a branch network device may transmit an update 
message including the updated priority to the hub network 
device. The update message may conform to the connection 
establishment protocol and indicate the updated priority asso 
ciated with the branch network device. Upon receiving the 
update message, the hub network device may replace the 
previously stored priority with the updated priority, and apply 
the updated priority to packets transmitted to or from the 
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branch network device. An example update message will be 
described in further detail below with reference to FIG. 6. 

There may be limited resources available for IKErekeying, 
or bandwidth associated with a cryptography engine used in 
association with communications in the data plane. Thus, 5 
once a tunnel (e.g., IKE tunnel) has been established between 
the hub network device and the branch network device, the 
hub network device may allocate resources for data plane 
processing to the branch network device in accordance with 
the priority. For example, the hub network device may priori- 10 
tize ingress and/or egress packet processing associated with 
the branch network device or corresponding branch in accor 
dance with the priority. In addition, the hub network device 
may also consider the priorities of one or more additional 
branch network devices in determining when or if packets 15 
should be transmitted to or from the branch network device. 
The priority or updated priority may also be used by the 

hub network device to perform rekeying. In one embodiment, 
the hub network device may prioritize re-key requests 
received from corresponding branch network devices. For 20 
instance, the hub network device may request that a re-keying 
be performed in accordance with the priority (or updated 
priority). In one embodiment, the hub network device may 
request that IKE perform a re-keying in accordance with the 
priority/updated priority. If an IKE security association does 25 
not exist, a rekey may be initiated using the priority obtained 
from the IPsec database. In this manner, the hub may request 
the negotiation of a security association for one or more 
branch network devices in accordance with their respective 
priorities. 30 

FIG. 3 is a process flow diagram illustrating an example 
method of allocating resources to a plurality of branch 
devices in accordance with priorities transmitted by the 
branch devices. A network device such as a hub network 
device may receive a priority message from each of a plurality 35 
of network devices (e.g., branch devices) at 302, wherein the 
priority message conforms to a connection establishment pro 
tocol and indicates a priority associated with the correspond 
ing one of the plurality of network devices. The hub device 
may obtain the priority from the priority message received 40 
from each of the plurality of network devices at 304. The hub 
device may store the priority that has been obtained for each 
of the plurality of network devices such that a plurality of 
priorities is stored at 306. The hub device may therefore 
allocate resources for at least one of control or data plane 45 
processing to the plurality of network devices in accordance 
with the plurality of priorities at 308. 

In one embodiment, the hub device may prioritize the 
setting up of tunnels between the hub device and the plurality 
of network devices in accordance with the plurality of priori- 50 
ties. Thus, where resources are limited, the hub device may 
set up tunnels between the hub device and one or more of the 
plurality of devices having a high priority. For example, the 
hub may prioritize the establishment of tunnels in the con 
nection establishment protocol (e.g., IKE). As another 55 
example, the hub may prioritize the establishment of tunnels 
in the data plane (e.g., IPsec tunnels). The hub device may 
initiate the establishment of the tunnels. Alternatively, the hub 
device may establish tunnels in response to receiving tunnel 
requests from the branch devices. 60 
Once the tunnels are established, the hub device may elimi 

nate one or more of the tunnels that have been established. 
Specifically, the hub device may eliminate tunnels estab 
lished in the control plane (e.g., IKE tunnel) and/or data plane 
(e.g., IPsec tunnel). In one embodiment, the hub device may 65 
eliminate one or more of the tunnels in accordance with the 
plurality of priorities. For example, the hub device may elimi 

6 
nate tunnels between the hub device and one or more of the 
plurality of devices having a low priority. 

Moreover, data traffic and/or control traffic transmitted via 
tunnels that have been established may be prioritized in 
accordance with the corresponding priorities. More specifi 
cally, packets transmitted to and/or from branch devices may 
be processed (e.g., transmitted) in accordance with the cor 
responding priorities. These packets may be packets that con 
form to the connection establishment protocol (e.g., IKE). 
Alternatively, the packets may be data packets. By prioritiz 
ing packets, a hub device may transmit packets associated 
with a higher priority branch, while queuing packets associ 
ated with a lower priority branch for later transmission. 

FIG. 4 is a process flow diagram illustrating an example 
method of allocating resources to a plurality of branch 
devices in accordance with priorities obtained by the hub 
device. A network device Such as a hub device may obtain a 
priority associated with each of a plurality of network devices 
(e.g., branch devices) at 402 through a variety of mechanisms. 
As set forth above, the hub device may obtain a priority 
associated with one of the branch devices from a message 
Such as a priority message and/or update message. Alterna 
tively, the hub device may obtain priorities associated with 
one or more of the branch devices locally (e.g., where the 
priorities are stored at the hub device) or from a server such as 
a AAA server. For example, when one of the branch devices 
connects as a VPN client to the hub device, the hub device 
may use a group name to obtain its priority from a AAA 
server. In other embodiments, the hub device may assign 
priorities to various network devices. Those priorities that 
have been assigned by the hub device may be stored locally or 
via a server such as an AAA server. 
The network device may store the priority that has been 

obtained for each of the plurality of network devices such that 
a plurality of priorities is stored at 404. The network device 
may allocate resources for control plane and/or data plane 
processing to each of the plurality of network devices in 
accordance with the plurality of priorities at 406. For 
instance, the network device may prioritize the establishment 
and/or elimination of one or more tunnels in accordance with 
the plurality of priorities. 

In some embodiments, the hub device may send a priority 
message and/or update message to various network devices. 
In this manner, the hub device may assign priorities to various 
network devices or their peers. Accordingly, the branch 
devices and/or hub device may be capable of sending and/or 
receiving priority messages and/or update messages transmit 
ted in accordance with a connection establishment protocol. 
One connection establishment protocol that may be imple 

mented in accordance with various embodiments is the IKE 
protocol. IKE is a protocol that may be used to set up a 
security association (SA) in the IPsec protocol Suite. In accor 
dance with various embodiments, a priority message or a 
priority update message may be sent in accordance with the 
IKE protocol, as will be described in further detail below with 
reference to FIGS. SA-B and 6. 

FIGS. 5A-B are diagrams illustrating an example Priority 
Message that may be transmitted in accordance with various 
embodiments. In this example, the Priority Message con 
forms to the IKE protocol. The Priority Message may be 
transmitted during the IKE negotiation to differentiate 
between different branches or clients. In one embodiment, a 
payload such as an ISAKMP private payload may be used to 
convey the priority of a branch. 
As shown in FIG.5A, within the ISAKMP message header, 

the “Next Payload 502 type values 128-255 have been set 
aside for future use. In accordance with various embodi 
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ments, one of these values may be used to identify a Priority 
Payload 504 of a Priority Message. In other words, the Next 
Payload type field may be used to indicate that the payload is 
a Priority Payload. The Priority Payload 504 may be used to 
convey priority information via a numerical or string value. 
The Priority Message (e.g., including a Priority Payload) may 
be sent as a first packet of the Main Mode or Aggressive 
Mode. Specifically, the Priority Payload may be preceded by 
a Security Association (SA) payload, Proposal Payload, and 
Transform Payload. The Priority Message may also include a 
Payload Length field 506that indicates a length of the Priority 
Payload 504. 
The Priority Payload 504 may include a payload header 

that conforms to a ISAKMP payload header format. One or 
more data attributes of the Priority Payload 504 may be used 
to convey priority information. 
An example Priority Payload 504 is shown in greater detail 

in FIG. 5B. As shown in FIG. 5B, the most significant bit, 
referred to as Attribute Format (AF) 510, indicates whether 
the data attributes follow the Type/Length/Value (TLV) for 
mator a shortened Type/Value (TVK) format. In one embodi 
ment, the AF bit may be marked as a one (1), to indicate that 
the data attributes are of the Type/Value form with a fixed 
length (e.g., 2 octets). The Priority Payload 504 may also 
include an Attribute Type 512 and Attribute Value 514. The 
Attribute Value 514 may be represented as a 3-bit value. 
Alternatively, Differentiated Services Code Point (DSCP) 
code bits (e.g., 6 bits of the most significant byte) may be used 
to convey priority information. In this manner, a branch may 
convey a priority enabling a remote VPN device located at a 
hub of a hub-and-spoke network to allocate control and/or 
data plane resources. 
Upon receiving the Priority Message, the hub (e.g., VPN 

gateway) may provide differential treatment for both control 
(e.g., IKE) and data plane (e.g., IPSec) treatment based upon 
the priority through establishment and lifetime of the tunnel. 
Moreover, IKE Call Admission Control (CAC) can take into 
account the priority when allowing or disallowing connection 
setup requests. 
Once a tunnel is established between the hub device and a 

branch device, an administrator may change the priority set 
ting on the branch device. In accordance with one embodi 
ment, this updated priority information may be sent to the hub 
device in a Priority Update Message that conforms to the 
connection establishment protocol. The hub device may then 
determine the change in priority of the branch device. Upon 
receiving the updated priority information, the hub device can 
use the updated priority information when processing packets 
Such as connection establishment protocol messages (or data 
packets) to and/or from the branch. 

FIG. 6 is a diagram illustrating an example Priority Update 
Message. In this example, the Priority Update Message con 
forms to the IKE protocol. As shown in this example, the 
“Notification Data'' 602 within this new Notify Message may 
include a Priority Attribute that includes updated priority 
information. The Notify Message Types 32768-40959 have 
been set aside for private use. Thus, one of these message 
types may be used to indicate that the Notify Message Type 
604 corresponds to the Priority Update message. As shown, 
the Priority Update Message may also include a Security 
Parameter Index (SPI) 606. 
The disclosed embodiments enable priorities associated 

with branches to be implemented by a hub in a Hub-and 
Spoke architecture to allocate resources among various 
branches. However, it is important to note that the examples 
described herein are merely illustrative. Therefore, the dis 
closed embodiments may be implemented by a network 
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8 
device to prioritize the treatment of other network devices in 
a network implementing a variety of architectures. Moreover, 
although the disclosure relates to a VPN, the disclosed 
embodiments may be applied in a network other than a VPN. 

Generally, the techniques for performing the disclosed 
embodiments may be implemented on Software and/or hard 
ware. For example, they can be implemented in an operating 
system kernel, in a separate user process, in a library package 
bound into network applications, on a specially constructed 
machine, or on a network interface card. In a specific embodi 
ment of this invention, the techniques of the disclosed 
embodiments are implemented in Software such as an oper 
ating System or in an application running on an operating 
system. 
A software or software/hardware hybrid packet processing 

system of this invention may be implemented on a general 
purpose programmable machine selectively activated or 
reconfigured by a computer program stored in memory. Such 
programmable machine may be a network device designed to 
handle network traffic. Such network devices typically have 
multiple network interfaces including frame relay and ISDN 
interfaces, for example. Specific examples of Such network 
devices include routers and Switches. A general architecture 
for some of these machines will appear from the description 
given below. Further, various embodiments may be at least 
partially implemented on a card (e.g., an interface card) for a 
network device or a general-purpose computing device. 
The disclosed embodiments may be implemented at net 

work devices (e.g., hub and branch devices) Such as Switches 
or routers. For instance, the hub and branch devices may be 
VPN routers. Referring now to FIG. 7, a router or switch 710 
suitable for implementing embodiments of the invention 
includes a master central processing unit (CPU) 762, inter 
faces 768, and a bus 715 (e.g., a PCI bus). When acting under 
the control of appropriate software or firmware, the CPU 762 
is responsible for Such router tasks as routing table computa 
tions and network management. It may also be responsible for 
implementing the disclosed embodiments, in whole or in part. 
The router may accomplish these functions under the control 
of software including an operating system (e.g., the Internet 
work Operating System (IOSTM) of Cisco Systems, Inc.) and 
any appropriate applications software. CPU 762 may include 
one or more processors 763 such as a processor from the 
Motorola family of microprocessors or the MIPS family of 
microprocessors. In an alternative embodiment, processor 
763 is specially designed hardware for controlling the opera 
tions of router 710. In a specific embodiment, a memory 761 
(such as non-volatile RAM and/or ROM) also forms part of 
CPU 762. However, there are many different ways in which 
memory could be coupled to the system. Memory block 761 
may be used for a variety of purposes such as, for example, 
caching and/or storing data, programming instructions, etc. 
The interfaces 768 are typically provided as interface cards 

(sometimes referred to as “line cards”). Generally, they con 
trol the sending and receiving of data packets or data seg 
ments over the network and sometimes Support other periph 
erals used with the router 710. Among the interfaces that may 
be provided are Ethernet interfaces, frame relay interfaces, 
cable interfaces, DSL interfaces, token ring interfaces, and 
the like. In addition, various very high-speed interfaces may 
be provided such as fast Ethernet interfaces, Gigabit Ethernet 
interfaces, ATM interfaces, HSSI interfaces, POS interfaces, 
FDDI interfaces, LAN interfaces, WAN interfaces, metro 
politan area network (MAN) interfaces and the like. Gener 
ally, these interfaces may include ports appropriate for com 
munication with the appropriate media. In some cases, they 
may also include one or more independent processors and, in 
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some instances, volatile RAM. The independent processors 
may control Such communications intensive tasks as packet 
Switching, media control and management, as well as com 
pression and/or encryption, as described herein. By providing 
separate processors for the communications intensive tasks, 5 
these interfaces allow the master microprocessor 762 to effi 
ciently perform routing computations, network diagnostics, 
security functions, etc. Although the system shown in FIG. 7 
is one specific router of the disclosed embodiments, it is by no 
means the only router architecture on which the disclosed 10 
embodiments can be implemented. For example, an architec 
ture having a single processor that handles communications 
as well as routing computations, etc. is often used. Further, 
other types of interfaces and media could also be used with 
the router. 15 

Regardless of network devices configuration, it may 
employ one or more memories or memory modules (such as, 
for example, memory block 765) configured to store data, 
program instructions for the general-purpose network opera 
tions and/or the inventive techniques described herein. The 20 
program instructions may control the operation of an operat 
ing system and/or one or more applications, for example. 

Because such information and program instructions may 
be employed to implement the systems/methods described 
herein, the disclosed embodiments relate to machine readable 25 
media that include program instructions, state information, 
etc. for performing various operations described herein. 
Examples of machine-readable media include, but are not 
limited to, magnetic media Such as hard disks, floppy disks, 
and magnetic tape; optical media Such as CD-ROM disks and 30 
DVDs; magneto-optical media Such as floptical disks; and 
hardware devices that are specially configured to store and 
perform program instructions, such as read-only memory 
devices (ROM) and random access memory (RAM). 
Examples of program instructions include both machine 35 
code, such as produced by a compiler, and files containing 
higher level code that may be executed by the computer using 
an interpreter. 

Although illustrative embodiments and applications of the 
disclosed embodiments are shown and described herein, 40 
many variations and modifications are possible which remain 
within the concept, scope, and spirit of the embodiments of 
the invention, and these variations would become clear to 
those of ordinary skill in the art after perusal of this applica 
tion. Accordingly, the present embodiments are to be consid- 45 
ered as illustrative and not restrictive, and the disclosed 
embodiments are not to be limited to the details given herein, 
but may be modified within the scope and equivalents of the 
appended claims. 
What is claimed is: 50 
1. A method, comprising: 
by a first network device: 

generating a priority message conforming to a connec 
tion establishment protocol; 

embedding a first value in a first field of the message, the 55 
first value indicating that the message contains prior 
ity information; 

embedding a second value in a second field of the mes 
sage, the second value indicating a relative priority of 
the first network device with respect to one or more 60 
other network devices; 

providing the priority message to a second network 
device; and 

communicating with the second network device in 
accordance with the priority value. 65 

2. The method of claim 1, wherein the connection estab 
lishment protocol is Internet Key Exchange (IKE) and the 

10 
priority message is provided to the second network device 
during IKE negotiation between the first network device and 
the second network device. 

3. The method of claim 2, wherein the first field is a header 
field of the priority message and the first value is a Next 
Payload value between 128-255. 

4. The method of claim 1, wherein the first field is a header 
field and the second field is a payload field of the priority 
message. 

5. The method of claim 1, further comprising providing a 
Security Association payload, Proposal Payload and Trans 
form Payload to the second network device prior to providing 
the priority message. 

6. The method of claim 1, wherein the priority message 
includes a third field, wherein the third field includes a pay 
load length identifier. 

7. The method of claim 1, wherein the second field is a 
payload field of the priority message, the second field includ 
ing a one-bit Attribute Format subfield, an Attribute Type 
subfield, and a three-bit Attribute Value subfield indicating 
the relative priority. 

8. The method of claim 1, wherein the first field is a mes 
sage header field and the second field is a message payload 
field. 

9. The method of claim 1, wherein the first network device 
is branch device and the second network device is hub device 
configured to communicate with a plurality of branch 
devices. 

10. The method of claim 1, wherein the connection estab 
lishment protocol is one of Point-to-Point Protocol (PPP), 
Transport Layer Security (TLS), and Secure Sockets Layer 
(SSL). 

11. The method of claim 1, further comprising providing an 
updated priority message to the second network device. 

12. The method of claim 11, wherein the updated priority 
message is an IKE Notify Message. 

13. The method of claim 12, wherein the updated priority 
message includes a Notify Message Type value identifying 
the Notify Message as an updated priority message. 

14. The method of claim 13, wherein the Notify Message 
Type value is a value between 32768-40959. 

15. An apparatus, comprising: 
a processor; and 
a memory storing instructions that, when executed by the 

processor, cause the apparatus to: 
generate a priority message conforming to a connection 

establishment protocol; 
embed a first value in a first field of the message, the first 

value indicating that the message contains priority 
information; 

embed a second value in a second field of the message, 
the second value indicating a relative priority of the 
first network device with respect to one or more other 
network devices; 

provide the priority message to network device; and 
communicating with the network device in accordance 

with the priority value. 
16. The apparatus of claim 15, wherein the connection 

establishment protocol is Internet Key Exchange (IKE) and 
the instructions cause the apparatus to provide the priority 
message to the network device during IKE negotiation 
between the apparatus and the network device. 

17. The apparatus of claim 16, wherein the first field is a 
header field of the priority message and the first value is a 
Next Payload value between 128-255. 
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18. The apparatus of claim 15, wherein the first field is a 
header field and the second field is a payload field of the 
priority message. 

19. The apparatus of claim 15, wherein the instructions 
further cause the apparatus to provide an updated priority 5 
message to the network device. 

20. The apparatus of claim 19, wherein the updated priority 
message is an IKE Notify Message. 

k k k k k 
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