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ABSTRACT

Systems and methods for improved geolocation in a low power wide area network are
disclosed. One example method may include receiving an instruction to determine a geolocation of an
end in a low power wide area network. An instruction may be transmitted to the end node for the end
node to transmit a high-energy geolocation signal at a power of about .5 Watt to about 1 Watt. The
end node may transmit the high-energy geolocation signal and a plurality of gateways of the low

power wide area network may receive the high-energy geolocation signal. A plurality of receipt times

may be identitied. Each receipt time may be indicative of the time at which the high-energy
geolocation signal was received by the respective gateway of the plurality of gateways. Based at least

in part on the plurality of receipt times, a geolocation of the end node may be determined.
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SYSTEMS AND METHODS FOR IMPROVED GEOLOCATION IN A LOW POWER WIDE
AREA NETWORK

BACKGROUND

|[0001] In the Internet of Things (IoT) model, a wide variety of objects may be equipped
with embedded electronics (e.g., processor, memory, sensor, actuator, network interface, etc.) that
enable these objects to collect and exchange data across a communication network. The
communication network often includes, at least in part, a wireless communication network. For
example, a natural gas meter at a premises may be configured with electronics to collect and store
information relating to the quantity of natural gas provided to the premises and to later transmit that
data to the gas company’s central server. As another example, a heart rate monitor implant may be
configured to wirelessly transmit a patient’s heart rate to an upstream server for evaluation and
monitoring. In many cases, the embedded electronics are unconnected to an external power source
and must be powered by battery or other limited power source.

[0002] As one measure to conserve power, low power wide area networks (LPWAN) have
been implemented. In an LPWAN, the electronics embedded in objects (referred to as “end nodes” or
“sensors’’) transmit and receive data typically only at various intervals determined by the end node, as
opposed to continuously being in a mode to transmit and receive data, which consumes power. The
end nodes may communicate, via wireless radio transmission, with one or more gateways. The
gateway(s) may then relay the data further upstream for use by associated application servers.

[0003] It 1s often useful to ascertain a precise and accurate geographic location of an end
node for various purposes. Current geolocation solutions may include the use of a global position
system (GPS) recetiver incorporated with a device. Such a solution is unsuitable for use with an
LPWAN, however, because the end nodes of an LPWAN typically have only a limited supply of

power and a GPS receiver would impose too great a power burden.

[0004] These and other shortcomings are addressed in the present disclosure.

SUMMARY

[000S] Systems and methods are disclosed for improved geolocation in a low power wide
area network (LP WAN). Methods may include receiving an instruction to determine a geolocation of
an end 1n a low power wide area network. An instruction may be transmitted to the end node for the
end node to transmit a high-energy geolocation signal at a power of about .5 Watt to about 1 Watt.
The end node may transmit the high-energy geolocation signal and a plurality of gateways of the low
power wide area network may receive the high-energy geolocation signal. A plurality of receipt times

may be identified. Each receipt time may be indicative of the time at which the high-energy
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geolocation signal was received by the respective gateway of the plurality of gateways. Based at least
1n part on the plurality of receipt times, a geolocation of the end node may be determined.

[0006] An instruction to determine a geolocation of an end in a low power wide area
network may be received. One of more parameters of a geolocation signal to be transmitted by the end
may further be determined. The one or more parameters of the geolocation signal may be transmitted
to the end node. The end node may transmit the geolocation sighal to a plurality of gateways of the
lower power wide area network according to the one or more parameters. The gateways of the
plurality of gateways may receive the geolocation signal. A plurality of receipt times may be
identified. Each receipt time may be indicative of the time at which the high-energy geolocation
signal was received by the respective gateway of the plurality of gateways. Based at least in part on
the plurality of receipt times, a geolocation of the end node may be det.ermined.

[0007] A set of processable instructions may be transmitted to an end node of a low power
wide area network. The set of instructions may be usable to determine a channel on which a
geolocation signal is to be transmitted by the end node. An instruction to determine a geolocation of
the end node may be received. The end node may execute the set of instructions to determine the
channel on which to transmit the geolocation signal. The end node may transmit the geolocation
signal on the determined channel to a plurality of gateways of the low power wide area network. The
specific channel used by the plurality of gateways, and thus the end node, may be dynamic. By using
a dynamic channel set, the end node is able to transmit at the maximum allowable power within FCC
rules. The gateways of the plurality of gateways may receive the geolocation signal on the channel.
The gateways of the plurality of gateways may receive the geolocation signal. A plurality of receipt
times may be identified. Each receipt time may be indicative of the time at which the high-energy
geolocation signal was received by the respective gateway of the plurality of gateways. Based at least

in part on the plurality of receipt times, a geolocation of the end node may be determined.

BRIEF DESCRIPTION OF DRAWINGS

|0008] The accompanying drawings, which are incorporated in and constitute a part of this
specification, illustrate embodiments and together with the description, serve to explain the principles
ot the methods and systems:

[0009] FIG. 1A illustrates a block diagram of an example system according to an
embodiment of the present disclosure;

[0010] FIG. 1B 1llustrates a block diagram of an example system according to an
embodiment of the present disclosure;

[0011] FIG. 2 illustrates a flow chart of an example method according to an embodiment of

the present disclosure;
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[0012] FIG. 3 1llustrates a flow chart of an example method according to an embodiment of

the present disclosure; and

[0013] FIG. 4 illustrates a block diagram of an example computing device according to an

embodiment of the present disclosure.

DETAILED DESCRIPTION

|0014] The systems and methods of the present disclosure relate to improved geolocation in
a low power wide area network (LPWAN). In a low power wide area network one or more end nodes
may sense or collect data which may be communicated to one or more application servers for use of
that data. The collected data from the end nodes may be communicated to the application servers via
one or more gateways that are in wireless radio communication with the end node. In many instances,
it 1s useful to ascertain a precise geolocation of the end nodes.

|0015] The precise geolocation of an end node may be determined by transmitting a
geolocation signal from the end node to a plurality of gateways. One or more parameters of the
geolocation signal, such as transmission power, timing, or waveform of the signal, may be
implemented so that geolocation signal is easily recognizable by the gateways. For example, while the
standard communications between the end node and the gateways is typically effectuated with a low
power spread spectrum signal, the geolocation signal may comprise a relatively high power
narrowband signal that is easily distinguished from the standard communications as well as other
noise and interference in the operating environment. By virtue of the geospatial signal being easily
identified by the gateways, the time at which the geospatial signal is received by the gateways may be
more accurately and precisely identified. The times at which the geospatial signal is received by the
end nodes may be used in various geolocation techniques, such as trilateration or multilateration, to
determine the geolocation of the end node.

[0016] FIG. 1A 1llustrates various aspects of an exemplary system 100 in which the present

methods and systems may operate. One skilled in the art will appreciate that provided herein is a
functional description and that the respective functions may be performed by software, hardware, or a
combination of software and hardware. The system 100 generally describes a low power wide area
network (LPWAN) in which one or more end nodes 110 communicate with one or more application
servers 108 via a radio controller 106 and one or more gateways 102.

|0017] The end nodes 110 collect and exchange data according to various functions. For
example, an end node 110 may be located in a field of crops to monitor and report the amount of
rainfall occurring in the field over a period of time. As another example, an end node 110 may be
embedded 1n a street-corner garbage receptacle to monitor and report the level of garbage in the
receptacle. As yet another example, an end node 110 may be incorporated into a tracking collar

attached to a wild animal for purposes of tracking the animal or monitoring some biological aspect of
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the animal, such as its temperature or heart rate. Uses of an end node 110 are not limited to collecting
and transmitting data, but may also include performing some useful operation or action. For example,

an end node 110 may be incorporated in a lighting device and, upon receipt of a command, may turn
the lighting device on or off. As is clear from the above examples, the end nodes 110 may be used in a
wide variety of contexts, including building and home automation, transportation, agriculture, retail,
industry, supply chain management, manufacturing, healthcare, public utilities, and scientific
research.

|[0018] To facilitate such functions, the end nodes 110 may each be embodied as a
computing device. As such, the end nodes 110 may each comprise a processor and a memory. The
memory may store instructions that, when executed by the processor, effectuate various operations
described herein. The memory may additionally store data collected by the end nodes 110 which is
later transmitted to other components of the system 100. The end nodes 110 may each further include
a sensor to gather any of various forms of data depending upon the particular application of the end
node 110. As some examples according to the above-described exemplary functions of the end nodes
110, the sensor may comprise a rain or moisture sensor, a level sensor, or a biometric sensor. The end
nodes 110 may additionally include an actuator to implement some action, such as turning on the
atorementioned lighting device.

[0019] The end nodes 110 may each further be configured with a communication interface,
such as a radio transceiver, to transmit and receive data. For example, the communication interface
may be configured to wirelessly communicate with the gateways 102 via radio signals. The
communication interface may be configured to communicate using a low power signal (e.g., about .1
Watt or in the range of greater than 0 Watt up to and including about. 1 Watt) at some times and using
a high power signal at other times. In an aspect, a high power signal may comprise a signal
transmitted at about 1 Watt or greater than or equal to about 1 Watt. In another aspect, a high power
signal may comprise a signal transmitted at about .5 Watt or greater than or equal to about .5 Watt. In
yet another aspect, a high power signal may comprise a signal transmitted at an inclusive range of
about .5 Watt to about 1 Watt. In another aspect, a high power signal may comprise a signal
transmitted at an inclusive range of about 1 Watt to about 10 Watts. A low power signal may be used
for standard communications with the gateways 102. However, a high power signal may be used so
that the transmission from the end node 110 is more easily identified by the receiving gateways 102,
such as for purposes of precise identification of the time of reception by the particular gateway 102.
The precise identification of the time of reception may, in turn, be used to identify the geolocation of
the end node 110, as will be discussed in greater detail herein.

[0020] Further, a power source, such as a battery or a solar cell, may provide power to the
end node 110. It will be appreciated that the end nodes 110 may be integrated with or incorporated

into another device or object and, as such, may share some or all components with that device or

object.
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[0021] As indicated, the system 100 may include a radio controller 106. The radio
controller 106 may be embodied as one or more interconnected computing devices, such as servers

and/or networking devices. As will be discussed further herein, the radio controller 106 may serve to
facilitate and coordinate communication between the end nodes 110 and the application servers 108.
For example, the interaction between the gateways 102 and the end nodes 110 may be coordinated by
the radio controller 106. As such, the radio controller 106 may provide intelligence relating to data
packets transmitted between the end nodes 110 and the gateways 102, including, as some examples,
scheduling acknowledgments, performing security and data integrity functions, and managing data
transmission rates between the end nodes 110 and gateways 102.

[0022] The radio controller 106 may comprise a system information repository 107. The
system information repository 107 may store information about the various components of the system
100 which may be used in determining the geolocation of one or more end nodes 110. For example,
the system information repository 107 may include the known locations of each of the gateways 102.
In an aspect, the locations of the gateways 102 may be arranged in a grid representation in which the
relevant area of the system 100, or portion thereof, is divided into a grid and each the location of each
of the gateways 102 is associated with the respective grid cell.

[0023] Further, the system information repository 107 may include an estimated or last-
known location of one or more of the end nodes 110. Additional information about the end nodes 110
and/or gateways 102 may additionally be stored in the system information repository 107, such as
identifiers or addresses (e.g., MAC addresses) of the end nodes 110 and/or gateways 102 and the
technical capabilities of the end nodes 110 and/or gateways 102 (e.g., the number of channels on
which the gateways 102 are configured to receive radio transmissions). The system information
repository 107 may store information describing the environment in which the end nodes 110 and
gateways 102 are situated. For example, information describing objects (e.g., buildings, hills,
mountains, or other geographical feature) that may obstruct a direct radio signal path between one or
more of the end nodes 110 and one or more of the gateways 102.

0024] The system 100 may further include one or more application servers 108. The
application servers 108 may each be embodied as one or more interconnected computing devices,
such as servers or networking devices. The application servers 108 may interact with the end nodes
110 (via the radio controller 106 and the gateways 102) and perform a function relating to that

interaction with the end nodes 110. As will be appreciated due to the wide variety of potential types
and functions of the end nodes 110, the operations performed by the application servers 108 are
equally broad. As one example, the appiication servers 108 may receive data collected by the end
nodes 110, process that data, and transmit or present the processed date in some form. For example, if
the end node 110 1s configured to record a home gas meter’s reading, the application servers 108 may
receive and process those readings and then email an electronic billing statement to the home’s

resident. In some aspects, the application servers 108 may function as an interface to receive input
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from a user. For example, if an estimated or previously calculated geolocation of one or more of the

end nodes 110 is deemed to be insufficiently precise or unreliable, the user may input such an

indication via one of the application servers 108. The application server 108 may then communication
the indication to the geolocation resolver 112 and/or the radio controller 106 so that a more precise
and reliable geolocation may be ascertained, as described herein.

[0025] The system 100 may further include one or more gateways 102 that, as will be
explained 1n detail herein, facilitate communication between the end nodes 110 and upstream
components, such as the radio controller 106 and application servers 108. The gateways 102 may each
be embodied as computing devices. Accordingly, the gateway 102 may each be configured with a
processor and memory. The memory may store instructions that, when executed by the processor,
ettectuate various operations described herein. The memory may additionally store data received from
the end nodes 110 and/or the radio controller 106. The gateways 102 may each further include one or
more communication interfaces, such as a radio transceiver to communication wirelessly via radio
signals with one or more end nodes 110 and/or the radio controller 106. The communication interface
may additionally comprise an interface for communicating over a wired network, such as an Ethernet
or fiber-optic interface. Such an interface may be used to communicate with the radio controller 106,
for example.

[0026] The system 100 may further include a geolocation resolver 112, which may be
embodied as one or more interconnected computing devices, such as servers and/or networking
devices. The geolocation resolver 112 may facilitate the determination of the geolocation of one or
more end nodes 110 according to one or more techniques described herein. For example, the time of
tlight of a geolocation signal from one of the end nodes 110 to a plurality of gateways 102 may be
measured by calculating the difference in time between when the end node 110 transmitted the
geolocation signal and when each of the gateways 102 received the geolocation signal. The times of
flight and/or the transmission and receipt times may be communicated to the geolocation resolver 112.
With the locations of the gateways 102 being known, as well as the speed of the radio signal between
the end node 110 and the gateways 102, the geolocation resolver 112 may use the times of flight in a
trilateration process to determine the geolocation of the end node 110. In another aspect, the times at
which the gateways 102 received the data packet may be used in a multilateration process to
determine the geolocation of the end node 110.

[0027] Trilateration may comprise the use of a beacon (e.g., geolocation signal or other data
packet) that includes a time code (e.g., clock measurement). As such, recipient devices (e.g., one or
more of the gateways 102) of the beacon may rely on the time code to determine transit time of the
beacon from transmission time to receipt time. As is understood, geometries (e.g., spheres) may be
applied to each recipient device to result in overlap of the applied geometries. Such overlap or

intersection rriay be used to determine a location of a source of the beacon (e.g., the end node 110).
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The term trilateration may refer to the use of information at multiple recipient devices including two,

three, or more.

[0028] Multilateration may comprise the use of a beacon (e.g., geolocation signal or other
data packet) that does not include a time code (e.g., clock measurement). As such, recipient devices of
the beacon may not be able to rely on a transmission time to determine transit time of the beacon.
Alternatively, various recipient devices (e.g., one or more of the gateways 102) may share a common
clock with each other. In certain aspects, the source of the beacon (e.g., the end node 110) may not
share a common clock with recipient devices. However, any two recipient devices may determine a
time delta of arrival of the beacon with respect to another recipient device. As such, a paraboloid may
be applied to the recipient devices and may include the source of the beacon. The intersection of two
paraboloids is a curve. The intersection of three paraboloids is two points. The intersection of four
paraboloids 1s a point (e.g., with an error determination). Such overlap or intersection may be used to
determine a location of a source of the beacon.

0029] It will be appreciated that, in some aspects, the components of the system 100 may
be combined as single components. For example, in one aspect, the radio controller 106 and the
geolocation resolver 112 may be embodied as a single component. In another aspect, the geolocation
resolver 112 and one or more of the application servers 108 may be embodied as a single component.

[0030] The components of the system 100 (e.g., the gateways 102, the radio controller 106,
the geolocation resolver 112, and/or the application servers 108) may communicate with one another
via a network 104. The network 104 may be configured as a local area network (LAN), a wide area
network (WAN), the Internet, and/or the like. Further, the network 104 may comprise a wireless
and/or a wired network. As an example of a wireless network, the network 104 may include a cellular
network, such as a 3G (third generation) or LTE (Long Term Evolution) cellular network. As other
examples, the network 104 may include a satellite network or a Wi-Fi network. As examples of a
wired network, the network 104 may include an Ethernet network, a coaxial cable network, or a fiber
optic network.

|[0031] As already noted, the gateways 102 may facilitate communication between one or
more of the end nodes 110 and the radio controller 106. The end nodes 110 and the gateways 102 may
communicate using one or more radio modulations techniques. For example, in one aspect, the end
nodes 110 and gateways 102 may communicate using frequency-shift keying (FSK) modulation. In
another aspect, the end nodes 110 and the gateways 102 may communicate using a spread spectrum
modulation technique, such as chirp spread spectrum modulation. Further, an adaptive data rate
(ADR) scheme may be employed in the communication between the end nodes 110 and the gateways
102. For example, the data rate used in a particular communication between one of the end nodes 110
and one of the gateways 102 may be a function of the duration of the communication required and the

signal strength between the end node 110 and the gateway 102.
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|0032] The gateways 102 may facilitate communication between the end nodes 110 and the
application servers 108 as follows. An end node 110 may initiate an uplink communication with one
or more gateways 102. The uplink communication'may be event driven, such as if the end node 110
sensed a particular event or received a particular input, or may be performed according to a schedule
determined by the end node 110. The schedule may include a random component. For example, the
schedule may indicate that the uplink communication is to be sent at a pre-determined time plus a
small randomly-determined time offset. To initiate uplink communication with one or more gateways
102, the end node 110 may send an uplink message packet to one or more gateways 102. The uplink
message packet may include a payload, which may comprise the data intended to be transmitted to
one or more application servers 108. The uplink message packet may further comprise a preamble,
which may include metadata describing various aspects of the uplink message packet and/or the
payload. Yet turther, the uplink message packet may include a time measurement at which the end
node 110 transits the uplink message packet to the gateways 102. For example, the time measurement
may be a common clock time.

[0033] After the end node 110 transmits the uplink message packet, the end node 110 may
open one or more successtve receive windows during which a downlink message packet may be
received by the end node 110. For example, a first receive window may be a one second time interval
from the time that the uplink message packet was transmitted and a second receive window may be a
two second time interval starting from the end of the first receive window.

[0034] The one or more gateways 102 may receive the uplink message packet. The time
measurements at which each of the one or more gateways receives the uplink message packet may be
identified. This time measurement may be appended onto the uplink message packet or may be stored
separately. The one or more gateways 102 may then relay the uplink message packet, along with the
time measurement indicating when the respective gateway 102 received the uplink message packet, to
the radio controller 106. The radio controller 106 may receive the uplink message packets and
perform various operations to coordinate and process the uplink message packets. For example, the
radio controller 106 may determine if redundant uplink message packets were received (since more
than one gateway 102 may receive and relay the uplink message packet). As another example, the
radio controller 106 may verify the integrity and security of the payload, such as via a CRC (cyclic
redundancy check) code included in the uplink message packet. In addition, the radio controller 106
may schedule an acknowledgement to be sent back to the end node 110. As such, the radio controller
106 may select one of the gateways 102 that relayed the uplink message packet to relay a downlink
message packet to the end node 110 in response to the uplink message packet. Thus, while the uplink
message packet may be relayed by multiple gateways 102, the downlink message packet in response
may instead be relayed to the end node 110 by only a single gateway 102.

[0035] Similar to the uplink message packet, the downlink message packet may include a

preamble and a payload. The payload may contain data intended to be delivered to the end node 110.
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The preamble may describe various aspects of the downlink message packet and/or the payload. The
downlink message packet may further include an acknowledgement to a previously received uplink
message packet. It will be noted that the downlink message packet may include an acknowledgement
without a payload. That is, the downlink message packet may serve as an acknowledgement to an
uplink message packet without including any substantive data.

[0036] With the uplink message packet having been received by the radio controller 106,
the radio controller 106 may transmit the uplink message packet and/or the data contained in the
payload of the uplink message packet to one or more application servers 108. The application servers
108 may use the data for various purposes according to the particular function being implemented.
The radio controller 106 may further receive the time measurement indicating when the end node 110
transmitted the uplink message packets to the gateways 102 and the time measurements indicating
when the gateways 102 received the uplink message packets from the end node 110. One or both of
these time measurements may be incorporated with the uplink message packet or transmitted
separately. The radio controller 106 may transmit the time measurements to the geolocation resolver
112 for use in calculating the geolocation of the end node 110.

|0037] If appropriate for the particular function implemented by the end nodes 110 and
application servers 108 (e.g., the function requires bi-directional communication between the end
nodes 110 and the application servers 108), the application servers 108 may transmit data to the radio
controller 106 for ultimate delivery to one or more of the end nodes 110. The data may be in the form
of a downlink message packet or other form. The radio controlier 106 may receive the data and, if
necessary, format it as a downlink message packet including the data as a payload. The radio
controller 106 may hold the downlink message packet until an uplink message packet is received from
the destination end node 110, which indicates that the end node 110 has opened one or more receive
windows. Responsive to receiving the uplink message packet, the radio controller 106 may select one
of the gateways 102 and transmit the downlink message packet to the selected gateway 102 with
instructions for the gateway 102 to further transmit the downlink message packet to the destination
end node 110. The gateway 102 may receive the downlink message packet and transmit it to the end
node 110, preterably within one of the end node’s 110 receive windows.

|0038] FIG. 1B illustrates another exemplary system 100’ in which the present methods and
systems may operate. The system 100’ may be similar to the system 100 shown in FIG. 1A except as
otherwise indicated. Accordingly, like reference numbers refer to like elements.

10039] In the system 100°, all or some of the gateways 102 may be categorized into one or
more gateway-channel clusters 120a, b. Each of the gateways 102 in a gateway-channel cluster 120a,
b may operate such that, at any given time, each of the gateways 102 in that cluster are tuned to the
same channel. For example, each of the gateways 102 in one of the gateway-channel clusters 120a, b
may execute a set of instructions or algorithm that selects a channel on which to operate out of a pre-

determined set of channels. Each of the gateway-channel clusters 120a, b may be associated with
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and/or utilize a different particular set of instructions or algorithm so that the respective gateways 102
ot the gateway-channel cluster 120a and the gateway-channel cluster 120b typically operate on

different channels at a given time. The pre-determined set of channels from which the set of
instructions or algorithm selects the operating channel may partially coincide, fully coincide, or be
mutually exclusive between the gateway-channel clusters 120a, b. The set of instructions or algorithm
may be executed by each gateway 102 in one of the gateway-channel clusters 102a, b at set time
intervals to determine a new channel from the set of channels on which to operate. Thus, over a
successive number of time intervals, each of the gateways 102 of the gateway-channel cluster 120a, b
may cycle through and operate over an equal number of channels in synchronization. To illustrate,
during a first time interval, each of the gateways 102 of the gateway-channel cluster 120a may operate
on a first channel and each of the gateways 102 of the gateway-channel cluster 120b may operation on
a second channel. During a subsequent second time interval, each of the gateways 102 of the gateway-
channel cluster 120a may operate on a third channel and each of the gateways 102 of the gateway-
channel cluster 120b may operate on a fourth channel, and so forth.

[0040] The set of instructions or algorithm by which the gateways 102 of a gateway-
channel cluster 120a, b determine the channel on which they all operate at a given time may be shared
with one or more other components of the system 100°, such as one or more of the end nodes 110. As
will be discussed in greater detail herein, the end nodes 110 may leverage the set of instructions or
algorithm to determine a channel on which to transmit a geolocation signal for use in calculating the
geolocation of the end nodes 110.

[0041] FIG. 2 illustrates an example method 200 by which a more precise geolocation of
the end node 110 may be determined using a geolocation signal with one or more parameters selected
for such a purpose. At step 202, an instruction or other indication may be received or accessed to
determine a geolocation of one of the end nodes 110. The instruction may be received, for example,
by the radio controller 106. The instruction may be responsive to a prior determination that a
geolocation of the end node 110 that is already known is insufficiently precise or inaccurate. Such a
determination may be a result of the application of various business rules or may be precipitated by a
user input. For example, a user may indicate via a user interface provided by one or more of the
application servers 108 that the geolocation of the end node 110 should be determined more precisely.

[0042] At step 204, one or more parameters of a geolocation signal that is intended to be
transmitted by the end node 110 to one or more gateways 102 are determined. The one or more
parameters of the geolocation signal may generally be directed to configuring the geolocation signal
to more easily be received and identified by the gateways 102 and, as such, allow for a more accurate
identification of the time at which the geolocation signal is received. The one or more parameters of
the geolocation signal may be determined by the radio controller 106, for example.

[0043] A parameter of the geolocation signal may include the power level of the

geolocation signal, the waveform shape or other attribute of the geolocation signal, and/or the timing
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that the geolocation signal 1s sent by the end node 110. As one example, the geolocation signal may
be sent at a high power level (e.g., about 1 Watt or other power level described herein as a high power
signal), which would be unsuitable for typical communication from the end node 110 due to the
resultant increased power consumption. It is recalled that the end nodes 110 may not have an external
power source and must rely on a limited internal power source, such as a battery or solar cell.

|0044] The one of more parameters of the geolocation signal may be determined based, at
least in part, on one or more factors or attributes relating to the system 100, the components thereof,
and/or the environment in which the system 100 operates. Such information may be retrieved, for
example, from the system information repository 107 associated with the radio controller 106. As
some examples, the one or more parameters of the geolocation signal may be determined based on the
noise characteristics of the channel upon which the geolocation signal is transmitted, the distance(s)
between the end node 110 and the gateways 102, and/or the existence of any obstructions (e.g., a
building) in the path between the end node 110 and the gateways 102. The one or more parameters of
the geolocation signal may further be governed by the rules of the Federal Communications
Commission (FCC). For example, FCC rules may limit the limit the power at which a signal is
transmitted unless spread across a minimum number of channels.

[0045] As one example of determining the one or more parameters of the geolocation
signal, if the end node 110 is known (or estimated) to be within a certain proximity to a sufficient
number of gateways 102 to perform a geolocation determination and there are no obstructions
between the end node 110 and those gateways 102, the geolocation signal may be sent with a lower
power level (e.g., about .1 Watt or other power level described herein as a low power signal).
Conversely, if the known (or estimated ) distance between the end node 110 and the gateways 102 is
greater than a certain threshold (i.e., the end node 110 is far away from the gateways 102), the
geolocation signal may be transmitted at a high power (e.g., about 1- Watt or other power level
described herein as a high power signal).

|0046] As another example, if one or more of the gateways 102 anticipated to receive the
geolocation signal are suspected to be receiving a primary signal (i.e., a direct, non-reflected signal)
and a multipath signal (i.e., a signal that has reflected off of at least one object) from the end node
110, the geolocation signal could be constructed to have a periodic waveform that allows the distance
between the end node 110 and the reflecting object and the distance between the reflecting object and
the gateway 102 to be determined. For example, the geolocation signal may have maxima and minima
spaced in order to create constructive (or destructive) interference in the presence of specific
multipath.

|0047] As another example, the one or more parameters of the geolocation signal may
dictate that the geolocation signal have a waveform with several maxima and/or minima. This may
allow the receiving gateway 102 several opportunities to find and receive the geolocation signal. For

example, the channel(s) on which the geolocation signal is transmitted may have a fluctuating noise
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profile. By transmitting the geolocation signal with a waveform having several maxima and/or
minima, the gateway 102 may find and receive the geolocation signal while the noise is at a minimum
and the geolocation signal 1s at a maximum.

|0048] As yet another example, the environment in which the system 100 operates may
sutfer from a periodic interferer that may interfere with and obfuscate the geolocation signal at
particular times. Accordingly, the geolocation signal may be transmitted from the end node 110 to the
gateways 102 at a time other than that which the period interferer is transmitting. Additionally or
alternatively, the environment of the system 100 may include an interférer that 1s causing interference
on a particular sub-carrier, channel, or frequency. To avoid this interference, the geolocation signal
may be transmitted by the end node 110 on a different sub-carrier, channel, and/or frequency.

[0049] As a further example, one or more channels in the environment of the system 100
may be reserved for narrowband signaling, which may keep those channels more clean of wideband
interference. Accordingly, the geolocation signal (which may be a narrowband signal) may be
transmitted by the end node 110 on those one or more channels reserved for narrowband signaling.

0050} At step 206, the one or more parameters of the geolocation signal may be
transmitted to the end node 110. The radio controller 106 may transmit the geolocation signal to the
end node 110 via one or more gateways 102. For example, the radio controller 106 may select one of
the gateways 102 based, at least in part, on which gateway 102 is best suited to handle the
downstream communication to the end node 110. The radio controller 106 may accordingly transmit
the one or more parameters of the geolocation signal to the selected gateway 102. The gateway 102
may receive the one or more parameters and store them until its next communication with the end
node 110.

(0051} The end node 110 may transmit an uplink message packet to one or more gateways
102 within communication range of the end node 110. The uplink message packet may include a
payload with data, such as data collected by the end node 110 and intended to be delivered to the
application servers 108. The uplink message packet may be transmitted by the end node 110
according to a schedule maintained by the end node 110 or according to an event detected by the end
node 110, as some examples. The gateways 102, which may include the gateway 102 selected by the
radio controller 106 to provide the geolocation signal parameter(s), may thereby receive the uplink
message packet. Responsive to receiving the uplink message packet, the gateway 102 may initiate a
reply communication with the one or more parameters of the geolocation signal to the end node 110.
For example, the gateway 102 may transmit the one or more parameters of the geolocation signal to
the end node 110 as part of a downlink message packet.

[0052] The downlink message packet may further include instructions for the end node 110
to transmit the geolocation signal at its next transmit opportunity (or at a specified time, if so
indicated by the geolocation signal parameter(s)). In some aspects, the next transmit opportunity may

be responsive to the end node 110 receiving the downlink message packet from the gateway 102. In
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other aspects, the next transmit opportunity may occur at a later time, such as responsive to the end
node 110 detecting an event that triggers a communication with the gateway 102 or according to a
communication schedule maintained by the end node 110.

|0053] The downlink message packet may yet further include an acknowledgement that the
gateway 102 received the uplink message packet from the end node 110. The downlink message
packet with the geolocation signal parameter(s) may be transmitted to the end node 110 during a
receive window opened by the end node 110 during which the end node 110 is operable to receive
communications.

[0054] At step 208, responsive to the end node 110 receiving the parameter(s) of the
geolocation signal, the end node 110 may be caused to transmit the geolocation signal to a plurality of
gateways 102 according to the parameter(s) of the geolocation signal. Accordingly, the plurality of
gateways 102 may receive the geolocation signal. For example, the plurality of gateways 102 may
comprise the gateways 102 that are within communication range of the radio transceiver of the end
node 110.

|[0055] As indicated, the geolocation signal may comprise a signal that is readily identified
and received by the plurality of gateways 102. For example, the geolocation signal parameter(s) may
indicate that the geolocation signal comprises a narrowband signal (e.g., with a bandwidth of about
125 KHz or about 500 KHz) with a relatively high power compared to other communications
typically effectuated by the end node 110. In an aspect, the geolocation signal may be implemented
using a frequency-shift keying (FSK) modulation scheme. As another example, the geolocation signal
parameter(s) may indicate that the geolocation signal be transmitted by the end node 110 at a
specified time, such as for the purpose of avoiding a periodic interference in the environment. Further,
the geolocation signal parameter(s) may indicate that the geolocation signal comprise a particular
wavetorm. For example, the waveform of the geolocation signal may comprise several maxima and/or
minima to avoid a fluctuating noise profile in the environment. As another example, the geolocation
signal parameter(s) may specify that the geolocation signal be transmitted on a certain channel or a
certain set of channels.

[0056] The geolocation signal may be embodied as an uplink message packet. As such, the
uplink message packet may include a payload comprising data and a preamble with metadata
describing the payload and/or the uplink message packet itself. Further, the geolocation signal may
include a time stamp indicating the time that the end node 110 transmits the geolocation signal (which
may be referred to as the “transmission time”). The time stamp may be determined according to a
common clock synchronized between the end node 110 and the gateways 102.

|0057] In some aspects, the end node 110 may transmit a pre-notification to the gateways
102 betore transmitting the geolocation signal in order to notify those gateways 102 that the
geolocation signal will be sent. The pre-notification may include a time at which the end node 110

plans to transmit the geolocation signal. The pre-notification may additionally include a channel or set
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of channels on which the geolocation signal will be transmitted by the end node 110. The pre-
notification may be in the form of a low power spread spectrum signal, as is used in standard non-
geolocation communications between the end node 110 and the gateways 102. Further, instructions
for the end node 110 to send the pre-notification to the gateways 102 may have been included in the
downlink message packet with the geolocation signal parameter(s) previously sent from the radio
controller 106 to the end node 110. The gateways 102 may receive the pre-notification from the end
node 110 and adjust their operation accordingly to identify and receive the geolocation signal from the
end node 110. For example, the gateways 102 may tune their respective transceiver antennas to one or
more channels specified in the pre-notification. Further, the gateways 102 may tune their respective
transceiver antennas to the one or more channels at a time specified in the pre-notification.

|0058] At step 210, the respective times at which the geolocation signal is received by each
of the plurality of gateways 102 may be identified and recorded. The respective time of receipt (which
may be retferred to as the “receipt time”) may be identified by each of the plurality of gateways 102. A
time stamp of the receipt time may be appended to the uplink message packet received by the
respective gateway 101 or the time stamp may be stored and communicated separately. The time
stamp may be determined according to a common clock maintained across the end nodes 110 and the
gateways 102, for example.

[0059] The gateways 102 may transmit the respective receipts times to the radio controller
106, which, in turn, may transmit the receipt times to the geolocation resolver 112. Likewise, the
transmission time (i.e., the time at which the end node 110 sent thé geolocation signal) may
additionally be sent to the radio controller 106 and the geolocation resolver 112. In some aspects, the
transmission time and the receipt times may be included in the uplink message packet. Thus, the
uplink message packet may be transmitted by the gateways 102 to the radio controller 106. The
transmission time and the receipt times may be extracted from uplink message packet by the radio
controller 106 and sent on to the geolocation resolver 112. In other aspects, particularly in cases
where trilateration is used in the geolocation process instead of multilateration, the differences in the
transmission time and the receipt times may be calculated to determine the respective times of flight
of each transmission between the end node 110 and the respective gateway 102. The times of flight
may accordingly be transmitted to the radio controller 106 and/or the geolocation resolver 112 for use
in determining the geolocation of the end node 110. The times of flight may be determined by the
gateways 102, the radio controller 106, and/or the geolocation resolver 112.

(0060] At step 212, based at least on the receipt times, the geolocation of the end node 110
may be determined. The determination of the geolocation of the end node 110 may further be based
on the known information relating to the system 100 and components thereof, such as the location of
the gateways 102. For example, the receipt times and locations of the gateways 102 may be used in a
multilateration process to determine the geolocation of the end node. As another example, the receipt

times, as well as the transmission time and the known locations of the gateways 102, may be used in a
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trilateration process to determine the geolocation of the end node 110. The geolocation of the end

node 110 may be determined by the geolocation resolver 112.

[0061] FIG. 3 1llustrates an example method 300 of determining a precise geolocation of
one of the end nodes 110. At step 302, a set of instructions is transmitted to the end node 110. The set
of instructions may include an algorithm to determine one or more channels on which a geolocation
signal 1s to be transmitted by the end node 110 to a plurality of gateways 102. Further, a geolocation
channel map may be transmitted to the end node 110, either with the set of instructions or separately.
The geolocation channel map may define one or more channels and their corresponding frequencies at
which the end node 110 may potentially transmit the geolocation signal to the gateways 102, such as
for purposes of determining the geolocation of the end node 110. The end node 110 may additionally
receive, store, and/or use a standard channel map which defines one or more channels and their
corresponding frequencies at which the end node 110 communicates data other than a geolocation
signal, such as the typical transmission of data collected by the end node 110 and intended to be
passed upstream to the application servers 108. It is noted that the channels defined by the geolocation
channel map and the standard channel map are not necessarily mutually exclusive and the geolocation
channel map may define one or more channels that are also defined in the standard channel map.

[0062] In an aspect, the set of instructions may include a pseudo-random algorithm that
yields a predictable output of a channel upon a certain input. An example input of the algorithm may
include the standard channel map, the geolocation channel map, an identifier of the end node 110
(e.g., a MAC address), and the time of the system 100 (e.g., the time according to a common clock
synchronized across the system 100). The output channel may be a channel from the geolocation
channel map.

[0063] In another aspect, the set of instructions may be associated with one of the gateway-
channel clusters 120a, b (FIG. 1B). The set of instructions transmitted to and received by the end node
10 may be or correspond with the set of instructions that are also utilized by the gateways 102 of the
gateway-channel cluster 120a, b to determine a channel from a pre-determined set of channels on
which each of the gateways 102 operate during a time interval.

. [0064] At step 304, an instruction or other indication to determine the geolocation of the
end node 110 may be received. For example, the radio controller 106 may receive the instruction to
determine the geolocation of the end node 110 from one or more of the applications servers 108. The
application server 108 may provide such an instruction upon a determination that a precise
geolocation of the end node 110 is needed or desirable based on, for example, an application of a
business rule or a user input.

[0065] Based, at least in part, on the instruction or other indication to determine the
geolocation of the end node 110, the radio controller 106 may transmit instructions to the end node
110 for the end node 110 to transmit the geolocation signal. In an aspect, the instructions may indicate

a time at which the end node 110 is to transmit the geolocation signal. To this end, the radio controller
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106 may transmit the instructions to one or more gateways 102. For example, the radio controller 106
may select one or more of the gateways 102 based on an expected or estimated proximity to the end
node 110 and transmit the instructions to that gateway(s) 102. As another example, the radio
controller 106 may select one or more of the gateways 102 based on one or more gateway-channel
clusters 120a,b that may be associated with the end node 110. For instance, it may be known which
gateway-channel cluster 120a, b most recently communicated with the end node 110. The gateway
102 may store the instructions until the gateway’s 102 next communication with the end node 110.
Upon such next communication, the gateway 102 may transmit the instructions to the end node 110.
For example, the end node 110 may initiate a communication with the gateway 102 to transmit an
uplink message packet to the gateway 102. The gateway 102 may respond to the received uplink
message packet by transmitting a downlink message packet with an acknowledgement back to the end
node 110. The downlink message packet may include the instructions for the end node 110 to transmit
the geolocation signal to the gateways 102.

[0066] At step 306, responsive to receiving the instructions to transmit the geolocation
signal, the end node 110 may execute the set of instructions to determine the channel on which to
transmit the geolocation signal. As indicated, with one example algorithm included in the set of
instructions, the end node 110 may input the standard channel map, the geolocation channel map, an
tdentitier of the end node 110 (e.g., a MAC address), and the time of the system 100 into the
algorithm and receive a channel as the output. The output channel may be a channel from the
geolocation channel map.

[0067] In an aspect in which the set of instructions is associated with one of the gateway-
channel clusters 120a, b and corresponds to the set of instructions or algorithm used by the gateways
102 of that gateway-channel cluster 120a, b to determine the channel upon which the gateways
operate during a time interval, the end node 110 may execute such a set of instructions. The end node
110 may thereby determine the channel to which the gateways 102 are tuned during the present or
future time interval. The end node 110 may previously have been informed of a particular gateway-
channel cluster 120a, b. For example, a gateway-channel cluster identifier may have been included in
a prior downlink message packet or other communication from one of the gateways 102 of the
particular gateway-channel cluster 120a, b.

[0068] In an aspect, instead of the end node 110 executing the set of instructions, the radio
controller 106 and/or one or more of the gateways 102 may execute the set of instructions to
determine the channel on which the end node 110 is to transmit the geolocation signal to the gateway
102. The determined channel may then be transmitted to the end node 110 and/or the gateways 102
according to processes described elsewhere herein.

[0069] At step 308, the end node 110 may transmit the geolocation signal on the determined
channel to a plurality of gateways 102. The geolocation signal may be transmitted by the end node

110 at a time specified in the instructions provided to the end node 110 or at the next time at which
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the end node 110 would otherwise communicate with the gateways 102. In some aspects, the
geolocation signal may be transmitted responsive to the end node 110 receiving the instructions to do
so and/or executing the set of instructions to determine the channel on which to transmit. The
gateways 102 may accordingly receive the geolocation signal from the end node 110 on the channel.

[0070] The geolocation signal may comprise a high power signal. For example the
geolocation signal may be transmitted with a power of about 1 Watt or other power level described
herein as a high power signal. In an aspect, the geolocation signal may comprise an uplink message
packet, as described elsewhere herein. Further, the geolocation signal may include a time stamp
indicating the time that the end node 110 transmits the geolocation signal (the “transmission time”).
The time stamp may be determined according to a common clock synchronized between the end node
110 and the gateways 102.

|0071] To receive the geolocation signal from the end node 110, each of the gateways 102
may be contigured to tune to the channel on which the end node 110 transmits the geolocation signal.
The gateways 102 may each tune to the channel at a specified time. The gateways 102 may be
informed of the channel and/or the time according to one or more techniques.

[0072] In an aspect in which the end node 110 executes a set of instructions associated with
one of the gateway-channel clusters 120a, b and corresponding to the set of instructions or algorithm
used by the gateways 102 of that gateway-channel cluster 120a, b to determine the channel upon
which the gateways operate during a time interval, as discussed above, the end node 110 may transmit
the geolocation signal on the determined channel. Since the gateways 102 of the particular gateway-
channel cluster 120a, b utilize a same or similar set of instructions or algorithms, those gateways 102
of the gateway-channel cluster 120a, b may be tuned to that same channel and may thereby receive
the geolocation signal on the channel.

10073] In one aspect, such as when the radio controller 106 (instead of the end node 110)
executes the set of instructions to determine the channel and then communicates the channel to the
end node 110, the radio controller 106 may transmit the channel and/or the time to the gateways 102.
As 1t would typically be unnecessary to transmit the channel and/or time to all the gateways 102 in the
system 100, 1t may be desirable to determine those gateways 102 that are expected to receive the
geolocation signal from the end node 110. To this end, the radio controller 106 may use the known
locations of the gateways 102 and an estimated or previously determined location of the end node 110

to determine those gateways that are within a threshold range of the end node 110. For example, the
threshold range may correspond to the communication range of the radio transceiver of the end node
110.

[0074] As another method to determine those gateways 102 that are expected to receive the
geolocation signal from the end node 110, the known locations of the gateways 102 may be

represented in a grid layout of the environment, with each gateway 102 being located in a cell of the

grid. Each cell may be associated with a multicast address that may be used to send a multicast
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communication to those gateways 102 located within the cell. The radio controller 106 may determine

the gateways 102 that are expected to receive the geolocation signal from the end node 110 by

identifying the cell corresponding to an estimated or previously known location of the end node 110.
In one aspect, the gateways 102 within that cell may comprise the determined gateways 102. In
another aspect, the gateways 102 within that cell as well as the gateways 102 in the cells adjacent to
that cell may comprise the determined gateways 102. The radio controller 106 may accordingly
transmit the channel and/or time to the gateways 102 using the multicast. address(es) associated with
those cell(s). In some aspects, the radio controller 106 may instead transmit the channel and/or time to
the gateways 102 using unicast addresses (e.g., MAC addresses) of the gateways 102 located in the
cell(s).

[0075] In another aspect, the gateways 102 may be informed of the channel on which the
end node 110 will transmit the geolocation signal and/or the time thereof by the end node 110
transmitting a pre-notification to the gateways 102 before the end node 110 transmits the geolocation
signal. The pre-notification may include an indication of the channel on which the end node 110 will
transmit the geolocation signal. For example, the end node 110 may have previously executed the set
of instructions to determine the channel. The pre-notification may further include the time at which
the end node 110 will transmit the geolocation signal. The pre-notification may be in the form of a
spread spectrum signal transmitted at a low power (e.g., about .1 Watt or other power level -described
herein as a low power signal) and on a channel from the standard channel map, such as the case with
the standard communications between the end nodes 110 and the gateways 102.

[0076] Atstep 310, the respective times at which the geolocation signal is received by each
of the plurality of gateways 102 may be identified and recorded. The respective time of receipt (the
“recelpt time”) may be identified by each of the plurality of gateways 102. The receipt time may be
determined according to a common clock maintained across the end nodes 110 and the gateways 102,
for example.

j0077] The gateways 102 may each transmit the respective receipt times to the radio
controller 106. In aspects in which the transmission time of the end node 110 is also included in the
geolocation signal, the transmission time may additionally be transmitted to the radio controller 106.
[n turn, the radio controller 106 may transmit the receipt times (and transmission time, if applicable)
to the geolocation resolver 112.

|0078] At step 312, the geolocation of the end node 110 may be determined based, at least
in part, on the identified times at which the geolocation signal was received by the gateways 102. The
determination of the geolocation of the end node 110 may further be based on the known information
relating to the system 100 and components thereof, such as the location of the gateways 102. For
example, the receipt times and locations of the gateways 102 may be used in a multilateration process
to determine the geolocation of the end node. As another example, the receipt times, as well as the

transmission time and the known locations of the gateways 102, may be used in a trilateration process
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to determine the geolocation of the end node 110. The geolocation of the end node 110 may be

determined by the geolocation resolver 112.

[0079] It will be appreciated that the methods and techniques disclosed herein for
determining a geolocation of an end node 110 in a low power wide area network may be equally
applicable when applied to determining a geolocation of a gateway 102 in the low power wide area
network. In this instance, the gateway 102 may perform some or all of the functionality described in
relation to the end nodes 110 relevant to the determination of the geolocation of the end nodes 110.
For example, one of the gateways 102 may transmit a geolocation signal to other gateways 102 with
one or more parameters (€.g., as a high power signal) that facilitate the accurate receipt of the
geolocation signal by the other gateways 102. Based at least in part on the respective reception times
of the geolocation signal by the other gateways 102, the geolocation of the gateway 102 may thereby
be calculated.

[0080] In an exemplary aspect, the methods and systems may be implemented on a
computing device such as a computing device 401 (e.g., computer) as illustrated in F1G. 4 and
described below. By way of example, the gateways 102, the radio controller 106, the applicafion
servers 108, the end nodes 110, and/or the geolocation resolver 112 of FIGS. 1A and 1B may be a
computing device as illustrated in FIG. 4. Similarly, the methods and systems disclosed may utilize
one or more computing device to perform one or more functions in one or more locations. FIG. 4 is a
block diagram illustrating an exemplary operating environment for performing the disclosed methods.
This exemplary operating environment is only an example of an operating environment and is not
intended to suggest any limitation as to the scope of use or functionality of operating environment
architecture. Neither should the operating environment be interpreted as having any dependency or
requirement relating to any one or combination of components illustrated in the exemplary operating
environment.

|0081] The present methods and systems may be operational with numerous other general
purpose or special purpose computing system environments or configurations. Examples of well
known computing systems, environments, and/or configurations that may be suitable for use with the
systems and methods comprise, but are not limited to, personal computers, server computers, laptop
devices, and multiprocessor systems. Additional examples comprise set top boxes, programmable
consumer electronics, network PCs, minicomputers, mainframe computers, distributed computing
environments that comprise any of the above systems or devices, and the like.

[0082] The processing of the disclosed methods and systems may be performed by software
components. The disclosed systems and methods may be described in the general context of
computer-executable instructions, such as program modules, being executed by one or more
computers or other devices. Generally, program modules comprise computer code, routines,
programs, objects, components, data structures, etc. that perform particular tasks or implement

particular abstract data types. The disclosed methods may also be practiced in grid-based and
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distributed computing environments where tasks are performed by remote processing devices that are

linked through a communications network. In a distributed computing environment, program

modules may be located 1n both local and remote computer storage media including memory storage
devices.

[0083] Further, one skilled in the art will appreciate that the systems and methods disclosed
herein may be implemented via a general-purpose computing device in the form of a computing
device 401. The components of the computing device 401 may comprise, but are not limited to, one
or more processors 403, a system memory 412, and a system bus 413 that couples various system
components including the processor 403 to the system memory 412. In the case of multiple processors
403, the system may utilize parallel computing.

[0084] The system bus 413 represents one or more of several possible types of bus
structures, including a memory bus or memory controller, a peripheral bus, an accelerated graphics
port, and a processor or local bus using any of a variety of bus architectures. By way of example,
such architectures may comprise an Industry Standard Architecture (ISA) bus, a Micro Channel
Architecture (MCA) bus, an Enhanced ISA (EISA) bus, a Video Electronics Standards Association
(VESA) local bus, an Accelerated Graphics Port (AGP) bus, and a Peripheral Component
Interconnects (PCI), a PCI-Express bus, a Personal Computer Memory Card Industry Association
(PCMCIA), Universal Serial Bus (USB) and the like. The bus 413, and all buses specified in this
description may also be implemented over a wired or wireless network connection and each of the
subsystems, including the processor 403, a mass storage device 404, an operating system 405, a
service software 400, a service data 407, a network adapter 408, system memory 412, an Input/Output
Intertace 410, a display adapter 409, a display device 411, and a human machine interface 402, may
be contained within one or more remote computing devices 414a,b,c at physically separate locations,
connected through buses of this form, in effect implementing a fully distributed system.

[008S5] The computing device 401 typically comprises a variety of computer readable
media. Exemplary readable media may be any available media that is accessible by the computing
device 401 and comprises, for example and not meant to be limiting, both volatile and non-volatile
media, removable and non-removable media. The system memory 412 comprises computer readable
media in the form of volatile memory, such as random access memory (RAM), and/or non-volatile
memory, such as read only memory (ROM). The system memory 412 typically contains data such as
service data 407 and/or program modules such as operating system 405 and service software 406 that
are immediately accessible to and/or are presently operated on by the processor 403.

|[0086] In another aspect, the computing device 401 may also comprise other
removable/non-removable, volatile/non-volatile computer storage media. By way of example, FIG. 4
tllustrates a mass storage device 404 which may provide non-volatile storage of computer code,
computer readable instructions, data structures, program modules, and other data for the computing

device 401. For example and not meant to be limiting, a mass storage device 404 may be a hard disk,
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a removable magnetic disk, a removable optical disk, magnetic cassettes or other magnetic storage
devices, flash memory cards, CD-ROM, digital versatile disks (DVD) or ot her optical storage, random
access memories (RAM), read only memories (ROM), electrically erasable programmable read-only
memory (EEPROM), and the like.

[0087] Additionally or alternatively, any number of program modules may be stored on the
mass storage device 404, including by way of example, an operating system 405 and service software
406. Each of the operating system 405 and service software 406 (or some combination thereof) may
comprise elements of the programming and the service software 406. Service data 407 may also be
stored on the mass storage device 404. Service data 407 may be stored in any of one or more
databases known in the art. Examples of such databases comprise, DB2®, Microsoft® Access,
Microsoft® SQL Server, Oracle®, mySQL, PostgreSQL, and the like. The databases may be
centralized or distributed across multiple systems.

[0088] In another aspect, the user may enter commands and information into the computing
device 401 via an input device (not shown). Examples of such input devices comprise, but are not
limited to, a keyboard, pointing device (e.g., a “mouse™), a microphone, a joystick, tactile input
devices such as gloves, and other body coverings, and the like These and other input devices may be
connected to the processor 403 via a human machine interface 402 that is coupled to the system bus
413, but may be connected by other interface and bus structures, such as a parallel port, game port, an
IEEE 1394 Port (also known as a Firewire port), a serial port, or a universal serial bus (USB).

|[0089] In yet another aspect, a display device 411 may also be connected to the system bus
413 via an interface, such as a display adapter 409. It is contemplated that the computing device 401
may have more than one display adapter 409 and the computing device 401 may have more than one
display device 411. For example, a display device may be a monitor, an LCD (Liquid Crystal
Display), or a projector. In addition to the display device 411, other output peripheral devices may
comprise components such as speakers (not shown) and a printer (not shown) which may be

connected to the computing device 401 via Input/Output Interface 410. Any step and/or result of the

methods may be output in any form to an output device. Such output may be any form of visual
representation, including, but not limited to, textual, graphical, animation, audio, tactile, and the like.
The display 411 and computing device 401 may be part of one device, or separate devices.

10090] The computing device 401 may operate in a networked environment using logical

connections to one or more remote computing devices 414a,b,c. By way of example, a remote
computing device may be a personal computer, portable computer, smartphone, a server, a router, a
network computer, a peer device or other common network node, and so on. Logical connections
between the computing device 401 and a remote computing device 414a,b,c may be made via a
network 415, such as a local area network (LAN) and a general wide area network (WAN). Such
network connections may be through a network adapter 408. A network adapter 408 may be

implemented in both wired and wireless environments. Such networking environments are
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conventional and commonplace in dwellings, offices, enterprise-wide computer networks, intranets,

and the Internet.

[0091] For purposes of illustration, application programs and other executable program
components such as the operating system 405 are illustrated herein as discrete blocks, although it is
recognized that such programs and components reside at various times in different storage
components ot the computing device 401, and are executed by the data processor(s) of the computer.
An 1mplementation of service software 406 may be stored on or transmitted across some form of
computer readable media. Any of the disclosed methods may be performed by computer readable
instructions embodied on computer readable media. Computer readable media may be any available
media that may be accessed by a computer. By way of example and not meant to be limiting,
computer readable media may comprise “computer storage media” and “communications media.”
“Computer storage media” comprise volatile and non-volatile, removable and non-removable media
implemented in any methods or technology for storage of information such as computer readable
instructions, data structures, program modules, or other data. Exemplary computer storage media
comprises, but is not limited to, RAM, ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other medium which may be used to
store the desired information and which may be accessed by a computer.

[0092] As used in the specification and the appended claims, the singular forms “a,” “an”
and “the” include plural referents unless the context clearly dictates otherwise. Ranges may be
expressed herein as from “about” one particular value, and/or to “about” another particular value.
When such a range is expressed, another embodiment includes from the one particular value and/or to
the other particular value. Similarly, when values are expressed as approximations, by use of the
antecedent “about,” it will be understood that the particular value forms another embodiment. It will
be further understood that the endpoints of each of the ranges are significant both in relation to the
other endpoint, and independently of the other endpoint.

[0093] “Optional” or “optionally” means that the subsequently described event or
circumstance may or may not occur, and that the description includes instances where said event or
circumstance occurs and instances where it does not.

[0094] Throughout the description and claims of this specification, the word “comprise”
and variations of the word, such as “comprising” and “comprises,” means “including but not limited
to,” and 1s not intended to exclude, for example, other components, integers or steps. “Exemplary”
means “an example ot and is not intended to convey an indication of a preferred or ideal
embodiment. “Such as” is not used in a restrictive sense, but for explanatory purposes.

[0095] Disclosed are components that may be used to perform the disclosed methods and
systems. These and other components are disclosed herein, and it is understood that when

combinations, subsets, interactions, groups, etc. of these components are disclosed that while specific
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reference of each various individual and collective combinations and permutation of these may not be
explicitly disclosed, each 1s specifically contemplated and described herein, for all methods and
systems. This applies to all aspects of this application including, but not limited to, steps in disclosed
methods. Thus, tf there are a variety of additional steps that may be performed it is understood that
each of these additional steps may be performed with any specific embodiment or combination of
embodiments of the disclosed methods.

[0096] While the methods and systems have been described in connection with preferred
embodiments and specific examples, it is not intended that the scope be limited to the particular
embodiments set forth, as the embodiments herein are intended in all respects to be illustrative rather
than restrictive.

[0097] Unless otherwise expressly stated, it is in no way intended that any method set forth
herein be construed as requiring that its steps be performed in a specific order. Accordingly, where a
method claim does not actually recite an order to be followed by its steps or it is not otherwise
specifically stated in the claims or descriptions that the steps are to be limited to a specific order, it is
no way intended that an order be inferred, in any respect. This holds for any possible non-express
basis for interpretation, including: matters of logic with respect to arrangement of steps or operational
flow; plain meaning derived from grammatical organization or punctuation; the number or type of
embodiments described in the specification.

0098} It will be apparent to those skilled in the art that various modifications and variations
may be made without departing from the scope or spirit. Other embodiments will be apparent to those
skilled in the art from consideration of the specification and practice disclosed herein. It is intended

that the specification and examples be considered as exemplary only, with a true scope and spirit

being indicated by the following claims.
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What is claimed:

l. A method comprising:

causing an end node in a low power wide area network to transmit a geolocation

signal having one or more parameters;

determining a plurality of receipt times, each receipt time of the plurality of receipt
times indicative of a time at which the geolocation signal was received by a respective
gateway of a plurality of gateways of the low power wide area network; and

based at least in part on the plurality of receipt times, determining a geolocation of the

end node.

2. The method of claim 1, wherein the one or more parameters comprise a power at

which the geolocation signal is transmitted.

3. The method of claim 2, wherein the power at which the geolocation signal 1s

transmitted is between 0.5 Watt and 1 Watt.

4, The method of claim 2 or 3, wherein the power is based on at least one of:

an estimated distance between the end node and at least one of the plurality of
gateways, and

a presence, or lack thereof, of an obstruction between the end node and the at least

one of the plurality of gateways.

5. The method of any one of claims 1-4, wherein the one or more parameters comprise a
first channel on which the end node is to transmit the geolocation signal, and wherein the first

channel is based on interference on a different second channel.

6. The method of any one of claims 1-5, wherein the one or more parameters comprise a
time at which the end node is to transmit the geolocation signal, and wherein the time is

based on a periodic interference in an environment in which the end node and plurality of

gateways operate.

7. The method of any one of claims 1-6, wherein the one or more parameters comprise

an attribute of a waveform of the geolocation signal.
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8. The method of claim 7, wherein the attribute of the waveform of the geolocation

signal comprises two or more maxima and minima.

9. The method of any one of claims 1-8, wherein the geolocation signal comprises a
transmission time at which the end node transmitted the geolocation signal, and the

determining the geolocation of the end node is further based on the transmission time.

10.  The method of any one of claims 1-9, wherein the causing the end node to transmit
the geolocation signal comprises causing the end node to transmit the geolocation signal at a

specified time.

11.  The method of any one of claims 1-10, wherein the causing the end node to transmit
the geolocation signal comprises causing the end node to transmit a pre-notification

communication indicating a time at which the end node will transmit the geolocation signal.

12.  The method of claim 11, wherein the pre-notification communication further

comprises a channel on which the geolocation signal will be transmitted by the end node.

13.  The method of claim 12, wherein the plurality of gateways comprise a gateway-
channel cluster in which each gateway operates on the same channel at a given time, and
wherein the channel on which each gateway in the gateway-channel cluster operates
corresponds to the channel on which the geolocation signal will be transmitted by the end

node.

14. A device comprising:
one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause

the device to implement the method of any one of claims 1-13.

15. A system comprising:
the end node:
the plurality of gateways; and

a controller configured to implement the method of any one of claims 1-13.
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16. A method comprising:

causing transmission, to an end node ot a low power wide area network, of one or more
parameters of a geolocation signal to be transmitted by the end node;

receiving, from each gateway of a plurality of gateways of the low power wide area network,
data indicative of a time at which a respective gateway of the plurality of gateways received the
geolocation signal transmitted, according to the one or more parameters, from the end node; and

based at least in part on the data indicative of the times at which the respective gateways each

received the geolocation signal from the end node, determining a geolocation of the end node.

17.  The method of claim 16, wherein the one or more parameters comprise a power at

which the geolocation signal is transmitted.

18.  The method of claim 17, wherein the power at which the geolocation signal i1s

transmitted 1s between 0.5 Watt and 1 Watt.

19.  The method of claim 17 or 18, wherein the power is based on at least one of:

an estimated distance between the end node and at least one of the plurality of
gateways, and

a presence, or lack thereof, of an obstruction between the end node and the at least

one of the plurality of gateways.

20.  The method of any one of claims 16-19, wherein the one or more parameters
comprise a first channel on which the end node is to transmit the geolocation signal, and

wherein the first channel is based on interference on a different second channel.
21.  The method of any one of claims 16-20, wherein the one or more parameters
comprise a time at which the end node is to transmit the geolocation signal, and wherein the

time is based on a periodic interference in an environment in which the end node and

plurality of gateways operate.

22.  The method of any one of claims 16-21, wherein the one or more parameters

comprise an attribute of a waveform of the geolocation signal.
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23.  The method of claim 22, wherein the attribute of the waveform of the geolocation

signal comprises two or more maxima and minima.

24.  The method of any one of claims 16-23, wherein the geolocation signal comprises a
transmission time at which the end node transmitted the geolocation signal, and the

determining the geolocation of the end node is further based on the transmission time.

25.  The method of claim 16-24, wherein the plurality of gateways comprise a gateway-
channel cluster in which each gateway operates on the same channel at a given time, and
wherein the channel on which each gateway in the gateway-channel cluster operates

corresponds to a channel on which the geolocation signal will be transmitted by the end node.

26. A device comprising:
one or more processors; and
memory storing instructions that, when executed by the one or more processors, cause

the device to implement the method of any one of claims 16-25.

27. A system comprising:
the end node;
the plurality of gateways; and

a controller configured to implement the method of any one of claims 16-25.

28. A method comprising:

causing transmission, to an end node of a low power wide area network, of a set of
instructions to determine a channel on which a geolocation signal is to be transmitted by the end node;

causing the end node to transmit the geolocation signal, having one or more parameters, on a
channel determined by execution of the set of instructions by the end node;

identifying a plurality of receipt times, each receipt time of the plurality of receipt times
indicative of a time at which the geolocation signal was received, on the channel, by a respective
gateway of a plurality of gateways of the low power wide area network; and

based at least in part on the plurality of receipt times, determining a geolocation of the end

node.
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29.  The method of claim 28, wherein the one or more parameters comprise a power at

which the geolocation signal 1s transmitted.

30.  The method of claim 29, wherein the power at which the geolocation signal is

transmitted is between 0.5 Watt and 1 Watt.

31.  The method of claim 29 or 30, wherein the power is based on at least one of:

an estimated distance between the end node and at least one of the plurality of
gateways, and

a presence, or lack thereof, of an obstruction between the end node and the at least

one of the plurality of gateways.

32.  The method of any one of claims 28-31, wherein the channel is determined turther

based on interference on a different second channel.

33.  The method of any one of claims 28-32, wherein the one or more parameters
comprise a time at which the end node is to transmit the geolocation signal, and wherein the
time is based on a periodic interference in an environment in which the end node and

plurality of gateways operate.

34.  The method of any one of claims 28-33, wherein the one or more parameters

comprise an attribute of a waveform of the geolocation signal.

35. The method of claim 34, wherein the attribute of the waveform of the geolocation

signal comprises two or more maxima and minima.
36.  The method of any one of claims 28-35, wherein the geolocation signal comprises a

transmission time at which the end node transmitted the geolocation signal, and the

determining the geolocation of the end node is further based on the transmission time.

37.  The method of any one of claims 28-36, wherein the causing the end node to transmit
the geolocation signal comprises causing the end node to transmit the geolocation signal at a

specified time.
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38.  The method of any one of claims 28-37, wherein the causing the end node to transmit
the geolocation signal comprises causing the end node to transmit a pre-notification

communication indicating a time at which the end node will transmit the geolocation signal.

39.  The method of claim 38, wherein the pre-notification communication further

comprises the channel on which the geolocation signal will be transmitted by the end node.

40.  The method of claim 39, wherein the plurality of gateways comprise a gateway-
channel cluster in which each gateway operates on the same channel at a given time, and
wherein the channel on which each gateway 1n the gateway-channel cluster operates
corresponds to the channel on which the geolocation signal will be transmitted by the end

node.

41. A device comprising:
one or more processors; and
memory storing Instructions that, when executed by the one or more processors, cause

the device to implement the method of any one of claims 28-40.
42. A system comprising:
the end node;

the plurality of gateways; and

a controller configured to implement the method of any one of claims 28-40.
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