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% %X A9HE (#9224 METHOD AND SYSTEM FOR SECURELY
CONTROLLING ACCESS TO SYSTEM
RESOURCES IN A DISTRIBUTED SYSTEM

Embodiments of the present inveation provide an improved method and system for securely
controlling access to resources in a distributed computer system. One embodiment of the present
* Inventon stores and binds a group identification to a target object and then uses membership chec
ing to determine whether a client object which requests access 1o the target object is & member of
& group with access rights to the target object. In this way, the prescatinvendon avoids performing
costly cryptographic operations in order to verify access rights of requesting objects, as was common
in some prior art systems.

A second embodimeat of the present invention stores and binds & group identification to a
target object refercnce and then passes the target object reference to client objects in the system,
Since the target object reference includes a group identification eatry, a first client object is able to
determine which other clients in the System arc members of the ideatified group. This determination
allows the first clicnt object to pass the target object reference to the other members of the group

without first communicating with the server for the target object. In this way, the present invention

avoids the costly transaction costs of cormnunjcating with the server for the target object.
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