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LOGGING IN SECURE ENCLAVES

BACKGROUND
i, Field
The present disclosure pertaing to the field of information processing, and more

particularly, to the field of security in information processing svstems.

2, Deseription of Related Ast

Confidential information is stored, transontied, and ased by many nformation processing
systems. Thersfore, techmques have been developed o provide for the secure handling and
storing of confidential information. These techniques include various approaches to creating and
matntaining a secured, protected, or isolated parlition or envirowment within an nformation

Processing svstem.

Brigt Description of the Figures

The present invention 13 ithustrated by way of example and not lmitation m the
accompanying fgures.

Figure | iasirates a sysiem wmcluding logoing 1 secure enclaves avcording to an
gmbodimant of the present invention.

Figure 2 tlustrates a secure enclave unit according to an embodiment of the present
mvention.

Figure 3 tustrates a method for logging in secure enclaves according to an embodiment of

the present inveniion.

Detatled Description

Embodiments of an invention for logging in secure enclaves are deserbed. In this
description, nomerous spectfic details, such as component and system configurations, nwy be set
forth i order to provide a more thorough understanding of the present invention. It will be
appreciated, however, by one skilled in the art, that the invention may be practiced without such
specific details. Additionally, some well-known stractures, circuits, and other features have not
been shown in detail, to avoid unnecessarily obscuring the present invention.

In the following description, references o “one enthodiment”™ “an embodiment,” “example
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embodiment,” “various embodimenis,” ete., mdicate thal the embodimeni{s} of the mvention so
described may include particular features, structares, or chavacteristics, but more than one
embodiment may and not every embadiment necessartly does include the particular featurss,
structures, or charactenistics, Further, some embodiments may have some, all, or none of the
features described for other embodiments.

Asused in the clasms, unless otherwise specified the use of the ordinal adjectives “fsy”
“second,” “third,” ete. to deseribe an element merely indicate that a particular instance of an
element or differant instances of like elements are being referred 1o, and 15 not intended to inply
that the elements so deseribed must be i a particular sequence, either teraporally, spatially, in
ranking, or in any other manner.

Also, the terms “bits,” “flags,” “fields,” "entries,” etc., may be used 1o deseribe any type of
storage location i a register, table, database, or other data structure, whether implamented in
hardware or software, but gre not meant to lim#t embodnments of the irvention o any particalar
type of storage location or number of bits or other clements within any particular storage
location. The term “clear™ may be used to indicate stormg or otherwise causing the logical value
of zero 1o be stored in g storage location, and the teom “set” may be used to indicate storing ov
otherwise causing the logical value of one, all ones, or some other specified value to be stored in
a storage location; however, these terms ate not meant to hinut embodinents of the present
invention 1o any particular bogical convention, as any logical convention may be wsed within
gmbodiments of the present mvention.

As deseribed i the background section, various approaches to creating and maintaining a
secured, protected, or isolated partition or environment within an information processing system
have been developed. One such approach involves secure enclaves as deseribed o the co-
pending U.S. Patent Application entitled “Method and Apparatus to Provide Secure Application
Execution,” filed June 19, 2012, Seral No. 13/527 547, which is heveby meorporated by
reference as an example of at feast one embodiment of a secure enclave. However, the
mcorporated reference is not intended to fimit the scope of embodiments of the invention in any
way and other embodinents may be used wiile remaining witlun the spirit and scope of the
mvention.

Figure 1 iflustrates system 100, an information processing sysiem including paging in
secare enclaves according fo an embodiment of the present invention, System 100 may
represent any type ol information processing systeny, such as a server, a desktop computer, a
portable computer, a set-top box, & hand-held device, or an embedded control gysteny. System

100 includes processor 110, systemy memory 120, and mformation storage devicg 1340 Systems

3
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embodying the present invention may include any number of each of these components and any
other components or other elements, such as information storage devices, peripherals, and
inputioutput devices. Any or all of the components or other elements in this or any system
embodiment, may be connecied, coupled, or otherwise m conununication with each other
through any number of huses, poini-to-point, or other wired or wireless imterfagces or
counections, unless specified otherwise,

System memory 120 may be dynamic random access memory or any other type of mediam
readable by processor 110, Information storage device 130 may include any type of persistent or
non-volatile mentory or storage, such as a Jash memory andfor o solid state, magnetic, or opbical
disk drive,

Processor 11 may represent one or nmore processors integrated on a single substrate or

packaged within a single package, each of which may include multiple threads and/or mudiiple

execution cores, in any combination. Each processor represented as processor 114 may be any
type of processor, inchidimg a general purpose microprocessor, such asa processor in the Tntel®
Core® Provessor Famuly, Intel® Atom® Processor Famuly, or other processor family from
Intel® Corporation, or another processor from another company, or a special purpose processor
ov nucrocontrolier. Processor 110 may include instruction wait 111, execution wnt 112,
processing storage 113, interface unit 114, processor control unit 115, cache unit 116, and secure
enclave wnt 117, Processor 1HY may also melude any other civountry, structures, or logic not
shown 1 Figure 1, and/or any circuifry, structwtes, or logic shown or described as elsewhers i
Figme 1.

Instruction anit 111 may represent any circunry, structure, or other hardware, such as an
instruction decoder, for fetching, receiving, decoding, smdéor schedaling instructions. Any
wstraction format mav be used within the scope of the present wvention; for example, an
mstruction may include an opeode and one or more operands, where the opcode may be decoded
o one or move micro-instructions or micro-operations for execution by execation umt 112

Execution unit 112 may inclade any circaiiry, structure, or other hardware, such as an
arithmetic umt, logic unit, Hoating point wn, shifter, etc., for processing data and executing
mstructions, micro-msiructions, sndfor micro-operations.

Processing storage 13 may represent any tvpe of storage usable for any purpose within
processor 1 1Y for example, it may inclode any mamber of data registers, mstruction registers,
status registers, configuration vegisters, conirol registers, other prograramable or hard-coded
registers of register files, or any other storage structures.

P

Interface unit 1 14 may represent any circuitry, structure, or other hardware, such as a bus

fia
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unif, messaging unit, or any other unif, port, ot interface, to allow processer 11} to commuticate
with other components i system 100 throagh any type of bas, point to point, or other
connection, direcily or through any other component, such as a memory confroller or a bus
bridge.

Procassor control untt 115 may include any logic, microcode, circuitry, or other hardware
10 control the aperation of the wmts and other elements of processor 110 and the transfer of data
within, into, and out of processor 110, Processor controb wit 15 may cause processor 110 to
perform or participate in the performance of method embodimenis of the present invention, such
as the method embodiments desceribed below, for example, by causing processor ) o execute
instractions received by instruction antt 111 and micro-instructions or micro-operations denved
from instructions received by instruction umt 111,

Cache anit 116 may represent any one or more levels of cache mamory in a memory
hierarchy of information processing system 100, implemenied in static random access memory
or any other memory technology. Cache unit 116 may melude any combination of cache
memories dedicated to or shared among any one or more execution cores of progessors within
processor 110 according to any known approaches to caching i information processing systems.

Secure enclave unit 117 may represent any logie, circuitry, havdware, or other structares
for creating and mainiaining a secured, protected, or isolated enviromment, such as a secure
enclave as described herain, v which an application or other software may v, execuis, be
loaded, or otherwise be present within an information processing system such as svstem 160,
For purposes of this description, each instance of such an enviromment may be referred to as a
secure enclave, although smbodiments of the present invention are not limited to those using a
secure enclave as the secuved, protected, or isolated environment. In one embodiment, a secure
enclave may be created and maintained using instruchions in the wstruction sel of a processor in
the Intel® Core® Processor Family or other processor family from Intel®: Corporation.

Figure 2 iHastrates secare enclave wmt 200, an embodiment of which may serve as secure
enclave unit 117 i system 100, All or part of secure enclave umit 200 may be meluded within
any one or more other anits of processor 110, such as instroction unit 111, execution anit 113,
processor storage 113, processor controf unit 113, and cache unit 116,

Secure enclave wnit 200 may include encryption umt 210, which may include any logie,
circuitry, or other hardware to execute any one or more encryption algorithms and the
corresponding decrvption algorithums, and may include logic, cirenitry, or other hardware shared
with another encryption unit iy processor 1 HL

Secure enclave unit 200 may also mclude enclave page cache (EPC) 228, In one
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embodiment, EPC 220 may be a dedicated portion of cache unit 116, such as a portion of a fast
level cache. Other embodiments are possible, inchuding embodiments in which all or part of
EPC 220 may be outside of processor 11 EPC 220 may be used (o store unencrypted code and
daia for one of more secure enclaves. Access control logic 214, range register{s) 216, and EPC
map (EPCM}) 218 mav be used (o prevent access o a page within EPC 220 except by an
application running on processor 110 withun the secure enclave to which the page 15 allocated,

Secure enclave unit 200 may also include EPC paging unit 230, EPC paging vt 230 may
mclhude any logic, circuttry, or other hardware to provide for moving pages out of and mito EPC
220 secording to embodiments of the present invention. EPC paging anit 230 may mclude
microcode, fogic, circutiry, and/or other hardware to decode and execute an EWB instraction, an
ELD instruction, and an EPA instruction,

These mstructions may be used by an operating system or other software 1o manage EPC
220 and provide a virtual memory space for use by one or more secure enclaves that is larger
than the sive of EPC 220, An EWEB mnstruction may be used o evict a page from EPC 220 4o
systent memory 120, An ELD instruction mayv be used to load a page froam system mensory 120
into EPC 220, An EPA instruction may be used 1o allocate a special EPC page, called a version
array page, ont which to store version information for evicted pages.

Secure enclave unit 200 may also mchude EPC memory management unit (MMU) 240,
EPC MMU 240 may molude nuicrocode, fogie, aircutry, andfor other hardware i decode and
execute an EADD instruction, an EAUG instruction, an EMOD instruction, an EACCEPT
mstraction, and an EREMOVE nstruction. These instractions may be used by an operating
system and/or other sofiware dynamically increase and decrease the size of the mamory space in
EPC 220 allocated to one or more secure enclaves.

An EADD instruction is a privileged instruciion thal may be used by an operating svstem
to allocate a page in EPC 220 to a secure enclave. Unlike the allocation of a page using an
EAUG mstruction, allocation of a page using an EADD instraction does not mwvolve the
acceptance of the allocation by the secare enclave using an EACCEPT instruction. An EAUG
instruction is a privileged instruction that may be used by sn operating system to allocaie an
unmeasured, zeroed page i EPC 220 1o an existing secyre enclave. An EMOD mstruction s a
privileged instruction that may be used by an operating system to modify the access rights or
type associated with a previously alocated page in EPC 220, An EACCEPT instruction is an
unprivileged struction that may be used by an application inside g secure enclave to confinm

changes made to the access rights or {ype of a page in EPC 220, An EREMOVE instruction is a

privileged instruction that may be used by an operating system to de-allocate a page in EPC 220

10
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from a secure enclave.

Secure enclave unit 200 may also mclude EPC logging wit 250, EPC logeing unii 230

may incluede any microcede, logie, clrcuitry, or other hardware to provide for logging according
to embodiments of the present invention. In one embodiment, the nucrocode or other contrel
Iogic for certain instructions causes logging 1o be performed when the instruction i3 execuled by
puest software runaing i a virtual maching (WM, instead of causing a VM exst, The
nstractions for which logging is performed include structions that are related to the creation
of, mamory managsment i, and paging i secure enclaves. For example, the insttuctions nwy
inchude ECREATE, EADD, FREMOVE, EAUG, EMOD, ELD, EWB, and EPA. Therefore,
embodiments of the present mvention may provide for a virtual machine monnor (YMM) to
monitor the memory managemeit and paging activities of #ts goest software with improved
performance gained by reducing the mumber of transfers of control between the guest and the
VMM,

In one embodiment, logging is performed, for each instrachion that references EPC 234, by
writing certain information to a page {e.g., log page 122} in svstem memory 120, The address of
log page 122 is specified in an entry {e.g., entry 125) i the VM control structure {e.g., VMCS
1243 of the ¥M in which the guest is running, and log page 122 is accessible to the VMM,
Therefore, the VMM may have a record of EPC references so it may later perform updates to us
internal data structares based on the logged nformation rather than requining a VM extt for each
referance.

The information logged for each instroction may include the mstruction {or leafl} and the
EPC address associated with the instruction. Further information may be logged depending on
the mstraction. For example, for ECREATE, EADD, EAUG, EMOD, ELD, and EPA | the page
tvpe may be logred. For ECREATE, the sate of the debug fag in the secure enclave control
structure (SECS) nuay be logped. For EADD, EAUG, and ELD, the SECS host physical address
{HPA} may be logged.

The information may be logged in any desired format on fog page 122, For example, each
log entry may be 128 bits, where the instruction, the EPC address, and the page type are stored in
an mstruction field, an EPC address field, and a page type field, respectively, in bits 63:0. Other
instruction~dependent information (e.p., page type, debug flag, and SECS HPA) may be stored in
one or more nstruction-dependent flelds m bis 127:64.

Figure 3 Hlustrates nethod 300 for fogging in secure enclaves according to an embodiment
of the present invention. Although method embodiments of the invention are not hmuted in this

respect, reference may be made to elements of Figures 1 and 2 to help desceribe the method

6
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embodiment of Figure 3. Note that all of method 30 between and mcluding blocks 320 and 370
may ocowr in a virtual machine withoat a VM exat.

In box 310, a VM entry is performed to transfer controd of processor 110 froma VMM
running ouiside a VM 1o g guest operating svstem running inside the VML

I box 320, creation of a secure enclave in the virtual machine may begin, for exampie, by
the guest operating svstenm using an BECREATE instruction. Tn box 322 the ECREATE
nstraction, the associated EPC address, the page tvpe, and the debug flag are logged. In box
324, pages m EPC 220 may be allocatad to the sscure enclave, for example, by the guest
operating system using an EADD instraction. In box 326, the EADD hustruction, the associgted
EPC address, the page type, and the SECS HPA are logged. In box 328, the secure enclave may
be mnitiated, for example by the guest operating system using s EINIT instruction.

In box 330, a guest apphication may enter the secure enclave, for example by using an
EENTER instruction. In hox 332, the guest application in the secure enclave may request
additional memory space in BPC 2200 1n box 334, the guest operating sysiem may use and
EAUG mstruction to allocate a first page m EPC 220 to the guest apphication. In box 336, the
EAUG mstruction, the assoctated EPC address, the page type, and the SECS HPA are logged. In
box 338, the guest application in the secare enclave may confiem the allocation using an
EACCEPT instruction,

It box 344, the guest operating system may use an EPA nstruction 1o allocate 8 second
page i BEPC 220 as a version airay page. In boxx 342, the EPA instruction, the assoriated EPC
address, and the page type are logged. In box 344, the guest operating system may use an EWB
mstruction to page a third page ouwt of EPC 220, in box 346, the EWB mstruction and the
associated EPC address are logged.

I box 330, the guest operating svstem may use an ELD mstruction to page a fourth page
inte EPC 220, In box 352, the ELD instraction, the associated page type, and the SECS HPA we
logged.

In box 360, the puest application in the secure enclave nwy request the guest operating
system o free a [ifth page in EPC 220, In box 362, the guest operating sysilem may use an
EMOD instruction to de-aliocate the {ifth page from the guest application. In box 364, the
EMOD instruction, the associated EPC address, and the page type are logaed. In box 366, the
guest apphication may use an EACCEPT nstruction to confinm the allocation.

In box 370, the guest apphication nmay continue (0 execute in the secure enclave.

In box 330, controf may be transferred to the VMM as the result of a VM exit. In box 382,

the VMM may use the logged information 1o update s internal data structures.
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In various embodiments of the present invention, the method ilustrated m Figure 3 may be
performed in a different order, with iHastrated boxes combined or omitted, with additional boxes
added, or with a combingtion of reordered, combined, onsitted, or additional boxex,

Furthermore, many other method embodiments are possible within the scope of the present
invention.

Embodiments or portions of embodiments of the present invention, as deseribed above,
may be stored on any form of a machine-readable medivm, Fov example, all or part of method
300 may be embodied in software or firmware instructions that arg stored on a medium readable
by processor 110, which when executed by processor 110, canse processor 110 to execute an
embodiment of the present invention. Also, aspects of the present invention may be embodied in
data stored on a machine-readable medium, where the date represents a design or other
information usable to fabricate all or part of processor 110,

Thus, embodiments of an invention for logging in secure enclaves have been descnibed.
While certain embodiments have been described, and shown in the accompanying drawings, 1L is
0 be understoad that such embodimesns ave merely Hlustrative and not ressinciive of the broad
invention, and that this invention not be Hmited to the specific constructions and arrangements
shown and described, since various other modifications may occur to those ordinarily skifled in
the art upon studving this disclosure. In an area of technology such as this, where growth 1s fast
and further advancements are not easily foreseen, the disclosed embodiments mav be readily
modifiable in arrangement and detail as facilitated by enabling technological advancements
without departing from the principles of the present disclosure or the scope of the accompanying

clams.
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What 15 claimed 15

1. A processor comprising:
an instruction umit (o recelve an wstrnction baving an associated enclave page cache
address; and
an execution wt o execute the instraction without causing & virtual machine exiy,
wherein execution of the instruction nclodes logging the instraction and the

associated enclave page cache address.

Pk

. The processor of claim 1, wherein execution of the instruction giso includes creating a

secure enclave.

3. The processor of clatm 1, wherein execution of the mstruction also mcludes allocating 8

page in the enclave page cache to a secure enclave.

4. The processor of elaim 1, wherein execution of the nstruction also inclades allocating a

page in the enclave page cache as a version array page.

5. The processor of clam 1, whersin execution of the nstruction also mcludes evicling a

page from the enclave page cache.

6. The processor of clamm 1, whersin execution of the instruction also includes loading a

page injo the enclave page cache.

7. The processor of chuim 1, wheremn execution of the instruction also includes de-

allocating a page from a secure enclave.

8. The processor of claim 2, wheremn execution of the mstruction also moludes logging an

associated page type and a debug flag,

4. The processor of claim 3, wherein execution of the mstruction also mcludes loguing an

associated page type and an address of a control structure for the secure enclave.

141 The processor of claim 4, wherein execution of the instruction also includes loggmg

9
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an associated page type.

The processor of claim 6, wherein execytion of the instruction also inchudes logging

an associated page type and an address of @ control structure for a secure enclave.

i

12, The processor of claim 7, wherein execution of the instruction also includes logemg

an associated page type.

13, A method comprising:
10 receiving au instruction from a guest operating within g virtual machine, the
mstruction having an associated enclave page cache addvess; and
executing the istraction without cansing an exit from the virtual machine, wherain
execution of the mstraction includes logging the mstruction and the associated

enclave page cache address.

o
A

14. The method of claim 13, wherein logging includes writing 1o a log page in memory,

wherein the address of the log page 15 specified by an entry in a control structure for the

viriual machine,

2w 15, The method of claim 14, further coamprising accessing, by a virtual machme montor,
the log page.

The method of elaim 13, wherein logoing also inchudes logging an associated page

o

iype.

-3
L

17. The method of claim 13, wherein logging also includes fogging a debug flag.

18, The method of clamm 13, wheremn logping also includes logging an address of a controd
structure for a secure enclave,
3
19, A system comprising:
a memory; and
a processor inchuding

an mstruction unit to receive an instruction having an associated enclave page cache

10
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addvess; and
an execution unit to execute the instruction without causing a virtual machine exit, wherein
execution of the mstruction includes logging the instruction and the associsted enclave

page cache address in the memory.

5
20, The system of claim 19, wherem logging includes wniting 1o a log page m the
memory, wherein the address of the log page s specified by an entyy i g control strocture
for the virtual machine,
1
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