woO 2015/158194 A1 [N 0000 O

2015410 B 22 H (22.10.2015)

(12) EREFEERLYF A HHERRR R

(19) RS >

E B R é
A =
@3) ERARH =

WIPOIPCT

0 00 OO
10 BEFEAHS
WO 2015/158194 A1

(51

eay)
(22)
(25)
(26)
(30)

1

(72

HEER RS

HO4L 29/12 (2006.01)
HERHHS:

E bR
HEER:
ATESE:

RS

201410158695.6 2014 4F 4 [ 18 [ (18.04.2014) CN

A IERFRMEARAT BEJING QIHOO
TECHNOLOGY COMPANY LIMITED) [CN/CN]; 77
[ b 5 T P 3 X B 47 1 A R 28 5 D JE 112

(fE p:FE X ) | Beijing 100088 (CN) » A8 K44

(JEE) EMRAT (QIZHI SOFTWARE (BELJING)
COMPANY LIMITED) [CN/CN]; F EJb 5 1T EARH X
WAL IS 6 Shi2 S B FE 2 2. 3 )2 301-306 %,
Beijing 100015 (CN).

RN BBRA (TAN, Xinosheng); 1 [H 1L 5t 7 P
XML 6 5 BT 2 58, Beijing 100015 (CN)s 3
FIZR (QL Xiangdong); " AL 5 17 51 BH [X 1 AL 475
6 5 % 2 5 ¥, Beijing 100015 (CN). ¥4l (U,
Can); 1 [E 30 5 7 BA BH DXWB AL 1% 6 5 B2 2 5 4%,
Beijing 100015 (CN).

PCT/CN2015/074614

20154E 3 H 19 H (19.03.2015)
H3C

H3C

(74

(8D

(84)

REN AR BICRGT AR BB HLFT (¥

EA1K) (WISEAST INTELLECTUAL PROPERTY
LAW FIRM); H [H A6 50 T 3 X fEFE 7% 13 5 5 &
320 /53 /], Beijing 100088 (CN).

HEE A ERE, TR AT IR A E XA
#): AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR,
CU, CZ, DE, DK, DM, DO, DZ, EC, EE, EG, ES, FL GB,
GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS,
JP, KE, KG, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LU,
LY, MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,
NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA,
RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL, SM, ST,
SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ,
VC, VN, ZA, ZM, ZW o

Wl GO ERE, TORE AT R A X A
#"): ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ, NA,
RW, SD, SL, ST, SZ, TZ, UG, ZM, ZW), BR P (AM, AZ,
BY, KG, KZ, RU, TJ, TM), BX#ll (AL, AT, BE, BG, CH,
CY, CZ, DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE,
IS, IT, LT, LU, LV, MC, MK, MT, NL, NO, PL, PT, RO,
RS, SE, SL SK, SM, TR), OAPI (BF, BJ, CF, CG, CL CM,
GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

EEBRAT:

L b R 5 (R 2088 21 25 (3)-

(54) Title: DNS SECURITY SYSTEM AND METHOD THEREOF FOR PROCESSING A FAILURE
(54) RBIZIR - DNS 222 R 5 M He itk ab 38 7 v

DedE BRI TS DNSE R
el s

S AL (8

s B 502

BB

TR LS G4
Al - 8

£ CC

v

Sy LR e AR S R U B2

W RS B 3B O R BDNSER
gy

B 6/Fig.6

| 8 606

AA

§ 602 OBTAINING AND STORING ALL DNS REQUESTS
AND CORRESPONDING AUTHORIZATION
INFORMATION IN DESIGNATED AREA AND
GENERATING AUTHORIZATION INFORMATION
DATABASE

S 604 DETERMINING WHETHER DNS RESOLUTION
FAILURE HAS HAPPENED

$ 606 INITIATING VIRTUAL ROOT NODE AND USING

VIRTUAL ROOT NODE TO INVOKE

AUTHORIZATION INFORMATION STORED IN

AUTHORIZATION INFORMATION DATABASE

AND TO PROVIDE DNS RESOLUTION SERVICE

CLIENT

END

EB NO

cc YES

(57) Abstract: The present invention provides a DNS security system and method thereof for processing a failure. The DNS security
system comprises: at least one client, configured to initiate a DNS request; a root node, configured to provide authorization informa -
tion to said DNS request; an authorization information database, configured to store all DNS requests and corresponding authoriza-
tion information in a designated area; a virtual root node, configured to invoke corresponding authorization information from said
authorization information database when a DNS resolution failure happens on said root node, and to provide a resolution service to a
corresponding client. Using the present invention enhances the security and stability of DNS resolution.
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