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(57) ABSTRACT 

The present invention generally relates to a computer security 
system for use in the identification and authentication of a 
user prior to an on-line transaction. In one aspect, a method 
for facilitating a secure transaction over a network is pro 
vided. The method includes collecting a username and pass 
word associated with a user of the machine. The method 
further includes verifying that the username and password 
matches a previously collected username and password in an 
identity profile. The method also includes collecting device 
data from a user machine to uniquely identify the machine. 
Additionally, the method includes verifying that the device 
data matches previously collected device data in the identity 
profile. In another aspect, a computer-readable medium 
including a set of instructions that when executed by a pro 
cessor cause the processor to facilitate a secure transaction 
over a network is provided. In yet a further aspect, a system 
for facilitating a secure transaction is provided. 

USER ACCESSES AN ENROLLMENT WEBPAGE - 205 

ASKUSERSPECIFICPERSONAL QUESTIONS - 210 

215 220 
IDENTITY - C 

EXCEPTION 
NFORMATION PROCESS 
MATCH 

DOWNLOADAGENT TO USERMACHINE -225 

SELECT USERNAME 8, PASSWORD- -230 
FIRSTFACTOR OF AUTHENTICATION 

EXTRACTUNIQUE INFORMATION FROM THE -235 
MACHINE - SECOND FACTOR OF AUTHENTCATION 

OBTAIN BIOMETRIC INFORMATION FROMUSER - -240 
THIRDFACTOR OF AUTHENTICATION 

BINDUSER DENTITY WITH THE USER -245 
IDENTITY PROFLE 

STORE IDENTITY PROFILE IN THE -250 
AUTHENTICATION SERVER 

  



US 2009/0228370 A1 Sep. 10, 2009 Sheet 1 of 9 Patent Application Publication 

  

  

  

  

  



Patent Application Publication Sep. 10, 2009 Sheet 2 of 9 US 2009/0228370 A1 

200 

USER ACCESSES AN ENROLLMENT WEBPAGE 205 

ASK USER SPECIFIC PERSONAL QUESTIONS 210 

215 220 

NO EXCEPTION 
PROCESS 

IDENTITY 
INFORMATION 

MATCH2 

YES 

DOWNLOADAGENT TO USER MACHINE 225 

SELECT USERNAME & PASSWORD - 230 
FIRSTFACTOR OF AUTHENTICATION 

EXTRACT UNIQUE INFORMATION FROM THE 235 
MACHINE - SECOND FACTOR OF AUTHENTICATION 

OBTAIN BIOMETRIC INFORMATION FROM USER- 240 
THIRD FACTOR OF AUTHENTICATION 

BIND USER DENTITY WITH THE USER 245 
IDENTITY PROFILE 

STORE IDENTITY PROFILE IN THE 250 
AUTHENTICATION SERVER 

FIG. 2 

  

    

  

  

  



Patent Application Publication Sep. 10, 2009 Sheet 3 of 9 US 2009/0228370 A1 

300 

COLLECT USERNAME AND/OR 305 
PASSWORD 

FIRST FACTOR OF AUTHENTICATION 

310 
IDENTIFY 

INFORMATION 
MATCH? 

NO EXCEPTION - 315 
PROCESS 

YES 

COLLECTIDENTITY INFORMATION 
ABOUT USER MACHINE - 

SECOND FACTOR OF AUTHENTICATION 

320 

COLLECT BIOMETRIC IDENTITY 
INFORMATION 

THIRD FACTOR OF AUTHENTICATION 

325 

VERIFY IDENTITY INFORMATION 
WITH IDENTITY PROFILE 

PREVIOUSLY STORED IN THE 
AUTHENTICATION SERVER 

330 

335 
IDENTIFY 

INFORMATION 
MATCH2 

NO EXCEPTION - 340 
PROCESS 

YES 

345 ALLOW ACCESS 

FIG. 3 

  

  

  

  

  

  

  

  

  

  



Patent Application Publication Sep. 10, 2009 Sheet 4 of 9 US 2009/0228370 A1 

400 

COLLECT USERNAME AND/OR 405 
PASSWORD - 

FIRSTFACTOR OF AUTHENTICATION 

410 IDENTIFY 
INFORMATION 

MATCH2 

NO EXCEPTION - 415 
PROCESS 

YES 

COLLECTIDENTITY INFORMATION 
ABOUT USER MACHINE - 

SECOND FACTOR OF AUTHENTICATION 

420 

COLLECT BIOMETRIC IDENTITY 
INFORMATION 

THIRD FACTOR OF AUTHENTCATION 

425 

VERIFY DENTITY INFORMATION 
WITH IDENTITY PROFILE 

PREVIOUSLY STORED IN THE 
AUTHENTICATION SERVER 

430 

435 
DENTIFY 

INFORMATION 
MATCH2 

NO EXCEPTION - 440 
PROCESS 

YES 
445 

CONNECT TO USER FINANCIAL 
INSTITUTION SERVER 

TO FIG. 4B 
STEP450 

FG. 4A 

  

  

  

  

  

  

  

  

  

  

  



Patent Application Publication Sep. 10, 2009 Sheet 5 of 9 US 2009/0228370 A1 

400 
FROM FIG. 4A 
STEP 445 

| 
450 OBTAINACCOUNT INFORMATION FROM 

FINANCIAL INSTITUTION SERVER 

455 SELECT ACCOUNT FOR PAYMENT 

460 CREATE ONE-TIME USE PERSONAL ACCOUNT NUMBER 

465 
ENTER ONE-TIME USE PERSONAL ACCOUNT 
NUMBER IN THE MERCHANT WEBPAGE 

470 
SEND ONE-TIME USE PERSONAL ACCOUNT 

NUMBERTO PAYMENT PROCESSOR 

475 EXTRACT SERVER DATA FROM ONE-TIME 
USE PERSONAL ACCOUNT NUMBER 

480 SEND ONE-TIME USE PERSONAL ACCOUNT NUMBER AND 
TRANSACTION DETALS TO THE AUTHENTICATION SERVER 

485 REPLACE ONE-TIME USE PERSONAL ACCOUNT NUMBER 
WITH USER REAL PERSONAL ACCOUNT NUMBER 

490 SEND REAL PERSONAL ACCOUNT NUMBER & TRANSACTION DETALS 
TOUSERFINANCIAL INSTITUTION FOR AUTHORIZATION 

495 SEND AUTHORIZATION TO PAYMENT PROCESSOR 

498 SETTLEMENTIS MADE BETWEENUSER FINANCIAL INSTITUTION 
AND MERCHANT FINANCIAL INSTITUTION 

FIG. 4B 

  



US 2009/0228370 A1 Sep. 10, 2009 Sheet 6 of 9 Patent Application Publication 

| NWHO? JEW EN?TNO 

ETI-HOA-Id _LNE|5)\/ Å LIRATIOES 

0ZGOOG 
  

  

    

    

  

  

  

  

  

  



US 2009/0228370 A1 

)??TT?TÕL) uel 

Patent Application Publication 

    

  

  

  

  

  

  





GL-II GDZI U GL] 

US 2009/0228370 A1 

-> 

Patent Application Publication 

  

      

    

  

  

  

    

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



US 2009/0228370 A1 

SYSTEMS AND METHODS FOR 
IDENTIFICATION AND AUTHENTCATION 

OF AUSER 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of, and claims 
priority benefit to, U.S. patent application Ser. No. 11/562, 
353, filed Nov. 21, 2006, the subject matter of which is hereby 
incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention generally relates to computer 
security and more specifically to systems and methods for 
identifying and authenticating a user. 
0004 2. Description of the Related Art 
0005 Internet commerce has increased dramatically over 
the last several years. As a result, several different on-line 
payment methods have been created. In one payment method, 
the buyer simply types a credit card number into an on-line 
payment webpage to pay for the goods or services provided 
by an on-line merchant. In another payment method, the 
buyer uses an on-line payment service to pay for the goods or 
services provided by an on-line merchant. The on-line pay 
ment service allows the buyer to pay the on-line merchant via 
the Internet using funds that are available in a bank account or 
on a credit card. The on-line payment service holds the 
account information, not the on-line merchant, and therefore 
the on-line payment service may protect the buyer from 
unlawful use of the buyer's account. 
0006 Even though on-line payment services are effective 
in providing a more secure means of on-line payment 
between the buyer and the on-line merchant as compared to 
paying by a credit card number or a personal check, on-line 
payment services typically require a single factor of authen 
tication to verify that the buyer is actually the owner of the 
account. For example, the on-line payment service may 
require the buyer to input an email address and a password to 
make an on-line payment. However, the single factor of 
authentication, such as the email address and password, can 
be easily stolen by a computer hacker. This may result in the 
unlawful use of the buyer's account, which is a common form 
of identity theft. 
0007. In addition to Internet commerce, many banks now 
offer on-line banking which allows customers to access their 
accounts via the Internet. On-line banking allows a customer 
to perform routine transactions, such as account transfers, 
balance inquiries, bill payments, and stop-payment requests 
from a remote computer. In addition, Some banks allow their 
customers to apply for loans and credit cards on-line as well. 
Similar to on-line payment services, to access the account 
information or apply for a loan or a credit card on-line, a bank 
usually requires only one factor of authentication to Verify 
that an on-line customer is actually the owner of the account. 
For example, the bank may require the customer to input a 
username and a password to access the account. Again, the 
single factor of authentication, such as the username and 
password, can be easily stolen by a computer hacker, which 
may result in the unlawful use of the customer's account. 
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0008. As the foregoing illustrates, there is a need in the art 
for a way to verify the identities of on-line customers that is 
more secure than current approaches. 

SUMMARY OF THE INVENTION 

0009. The present invention generally relates to a com 
puter security system for use in the identification and authen 
tication of a userprior to an on-line transaction. In one aspect, 
a method for facilitating a secure transaction over a network 
is provided. The method includes collecting a username and 
password associated with a user of the machine. The method 
further includes verifying that the username and password 
matches a previously collected username and password in an 
identity profile. The method also includes collecting device 
data from a user machine to uniquely identify the machine. 
Additionally, the method includes verifying that the device 
data matches previously collected device data in the identity 
profile. 
0010. In another aspect, a computer-readable medium 
including a set of instructions that when executed by a pro 
cessor cause the processor to facilitate a secure transaction 
over a network is provided. The processor performs the step 
collecting a username and password associated with a user of 
the machine. The processor also performs the step of trans 
mitting the username and password to a server machine in 
order to Verify that the username and password matches a 
previously collected username and password in an identity 
profile. Further, the processor performs the step of collecting 
device data from a user machine to uniquely identify the 
machine. Additionally, the processor performs the step of 
transmitting the device data to the server machine in order to 
verify that the device data matches a previously collected 
device data in the identity profile. 
0011. In yet a further aspect, a system for facilitating a 
secure transaction is provided. The system includes a com 
puting device having a processor and a memory, wherein the 
memory includes a security agent program configured to 
collect a username and password associated with a user of the 
computing device and transmit the username and password. 
The security agent is also configured to collect device data 
from the computing device to uniquely identify the comput 
ing device and transmit the device data. The system further 
includes a server machine that includes a user profiles data 
base and configured to receive the username and password 
from the computing device and Verify that the username and 
password matches previously collected username and pass 
word in the identity profile stored in user profiles database. 
The server machine is further configured to receive the device 
data from the computing device and verify that the device data 
matches previously collected device data in an identity profile 
stored in user profiles database. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. So that the manner in which the above recited fea 
tures of the present invention can be understood in detail, a 
more particular description of the invention, briefly Summa 
rized above, may be had by reference to embodiments, some 
of which are illustrated in the appended drawings. It is to be 
noted, however, that the appended drawings illustrate only 
typical embodiments of this invention and are therefore not to 
be considered limiting of its scope, for the invention may 
admit to other equally effective embodiments. 
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0013 FIG. 1 is a conceptual block diagram of a system 
configured to identify and authenticate the identity of a user, 
according to one embodiment of the invention. 
0014 FIG. 2 is a flow chart of method steps for enrolling a 
user in a security service, according to one embodiment of the 
invention. 
0015 FIG. 3 is a flow chart of method steps for securely 
accessing a user account, according to one embodiment of the 
invention. 
0016 FIGS. 4A and 4B area flow chart of method steps for 
making a secured payment, according to one embodiment of 
the invention. 
0017 FIG. 5 is a conceptual block diagram of a system 
through which a secured payment may be made, according to 
one embodiment of the invention. 
0018 FIGS. 6-8 are conceptual illustrations depicting 
how the security agent of FIG. 1 interacts with a merchant 
payment web page when a secured payment is made, accord 
ing to one embodiment of the invention. 

DETAILED DESCRIPTION 

0019. In general, the invention relates to a computer secu 
rity system for use in the identification and authentication of 
a user prior to an on-line transaction. The system will be 
described herein in relation to a single user. However, it 
should be understood that the systems and methods described 
herein may be employed with any number of users without 
departing from the principles of the present invention. The 
description of the invention is separated into four sections: the 
architecture, the enrollment process, a secure access transac 
tion, and a secure payment transaction. To better understand 
the novelty of the system of the present invention and the 
methods of use thereof, reference is hereafter made to the 
accompanying drawings. 

Architecture 

0020 FIG. 1 is a conceptual block diagram of a system 
100 configured to identify and authenticate the identity of a 
user, according to one embodiment of the invention. The 
system 100 includes a user machine 105, which may be any 
type of individual computing device such as, for example, a 
desk-top computer, a lap-top computer, a hand-held phone 
device, or a personal digital assistant. Generally, the user 
machine 105 is configured to be a communication link 
between the user and the other components in the system 100. 
The user machine 105 includes a security agent 110. Gener 
ally, the security agent 110 is a software entity that runs on the 
user machine 105. As described in further detail herein, the 
security agent 110, among other things, is configured to cre 
ate an identity profile 115 of a user and of user machine 105, 
collect certain data from the user machine 105 or manage 
secure access or secure payment transactions made from user 
machine 105. Additionally, the security agent 110 is designed 
to offer protection against phishing, pharming, Trojan pro 
grams or worms. 
0021. As also shown, the user machine 105 includes the 
profile 115, which represents the identity of the user. The 
profile 115 is unique for each user. As described in further 
detail herein, once the profile 115 has been created for the 
user, the identity of the user can be subsequently verified by a 
series of interactions between the security agent 110 and the 
authentication server 125 based on the profile 115. The profile 
115 includes data about the user and the user machine 105 and 
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can be used to establish a multifactor identification for the 
user whenever the user attempts to conduct transactions via 
the user machine 105. The first factor of authentication is a 
username and/or password, which relates to “what the user 
knows. The second factor of authentication is unique infor 
mation about the user machine 105, which relates to “what the 
user has. The third factor of authentication is unique infor 
mation about the user, Such as biometric identity, which 
relates to “who the user is.” 

0022. As will be discussed below in the enrollment pro 
cess, the username and/or password is created by the user 
after the identity of the user is established. The username 
and/or password are typically a combination of characters 
and numbers, which the user can easily remember. In one 
embodiment, the user machine 105 transmits the username 
and/or password in a cryptographically protected form, so 
access to the actual username and/or password will be diffi 
cult for a Snooper who gains internal access to the user 
machine 105. 

0023. With respect to the second factor of authentication, 
the unique information about the user machine 105 is gener 
ally a combination of select information associated with the 
user machine 105. The information may be static or dynamic. 
For instance, the information may include the International 
Mobile Equipment Identity (IMEI), which is a number unique 
to every mobile phone, the International Mobile Subscriber 
Identity (IMSI), which is a unique number associated with 
network mobile phone users, and/or the geolocation of the 
user machine 105, which is a real-world geographic location 
of a network connected computer or mobile device. The infor 
mation about the user machine 105 may also include 
machine-level attributes. For instance, the information may 
include various parameters available through a PCI configu 
ration space, like the Device ID or the Vendor ID for different 
system devices, the data residing in the SMM memory space, 
or other memory hardware attributes, such as memory type, 
memory clock speed, amount of memory, hard drive serial 
number, size of hard drive, maker of hard drive etc., and/or 
chipset information or graphics card information, which can 
be used to read hidden and/or unhidden registers within those 
Subsystems. Further, the information may include data at 
different locations in firmware or BIOS or information avail 
able in a Microcode patch or a checksum of a portion of the 
firmware within the user machine 105. 

0024. In addition to the foregoing, the information about 
the user machine 105 may also be system-level attributes. For 
instance, the information may include a MAC address, hard 
drive serial number, hardware configuration information, 
such as interrupt routing, GPIO routing, PCI Device Select 
routing or a hardware configuration map, operating system 
registry, CPU type, CPU version or CPU clock speed. The 
information about the user machine 105 may also include 
system pattern extraction. For instance, the information may 
include a directory structure and/or a list of installed applica 
tions, such as a word processor or other computer tools. 
0025. The third factor of authentication consists of unique 
information about the user, such as a biometric identity. The 
biometric data may include the specific typing pattern of the 
user since each user's typing behavior is unique. Typically, 
typing authentication works by requesting that a user seeking 
access to a computer or a password-protected file just type a 
short passage into the computer so that the user's typing 
pattern can be analyzed and matched against a known pattern. 
Additionally, the biometric data may also be generated by a 
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biometric device, such as a fingerprint device oran iris pattern 
device, included within the user machine 105. 
0026. The system 100 further includes a network 120, 
which may be any type of data network, Such as a local area 
network (LAN), a metropolitan area network (MAN), a wide 
area network (WAN), or the Internet. The network 120 is 
configured to act as a communication pathway between the 
user machine 105, the authentication server 125, and an insti 
tution server 140. The authentication server 125 stores a copy 
of the profile 115 generated during the enrollment process in 
a user profiles database 130. Additionally, the authentication 
server 125 interacts with the agent 110 via the network 120 
during the secure access transaction and the secure payment 
transaction, as described below. The institution server 140 
stores sensitive information for the user e.g. financial account 
information, confidential data, etc. The institution server 140 
may be part of a bank, a building Society, a credit union, a 
stock brokerage, or other businesses holding sensitive data. 
Generally, the institution server 140 interacts with the agent 
110 via the network 120 during the enrollment process, a 
secure access transaction or a secure payment transaction, as 
described below. 

Enrollment Process 

0027 FIG. 2 is a flow chart of method steps for enrolling a 
user in a security service, according to one embodiment of the 
invention. Although the method steps are described in the 
context of the system of FIG. 1, any system configured to 
perform the method steps, in any order, is within the scope of 
the invention. Generally, the enrollment process 200 is used to 
verify the identity of the user, establish multi-factors of 
authentication and bind the verified identity of the user to the 
multi-factors of authentication. As will be discussed herein, 
verifying the user identity during the enrollment process 200 
may include having the user answer specific personal ques 
tions e.g. amount of last check deposited, date of last with 
drawal, previous residential address, etc. The answers are 
then checked against a known answer from a data source, 
Such as the institution and/or third party consumer database 
to verify that the user is who the user claims to be. Some 
examples of the multifactors of authentication are—the iden 
tification of the user, the identification of the machine, the 
biometric identity of the user, etc. It should be noted that the 
enrollment process is a one-time process for each user. After 
the enrollment process 200 is complete, the user is able to 
perform the secure access transaction 300 or the secure pay 
ment transaction 400, described below, without having to 
repeat the enrollment steps. The process of verifying identity 
significantly reduces the chance of a malicious party claiming 
to be the user. The process of binding the verified identity to 
the multi-factors of authentication eliminates the cumber 
Some process of proving the identity of the user at every 
transaction while providing the same level of security as 
though the user answered the identity questions, such as the 
specific personal questions each time. 
0028. The enrollment process 200 begins in step 205, 
where the user accesses an enrollment webpage. In one 
embodiment, the enrollment webpage is generated by the 
institution server 140 and downloaded to the user machine 
105 when the user attempts to electronically access an 
account held with the institution. The enrollment webpage is 
configured to educate the user about the enrollment process 
and Subsequently start the user identification process of step 
210. 
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0029. In step 210, the user is asked specific personal ques 
tions in which only the user knows the answer in order to 
generate a verified user identity. The questions may relate to 
dynamic data that frequently changes and is known only by 
the institution, such as “when was your last deposit,” “what 
was the last check number,” “who was the check writtento” or 
“who last deposited money in the financial institution”, “what 
was your last take home pay amount.” The personal questions 
may relate to static data that does not change, such as “what 
car did you drive before your current car.” “what is your social 
security number, date of birth, mother's maiden name” or 
“what address did you live at before your current address.” In 
step 215, the answers given by the user is compared to known 
answers in a data source. Such as data at the institution or data 
held at third party databases, to verify the identity of the user. 
If the answers do not match the known answers in the data 
Source, then, in step 220, an exception process is activated. 
The exception process may include a verification of the user 
over the phone. Additionally, the exception process may 
include the user making a personal appearance at a specific 
location. The exception process in step 220 may be any type 
of process known in the art to verify the identity of the user. 
0030. In step 225, the security agent 110 is downloaded to 
the user machine 105 after the identity of the user is estab 
lished. In one embodiment, the security agent 110 is down 
loaded directly from the institution server 140 via the network 
120. In another embodiment, the security agent 110 is down 
loaded via the network 120 from the authentication server 
125. In any case, the security agent 110 is configured to 
interact with both the authentication server 125 and the insti 
tution server 140. 

0031. In step 230, a user name and password is selected to 
establish the first factor of authentication. In one embodi 
ment, the user selects the user name and password. In another 
embodiment, the authentication server 125 or the institution 
sever 140 generates the user name and/or the password. In any 
case, the user name and/or password are used during the 
secure access transaction 300 and the secure payment trans 
action 400, described below. 
0032. In step 235, unique information from the user 
machine 105 is extracted by the security agent 110 to estab 
lish the second factor of authentication. As set forth above, the 
information may include any number of different types of 
data associated with the user machine 105. Again, the infor 
mation may include the IMEI or the IMSI which relate to 
mobile devices. The information may include the geolocation 
of the user machine 105. The information may also include 
machine level attributes, such as a Device ID, a Vendor ID, 
data at a SMM memory space, a memory type, a memory 
clock, hard drive serial number, chipset information, data at 
different locations in firmware, or information available in 
Microcode patch, a checksum offirmware, or BIOS. Further, 
the information may include system level attributes, such as a 
MAC address, a hard drive serial number, interrupt routing, 
GPIO routing, PCI DevSel routing, a map of hardware con 
figuration, or an operating system registry. Additionally, the 
information may relate to system pattern extraction, such as a 
directory structure or a list of installed applications. No mat 
ter what type of select data is extracted from the user machine 
105, the data or a combination of different types of data 
should be unique to the user machine 105 in order to establish 
the second factor of authentication. 

0033. In step 240, the biometric information is collected in 
order to establish the third factor of identity. As set forth 



US 2009/0228370 A1 

herein, the biometric data may include specific typing pat 
terns of the user or biometric data generated by a biometric 
device. Such as a fingerprint device or an iris pattern device. 
Although each factor of authentication was discussed in steps 
230, 235 and 240, it should be understood, however, that any 
of the factors may be an optional factor of authentication in 
the enrollment process 200 without departing from principles 
of the present invention. 
0034. In step 245, the verified user identity from step 215 

is connected (or bound) to the user identity profile 115 which 
generally comprises the data collected in steps 230-240. The 
connecting (or binding) of the verified user identity to the 
factors of authentication allows the user to engage in the 
secure access transaction 300 or the secure payment transac 
tion 400 without having to repeat the enrollment steps. In 
other words, the binding of the identity with the factors of 
authentication eliminates the cumbersome process of proving 
the identity of the user at every transaction while providing 
the same level of security as though the user answered the 
identity questions (the specific personal questions) every 
time. 
0035. In step 250, a copy of the profile 115 is stored in the 
user profiles database 130 in the authentication server 125. 
During the secure access transaction 300 and the secure pay 
ment transaction 400, the security agent 110 interacts with the 
authentication server 125 by comparing the data from the user 
and the user machine with the user profile 115 stored in the 
user profiles database 130 to establish the identity of the user 
before proceeding with the transaction. It should be noted that 
in one embodiment the user is able to use the secure access 
transaction 300 and the secure payment transaction 400 with 
out providing any sensitive personal data, Such as a credit card 
number, a debit card number, etc. In another embodiment, the 
user interacts directly with an institution to verify the identity 
of the user. Then the institution issues a one-time credential, 
Such as an account number and/or password. The one-time 
credential is used during the authentication process of the 
user to establish the identity of the user before proceeding 
with the secure access transaction 300 or the secure payment 
transaction 400. 

Secure Access Transaction 

0036 FIG. 3 is a flow chart of method steps for securely 
accessing a user account, according to one embodiment of the 
invention. Although the method steps are described in the 
context of the system illustrated in FIG. 1, any system con 
figured to perform the method steps in any order is within the 
Scope of the invention. Generally, the secure access transac 
tion 300 is a transaction where the user attempts to electroni 
cally access an account held at the institution via the institu 
tion server 140. Some examples of an institution may be a 
financial institution, a government agency, a medical institu 
tion or a business. During the secure access transaction 300, 
the security agent 110 interacts with the authentication server 
125 via the network 120 to ensure that the user is properly 
authenticated prior to giving the user access to the relevant 
accounts held at the institution. 
0037. The secure access transaction 300 begins with the 
security agent 110 interacting with the user at a log-on 
webpage of the institution. In one embodiment, the security 
agent 110 automatically activates after the security agent 110 
detects the log-on webpage of the institution. For instance, the 
security agent may detect the institution log-on webpage by 
reading the source code of the webpage, such as the HTML 
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code or by reading a trigger, such as a header or an identifi 
cation number embedded in the log-on webpage. In another 
embodiment, the user activates the security agent 110 to 
perform the secure access transaction 300. For instance, the 
user may select a button on the webpage to activate the Secu 
rity agent 110. In a further embodiment, the institution acti 
Vates the security agent 110 and requires the user to use the 
security agent 110 during the secure access transaction 300. 
0038. In step 305, the security agent 110 prompts the user 
to enter his or her username and/or password in order to 
determine the first factor of authentication. In step 310, the 
username and/or password entered in step 305 is compared to 
the username and/or password previously stored in the user 
profiles database 130. If the username and/or password does 
not match the user profile in the user profiles database 130, 
then an exception process is activated in step 315 to determine 
that the user is who the user claims to be. The exception 
process in step 315 may be any type of standard industry 
process known in the art to aid a user who has forgotten a user 
name and/or password. For instance, the exception process 
may include requiring the user to go through the enrollment 
process 200 again to create a new user name and/or password. 
The exception process may also include having the user 
answer a security question in order to determine that the user 
is who the user claims to be. The exception process may also 
include sending the user name and/or password to a user 
email address or sending a text message to a user cellphone. 
0039. In step 320, the security agent 110 collects informa 
tion which is associated with the user machine 105 in order to 
establish the second factor of authentication. As previously 
set forth herein, the information associated with the user 
machine 105 may include a variety of different information, 
such as information related to the IMEI, the IMSI, the geolo 
cation, machine level attributes, system level attributes, or 
system pattern extraction. 
0040. In step 325, the security agent 110 collects biometric 
information from the user in order to establish the third factor 
of identity. Again, the biometric data may include specific 
typing patterns of the user or biometric data generated by a 
biometric device, such as a fingerprint device oran iris pattern 
device. Although each factor of authentication was discussed 
in steps 305,320 and 325, it should be understood, however, 
that any of the factors may be an optional factor of authenti 
cation in the secure access transaction 300 without departing 
from principles of the present invention. 
0041. In steps 330 and 335, the authentication server 125 
verifies that the identity data collected in steps 320 and 325 
matches the data included in the user profile previously stored 
in the user profiles database 130 on the authentication server 
125. If the identity data collected in steps 320 and 325 does 
not match the user profile in the user profiles database 130, 
then an exception process is activated in step 340. Depending 
on the type of mismatch, the exception process in step 340 
may include limited access to the account or the exception 
process may require the collection of additional data or that 
the user to go through the enrollment process 200 again. For 
instance, if there is Small mismatch, Such as a wrong geolo 
cation due to the user travelling or a different hard drive serial 
number due the user upgrading the user machine, then the 
user may still be allowed access to the account after collecting 
additional data. If there is a large mismatch, then the user may 
be required to go through the enrollment process 200 again in 
order to establish the identity of the user and the factors of 
authentication. If the identity data collected in steps 320 and 
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325 does match the user profile in the user profiles database 
130, then the user is allowed access in step 345 to the account 
at the institution. 

Secure Payment Transaction 
0042 FIGS. 4A and 4B area flow chart of method steps for 
making a secure payment, and FIG. 5 is a conceptual block 
diagram of a system 500 through which a secure payment 
may be made, according to one embodiment of the invention. 
Although the method steps are described in the context of the 
system illustrated in FIG. 5, any system configured to perform 
the method steps in any order is within the scope of the 
invention. Generally, the secure payment transaction 400 is a 
transaction where the user purchases a product or a service 
from an on-line merchant 505. During the secure payment 
transaction 400, the security agent 110 interacts with the 
authentication server 125 via the network 120 to ensure that 
the user is properly identified and authenticated prior to the 
user finalizing the purchase of the product or the service from 
the on-line merchant 505. The security agent 110 also is 
configured to interact with the different elements of system 
500 to facilitate the actual on-line payment. Additionally, in 
the secure payment transaction 400, the institution server 140 
is represented as a user financial institution server. 
0043. The secure payment transaction 400 begins with the 
security agent 110 interacting with the user at a payment 
webpage of the online merchant 505. In one embodiment, the 
security agent 110 automatically activates after the security 
agent 110 detects the payment webpage of the online mer 
chant 505. For instance, the security agent may detect the 
online merchant 505 payment webpage by reading the source 
code of the webpage, such as the HTML code for credit card 
information e.g. card type, expiry date, CVV2 code, etc. or by 
reading a trigger, Such as a header oran identification number 
embedded in the payment webpage. In another embodiment, 
the user activates the security agent 110 to perform the secure 
payment transaction 400. For instance, the user may select a 
button on the webpage to activate the security agent 110. In a 
further embodiment, the online merchant 505 activates the 
security agent 110 and requires the user to use the security 
agent 110 during the secure payment transaction 400. 
0044. In step 405, the security agent 110 prompts the user 
to enter his or her username and/or password in order to 
determine the first factor of authentication. In one embodi 
ment, the user enters his or her username and/or password 
through the standard key entry method of the user machine 
105. In another embodiment, referring now to FIG. 6, the 
security agent 110 prompts the user to enter a username 
and/or password directly in a box 615 by using a keypad 610 
on the security agent 110. The keypad 610 is manipulated by 
using a mouse (not shown) to push the buttons on the keypad 
610. Placing the keypad 610 on the security agent 110 is a 
security mechanism designed to prevent a keylogger from 
monitoring and stealing the password. In other words, if the 
password were entered into the box 615 by using a standard 
keyboard (not shown), then a keylogger may be able to moni 
tor the keystrokes of the user and steal the password. As a 
further security mechanism, the location of the keys on key 
pad 610 will systematically change between uses to prevent a 
mouse logger from monitoring and stealing the password. 
Additionally, since the security agent 110 directly communi 
cates with the authentication server 125 rather than through a 
conventional webpage, the threat of "phishing” by presenting 
the user with bogus webpages is eliminated. One skilled in the 

Sep. 10, 2009 

art will recognize that the security mechanisms set forth 
herein may be equally applicable to any transaction that 
involves the security agent 110, such as the enrollment pro 
cess 200 or the secure access transaction 300. 
0045. The security agent 110 is also configured to encrypt 
the data transmissions generated by the security agent 110 as 
the security agent 110 interacts with other components in the 
system. In one embodiment, the security agent 110 has a 
cryptographic system that uses two keys, such as a public key 
that is known by other components in the system 500 and a 
private key that is known only to the recipient of the data 
transmission. For instance when the security agent 110 wants 
to send a secure data transmission to the authentication server 
125, the security agent 110 uses the public key to encrypt the 
data. The authentication server 125 then uses the private key 
to decrypt the data. An important element of this crypto 
graphic system is that the public and private keys are related 
in Such a way that only the public key can be used to encrypt 
data and only the corresponding private key can be used to 
decrypt the data. As a further security mechanism, the public 
private key pair may be randomly changed for each session or 
from time to time. One skilled in the art will recognize that the 
security mechanisms set forth herein may be equally appli 
cable to any transaction that involves the security agent 110. 
Such as the enrollment process 200 or the secure access trans 
action 300. 
0046. In step 410, the username and/or password entered 
in step 405 is compared to the username and/or password 
previously stored in the user profiles database 130. If the 
username and/or password does not match the data in the user 
profiles database 130, then an exception process is activated 
in step 415 to determine that the user is who the user claims to 
be. The exception process in step 415 may be any type of 
standard industry process known in the art to aid a user who 
has forgotten a user name and/or password. For instance, the 
exception process may include requiring the user to go 
through the enrollment process 200 again to create a new user 
name and/or password. The exception process may also 
include having the user answer a security question in order to 
determine that the user is who the user claims to be. The 
exception process may also include sending the user name 
and/or password to a user email address or sending a text 
message to a user cellphone. 
0047. In step 420, the security agent 110 collects informa 
tion which is associated with the user machine 105 in order to 
establish the second factor of authentication. As previously 
set forth herein, the information associated with the user 
machine 105 may include a variety of different information, 
such as information related to the IMEI, the IMSI, the geolo 
cation, machine level attributes, system level attributes, or 
system pattern extraction. 
0048. In step 425, the security agent 110 collects biometric 
information from the user in order to establish the third factor 
of authentication. Again, the biometric data may include spe 
cific typing patterns of the user or biometric data generated by 
a biometric device. Such as a fingerprint device or an iris 
pattern device. Although each factor of authentication was 
discussed in steps 405, 420 and 425, it should be understood, 
however, that any of the factors may be an optional factor of 
authentication in the secure payment transaction 400 without 
departing from principles of the present invention. 
0049. In steps 430 and 435, the authentication server 125 
verifies that the identity data collected in steps 420 and 425 
matches the data included in the user profile previously stored 
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in the user profiles database 130 on the authentication server 
125. If the identity data collected in steps 420 and 425 does 
not match the user profile in the user profiles database 130, 
then an exception process is activated in step 440. Depending 
on the type of mismatch, the exception process in step 440 
may allow a payment of a reduced amount to be made during 
the secured payment transaction or the exception process may 
require the user to go through the enrollment process 200 
again. For instance, if there is Small mismatch, such as a 
wrong geolocation due to the user travelling or a different 
hard drive serial number due the user upgrading the user 
machine, then the user may still be allowed to make an online 
payment after collecting additional data. If there is a large 
mismatch, then the user may be required to go through the 
enrollment process 200 again in order to establish the identity 
of the user and the factors of authentication before proceeding 
in the secure payment transaction 400. If the identity data 
collected in steps 420 and 425 does match the user profile in 
the user profiles database 130, then the security agent con 
nects to the user financial institution server 140 in step 445 via 
the network 120. 
0050. In step 450, the security agent 110 requests financial 
account information from the institution server 140 about the 
user's account(s) held at the institution. Typically, the finan 
cial information relates to the different accounts that are 
available to make a payment to the on-line merchant 505, 
Such as a savings account or a checking account. Additionally, 
the financial information may include credit cards, lines of 
credit, equity lines of credit, and the like. In one embodiment, 
a bank line of credit can be established during the enrollment 
process or during the merchant transaction process. The bank 
line of credit then can be considered a virtual credit card for 
purposes of the merchant transaction. Therefore, in addition 
to a conventional credit card, this virtual credit card and/or 
savings account and/or checking account may be used as a 
payment means for the on-line transaction in step 460, below. 
0051. In step 455, the user selects an account for payment 
in the secure payment transaction 400. Referring now to FIG. 
7, after the security agent 110 obtains the financial informa 
tion from the institution server 140, the security agent 110 
displays an account list 705 which is a list of accounts avail 
able to pay the on-line merchant 505. Essentially, the security 
agent 110 becomes an automatic teller machine, whereby the 
user selects the account from the list of accounts presented by 
the security agent 110, and then the security agent 110 facili 
tates the payment to the on-line merchant 505, as discussed 
below. 

0052. In step 460, the authentication server 125 creates a 
one-time use personal account number which is used in the 
secured payment transaction 400. The one-time use personal 
account number is a sixteen digit number. Similar to the 
conventional credit card number, the one-time use personal 
account number includes a number prefix, commonly 
referred to as Network Identification Number, which is the 
sequence of digits at the beginning of the number that indi 
cates the entity to which a credit card number belongs. In one 
embodiment, the authentication server 125 creates an expira 
tion date which is used in the secured payment transaction 
400. In another embodiment, the authentication server 125 
creates a one time use security code. 
0053. In step 465, the one-time use personal account num 
ber is entered into the merchant webpage. In one embodi 
ment, the security agent 110 populates a payment field 810 of 
the payment page 625 of the on-line merchant 505 with the 
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one-time use personal account number. In another embodi 
ment, the security agent 110 populates an expiration date field 
815 of the payment page 625 of the on-line merchant 505 with 
the expiration date. In one embodiment, the security agent 
110 may hide data in the payment field 810 with a phrase such 
as “securepay, as shown in FIG.8. Alternatively, the security 
agent 110 can hide data in the payment field 810 of the 
payment page 625 with “*********” reflecting the format of 
a conventional credit card number. In another embodiment, 
the user may populate the payment field 810 with the one 
time use personal account number. In another embodiment, 
the user may populate the expiration date field 815 with the 
expiration date. In a further embodiment, the user may select 
a button on the payment page 625 to input the one-time use 
personal account number. 
0054 The utilization of the one-time use personal account 
number has several benefits. For instance, the one-time use 
personal account number has the same format as a conven 
tional credit card number and therefore the on-line merchant 
505 does not have to modify the format of the payment 
webpage 625 in order to accept the payment from the security 
agent 110. Another benefit of the one-time use personal 
account number is that the personal account number can only 
be used one time and therefore even if the number is stolen, 
the personal account number has no value beyond the current 
transaction. Further, the number cannot be processed through 
traditional credit card processing networks due to the format 
of the number. 

0055 Referring back to FIG. 4B, in step 470, the one-time 
personal account number is sent to a payment processor 510. 
In step 475, the payment processor 510 extracts server data 
from the one-time personal account number, Such as the Net 
work Identification Number, which is the sequence of digits at 
the beginning of the one-time use personal account number, 
in order to determine the personal account number belongs to 
the authentication server 125. In step 480, the payment pro 
cessor 510 sends the one-time personal account number and 
transaction details to the authentication server 125. The trans 
action details may include the merchant name, the merchant 
ID, and the amount of the transaction. 
0056. In step 485, the authentication server 125 replaces 
the one-time personal account number with a user real per 
Sonal account number that relates to the account which the 
user selected in step 455. In step 490, the authentication 
server 125 sends the real personal account number and the 
transaction details to the user financial institution for autho 
rization. At this point, the user financial institution server 140 
verifies that the user account has sufficient funds to cover the 
payment transaction. If there are insufficient funds in the 
selected account, then the security agent 110 prompts the user 
to select another account for payment. If there are sufficient 
funds in the selected account, then a payment authorization is 
sent to the payment processor 510 and security agent 110 in 
step 495. In step 498, the institution server 140 interacts with 
the merchant financial server 515 via the settlement network 
520 to transfer the funds from the institution server 140 to the 
merchant financial server 515. 

0057 While the foregoing is directed to embodiments of 
the present invention, other and further embodiments of the 
invention may be devised without departing from the basic 
scope thereof, and the scope thereof is determined by the 
claims that follow. 
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I claim: 
1. A computer-implemented method for performing a pay 

ment transaction, the method comprising: 
creating a one-time use personal account number for a 

transaction with a merchant; 
replacing the one-time personal account number with a 

user real personal account number, and 
sending the user real personal account number and details 

associated with the transaction to a financial institution 
server for approval. 

2. The method of claim 1, wherein the user real personal 
account number is associated with a user account held at a 
financial institution. 

3. The method of claim 1, further comprising the step of 
obtaining payment type information from the financial insti 
tution server. 

4. The method of claim 1, further comprising the step of 
prompting a user to select a payment type to be used for 
paying the merchant. 

5. The method of claim 1, wherein the merchant is an 
on-line merchant. 

6. The method of claim 5, further comprising the step of 
transmitting the one-time use personal account number to the 
on-line merchant through a merchant webpage. 

7. The method of claim 6, further comprising the step of 
sending the one-time personal account number and the details 
associated with the transaction to a server machine. 

8. The method of claim 1, further comprising the steps of: 
receiving a first username and a first password input into a 

computer system by a user; 
accessing a database that stores a user profile associated 

with the user that includes a second username and a 
second password previously collected from the user 
when the user enrolled a user account; 

Verifying that the first username matches the second user 
name included in the user profile and that the first pass 
word matches the second password included in the user 
profile; and 

allowing the user to access the user account from the com 
puter system to purchase a product or a service from the 
merchant. 

9. The method of claim 1, further comprising the steps of 
collecting first biometric data from a user and Verifying that 
the first biometric data matches second biometric data previ 
ously collected from the user and included in a user profile. 

10. The method of claim 9, wherein the first biometric data 
includes typing patterns of the user, fingerprint data, or iris 
pattern data. 

11. The method of claim 1, further comprising the step of 
allowing a user to access a user account without providing 
sensitive personal data. 

12. The method of claim 11, further comprising the step of 
detecting a webpage related to the user attempting to access 
the user account. 

13. The method of claim 12, wherein the step of detecting 
comprises reading a source code of the webpage or detecting 
a trigger included in the webpage. 

14. The method of claim 12, wherein the step of detecting 
comprises reading HTML for key words including expiration 
date or card verification value. 

15. A computer-readable medium including a set of 
instructions that, when executed by a processor, cause the 
processor to perform a payment transaction, by performing 
the steps of: 
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creating a one-time use personal account number for a 
transaction with a merchant; 

replacing the one-time personal account number with a 
user real personal account number, and 

sending the user real personal account number and details 
associated with the transaction to a financial institution 
server for approval. 

16. The computer-readable medium of claim 15, wherein 
the user real personal account number is associated with a 
user account held at a financial institution. 

17. The computer-readable medium of claim 15, further 
comprising the step of obtaining payment type information 
from the financial institution server. 

18. The computer-readable medium of claim 15, further 
comprising the step of prompting a user to select a payment 
type to be used for paying the merchant. 

19. The computer-readable medium of claim 15, wherein 
the merchant is an on-line merchant. 

20. The computer-readable medium of claim 19, further 
comprising the step of transmitting the one-time use personal 
account number to the on-line merchant through a merchant 
webpage. 

21. The computer-readable medium of claim 20, further 
comprising the step of sending the one-time personal account 
number and the details associated with the transaction to a 
server machine. 

22. The computer-readable medium of claim 15, further 
comprising the steps of 

receiving a first username and a first password input into a 
computer system by a user; 

accessing a database that stores a user profile associated 
with the user that includes a second username and a 
second password previously collected from the user 
when the user enrolled a user account; 

verifying that the first username matches the second user 
name included in the user profile and that the first pass 
word matches the second password included in the user 
profile; and 

allowing the user to access the user account from the com 
puter system to purchase a product or a service from the 
merchant. 

23. The computer-readable medium of claim 15, further 
comprising the steps of collecting first biometric data from a 
user and Verifying that the first biometric data matches second 
biometric data previously collected from the user and 
included in a user profile. 

24. The computer-readable medium of claim 23, wherein 
the first biometric data includes typing patterns of the user, 
fingerprint data, or iris pattern data. 

25. The computer-readable medium of claim 15, further 
comprising the step of allowing a user to access a user account 
without providing sensitive personal data. 

26. The computer-readable medium of claim 25, further 
comprising the step of detecting a webpage related to the user 
attempting to access the user account. 

27. The computer-readable medium of claim 26, wherein 
the step of detecting comprises reading a source code of the 
webpage or detecting a trigger included in the webpage. 

28. The computer-readable medium of claim 26, wherein 
the step of detecting comprises reading HTML for key words 
including expiration date or card Verification value. 

29. A system for performing a payment transaction, the 
system comprising: 
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a server that includes a user profiles database and is con 
figured to: 
create a one-time use personal account number for a 

transaction with a merchant, 
replace the one-time personal account number with a 

user real personal account number, and 
send the user real personal account number and details 

associated with the transaction to a financial institu 
tion server for approval. 

30. The system of claim 29, wherein the user real personal 
account number is associated with a user account held at a 
financial institution. 

31. The system of claim 29, wherein the server is further 
configured to obtain payment type information from the 
financial institution server. 

32. The system of claim 29, wherein the server is further 
configured to prompt a user to select a payment type to be 
used for paying the merchant. 

33. The system of claim 29, wherein the merchant is an 
on-line merchant. 

34. The system of claim 33, wherein the server is further 
configured to transmit the one-time use personal account 
number to the on-line merchant through a merchant webpage. 

35. The system of claim 29, further comprising a first 
computing device having a processor and a memory, wherein 
the memory includes a security agent configured to collect a 
first username and a first password input into the first com 
puting device by a user. 

36. The system of claim 35, wherein the security agent is 
further configured to send the one-time personal account 
number and the details associated with the transaction to the 
server machine. 

37. The system of claim 35, wherein the server is further 
configured to: 

receive the first username and the first password input into 
the first computing device by the user; 
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access the user profiles database that stores a user profile 
associated with the user that includes a second username 
and a second password previously collected from the 
user when the user enrolled a user account; 

verify that the first username matches the second username 
included in the user profile and that the first password 
matches the second password included in the user pro 
file; and 

allow the user to access the user account from the first 
computing device to purchase a product or a service 
from the merchant. 

38. The system of claim 37, wherein the user accesses the 
user account without providing sensitive personal data. 

39. The system of claim 38, wherein the security agent is 
further configured to detect a webpage related to the user 
attempting to access the user account. 

40. The system of claim 39, wherein the detecting com 
prises reading a source code of the webpage or detecting a 
trigger included in the webpage. 

41. The system of claim 39, wherein the detecting com 
prises reading HTML for key words including expiration date 
or card verification value. 

42. The system of claim 35, wherein the security agent is 
further configured to collect first biometric data from the user 
and verify that the first biometric data matches second bio 
metric data previously collected from the user and included in 
a user profile. 

43. The system of claim 42, wherein the first biometric data 
includes typing patterns of the user, fingerprint data, or iris 
pattern data. 

44. The system of claim 29, wherein the one-time use 
personal account number has a format associated with a con 
ventional credit card. 


