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SCALING VLANS IN A DATA NETWORK

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to data networking and specifically to scaling vir-

tual local area networks (VLANS) in a data network.

Background Information

Many organizations, including businesses, governments and educational institu-
tions, utilize data networks so that employees and others may share and exchange in-
formation and/or resources. A data network typically comprises a plurality of entities
interconnected by means of one or more communications media. An entity may consist
of any device, such as a computer, that “sources” (i.e., transmits) or “sinks” (i.e., re-
ceives) data frames over the communications media. A common type of data network
is a local area network (“LAN”) which often refers to a privately owned network within
a single building or campus. LANSs typically employ a data communication protocol
(LAN standard), such as Ethernet, FDDI or token ring, that defines the functions per-
formed by layer-2 (L2) and layer-1 (L1) of a communications architecture (i.e., a proto-
col stack). As used herein, L2 and L1 correspond to the data-link layer and physical
layer, respectively, of the Open Systems Interconnect — Reference Model (OSI-RM).

One or more intermediate network devices, such as bridges and switches, are of-
ten used to couple data networks (e.g., LANSs) together and allow the corresponding
entities in each data network to exchange information. For example, a network switch
may be used to provide a “switching” function between two or more LANs. Here, the
switch may contain a plurality of ports coupled to the LANs. The switching function
may include receiving data from a sending entity at a source port from one LAN and
transferring that data to at least one destination port for forwarding to one or more re-

ceiving entities in another LAN.
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Ethemet

Ethernet is one of the most common LAN standards used today. The Institute
of Electrical and Electronics Engineers (IEEE) has approved an Ethernet transmission
standard (IEEE 802.3) for copper-based medium, often called 10Base-T, that is capable
of transmitting data at 10 Megabits-per-second (Mbs). The IEEE has also approved a
Fast Ethernet transmission standard (IEEE 802.3u), sometimes referred to as 100Base-
T, which is capable of operating at 100 Mbs. Both 10Base-T and 100Base-T, however,

are limited to cable lengths that are less than 100 meters.

In addition to the 10Base-T and 100Base-T standards, the IEEE has promul-
gated a Gigabit Ethernet standard (IEEE 802.3z/802.3ab) for transmitting data at 1000
Mbs. A fiber channel version of the Gigabit standard is often referred to as 1000Base-
X and a long haul copper version is often called 1000Base-T. In addition to the sub-
stantially increased transmission rate, Gigabit Ethernet also supports cable lengths of up
to 3000 meters. Gigabit Ethernet thus represents a potentially significant increase in

the size or range of Ethernet LANs.

Spanning Tree Algorithm

Most data networks include redundant communications paths so that a failure of
any given link does not isolate any portion of the network. Such networks are typically
referred to as meshed or partially meshed networks. The existence of redundant links,
however, may cause the formation of circuitous paths or “loops” within the network.

Loops are highly undesirable because data frames may traverse the loops indefinitely.

Furthermore, some intermediate network devices, such as bridges or switches,
replicate frames whose destination is not known, resulting in a proliferation of data
frames along loops. The resulting traffic can overwhelm the network. Other interme-
diate network devices, such as routers, that operate at higher layers, such as layer-3 or
the network layer of the OSI-RM, deliver data frames and learn the addresses of entities
on the network differently than most bridges or switches. Thus, data traffic “switched”

at high layers are generally not susceptible to sustained looping problems.

To avoid the formation of loops, most intermediate network devices, such as

bridges or switches, execute a spanning tree protocol (STP) which allows them to cal-
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culate an active network topology that is loop-free (i.e., a tree) and yet connects every
pair of LANSs within the network (i.e., the tree is spanning). The STP is part of an ear-
lier (legacy) version of the IEEE 802.1D standard and has been replaced by the Rapid
Spanning Tree Protocol (RSTP) described below. In general, according to STP, inter-
mediate network devices elect a single device within the network to be a “Root
Bridge”. The STP takes advantage of the fact that each intermediate network device
has a unique numerical identifier (bridge ID) by specifying that the Root Bridge is the
intermediate network device with the lowest bridge ID. In addition, for each LAN cou-
pled to any intermediate network device, exactly one port (a “Designated Port™) on one
intermediate network device (a “Designated Bridge”) is elected. The Designated
Bridge is typically the one closest to the Root Bridge. All ports on the Root Bridge are
Designated Ports, and the Root Bridge is the Designated Bridge on all the LANs to
which it has ports.

Each intermediate network device that is not a Root-Bridge also selects one port
(a “Root Port”) from among its ports which gives the lowest cost path to the Root
Bridge. The Root Ports and Designated Ports are selected for inclusion in the active
topology and are placed in a “forwarding” state so that data frames may be forwarded
to and from these ports and thus onto the LANSs interconnecting the bridges and end
stations of the network. Ports not included within the active topology are placed in a
“blocking” state. When a port is in the blocking state, data frames will not be for-
warded to or received from the port. A network administrator may also exclude a port

from the spanning tree by placing it in a “disabled” state.

To obtain the information necessary to run the spanning tree protocol, interme-
diate network devices exchange special messages called bridge protocol data unit
(BPDU) messages or simply BPDUs. BPDUs carry information, such as assumed root
and lowest root path cost, used in computing the active topology. More specifically,
upon start-up, each intermediate network device initially assumes itself to be the Root
Bridge and transmits BPDUs accordingly. Upon receipt from a neighboring device, the
BPDU’s contents are examined and compared with similar information (e.g., assumed
root and lowest root path cost) stored by the receiving bridge in memory. If the infor-

mation from the received BPDU is “better” than the stored information, the intermedi-
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ate network device adopts the better information and uses it in the BPDUs that it sends
(adding the cost associated with the receiving port to the root path cost) from its ports,
other than the port on which the better information was received. Although received
BPDUs are not forwarded by intermediate network devices, the identifier of the Root
Bridge is eventually propagated to and adopted by all intermediate network devices as
described above, allowing them to select their Root Port and any Designated Port(s).

In order to adapt the active topology to changes and failures, the Root Bridge
periodically (e.g., every “hello time”) generates and transmits BPDUs. In response to
receiving BPDUs on their Root Ports, intermediate network devices generate and
transmit their own BPDUs from their Designated Ports, if any. Thus, BPDUs are peri-
odically propagated throughout the network, confirming the active topology. As BPDU
information is updated and/or timed-out and the active topology is re-calculated, ports
may transition from the blocking state to the forwarding state and vice-versa. That is,
as a result of new BPDU information, a previously blocked port may learn that it

should be in the forwarding state (e.g., it is now the Root Port or a Designated Port).

Rapid Spanning Tree Protocol

As noted above, the IEEE 802.1D has incorporated the RSTP to replace the leg-
acy STP. Like STP, the RSTP selects one intermediate network device, such as a
bridge, of a data network to be a Root Bridge and defines an active topology that pro-
vides complete connectivity among LANs while severing any loops. Each individual
port of each intermediate network device is assigned a port role according to whether
the port is to be part of the active topology. The port roles defined by RSTP include
Root, Designated, Alternate and Backup. The port offering the best, e.g., lowest cost,
path to the Root Port is assigned the Root Port Role. Each port offering an alternative,
e.g., higher cost, path to the Root Bridge is assigned the Alternate Port Role. For each
LAN, the one port providing the lowest cost path to the Root Bridge from that LAN is
assigned the Designated Port Role, while all other ports coupled to the LAN are as-
signed the Root, Backup or, in some cases, the Alternate Port Roles. At the Root
Bridge, all ports are assigned the Designated Port Role.

Those ports that have been assigned the Root Port and Designated Port Roles

are placed in the forwarding state, while ports assigned the Alternate and Backup Roles
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are placed in a discarding state. A port assigned the Root Port Role can be rapidly tran-
sitioned to the forwarding state provided that ports assigned the Alternate Port Role are
placed in the state. If a failure occurs on the port currently assigned the Root Port Role,
a port assigned the Alternate Port Role can be reassigned to the Root Port Role and rap-
idly transitioned to the forwarding state, provided that the previous Root Port has been
transitioned to the discarding state. A port assigned the Designated Port Role or a
Backup Port that is to be reassigned to the Designated Port Role can be rapidly transi-
tioned to the forwarding state, provided that the roles of the ports of the downstream
intermediate network device are consistent with this port being assigned the Designated
Port Role. The RSTP provides an explicit handshake to be used by neighboring inter-
mediate network devices to confirm that a new Designated Port can rapidly transition to

the forwarding state.

Like STP, intermediate network devices running RSTP also exchange BPDUs
in order to determine which roles to assign to the intermediate network device’s ports.
The BPDUs are also utilized in the handshake employed to rapidly transition Desig-
nated Ports to the forwarding state.

Virtual Local Area Networks (VLANSs)

A data network may also be segmented into a series of logical networks. For
example, U.S. Patent No. 5,394,402, issued February 28, 1995 to Ross (the “’402 Pat-
ent”), discloses an arrangement for associating any port of a switch with any particular
network segment. Specifically, according to the *402 Patent, any number of physical
ports of a particular intermediate network device, such as a switch, may be associated
with any number of groups within the device by using a virtual local area network
(VLAN) arrangement that “virtually” associates the port with a particular VLAN des-
ignation. More specifically, the intermediate network device associates VLAN desig-
nations with its ports and further associates those VLAN designations with messages

transmitted from any of the ports to which the VLAN designation has been assigned.

The VLAN designation for each port is stored in a memory portion of the in-
termediate network device such that every time a message is received on a given access
port the VLAN designatioh for that port is associated with the message. Association is
accomplished by a flow-processing element, which looks up the VLAN designation in
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the memory portion based on the particular access port at which the message was re-
ceived. In many cases, it may be desirable to interconnect a plurality of these interme-
diate network devices in order to extend the VLAN associations of ports in the net-
work. Those entities having the same VLAN designation function as if they are all part
of the same LAN. VLAN-configured bridges are specifically configured to prevent
message exchanges between parts of the network having different VLAN designations
in order to preserve the boundaries of each VLAN. Nonetheless, intermediate network

devices operating above L2 can relay messages between different VLAN segments.

In addition to the 402 Patent, the IEEE promulgated a widely used standard ti-
tled “Virtual Bridged Local Area Networks” (IEEE 802.1Q) which is geared towards
processing packets associated with VLANs. To preserve VLAN associations of mes-
sages transported across trunks or links in VLAN-aware networks, both Ross and the
IEEE 802.1Q standard disclose appending a VLAN identifier (VID) field to the corre-
sponding frames to associate a frame with a VLAN. The VID field defined by the
IEEE 802.1Q standard supports up to 4096 VLANS.

Multiple Spanning Tree Protocol

The IEEE has incorporated a widely used Multiple Spanning Tree Protocol
(MSTP) standard in the IEEE 802.1Q standard that may be used to provide STP fea-
tures for networks that support VLANs. The MSTP organizes a network into Multiple
Spanning Tree (MST) regions. Within each region, the MSTP establishes an Internal
Spanning Tree (IST) which provides connectivity to all intermediate network devices,
such as bridges, within the respective region and to the ISTs established within other
regions. The IST established within each MST region also provides connectivity to the
one Common Spanning Tree (CST) established outside of the MST regions by IEEE
802.1Q standard compatible intermediate network devices running STP or RSTP. The
IST of a given MST region receives and sends BPDUs to the CST. Accordingly, all
intermediate network devices of the network are connected by a single Common and
Internal Spanning Tree (CIST). From the point of view of legacy or IEEE 802.1Q in-
termediate network devices, moreover, each MST region appears as a single “virtual

bridge” on the CST.
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Within each MST region, the MSTP compatible intermediate network devices
establish a plurality of active topologies, each of which is called a Multiple Spanning
Tree Instance (MSTI). The MSTP devices also assign or map each VLAN to one and
only one of the MSTIs. Because VLANSs may be assigned to different MST]Is, frames
associated with different VLANS can take different paths through an MST region. The
intermediate network devices may, but typically do not, compute a separate topology
for every single VLAN, thereby conserving processor and memory resources. Each
MSTI is basically a simple RSTP instance that exists only inside the respective Region,
and the MSTIs do not interact outside of the Region.

MSTP, like the other spanning tree protocols, uses BPDUs to establish the ISTs
and MSTIs as well as to define the boundaries of the different MST regions. The in-
termediate network devices do not send separate BPDUs for each MSTI. Instead, every
MSTP BPDU carries the information needed to compute the active topology for all of
the MSTIs defined with the respective Region. Each MSTI, moreover, has a corre-
sponding identifier (ID) and the MSTI IDs are encoded into the intermediate network
devices’ bridge IDs. That is, each intermediate network device has a unique ID, as de-
scribed above, and this ID is made up of a fixed portion and a settable portion. With
MSTP, the settable portion of an intermediate network device’s bridge ID is further or-
ganized to include a system ID extension. The system ID extension corresponds to the
MSTI ID. The MSTP compatible intermediate network devices within a given Region
will thus have a different bridge ID for each MSTI. For a given MSTI, the intermediate
network device having the lowest bridge ID for that instance is elected the root. Thus,
an MSTP compatible intermediate network devicé may be the root for one MSTI but

not another within a given MST region.

Each intermediate network device running MSTP also has a single MST Con-
figuration Identifier (ID) that consists of three attributes: an alphanumeric configuration
name, a revision level and a VLAN mapping table that associates each of the potential
4096 VLANES to a corresponding MSTI. Each intermediate network device, moreover
loads its MST Configuration ID into the BPDUs sourced by the bridge. Because inter-
mediate network devices only need to know whether or not they are in the same MST

region, they do not propagate the actual VLAN to MSTI tables in their BPDUs. In-
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stead, the MST BPDUs carry only a digest of the VLAN to MSTI table or mappings.
The digest is generated by applying the well-known MD-5 algorithm to the VLAN to
MSTI table.

When an intermediate network device receives an MST BPDU, it extracts the
MST Configuration ID contained therein, including the digest, and compares it with its
own MST Configuration ID to determine whether it is in the same MST region as the
intermediate network device that sent the MST BPDU. If the two MST Configuration
IDs are the same, then the two intermediate network devices are in the same MST re-
gion. If, however, the two MST Configuration IDs have at least one non-matching at-
tribute, i.e., either different configuration names, different revision levels and/or differ-
ent computed digests, then the intermediate network device that received the BPDU
concludes that it is in a different MST region than the intermediate network device that
sourced the BPDU. A port of a MST compatible intermediate network device, more-
over, is considered to be at the boundary of a MST region if the Designated Bridge is in
a different MST region or if the port receives legacy BPDUSs.

Service Provider/Core Networks

Service Providers (SPs) often provide various services to various customers in
order to enable these customers to “link-up” remote portions of their data network via,
e.g., Ethernet. In a typical arrangement, a SP provides one or more access networks
that various remote points in the customer’s network use to gain access to the SP’s data
network. A SP’s access networks may be linked using a core network that may be part
of the SP’s network. Alternatively, the core network may be part of a carrier network
provided by a separate carrier. The core network typically comprises one or more in-
termediate network devices, such as optical switches and/or routers, configured to im-

plement a high-speed backbone data network.

A SP may provide VLAN services that enable a customer to define VLANs that
span remote portions of the customer’s network. Here, the SP may use a VID based on
the IEEE 802.1Q standard to enable data associated with a customer’s VLAN to be car-
ried from a customer’s local site to the customer’s remote site via the access and core
networks. Moreover, the MSTP may be used to manage spanning trees associated with

the customer’s VLANS.
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One problem with using a VID based on the IEEE 802.1Q standard is that the
total number of VLANS that may be carried is limited to 4096. Thus, the SP’s network
may be limited to supporting a total of 4096 VLANS for all of its customers. In today’s

high-speed-high-access networks, this poses a significant limitation for a SP.

Prior art techniques have addressed this limitation by expanding the size of the
VID field to accommodate more than 4096 VLANs. However, expanding the VID
field may make traffic carrying the expanded VID field incompatible with various stan-
dards used to process VLAN traffic and manage VLAN networks, such as the IEEE
802.1Q standard. Thus, these standards may not be available to networks that are con-

figured to support an expanded VID field.

Since these standards may not be available, intermediate network devices may
have to be reconfigured or replaced in order to process traffic using the expanding VID.
Further, these reconfigured devices may not be interoperable with intermediate network
devices that implement standards (e.g., IEEE 802.1Q) for processing VLAN traffic.
Moreover, since the MSTP may not be available, a new protocol may have to be devel-
oped to manage the network’s topology to ensure it is “loop free.” Developing and im-
plementing a new protocol may be costly and once again affect the interoperability be-
tween intermediate network devices configured to manage spanning trees using the new
protocol and other network devices that utilize standard protocols to manage spanning

trees.

SUMMARY OF THE INVENTION

The present invention overcomes limitations associated with the prior art by
providing a technique for scaling virtual local area networks (VLANSs) in a manner that
allows existing standards to be used to process VLAN traffic and provide loop-free to-
pologies for the VLANS.

In the illustrated embodiment, a data network is divided into a core network and
one or more domain networks. The domain and core networks are organized to support
the Multiple Spanning Tree Protocol (MSTP) as defined by the Institute of Electronics
and Electrical Engineers (IEEE) 802.1Q standard. Specifically, the core network and

each domain are defined as separate Multiple Spanning Tree (MST) regions wherein
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each region contains an Internal Spanning Tree (IST). The ISTs participate in a Com-
mon Spanning Tree (CST) which spans the core and domain networks. Advanta-
geously, by supporting a MSTP, the inventive technique provides, inter alia, redun-

dancy between the domain networks and core networks.

VLANS are apportioned and allocated between the core and domain networks
such that VLANSs allocated (apportioned) to the domain networks are “local” to each
domain and VLANS allocated (apportioned) to the core network are “global” to both
the core and domain networks. Each VLAN in the domain and core networks is associ-
ated with a conventional unique VID that is illustratively compliant with the IEEE
802.1Q standard. The VIDs are carried in packets and are used to identify VL AN that

transport the packets within a portion (i.e., core, domain) of the data network.

Specifically, packets transported on a domain network VLAN contain a domain
VLAN (DVLAN) tag which is a VID that identifies the domain network VLAN. Pack-
ets transported on a core network VLAN contain a transport VLAN (TVLAN) tag
which is a VID that identifies the core network VLAN. In addition, packets carried
within the core network contain a pseudo-LAN (P-LAN) tag which is used in combina-

tion with the TVLAN tag to determine a DVLAN tag associated with the packet.

According to the technique, a packet sourced from a first end node coupled to a
first customer network and destined for a second end node coupled to a second cus-
tomer network is acquired and tagged with a first DVLAN tag by a first domain ingress
node contained in a first domain network. The packet is transported in the first domain
network on a VLAN associated with the DVLAN tag and is eventually acquired by a
first domain egress node. The first domain egress node transfers the packet to a core
network ingress node which acquires the packet, removes the DLVAN tag, translates it
to a TVLAN tag and P-LAN tag combination and places the TVLAN and P-LAN tags
in the packet. The packet is then transported in the core network on a VLAN associ-
ated with the TVLAN tag and is eventually acquired by a core network egress node.
The core network egress node removes the TVLAN and P-LAN tags and uses them to
identify a second DLVAN tag associated with a VLAN in a second domain network.
The second DVLAN tag is placed in the packet and the packet is transported on the

VLAN in the second domain to a second domain egress node. The second domain
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egress node acquires the packet, removes the second DVLAN tag and forwards the

packet onto the second customer network for transfer to the second end node.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be better understood by
referring to the following description in conjunction with the accompanying drawings
in which like reference numbers indicate identical or functionally similar elements:

Fig. 1 is a schematic block diagram of a data network that may be used with the
present invention;

Fig. 2 is a high-level partial schematic block diagram of an intermediate node
that may be used with the present invention;

Fig. 3 is a high-level partial schematic block diagram of a supervisor engine that
may be used with the present invention;

Fig. 4 is a high-level partial schematic block diagram of a line card that may be
used with the present invention;

Fig. 5 is a Encoded Address Recognition Logic (EARL) lookup data structure
that may be used with the present invention;

Fig. 6 is a high-level partial schematic block diagram of a tunnel engine (TE)
that may be advantageously used with the present invention;

Fig. 7 is a TE lookup data structure that may be advantageously used with the
present invention;

Fig. 8 is a TE virtual local area network (VLAN) translation data structure that
may be used with the present invention;

Fig. 9 is a TE domain VLAN (DVLAN) translation data structure that may be
used with the present invention;

Fig. 10 is a high-level schematic block diagram of a data packet carried in a cus-
tomer network that may be used with the present invention;

Fig. 11 is a high-level schematic block diagram of a data packet carried in a
domain network that may be used with the present invention;

Fig. 12 is a high-level schematic block diagram of a data packet carried in a

core network that may be used with the present invention; and
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Figs. 13A-C are a flow chart of a sequence of steps that may be used to config-

ure an intermediate node to process a packet in accordance with the present invention.

DETAILED DESCRIPTION OF AN ILLUSTRATIVE
EMBODIMENT

Fig. 1 is a schematic block diagram of a data network 100 that may be advanta-
geously used with the present invention. The data network 100 comprises a collection
of communication (data) links connected to a plurality of network entities, such as end
nodes 110 and intermediate nodes 200 to form an internetwork of nodes. These inter-
networked nodes communicate by exchanging data packets according to a predefined
set of protocols, such as the Transmission Control Protocol/Internet Protocol (TCP/IP)
and the Internetwork Packet eXchange (IPX) protocol. A protocol, as used herein, is a
set of formal rules describing how to transfer data between two entities in a data net-

work.

Specifically, network 100 comprises various interconnected “‘sub-networks” in-
cluding customer networks 120a-b, domain networks 130a-b and a core network 140.
The customer networks 120a-b contain various nodes, including intermediate nodes
200a, 200h and end nodes 110a-b, which may reside at different sites of a particular
customer. These nodes may generate various data packets that are exchanged between
the nodes on virtual local area networks (VLANS) contained within the customer, do-
main and core networks. The domain and core networks comprise various nodes, in-
cluding intermediate nodes 200b-g, that may reside at a service provider’s (SP’s) site.
Alternatively, the core network 140 nodes may reside at a site other than the SP’s site,

such as at the site of a communication carrier.

Intermediate nodes 200 illustratively process data packets carried on the
VLANSs in accordance with the Institute of Electrical and Electronics Engineers (IEEE)
802.1Q (IEEE 802.1Q) and 802.1D (IEEE 802.1D) standards. Further, nodes 200 illus-
tratively maintain a loop-free topology for each of the VLANS in accordance with the
multi-spanning tree protocol (MSTP) defined in the IEEE 802.1Q standard. The IEEE
802.1Q and IEEE 802.1D standards are available from the IEEE, New York, NY and
are hereby incorporated by reference as though fully set forth herein.
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The core network 140 acts as a backbone network that enables communication
between the nodes contained in the customer and domain networks. The domain net-
works provide an “access” interface for the customer networks 120a-b to the core net-
work and enable a node contained in one customer network (e.g., 120a) to communi-
cate with another (remote) contained in another customer network (e.g., 120b) via the

core network 140.

It should be noted that data network 100 is intended for illustrative purposes and
is not intended to limit the present invention. Other data networks, including networks
far more complex than network 100, may be configured to take advantage of the inven-

tive technique.

Fig. 2 is a high-level partial schematic block diagram of an intermediate node
200, which is illustratively a router, that may be advantageously used with the present
invention. Suitable intermediate nodes that may be used with the present invention in-
clude the Cisco 7200, 7600 and 12000 Series routers available from Cisco Systems In-
corporated, San Jose, CA. Node 200 is configured to perform, inter alia, various con-
ventional layer-2 (L2) and layer-3 (L3) switching and routing functions including proc-
essing data packets in accordance with the inventive technique. As used herein, L2 and
L3 refer to the data link layer and network layer, respectively, of the Open Systems In-
terconnection-Reference Model (OSI-RM). Node 200 is also configured to support
various combinations of L2 and L3 protocols and standards including, e.g., Open
Shortest Path First (OSPF), TCP/IP, Ethernet, IEEE 802.1D, IEEE 802.1Q, Asynchro-
nous Transfer Mode (ATM) and Frame Relay (FR).

Intermediate node 200 comprises one or more line cards 400 and a supervisor
engine card 300 interconnected by a backplane 220. The backplane 220 comprises a
point-to-point interconnect bus that interconnects the various cards and allows data and
signals to be transferred from one card to another. The supervisor engine 300 com-
prises logic that is, inter alia, configured to manage node 200, maintain a centralized
forwarding database that it distributes to the line cards 400, execute various protocols,
such as OSPF, and perform other functions, such as processing packets destined for the

supervisor engine 300.
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Fig. 3 is a high-level partial schematic block diagram of a supervisor engine 300
that may be advantageously used with the present invention. Engine 300 comprises a
processor 320, system controller 330, interface logic 360, and memory 340. The mem-
ory 340 comprises random access memory (RAM) locations addressable by the system
controller 330 for storing, e.g., data structures and software programs. Interface logic
360 is coupled to the backplane 220, and is configured to transfer data between the
backplane 220 and the processor 320.

The memory 340 is a computer readable medium comprising Dynamic Random
Access Memory (DRAM) devices configured to implement a 128 Megabyte (Mb) ran-
dom-access memory. Memory 340 contains various software and data structures used
by processor 320 including forwarding database 344 and operating system 342. Data-
base 344 contains conventional forwarding information, such as L2 and L3 addresses of
nodes in the network and local target logic (LTL) identifiers (IDs) that identify, inter
alia, an interface (e.g., a port 215) through which a node associated with the address
may be reached. Operating system 342 contains computer executable instructions that
functionally organize the intermediate node 200 by, e.g., invoking network operations
in support of software processes executing on the supervisor engine 300. These proc-
esses may include software functions that implement various routing and switching
protocols supported by the intermediate node 200 as well as functions that implement

aspects of the present invention.

System controller 330 is coupled to the processor 320 and memory 340, and
comprises circuitry configured to enable processor 320 to access (e.g., read, write)
memory locations contained in memory 340. Processor 320 is a conventional routing
processor configured to execute instructions contained in memory 340 for, inter alia,
maintaining and distributing forwarding database 344. Specifically, processor 320 exe-
cutes instructions that acquire information about packets processed by the various line
cards 400, such as VLAN, ports and L2 and L3 addresses associated with the packets,
and uses this information to maintain forwarding database 344. Moreover, processor
320 executes instructions to distribute its forwarding database 344 to the various line
cards 400 that may process this information to update and maintain their versions of

forwarding databases.
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The line cards 400 connect (interface) the intermediate node 200 with the net-
work 100. The line cards 400 transfer and acquire data packets to and from the net-
work via ports 215, using various protocols and standards, such as Asynchronous
Transfer Mode (ATM), Frame Relay (FR), Ethernet, Fast Ethernet (FE), Gigabit
Ethernet (GE), IEEE 802.1Q and IEEE 802.1D. Fig. 4 is a high-level partial schematic
block diagram of a line card 400 that may be advantageously used with the present in-
vention. Line card 400 comprises network interface logic 420, an Encoded Address
Recognition Logic (EARL) device 450, backplane interface logic 460 and output queu-
ing logic 440. Each line card 400 may contain a plurality of 215 ports coupled to the
network 100. The network interface logic 420 interfaces the line card 400 to the net-
work 100 via the 215 ports and enables the line card 400 to transfer and acquire data to
and from the network 100. To that end, logic 420 comprises conventional interface cir-
cuitry that may incorporate the signal, electrical and mechanical characteristics, and
interchange circuits, needed to interface line card 400 with the network’s physical me-

dia and protocols running over that media.

The backplane interface logic 460 contains interface circuitry that interfaces the
line card 400 to the backplane 220 and enables the line card 400 to transfer and acquire
data to and from other cards coupled to the backplane 220. The output queuing logic
440 contains circuitry, such as output queues and scheduling control logic, configured

to control the transfer of data packets onto the network 100 via the interface logic 420.

The EARL device 450 is illustratively embodied in an application-specific inte-
grated circuit (ASIC) that comprises circuitry configured to acquire and process data
packets including making forwarding decisions for the packets without the aid of the
supervisor engine 300. Thus, the line card 400 may continue to forward data packets
even though the supervisor engine 300 is not available. The EARL 450 comprises a
line card forwarding database (LCFDB) lookup data structure 500 that contains various
L2 lookup information used by the EARL 450 to make forwarding decisions for data
packets processed by the EARL 450.

Fig. 5 is an illustration of lookup data structure 500 illustratively organized as a
table that may be advantageously used with the present invention. Table 500 comprises

one or more entries 510 wherein each entry is associated with an entity (e.g., a node) in
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the network 100. Each entry 510 contains a media access control (MAC) address field
520, a virtual local area network (VLAN) identifier (ID) field 530 and a local target
logic (LTL) ID field 540. It should be noted that entries 510 may contain other fields,
such as a valid field that indicates whether the entry 510 contains valid information or

an age field that indicates an age associated with the entry 510.

The MAC address field 520 holds a value that represents, e.g., a physical ad-
dress associated with the entity associated with the entry 510. The VLAN ID field 530
holds a value that identifies a VLAN associated with the entity. The LTL ID field 540
holds a value that identifies “local target logic” (e.g., a port 215) associated with the
entry’s entity.

Operationally, packets are acquired from the network 100 by the network inter-
face 420 via a port 215 on a line card 400 and transferred to the line card’s EARL 440
where the packets are processed. This processing may include comparing a destination
MAC address in each packet with the MAC addresses of entries in the table the
LCFDB 500 to determine if the contents of an entry’s MAC address field 520 matches
the destination MAC. If not, the line card 400 may transfer the packet to the supervisor
engine 300 via the backplane 220 for further processing. If a matching entry is found,
the packet is associated with the matching entry’s VLAN ID 530 and transferred to the
destination identified by the matching entry’s LTL ID 540.

The present invention relates to a technique for scaling virtual local area net-
works (VLANSs) in a manner that allows existing standards to be used to process VLAN
traffic and provide loop-free topologies for the VLANs. According to the technique, a
data network is divided into customer, domain and core networks. VLANSs are appor-
tioned and allocated between the core network and domain networks such that VLANs
allocated (apportioned) to the core networks are global to both the core and domain
networks, and VLANS allocated (apportioned) to the domain networks are local to each
domain. Packets transported in the domain network contain domain VLAN (DVLAN)
tags which are conventional VIDs that identify VLANS used to transport the packets in
the domain network. Packets transported in the core network contain transport VLAN
(TVLAN) tags which are conventional VIDs that identify VLANs used to transport the
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packets in the core network. In addition, packets transported in the core network con-
tain pseudo-LAN (P-LAN) tags that are used in combination with TVLAN tags to iden-
tify DVLAN tags associated with the packet.

Line card 400 (Fig. 4) contains tunnel engine (TE) 600 which is configured to
process various packets acquired by the line card 400 in accordance with the inventive
technique. Specifically, TE 600 contains logic and data structures configured to per-
form various functions including encapsulating and de-encapsulating packets acquired

by the line card 400 and performing lookup and translation operations on the packets.

Fig. 6 is a high-level block diagram of an embodiment of TE 600 that may be
advantageously used with the present invention. Engine 600 comprises encapsula-
tion/de-encapsulation logic 620, a TE packet buffer 640 and various data structures in-
cluding a lookup table 700, a VLAN translation table 800 and a DVLAN translation
table 900. The encapsulation/de-encapsulation logic 620 contains logic configured to
perform various encapsulation/de-encapsulation functions on packets acquired by the
line card 400 including (i) tagging the packets with IEEE 802.1Q compliant VIDs (e.g.,
DVLAN and TVLAN tags) to enable the packets to be transferred on VLANs within
network 100 in accordance with IEEE 802.1Q, and (ii) removing various tags (e.g.,
TVLAN, DVLAN and P-LAN tags) from the packets. The TE packet buffer 640 com-
prises logic configured to hold packets processed by the tunnel engine 600.

The TE lookup data structure 700 contains information that is used by the TE
600 to lookup “destinations,” such as ports 215, for various packets processed by the
TE 600. Fig. 7 is an illustration of a lookup table data structure 700 that may be advan-
tageously used with the present invention. Data structure 700 is illustratively organized
as a table containing one or more entries 710. Each entry is associated with an entity
(e.g., anode) in network 100 and contains a MAC field 720, a VLAN tag field 730 and
a LTL ID field 740. It should be noted that each entry 710 may contain other fields,
such as a valid field that indicates whether the entry contains valid information and an

age field that indicates an age associated with the entry 710.

The MAC field 720 illustratively contains a 48-bit MAC address associated
with the entry’s entity. The VLAN tag field 730 contains an identifier that identifies a
VLAN associated with the entity and the LTL ID field 740 contains an identifier that
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identifies a destination associated with the entity. For example, the LTL ID field 740
may contain an identifier that identifies a port 215 through which the entity may be

reached.

The TE 600 uses the lookup data structure 700 to process a packet including de-
termining a VLAN associated with the packet as well as a destination for the packet.
Specifically, the TE 600 compares a MAC destination address contained in the packet
with the contents of MAC address fields 720 of entries 710 to determine if an entry 710
contains a MAC address 720 that matches the packet’s MAC destination address. If so,
the matching entry 710 is associated with the packet. The VLAN tag field 730 of the
matching entry 710 is used to identify a VLAN associated with the packet and the LTL
field 740 of the matching entry is used to identify a destination (e.g., a port 215) for the
packet.

The VLAN translation data structure 800 contains information that is used by
the TE 600 to “translate” a VLAN tag contained in a data packet to a DVLAN tag and
vice-versa. Fig. 8 is an illustration of data structure 800 that may be advantageously
used with the present invention. Data structure 800 is illustratively organized as a table
comprising one or more entries 810 wherein each entry 810 contains a domain VLAN
tag field 820 and a DVLAN tag field 830. It should be noted that each entry 810 may
contain other fields, such as a valid field that indicates whether the entry contains valid

information and an age field that indicates an age associated with the entry 810.

Illustratively, the VLAN tag 820 and DVLAN tag 830 fields hold IEEE 802.1Q
compliant VIDs associated with VLANS contained in the customer network 120a-b and
the domain network 130a-b, respectively. The TE 600 translates a packet’s VLAN tag
to a DVLAN tag by comparing the packet’s VLAN tag with the VLAN tags 820 of en-
tries in the table 800 to determine if an entry 810 contains a VLAN tag 820 that
matches the packet’s VLAN tag. If so, the tag (VID) contained in the matching entry’s
DVLAN tag field 830 is associated with the packet. Likewise, the TE 600 translates a
packet’s DVLAN tag contained in a packet to a VLAN tag by comparing the packet’s
DVLAN tag with the DVLAN tags 830 of entries in the table 800 to determine if an
entry 810 contains a DVLAN tag 830 that matches the packet’s DVLAN tag. If so, the
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tag (VID) contained in the matching entry’s VLAN tag field 820 is associated with the
packet.

The DVLAN translation data structure 900 contains information that is used by
the TE 600 to translate TVLAN tags and P-LAN tags to DVLAN tags and vice-versa
for packets processed by the TE 600. Fig. 9 is an illustration of data structure 900 that
may be advantageously used with the present invention. Data structure 900 is illustra-
tively organized as a table containing one or more entries 910 wherein each entry con-
tains a DVLAN tag field 920, a TVLAN tag field 930 and a P-LAN tag field 940. The
DVLAN tag field 920 illustratively holds an IEEE 802.1Q compliant VID associated
with a VLAN in the domain network 130a-b. The TVLAN tag field illustratively holds
an IEEE 802.1Q compliant VID associated with a VLAN in the core network 140. The
P-LAN tag field 940 holds a value that in combination with the TVLAN tag 930 may
be used to identify the DVLAN tag 920.

The TE 600 illustratively translates a DVLAN tag contained in a packet to a
TVLAN tag and P-LAN tag combination by comparing the packet’s DVLAN tag with
the DVLAN tags 920 of entries 910 contained in the table 900 to determine if an entry
exists in the table 900 whose DVLAN tag 920 matches the packets DVLAN tag. If so,
the TE 600 associates the TVLAN tag 930 and P-LAN tag 940 of the matching entry
910 with the packet. Likewise, a TVLAN tag and P-L AN tag combination contained in
a packet may be translated by the TE 600 to a DVLAN tag by comparing the packet’s
TVLAN tag and P-LLAN tag with the TVLAN tags 930 and P-LAN tags 940, respec-
tively, of entries in the table 900 to determine if the table 900 contains an entry 910
whose TVLAN tag 930 matches the packet’s TVLAN tag and whose P-LAN tag 940
matches the packet’s P-LAN tag. If so, the TE 600 associates the DVLAN tag 920 of
the matching entry with the packet.

In accordance with the present invention, data packets differ, with regards to
format, at various points in the network 100. Fig. 10 is a schematic block diagram of a
customer network data packet 1000 carried (transported) in the customer networks
120a-b that may be advantageously used with the present invention. Packet 1000 con-
tains a destination address field 1010, source address field 1020, a type field 1030, a
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VLAN tag field 1070, a payload field 1080 and a frame-check sequence (FCS) field
1090.

The destination address field 1010 illustratively contains a 48-bit MAC address
associated with a destination (e.g., a node) that is to receive the packet. The source ad-
dress field 1020 illustratively contains a 48-bit source MAC address associated with a
source (e.g., a node) of the packet. The type field 1030 illustratively contains a conven-
tional identifier that identifies a tagging protocol used by the packet 1000. Illustra-
tively, the type field contains a value that indicates the tagging protocol is based on the
IEEE 802.1Q standard.

The VLAN tag field 1070 holds an identifier that identifies a VLAN in the cus-
tomer network 120a-b that is associated with the packet. Illustratively, this field holds
an [EEE 802.1Q compliant VID that identifies the customer VLAN that is used to
transport the packet through the customer network 120. The payload field 1080 con-
tains data associated with the packet and the FCS field 1090 contains a frame-check
sequence of the packet. The content of the FCS field 1090 may be used by the inter-

mediate node 200 to determine if the packet contains an error.

It should be noted that the above-described customer network packet 1000 is in-
tended for illustrative purposes. Other types of packet carried in the customer network
120, such as packets that do not contain a VLAN tag field 1070, may take advantage of

the inventive technique.

Domain network packets carried in the domain networks 130 are similar to cus-
tomer network data packets 1000 except that they contain DVLAN fields which hold
values that identify VLANSs in the domain network 130. Fig. 11 is a schematic block
diagram of a domain network data packet 1100 that may be advantageously used with
the present invention. Packet 1100 contains a destination address field 1110, a source
address field 1120, type fields 1130a-b, a VLAN tag field 1170, a payload field 1180
and a FCS field 1190 which perform functions similar to the destination address 1010,
source address 1020, type 1030, VLAN tag 1070, payload 1080 and FCS 1090 fields,
respectively, described above. Note that the type fields 1130a, 1130b illustratively hold
tagging protocol information associated with a DVLAN tag 1160 and the VLAN tag
1170, respectively. The DVLAN tag field 1160 holds a conventional VID that is asso-
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ciated with a VLAN in the domain networks 130. Illustratively, the DVLAN tag field
1160 holds an IEEE 802.1Q compliant VID that identifies a VLAN in the domain net-
work 130 that carries the packet 1100 through the network 130. Notably, using an
IEEE 802.1Q compliant VLAN tag enables the packet to be processed as a packet
compliant with the IEEE 802.1Q standard thus enabling the packet to be processed us-

ing existing protocols and standards.

Core network data packets carried in the core network 140 contain unique fields
that may be used to identify DVLANS associated with the packets. Fig. 12 is a high-
level block diagram of a core network data packet 1200 that may be advantageously
used with the present invention. Packet 1200 contains a destination address field 1210,
a source address field 1220, type fields 1230a-c, a VLAN tag field 1270, a payload
field 1280 and a FCS field 1290 which perform functions similar to the above-
described destination address 1010, source address 1020, type 1030, VLAN tag 1070,
payload 1080 and FCS 1090 fields, respectively.

In addition, packet 1200 contains a TVLAN tag field 1240 and a P-LAN tag
field 1250. The TVLAN tag field 1240 illustratively holds an IEEE 802.1Q compliant
VID that identifies a VLAN contained in the core network 140 used to transport the
packet 1200 through the core network. Again, using an IEEE 802.1Q compliant VID
enables the packet 1200 to be processed in network 100 using existing protocols and
standards. The P-LAN field 1250 holds an identifier that when used in combination
with the content of the TVLAN field 1240, as will be further described below, enables
a DVLAN tag to be determined for the packet. Note that the type fields 1230a, 1230b
and 1230c illustratively hold tagging protocol information associated with the TVLAN
tag 1240, the P-LAN tag 1250, and the VLAN tag 1270, respectively.

In the illustrated embodiment, VLAN tags, DVLAN tags, TVLAN tags and P-
LAN tags are predefined and associated with VLANS in the various nodes of network
100 by a network management system (NMS) in communication with the network 100.
It should be noted, however, other well-known techniques, such as tag distribution pro-
tocols, may be used to disseminate this information to the various nodes. Further, in

the illustrated embodiment, entries in the EARL lookup table 500 and the TE lookup
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table 700 are learned in a conventional manner; however, a NMS may be used to con-

figure this information, as well.

Figs. 13A-C are flow charts illustrating a sequence of steps that may be used to
configure network 100 to process data packets in accordance with the present inven-
tion. Assume intermediate nodes 200b-g in network 100 are configured to execute a
conventional MSTP, such as the IEEE 802.1Q MSTP, wherein each domain network
130 and the core network are defined as a separate MST regions. Further, assume that
each VLAN is represented by a conventional VID based on the IEEE 802.1Q standard
and that intermediate nodes 200b-g are configured to process VLAN traffic using the
IEEE 802.1Q standard. The sequence begins at Step 1305 and proceeds to Step 1306,
where data network 100 is divided into a core network 140 and one or more domain
networks 130. At Step 1308 the VLANS for network 100 are apportioned between the
core network 140 and the domain networks 130a-b such that the VLANS allocated to
the core network are global to the core and domain networks and VLANS allocated to
the domain networks are “local” to each domain network. Since each VLAN is repre-
sented by a unique conventional VID, the VID’s “VLAN tag space” is likewise appor-
tioned between the domain networks 130a-b and the core network 140. A VID’s
VLAN tag space refers to the number of unique VLANS that may be represented in the
VID. Assume the VLANS are apportioned such that VL ANs associated with tags 1-500
are allocated to the domain networks 130 and VL AN associated with tags 501-4095

are allocated to the core network 140.

As noted above, in accordance with the inventive technique, each VLAN de-
fined for a domain network 130 is local to that network 130. Thus, illustratively, each
domain network 130a-b may contain up to 500 VLANs wherein each VLAN is local to
the particular domain network 130. Note that, apportioning the tag space between the
core and domain networks and treating the VLANS for each domain network 130 as
being local to that network 130 enables the number of VLANS defined for network 100
to scale beyond the number of VLANS represented by the VID (i.e., 4096). For exam-
ple, assume twenty domain networks 130 are coupled to the core network 140. As
noted above, each domain network 130 may have up to 500 VLANSs that are local to the
network 130. Thus, the domain networks 130 may have up to a total number of 10,000
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VLANSs which is greater than the number of VLANS that may be defined with a VID
that can represent only up to 4096 VLANs. The inventive technique enables a larger
number of VLANS to be supported by a conventional VID because it i) apportions the
VID’s VLAN tag space between the domain and core networks and ii) treats the

VLANSs allocated to the domain networks as being local to each domain network.

At Step 1312, a source node generates a packet destined for a destination node
and the packet is forwarded to the customer egress edge node. Assume, for example,
that node 110a is the source node that generates a packet 1000 containing a VLAN tag
1070 for destination node 110b and that the generated packet 1000 is forwarded to the
customer egress edge node 200a. At Step 1314, the customer network egress edge
node 200a acquires the packet 1000 and forwards it to the domain network ingress edge
node 200b.

At Step 1316, node 200b acquires the packet 1000 and generates a domain net-
work packet 1100 based on information contained in packet 1000. Specifically, node
200b sets the contents of the destination address field 1110, the source address field
1120, the type fields 1130a, 1130b and payload field 1180 in a conventional manner
based on information contained in packet 1000, and places the content of the VLAN tag
field 1070 (if present) in the VLAN tag field 1170 of packet 1100. At Step 1318, node
200b checks packet 1000 to determine if a VLAN tag 1070 is present in the packet
1000. If not, the sequence proceeds to Step 1320 where a DVLAN, associated with the
port 215 on which the packet 1000 was acquired by node 200b, is placed in the
DVLAN tag field 1160 of packet 1100 and the sequence proceeds to Step 1330.

If, as in this example, the packet contains a VLAN tag 1070, the sequence pro-
ceeds to Step 1322 where node 200b looks up a DVLAN tag for packet 1100 in the
VLAN translation data structure 800. Illustratively, node 200b compares the VLAN
tag 1070 in packet 1000 with the VLAN tag 820 of entries in data structure 800 to de-
termine if it contains an entry 810 whose VLAN tag 820 matches the VLAN tag 1070
of packet 1000. At Step 1324, if a matching entry 810 is not found (i.e., DVLAN is not
known), the sequence proceeds to Step 1326 where the packet 1000 is dropped (dis-
carded) and Step 1395 (Fig. 13C) where the sequence ends. Otherwise, if a matching
entry 810 is found (i.e., DVLAN is known), the sequence proceedé to Step 1328 where
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the packet 1100 is tagged with the DLVAN tag 830 of the matching entry by placing
the DVLAN tag 830 in the DVLAN tag field 1160 of packet 1100.

At Step 1330, node 200b generates an FCS for the packet in a conventional
manner, places the FCS in the packet’s FCS field 1190 and forwards the packet 1100 in
a conventional manner onto the domain network 130a on the VLAN associated with the
DVLAN tag 1160. At Step 1332, the domain network’s egress edge node 200c ac-
quires the packet and generates a core network packet 1200 based on information con-
tained in the acquired packet 1100. Specifically, node 200c generates the contents of
the destination address field 1210, source address field 1220, type field 1270a, and pay-
load field 1280 of packet 1200 in a conventional manner based on information con-
tained in packet 1100, and places the contents of the VLAN tag fields 1170a, 1170b in
the VLAN tag fields 1270b and 1270c of packet 1200, respectively.

At Step 1334, node 200c scans the DVLAN translation data structure 900 to de-
termine if a TVLAN tag and P-LAN tag can be found (is known) for the packet 1200.
Specifically, node 200c scans table 900 for an entry 910 whose DVLAN tag 920
matches the DLVAN tag 1160 in the packet 1100. At Step 1336, if a matching entry
910 is not found (TVLAN and P-LAN tags are unknown), the sequence proceeds to
Step 1338 where the packet 1100 is dropped and Step 1395 (Fig. 13C) where the se-
quence ends. Otherwise, if a matching entry 910 is found (TVLAN and P-LAN tags
are known), the sequence proceeds to Step 1340 where the packet 1200 is tagged with
the TVLAN tag 930 and P-LAN tag 940 of the matching entry 910. Illustratively, the
packet is tagged by placing the matching entry’s TVLAN tag 930 and P-LAN tag 840
in the packet’s TVLAN tag 1240 and P-LAN 1250 fields, respectively. Node 200c then
generates a FCS for the packet 1200 in a conventional manner, places the FCS in the
packet’s FCS field 1290 and forwards the packet 1200 onto the core network 140 in a
conventional manner on the VLAN associated with the packet’s TVLAN tag 1240
(Step 1342).

Eventually, the packet 1200 reaches the core network’s egress edge node 200e
where it is forwarded to the domain network’s ingress edge node 200f. At Step 1344,
node 200f acquires the core network packet 1200, generates a domain network packet
1100 based on information in the acquired packet 1200 and uses the TVLAN 1240 and



WO 2006/017111 PCT/US2005/024068

10

15

20

25

30

-25-

P-LAN 1250 tags in packet 1200 to locate a DVLAN tag for the generated packet 1100
(Step 1350). Specifically, node 200f sets the contents of the destination address 1110,
source address 1120 and payload 1180 fields in a conventional manner based on infor-
mation contained in the acquired packet 1200, and places the contents of the tag fields
1230b and 1230c in the tag fields 1130a and 1130b of the packet 1100, respectively. In
addition, node 200f scans the DVLAN translation table 900 for an entry 910 whose
TVLAN tag 930 and P-LAN tag 940 matches the TVLAN tag 1240 and P-LAN tag
1250 of the acquired packet 1200. If a matching entry 910 is not found (DVLAN un-
known), the sequence proceeds to Step 1354 where the packet is dropped and Step
1395 where the sequence ends. Otherwise, if a matching entry 910 is found (DVLAN
known), the sequence proceeds to Step 1356 the packet 1100 is tagged with the
DVLAN tag 920 of the matching entry 910 by placing the matching entry’s DVLAN
tag 920 in is placed in the packet’s DVLAN tag field 1160. At Step 1360 (Fig. 13C),
node 200f generates a FCS for the packet 1100, places it in the packet’s FCS field 1190
and forwards the packet 1100 onto the domain network 130b in a conventional manner
via the VLAN associated with the packet’s DVLAN tag 1160.

Eventually the packet 1100 reaches the domain network’s egress edge node
200g which acquires the packet 1100 and generates a customer network packet 1000
based on information contained in the acquired packet 1100 (Step 1362). Specifically,
node 200g generates the packet’s destination address 1010, source address 1020, type
1030 and payload 1080 in a conventional manner based on information contained in the
acquired packet 1100. In addition, node 200g places the content of the VLAN tag field
1170 of packet 1100 in the VLAN tag field 1070 of the generated packet 1000. At Step
1364, edge node 200g generates a FCS for the packet 1000, places the FCS in the
packet’s FCS field 1090 and forwards the packet onto customer network 120b in a con-
ventional manner via the VLAN associated with the packet’s VLAN tag 1070. At Step
1366, eventually, the customer ingress edge node 200h acquires the packet 1000 and
forwards it to its destination (e.g., node 110b). The sequence ends at Step 1395.

It should be noted that in other embodiments of the invention, processor 320
and memory 340 may be configured to implement aspects of the present invention.

Here, the memory 340 may be configured to hold computer instructions executed by
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the processor 320 that implement aspects of the inventive technique e.g., in accordance
with Figs. 13A-C. Moreover, the memory may comprise some combination of volatile
and non-volatile memory devices, such as the dynamic-RAM (DRAM) and flash mem-
ory. One skilled in the art would know that other computer readable mediums, such as
disk storage units, may be configured to store computer executable instructions that
implement the inventive technique. Further, one skilled in the art would know that
electromagnetic signals may be generated to carry computer executable instructions
that implement aspects of the present invention over €.g., a wireless data link or a data

network such as the Internet.

The foregoing description has been directed to specific embodiments of this in-
vention. It will be apparent that other variations and modifications may be made to the
described embodiments, with the attainment of some or all of their advantages. There-
fore, it is an object of the appended claims to cover all such variations and modifica-

tions as come within the true spirit and scope of the invention.

What is claimed is:
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CLAIMS

1. A method for processing data packets in a data network comprising a plurality
of virtual local area networks (VLANSs), the method comprising the steps of:

dividing the data network into a core network and a plurality of domain net-
works;

apportioning the plurality of VLANs between the domain networks and the core
network wherein the VLANS allocated to the domain networks are local to each domain
network and the VLANSs allocated to the core network are global to the domain net-
works and core network;

acquiring a first data packet at a domain ingress edge node in a first domain net-
work;

generating a first domain network packet from information contained in the first
data packet; and

tagging the first domain network packet with a first domain VLAN (DVLAN)

tag associated with a VLAN allocated to the first domain network.

2. A method as defined in claim 1 further comprising the step of:
forwarding the first domain network packet onto the first domain network on
the VLAN associated with the first DVLAN tag.

3. A method as defined in claim 1 wherein the first DVLAN tag is a VLAN identi-
fier (VID) compliant with the Institute of Electrical and Electronics Engineers (IEEE)
802.1Q standard.

4. A method as defined in claim 1 further comprising the steps of:

comparing a VLAN tag contained in the first data packet with VLAN tags con-
tained in entries of a VLAN translation data structure to determine if an entry in the
translation data structure contains a VLAN tag that matches the VLAN tag contained in
the first data packet; and

if so, tagging the first domain network packet with a DVLAN tag contained in
the matching entry of the VLAN translation data structure.
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5. A method as defined in claim 1 further comprising the steps of:

acquiring the first domain network packet at a core ingress edge node contained
in the core network;

generating a core network packet from information contained in the first domain
network packet; and

tagging the core network packet with a translation VLAN (TVLAN) tag associ-
ated with a VLAN allocated to the core network.

6. A method as defined in claim 5 further comprising the step of:
forwarding the core network packet onto the core network on the VLAN associ-
ated with the TVLAN tag.

7. A method as defined in claim 5 wherein the TVLAN tag is a VID compliant
with the IEEE 802.1Q standard.

8. A method as defined in claim 5 further comprising the step of:
tagging the core network packet with a pseudo-LAN (P-LAN) tag associated
with the TVLAN tag.

9. A method as defined in claim 5 comprising the steps of:

comparing the first DVLAN tag contained in the first domain network packet
with VLAN tags contained in entries of a DVLAN translation data structure to deter-
mine if an entry of the DVLAN translation data structure contains a VLAN tag that
matches the DVLAN tag contained in the first domain network packet; and

if so, tagging the core network packet with a TVLAN tag contained in the
matching entry of the DVLAN translation data structure.

10. A method as defined in claim 9 comprising the step of:
tagging the core network packet with a P-LAN tag contained in the matching
entry of the DVLAN translation data structure.



WO 2006/017111 PCT/US2005/024068
-29-

1 11. A method as defined in claim 5 further comprising the steps of:

2 acquiring the core network packet at a core egress edge node contained in the
3 core network;

4 generating a second domain network packet; and

5 tagging the second domain network packet with a second DVLAN tag.

it 12. A method as defined in claim 11 comprising the steps of:

2 comparing the TVLAN tag and the P-LAN tag contained in the core network

3 packet with VLAN tags and P-LAN tags contained in entries of the DVLAN translation
4  data structure to determine if an entry of the DVLAN translation data structure contains
s aTVLAN VLAN tag that matches the TVLAN tag of the core network packet and a P-

6 LAN tag that matches the P-LAN tag of the core network packet; and

7 if so, tagging the second domain network packet with a second DVLAN tag

8  contained in the matching entry of the translation data structure.

1 13. A method as defined in claim 11 wherein the second DVLAN tag is a VID com-
2 pliant with the Institute of Electrical and Electronics Engineers (IEEE) 802.1Q stan-
3 dard.

1 14. A method as defined in claim 11 comprising the step of:

2 forwarding the second domain network packet onto a second domain network
3 on

4 aVLAN contained in a second domain network that is associated with the second

s DVLAN tag.

1 15,  Anintermediate node in a data network wherein the data network comprises a
2 core network and a plurality of domain networks and a plurality of virtual local area

3 networks (VLANS) wherein each VLAN is associated with a unique conventional

4 VLAN identifier (VID) and the plurality of VLANS are apportioned between the core

s network and the plurality of domain networks, the intermediate node comprising:
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a line card configured to acquire a first domain data packet containing a first

domain VLAN (DVLAN) tag associated with a VLAN contained in the domain net-

work; and

16.

a tunnel engine (TE) configured to:

a) generate a first core network data packet from information contained in the
first domain data packet, and

b) tag the first core network data packet with a TVLAN tag and P-LAN tag as-
sociated with the first DVLAN tag.

An intermediate node as defined in claim 15 comprising:

a translation data structure comprising one or more translation data structure en-

tries wherein each entry contains a TVLAN tag and a P-LAN tag associated with a

DVLAN tag contained in the entry,

17.

wherein the tunnel engine is further configured to:

a) compare the first DVLAN tag contained in the first core network data packet
with DVLAN tags contained in the translation data structure entries to deter-
mine if a translation data structure entry contains a domain VLAN tag that
matches the first DVLAN tag, and

b) if so, tag the first core network data packet with the TVLAN tag and P-LAN

tag contained in the matching translation data structure.

An intermediate node as defined in claim 16 wherein the line card is configured

to acquire a second core network data packet containing a TVLAN tag and a P-LAN

tag,

wherein the tunnel engine is further configured to:

a) generate a second domain network data packet,

b) compare the TVLAN tag and P-LAN tag contained in the second core net-
work packet with TVLAN tags and P-LAN tags contained in entries of the
translation data structure to determine if an entry contains a TVLAN tag and P-
LAN tag that match the TVLAN tag and P-LAN tag, respectively, of the second

core network packet, and
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¢) if so, place a DVLAN tag contained in the matching entry in the second do-

main network packet.

18. A method for scaling a plurality of virtual local area networks (VLANS) in a
data network, the method comprising the steps of:

dividing the data network into a core network and one or more domain net-
works; and

apportioning the plurality of VLANs between the domain network and the core
network wherein the VLANS allocated to the domain network are local to each domain
network and the VLANS allocated to the core network are global to the domain network

and core network.

19. A system for scaling a plurality of virtual local area networks (VLANs) in a
data network, the system comprising:

means for dividing the data network into a core network and one or more do-
main networks; and

means for apportioning the plurality of VLANSs between the domain network
and the core network wherein the VLANs allocated to the domain network are local to
each domain network and the VLANS allocated to the core network are global to the

domain network and core network.

20. A computer readable medium comprising computer executable instructions for:
generating a core network data packet from information contained in a domain
data packet; and
tagging the core network data packet with a transport virtual local area network
packet (TVLAN) tag and pseudo-virtual local area network (P-LAN) tag associated
with a domain virtual local area network (DVLAN) tag contained in a domain network
packet.
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