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FIG. 35 
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FIG. 36 
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FIG. 37 
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FIG 38 
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FIG. 39 
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1. 

ENCRYPTION PROCESSING DEVICE, 
ENCRYPTION PROCESSING METHOD, AND 

PROGRAM 

TECHNICAL FIELD 

The present disclosure relates to an encryption processing 
device, an encryption processing method, and a program. 
More specifically, this relates to an encryption processing 
device, an encryption processing method, and a program for 
executing shared key encryption. 

BACKGROUND ART 

As the information Society continues to develop, the neces 
sity of information security technologies for securely protect 
ing information used increases. One configuration element of 
information security technologies are encryption technolo 
gies, and encryption technologies are currently used by vari 
ous products and systems. 
Though there are various types of encryption processing 

algorithms, one of the basic technologies is called a shared 
key block encryption. According to the shared key block 
encryption, a key for encryption and a key for decryption are 
shared items. In both the encryption processing and the 
decryption processing, multiple keys are generated from 
these shared keys, and a data conversion processing is repeat 
edly executed in block data units of a certain block unit such 
as 64 bits, 128 bits, 256 bits, or other. 
DES (Data Encryption Standard), which was the previous 

US standard, and AES (Advanced Encryption Standard), 
which is the current US standard, are known as representative 
shared key block encryption algorithms. Other various shared 
key block encryptions continue to be proposed, and the CLE 
FIA proposed by Sony Corporation in 2007 is also a shared 
key block encryption. 

These kind of shared key block encryption algorithms are 
mainly configured with an encryption processing part includ 
ing a round function executing unit for repeatedly executing 
conversions of input data, and a key Scheduling part for gen 
erating round keys to be applied at each round regarding the 
round function unit. The key Scheduling part first generates an 
expanded key in which the bit count is increased on the basis 
of a master key (master key), which is a secret key, and 
generates round keys (secondary keys) to be applied at each 
round function unit regarding the encryption processing part, 
based on the generated expanded key. 

Configurations for repeatedly executing the round function 
including linear conversion units and non-linear conversion 
units are known as specific configurations of these kinds of 
algorithms. Representative structures include the Feistel 
structure and the generalized Feistel structure, for example. 
The Feistel structure and the generalized Feistel structure 
include structures that convert plaintext into ciphertext by the 
repetition of a simple round function including an F function 
as a data conversion function. The linear conversion process 
ing and the non-linear conversion processing are executed by 
the F function. Further, NPL 1 and NPL 2 are examples of 
literature which discloses encryption processing applying 
Feistel structures. 

Conversely, various new techniques are emerging Such as a 
technique in which analysis of encryption algorithms or 
analysis of keys are illegally executed to perform cryptanaly 
sis. One example of this is the related key attack. Though 
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2 
various countermeasures have been considered to deal with 
these kinds of attacks, the current state is that these are not 
sufficient. 

CITATION LIST 

Non Patent Literature 

NPL 1: K. Nyberg, “Generalized Feistel Networks”, ASIA 
CRYPT 96, SpringerVerlag, 1996, pp. 91-104. 

NPL 2: Yuliang Zheng, Tsutomu Matsumoto, Hideki Imai. 
On the Construction of Block Ciphers Provably Secure and 
Not Relying on Any Unproved Hypotheses. CRYPTO 
1989: 461-480. 

NPL 3: Sony Corporation, “The 128-bit Blockcipher CLE 
FIA Algorithm Specification’. Revision 1.0, 2007. 

NPL 4: Aoki, Ichikawa, Kanda, Matsui, Moriai, Nakajima, 
Tokita, “128-bit Block Encryption Camellia Algorithm 
Specification, Version 2.0, 2001. 

NPL 5: GOST 28147-89: Encryption, Decryption, and Mes 
sage Authentication Code (MAC) Algorithms, RFC 5830. 

NPL 6: 3rd Generation Partnership Project, Technical Speci 
fication Group Services and System Aspects, 3G Security, 
Specification of the 3GPP Confidentiality and Integrity 
Algorithms; Document 2: KASUMI Specification, V.9.0.0. 
2009. 

SUMMARY OF INVENTION 

Technical Problem 

The present disclosure is the result of considering the pre 
viously described situation, for example, and aims to provide 
an encryption processing device, an encryption processing 
method, and a program with a high level of security that 
makes illegal cryptanalysis such as related key attacks diffi 
cult. 

Solution to Problem 

A first aspect of the present disclosure is an encryption 
processing device comprising: 

an encryption processing part configured to divide configu 
ration bits of data to be data processed into a plurality of lines, 
and to input, and to repeatedly execute data conversion pro 
cessing applying a round function to each line of data as a 
round calculation; and 

a key scheduling part configured to output round keys to a 
round calculation executing unit in the encryption processing 
part; 

wherein the key scheduling part is a replacement type key 
scheduling part configured to generate a plurality of round 
keys or round key configuration data by dividing a secret key 
stored beforehand into a plurality of parts; 
and wherein the plurality of round keys or plurality of 

round keys generated from a combination of the round key 
configuration data are output to a round calculation executing 
unit sequentially executing in the encryption processing part 
Such that a constant sequence is not repeated. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the key scheduling 
part changes the input sequence of the multiple round keys 
corresponding to the round calculation executing unitat units 
of multiple rounds regarding the round calculation executing 
unit. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the encryption 
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processing part includes an F function executing unit config 
ured to input the data divided into multiple lines and includes 
a non-linear conversion processing and a linear conversion 
processing, and a calculating unit configured to execute cal 
culations applying the round keys against the output of the F 5 
function executing unit. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the key scheduling 
part divides a secret key stored beforehand into multiple parts, 
and generates multiple round keys having the same number of 
bits as the round key input into the round calculation execut 
ing unit. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the key scheduling 
part divides a secret key stored beforehand into multiple parts, 
and generates multiple round keys having a smaller number 
of bits as the round key input into the round calculation 
executing unit, and performs multiple combinations of the 
multiple round key configuration data, and generates a round 20 
key having the same number of bits as the round key input into 
the round calculation executing unit. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the key scheduling 
part outputs juxtaposed multiple round keys that are applied 25 
in parallel to the round calculation executing unit regarding 
the round calculation executing unit sequentially executing in 
the encryption processing part. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the key scheduling 30 
part includes at least one selector configured to perform a 
selection supply processing of keys corresponding to the 
round calculation executing unit. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the key scheduling 35 
part sets multiple groups by classifying the multiple round 
keys or the round key configuration data, and performs con 
trol processing of the key Supply sequence corresponding to 
the round calculation executing unitat units of the set groups. 

Regarding an embodiment of the encryption processing 40 
device according to the present disclosure, the key scheduling 
part includes selectors in units of the groups. 

Regarding an embodiment of the encryption processing 
device according to the present disclosure, the encryption 
processing part executes encryption processing to convert 45 
plaintext as the input data into ciphertext, and executes 
decryption processing to convert ciphertext as the input data 
into plaintext. 

Further, a second aspect of the present disclosure is an 
encryption processing method to be executed in an encryption 50 
processing device, the encryption processing method com 
prising: 

an encryption processing step in which an encryption pro 
cessing part is configured to divide configuration bits of data 
to be data processed into a plurality of lines and input, and to 55 
repeatedly execute data conversion processing applying a 
round function to each line of data as a round calculation; and 

a key Scheduling step in which a key scheduling part is 
configured to output round keys to around calculation execut 
ing unit in the encryption processing part; 60 

wherein the key scheduling part is a replacement type key 
scheduling part configured to generate a plurality of round 
keys or round key configuration data by dividing a secret key 
stored beforehand into a plurality of parts: 

and wherein the plurality of round keys or plurality of 65 
round keys generated from a combination of round key con 
figuration data are output to around key calculation executing 
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unit sequentially executing in the encryption processing part 
at a setting such that a constant sequence is not repeated. 

Further, a third aspect of the present disclosure is a program 
to execute encryption processing in an encryption processing 
device, the program comprising: 

an encryption processing step in which an encryption pro 
cessing part is configured to divide configuration bits of data 
to be data processed into a plurality of lines and input, and to 
repeatedly execute data conversion processing applying a 
round function to each line of data as a round calculation; and 

a key Scheduling step in which a key scheduling part is 
configured to output round keys to around calculation execut 
ing unit in the encryption processing part; 

wherein the key scheduling part is a replacement type key 
scheduling part configured to generate a plurality of round 
keys or round key configuration data by dividing a secret key 
stored beforehand into a plurality of parts; 
and wherein the plurality of round keys or plurality of 

round keys generated from a combination of round key con 
figuration data are output to a round calculation executing 
unit sequentially executing in the encryption processing part 
at a setting such that a constant sequence is not repeated. 

Further, the program according to the present disclosure is 
a program Supplied to a computer system or information 
processing device capable of executing various program 
code, for example, by a recording medium, for example. The 
processing is achieved through the program by executing this 
kind of program with program executing unit in the informa 
tion processing device or computer system. 

Other objects, features, and advantages of the present dis 
closure will become clear by the detailed descriptions based 
on the embodiments of the present invention described later 
and the attached drawings. Further, the system regarding the 
present specification is a logical combination configuration of 
multiple devices, and so each configuration of the devices is 
not limited to being housed within the same physical unit. 

Advantageous Effects of Invention 

According to the embodiments of the present disclosure, an 
encryption processing device with a high level of security is 
achieved by Supply control of round keys. 

Specifically, included is an encryption processing part con 
figured to divide configuration bits of data to be data pro 
cessed into a plurality of lines, and to input, and to repeatedly 
execute data conversion processing applying around function 
to each line of data as a round calculation; and a key sched 
uling part configured to output round keys to a round calcu 
lation executing unit in the encryption processing part; 
wherein the key scheduling part is a replacement type key 
scheduling part configured to generate a plurality of round 
keys or round key configuration data by dividing a secret key 
stored beforehand into a plurality of parts; and wherein the 
plurality of round keys are output to a round calculation 
executing unit sequentially executing in the encryption pro 
cessing part such that a constant sequence is not repeated. 
According to the present configuration, an encryption pro 
cessing configuration with a high level of security is achieved 
that has a high level of resistance to repeated key attacks or 
other attacks, for example. 

BRIEF DESCRIPTION OF DRAWINGS 

FIG. 1 is a diagram describing an n-bit shared key block 
encryption algorithm corresponding to a key length of k bits. 
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FIG. 2 is a diagram describing a decryption algorithm 
corresponding to the n-bit shared key block encryption algo 
rithm corresponding to a key length of k bits, illustrated in 
FIG 1. 

FIG.3 is a diagram describing a relationship between a key 
scheduling part and a data encryption part. 

FIG. 4 is a diagram describing an example configuration of 
the data encryption part. 

FIG. 5 is a diagram describing an example of an SPN 
structure round function. 

FIG. 6 is a diagram describing an example of a Feistel 
structure round function. 

FIG. 7 is a diagram describing an example of an expanded 
Feistel structure. 

FIG. 8 is a diagram describing an example of an expanded 
Feistel structure. 

FIG. 9 is a diagram describing an example configuration of 
a non-linear conversion unit. 

FIG. 10 is a diagram describing an example configuration 
of a linear conversion processing unit. 

FIG. 11 is a diagram describing a key scheduling part 
(expanded key generating unit). 

FIG. 12 is a diagram describing a key scheduling part 
(expanded key generating unit). 

FIG. 13 is a diagram describing an example configuration 
of a block encryption GOST. 

FIG. 14 is a diagram describing a Feistel structure which is 
a GOST data structure. 

FIG. 15 is a diagram describing an attack which can pro 
vide an arbitrary secret key difference A. 

FIG.16 is a diagram describing a case in which each round 
key difference A, is divided into the secret key difference A at 
every mbits when there is a replacement type key scheduling 
part. 

FIG.17 is a diagram describing that the input difference for 
the F function becomes zero by providing an average differ 
ence of (d. d). 

FIG. 18 is a diagram describing an example of a type-2 
generalized Feistel structure. 

FIG. 19 is a diagram describing an example configuration 
of an XOR after the F function. 

FIG. 20 is a diagram describing an example configuration 
of an XOR after the F function. 

FIG. 21 is a diagram describing an example configuration 
in which a secret key K is divided into four equal parts every 
(n/2) bits when the key is 2n bits, and are supplied while being 
shuffled every four rounds. 

FIG. 22 is a diagram describing an example configuration 
in which the secret key K is divided into eight equal parts at 
every (n/4) bits, and two (n/4)-bit portions are supplied while 
being shuffled every four rounds. 

FIG. 23 is a diagram describing an example configuration 
in which the secret key K is divided into eight equal parts 
every (n/2) bits when the length is 4n bits, and are supplied 
while being shuffled every eight rounds. 

FIG. 24 is a diagram describing an example configuration 
in which the secret key K is divided into eight equal parts 
every (n/4) bits when the key is 2n bits, and two (n/4)-bit 
portions are supplied while being shuffled every four rounds. 

FIG. 25 is a diagram describing an example configuration 
in which the secret key is divided into eight equal parts every 
(n/4) bits wherein four of these are used in a round key RKo 
of a left side F function, and the remaining four are used in a 
round key RK, of a right side F function. 
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FIG. 26 is a diagram describing a model in which the cyclic 

shift in a generalized Feistel structure with 4 data lines is 
changed to a round permutation (generalized Feistel struc 
ture-- with 4 data lines). 

FIG. 27 is a diagram describing an example of applying a 
shuffling technique similar to that in FIG. 25, as to a gener 
alized Feistel structure with 4 data lines. 

FIG. 28 is a diagram illustrating a configuration method of 
a key scheduling part when the secret key is (5n/4) bits, and 
the round key necessary for one round is (n/2) bits. 

FIG. 29 is a diagram describing an example configuration 
when the round keys are simply input in order. 

FIG. 30 is a diagram describing an example configuration 
when the round keys are simply input in order. 

FIG. 31 is a diagram describing a configuration using 
round keys corresponding to one round for an n-bit block 
encryption having a generalized Feistel structure with d data 
lines of a divided number d. 

FIG. 32 is a diagram describing an example configuration 
in which the secret key is n bits, round keys of n/4 bits are 
generated from dividing the n-bit secret key into four equal 
parts, and these are input two at a time for each round. 
FIG.33 is a diagram describing an example configuration 

in which the secret key is (5/4)n bits, round keys of n/4bits are 
generated from dividing the n-bit secret key into five equal 
parts, and these are input two at a time for each round. 

FIG. 34 is a diagram describing an example configuration 
in which the secret key is n bits, round keys of n/4 bits are 
generated from dividing the (5/4)n-bit secret key into five 
equal parts, and these are input two at a time for each round. 

FIG. 35 is a diagram describing an example configuration 
in which the selection sequence of keys is changed in units of 
multiple rounds. 

FIG. 36 is a diagram describing an example configuration 
of a round key Supply set so that a replacement processing 
executed in units of four rounds is different each time. 

FIG. 37 is a diagram describing an example configuration 
in which the selection sequence of keys is changed in units of 
multiple rounds. 

FIG. 38 is a diagram describing an example configuration 
in which replacement is performed every three rounds, and 
six keys are used in the three rounds. 

FIG. 39 is a diagram describing an example configuration 
in which the selection sequence of keys is changed in units of 
multiple rounds. 

FIG. 40 is a diagram describing a round key Supply con 
figuration as a selector. 

FIG. 41 is a diagram describing a round key Supply con 
figuration as the selector. 

FIG. 42 is a diagram describing a round key Supply con 
figuration as a selector. 

FIG. 43 is a diagram illustrating an example configuration 
of an IC module 700 as the encryption processing device. 

DESCRIPTION OF EMBODIMENTS 

Hereafter, an encryption processing device, an encryption 
processing method, and a program related to the present 
disclosure will be described in detail with reference to the 
drawings. The description will occur according to the follow 
ing items. 

1. Shared Key Block Encryption Overview 
2. Configuration of Key Scheduling Part and Processing 

Overview 
3. Attacks on Key Scheduling Parts and Examples of Pre 

vious Countermeasures against These Attacks 
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4. Replacement Type of Key Scheduling Part That Can 
Obtain Security against Related Key Attacks 

5. Various Configuration Examples of Key Replacement 
Type of Key Scheduling Parts (Variation) 

6. Configuration Examples of Encryption Processing 
Device 

7. Conclusion of Configuration of the Present Disclosure 
1. Shared Key Block Encryption Overview 

First, an overview of share key block encryption will be 
described. 

(1-1. Shared Key Block Encryption) 
The following definition specifies that which designates 

shared key block encryption here (hereafter, block encryp 
tion). 

Block encryption obtains a plaintext Panda key Kas input, 
and outputs a ciphertext C. The bit length of the plaintext and 
the ciphertext is called a block size, which is written as n. n is 
an arbitrary integer value that is normally one value deter 
mined beforehand for each block encryption algorithm. This 
case in which the block length is an in block encryption is 
Sometimes called an n-bit block encryption. 
The bit length of the key is expressed as k. The key has an 

arbitrary integer value. The shared key block encryption algo 
rithm can Support one or multiple key sizes. For example, for 
some block encryption algorithm A, the block size is n=128, 
and so a configuration is possible which Supports a key size of 
k=128, k=192, or k=256. 

Plaintext P: n bits 
Ciphertext C: n bits 
Key K. k bits 
FIG. 1 illustrates a diagram of an n-bit shared key block 

encryption algorithm E corresponding to a key length of k 
bits. 
A decryption algorithm D corresponding to the encryption 

algorithm E can be defined as an inversion function E' of the 
encryption algorithm E, which receives the ciphertext C and 
key K as the input, and outputs the plaintext P. FIG. 2 illus 
trates a diagram of the decryption algorithm D corresponding 
to the encryption algorithm E illustrated in FIG. 1. 

(1-2. Internal Configuration) 
The block encryption thought of as a division into two 

portions. One is a “key scheduling part to which the key Kis 
input, and outputs an expanded key K" (bit length k) by 
expanding the bit length according to certain previously 
determined steps, and the other is a “data encryption part” that 
receives the plaintext P and the key K' expanded from the key 
scheduling part, performs a data conversion, and outputs the 
ciphertext C. 
The relationship between these two portions is illustrated 

in FIG. 3. 
(1-3. Data Encryption Part) 
The data encryption part used in the following embodi 

ments can be divided into processing units called round func 
tions. The round function receives two units of data as the 
input, conducts processing internally, and outputs one unit of 
data. One part of the input data is an n-bit data currently being 
encrypted, which results in a configuration in which the out 
put from the round function for some round is Supplied as the 
input for the next round. The other part of the input data is 
used as data for a portion of the expanded key output from the 
key Scheduler, and this key data is called the round key. Also, 
the total number of round functions is called the total round 
number, and is a value determined beforehand for each 
encryption algorithm. Here, the total round number is 
expressed as R. 
An overview of the data encryption part is illustrated as in 

FIG. 4 when looking from the input side of the data encryp 
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8 
tion part in which the input data for the first round is desig 
nated as X, the data input in the round function for an i 
number of rounds is designated as X, and the round key is 
designated as RK. 

(1-4. Round Function) 
The round function can have various forms depending on 

the block encryption algorithm. The round function can be 
classified by the structure adopted by this encryption algo 
rithm (structure). Typical structures used hereas examples are 
SPN structures, Feistel structures, and expanded Feistel 
Structures. 

(A) SPN Structure Round Function 
This structure applies linear conversion processing, non 

linear conversion, and XOR calculations on the round key and 
all of the n-bit input data. The order of each calculation is not 
particularly determined. FIG. 5 illustrates an example of an 
SPN structure round function. 

(B) Feistel Structure 
The n-bit input data is divided into two units of n/2-bit data. 

A function (F function) is applied with one part of this data 
and the round key as the input, and the output and the other 
part of the data is XOR calculated. The result of shuffling both 
sides of this data becomes the output data. Though there are 
various types of internal configuration of the F function, but 
these are basically achieved similarly to the SPN structure 
with a combination of XOR calculations with the round key 
data, non-linear calculations, and linear conversions. FIG. 6 
illustrates an example of a Feistel structure round function. 

(C) Expanded Feistel Structure 
The data division number of two regarding the Feistel 

structure is expanded into a format of three or more divisions 
with the expanded Feistel structure. If the division number is 
designated as d, then various expanded Feistel structures can 
be defined depending on d. As the size if the F function input 
and output is relatively smaller, this is suited for small imple 
mentations. FIG. 7 illustrates an example of an expanded 
Feistel structure in which d=4, and two F functions are 
applied in parallel within one round. Also, FIG. 8 illustrates 
an example of an expanded Feistel structure in which d=8, 
and one F function is applied within one round. 

(D) Generalized Feistel Structure with d Data Lines 
A d/2 number of F functions are applied in parallel within 

one round for expanded Feistel structures in which the divi 
sion number d is an even number. 

Also, a cyclic shift is used as a replacement between 
rounds. 

Note that FIGS. 7, 18, and 20 illustrate a generalized Feis 
tel structure with 4 data lines. 

(1-5. Non-Linear Conversion Processing Unit) 
The implementation costs tend to increase as the size of the 

input data increases for non-linear conversion processing 
units. In order to circumvent this, many configurations are 
used in which the corresponding data is divided into multiple 
units, and non-linear conversion is conducted on this data. For 
example, when the input size is designated as ms bits, these 
configurations divide an m number of data units every S bits, 
and perform non-linear conversions on this data in which the 
input and output is S bits. The non-linear conversions in these 
S-bit units are called S-boxes. FIG. 9 illustrates an example. 

(1-6. Linear Conversion Processing Unit) 
Linear conversion processing units can be defined as matri 

ces considering their nature. The elements of the matrix can 
generally be expressed in various ways such as a body ele 
ment of GF(2) and an element of GF(2). FIG. 10 illustrates 
an example of a linear conversion processing unit defined by 
a matrix of mxm, which defines thems-bit input and output as 
GF(2). 
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2. Configuration of Key Scheduling Part and Processing 
Overview 

Before describing the encryption processing of the present 
disclosure, a configuration of the key Scheduling part, which 
is a preliminary configuration and a processing overview will 
be described. 

The key scheduling part is a function as illustrated in FIG. 
11 which (expanding key generating unit) inputs the secret 
key K of k bits, and generates a k'-bit expanded key (round 
key) K" by some determined conversion. 

Generally, kk', and when the non-linear calculations 
called round functions are repeatedly performed by the data 
encryption part, the round keys Supplied to each round func 
tion are designated as m bits, and the number of round func 
tion repetitions is designated as R, k' mxR. This setting is as 
illustrated in FIG. 12. 

For example, regarding the shared key block encryption 
AES, 
when k=128, 
m=128, and R=11, 
and so k=1408. 
When k=192, 
m=128, and R=13, 
and so k=1664. 
The following properties (Properties 1 through 3) are 

desired to ensure security in the key Scheduling part. 
(Property 1) There is no equivalent key 
Further, when KO'-K1 regarding an expanded key KO' 

when a secret key KO is input and an expanded key K1" when 
a secret key K1 (zKO) is input, KO and K1 are called equiva 
lent keys. 

(Property 2) Has sufficient resistance against related key 
attacks (related key attack) 

Whereas general attacks use the bias in the data between 
plaintext and ciphertext (difference, linearity, etc.) resulting 
from some fixed secret key, related key attacks use the bias in 
the data between plaintext and ciphertext resulting from mul 
tiple secret keys. 

For example, these attacks are performed predicated on 
that the values of two secret keys are not known, but the 
difference between the secret keys is known. 

There are also attacks strongly predicated on that the 
attacker freely selects the difference between the secret keys. 
It is desirable to achieve a level of security even under this 
predication. 

In the event of normal difference attacks (difference attacks 
with no consideration for related keys), the attacker uses, for 
example, only a combination of multiple plaintexts P and 
ciphertexts C(=E (K, P)) encrypted by an unknown secret key 
K, and derives this unknown secret key K. 

However, in the event of related key difference attacks, the 
attacker also uses a combination of multiple plaintexts P' and 
ciphertexts C" (=E (K(+)AK, P") encrypted by a K(+)AK in 
which the attacker added an arbitrarily specified secret key 
difference AK regarding the unknown secret key Kin addition 
to the combination of multiple plaintexts P and ciphertexts C 
(=E (K, P)) encrypted by an unknown secret key K to derive 
the unknown secret key K. 

Note that the (+) represents the XOR operator. 
Thus, with related key difference attacks, the information 

that the attacker can use is greater, and so the strength of the 
attacker is more than that of normal difference attacks. 

(Property 3) Has Sufficient resistance against slide attacks 
(slide attack). 

For example, there is a potential for the level of security to 
be lost when a slid value is taken as when the round key from 
the input of a secret key KO is designated as RK, RK2, ..., 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

10 
RK, and the round key from the input of a secret key K1 is 
designated as RK2, RK. . . . . RK. 
The following properties (4 through 9) are further desired 

in the key Scheduling part regarding implementation matters. 
(Property 4) Implementation is simple 
(Property 5) Setup time to generate the expanded key from 

the secret key is short 
(Property 6) Expanded keys can be generated on the fly. 
(Property 7) Encryption key scheduling part and decryp 

tion key scheduling part are shared to the extent possible 
(Property 8) Data encryption part and data decryption part 

are shared to the extent possible 
(Property 9) Changes in secret key length are readily Sup 

ported 
Scheduling units preferably satisfy these properties in a 

well-balanced manner, from the perspectives of security and 
implementation. 

3. Attacks on Key Scheduling Parts and Examples of 
Previous Countermeasures Against these Attacks 

Next, attacks on key scheduling parts and example of pre 
vious countermeasures against these attacks will be 
described. 

There are various designs of key scheduling parts for each 
type shared key block encryption. 

There is a deep relationship with the data encryption part 
and the level of security and implementation performance of 
the key scheduling part, but it is generally thought there are 
tradeoffs between the level of security and implementation 
performance similar as with the data encryption part. 

Examples of encryptions in which a complex non-linear 
function is introduced into the key scheduling part include 
CLEFIA (NPL 3: Sony Corporation, “The 128-bit Blockci 
pher CLEFIA Algorithm Specification”, Revision 1.0, 2007) 
and Camellia (NPL 4: Aoki, Ichikawa, Kanda, Matsui, 
Moriai, Nakajima, Tokita, “128-bit Block Encryption Camel 
lia Algorithm Specification, Version 2.0, 2001) among oth 
ers. These have a high level of security against attack methods 
Such as related key attacks occurring in the key scheduling 
part, but the implementation cost is comparatively high, and 
there is a problem in which circuit Scales become very large 
when implementing inhardware in particular. Also, AES is an 
example of encryption having a key scheduling part in which 
a comparatively simple non-linear function has been intro 
duced in order to raise implementation performance, but it is 
known that AES is fragile against related key attacks (for 
cases of 192- and 256-bit keys). 

Further, a technique as an example of a technique to further 
raise the implementation performance involves a configura 
tion of only a linear function without using a non-linear 
function. Within these, a key scheduling part which divides 
the secret key data into multiple parts, and only replaces these 
does not require many circuits to implement in hardware in 
particular, and so has a high level of implementation perfor 
mance. This kind of key scheduling part is called a replace 
ment type key scheduling part. 

While the replacement type key Scheduling part has a high 
level of implementation performance, there are many meth 
ods that have problems regarding their level of security. 

For example as illustrated in FIG. 13, the key scheduling 
part regarding the block encryption GOST (NPL 5: GOST 
28147-89: Encryption, Decryption, and Message Authentica 
tion Code (MAC) Algorithms, RFC 5830) has a structure to 
divide a 4n-bit secret key Kinto eight equal parts every (n/2) 
bits, and designate these in order as the round keys. 
As the key scheduling part can be configured as only a 

selector for each round without any calculations against the 
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secret key K, this has a feature in which the number of circuits 
necessary to implement as hardware is very small. 

However, as illustrated in FIG. 14, the GOST data structure 
takes the Feistel structure and performs an XOR before each 
F function of the round keys, so it is known that this is fragile 
against related key attacks, and it is also known that there in 
actual probability of one that an attack will be successful. 

(Related Key Attacks against GOST that have a Probability 
of One to Succeed) 
The round keys obtained from the secret key KO are des 

ignated as RKO, RKO. . . . . and RKO, and the round keys 
obtained from the secret key K1 are designated as RK1, 
RK1, ..., RK1. At this time, the difference between the 
secret key KO and the secret key K1 is designated as the secret 
key difference A, and the difference between each round key 
is designated as the round key difference A, A, ..., and A. 

Here, as illustrated in FIG. 15, it is assumed that the 
attacker can provide an arbitrary secret key difference A. At 
this time, regarding CLEFIA, Camellia, and others which 
introduce a complex non-linear function into the key Sched 
uling part, each round key difference A, is not uniquely pre 
determined, and so attacks on the data encryption part are 
difficult. 

However, as illustrated in FIG. 16, according to those hav 
ing replacement type key Scheduling parts, each round key 
difference A, is that in which the secret key difference A is 
divided every m bits. Regarding GOST for example, when 
A (d, d, d, d, d, d, d, d) (A is 4n bits, and dis (n/2) bits, so as 
n=64 in the case of GOST, this becomes 256 bits, and 32 bits, 
respectively), all round key differences A, are equivalent to d. 

At this time, when the Feistel structure is taken, and an 
XOR is performed before the round key supplied in each 
round (R1,R2, R3, . . . ) to each F function, the input differ 
ence into the F function is zero by providing (d., d) as the 
plaintext difference as illustrated in FIG. 17. When the input 
difference into the F function is zero, the output difference is 
always Zero, and so the input difference into the next round 
function is (d., d). 
The difference of (d., d) is propagated similarly for all round 

functions, and so the ciphertext difference is always (d., d). 
For this reason, when the ciphertext obtained from the 

input of the plaintext P and secret key Kinto GOST is desig 
nated as C. 

Secret key K (+) (d. d, d, d, d, d, d, d), 
plaintext P(+) (d. d), 
is input to obtain a ciphertext C", which results in C=C (+) 

(d. d) at a probability of one. 
The probability of obtaining this kind of equality is called 

Success probability of an identification attack using a related 
key attack. It is necessary to illustrate that this probability is 
actually sufficiently Small regarding block encryption, which 
is strong against related key attacks. 

Also, for example, regarding a type of structure called a 
type-2 generalized Feistel structure as illustrated in FIG. 18. 
when performing an XOR on the round key before the F 
function using a replacement type key Scheduling part, this 
similarly results in a configuration of a related key attack that 
transitions at a probability of one. 
KASUMI (NPL 6: 3rd Generation Partnership Project, 

Technical Specification Group Services and System Aspects, 
3G Security, Specification of the 3GPP Confidentiality and 
Integrity Algorithms: Document 2: KASUMI Specification, 
V9.0.0, 2009) is an example of an encryption having another 
kind of replacement type key scheduling part. 

However, though the key scheduling part in KASUMI has 
a high level of implementation performance, it is also known 
to be fragile against related key attacks. 
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12 
4. Replacement Type of Key Scheduling Part that can 

Obtain Security Against Related Key Attacks 
With consideration to the previously described problems, 

hereafter, configuration methods of replacement type key 
scheduling parts that can obtain a level of security against 
related key attacks without a large implementation cost will 
be described. 
The present method first divides the secret key K into 

multiple equal parts, and Supplies these to the data encryption 
part according to the following techniques. 

(Technique 1) Change of round key insertion position: 
instead of performing an XOR on the round key before the F 
function as with the related art (position illustrated in FIG. 14 
and FIG. 18, for example), the XOR is taken after the F 
function (position illustrated in FIG. 19 and FIG. 20, for 
example). 

(Technique 2) Change in round key generation replace 
ment: the round key is generated using a replacement method 
that is secure against related key attacks in accordance with 
the structure of the data encryption part. 
The following advantages can be obtained by configuring 

the key scheduling part in this way. 
(Advantage 1) High Implementation Performance 
A high level of implementation performance can be 

expected similar to that of the related art by using a replace 
ment type key scheduling part. There is a particular advance 
when implementing as hardware as the number of necessary 
circuits can be reduced. 

(Advantage 2) Increase in Level of Security by Changing 
the Insertion Position of the Round Key 
As with the configurations illustrated in FIG. 19 and FIG. 

20, by performing the XOR on the round key after the F 
function instead of before, related key attacks succeeding at a 
probability of one such as with the related art GOST can be 
prevented even though a replacement type key scheduling 
part is used. 

Also, the use of these implementation techniques also leads 
to an increase in the implementation performance of the data 
encryption part. 

(Advantage 3) Improvement in the Level of Security by 
Changing the Replacement Method of the Round Key 

Instead of supplying the divided secret key in order, which 
is different from that of the methods according to the related 
art, they are suitably Supplied in a shuffled sequence so as to 
have resistance against related key attacks. 

This sequence is linked to the bit length and number of 
divisions of the secret key K and the structure of the data 
encryption part, and so it is necessary to design the key 
scheduling part for each data encryption part structure. 

Regarding the Feistel structure executing one F function 
per round as illustrated in FIG. 19, the length of one round key 
is (n/2) bits, and the secret key K is divided in to 4 equal parts 
of (n/2) bits when the key is 2n bits, and these parts are 
supplied shuffled every four rounds. 

FIG. 21 illustrates this setting. 
The Supply processing of the round keys as illustrated in 

FIG. 21 will be described. 
The secret key K is 2n-bit key data. 
This 2n-bit secret key K is divided into four equal parts, and 

four round keys K1, K2, K3, and K4 are generated. 
The four round keys K1, K2, K3, and K4 are (n/2)-bit key 

data. 
These four round keys K1, K2, K3, and K4 are used in a 

different sequence at each unit in which one unit is four 
rounds. 
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The first four rounds as illustrated in FIG. 21: the round 
keys K1 through K4 are input and applied by the following 
sequence regarding R1 through R4. 
Round R1: round key K1 
Round R2: round key K2 
Round R3: round key K3 
Round R4: round key K4 
The next four rounds: the round keys K1 through K4 are 

input and applied by the following sequence regarding R5 
through R8. 

Round R5: round key K3 
Round R6: round key K1 
Round R7: round key K4 
Round R8: round key K2 
The next four rounds: the round keys K1 through K4 are 

input and applied by the following sequence regarding R9 
through R12. 

Round R9: round key K4 
Round R10: round key K3 
Round R11: round key K2 
Round R12: round key K1 
In this way, with four rounds as a unit, the round key input 

sequence different for each unit is applied. 
Also, it is possible to divide at a unit which is smaller than 

the length of the round key, so it is also possible to divide the 
2n-bit secret key Kinto eight equal parts every (n/4) bits, and 
two of these (n/4)-bit units of data are supplied while being 
shuffled every four rounds. 
An example of this is the configuration illustrated in FIG. 

22. 
The Supply processing of round keys as illustrated in FIG. 

22 will be described. 
The secret key K is 2n-bit key data. 
This 2n-bit secret key K is divided into eight equal parts, 

and eight keys K1, K2, K3, K4, K5, K6, K7, and K8 are 
generated. 
The eight keys K1 through K8 are (n/4)-bit key data. 
(n/2)-bit round keys made up from two keys of combined 

data selected from these eight keys K1 through K8: KxKy are 
used in a sequence different at each unit in which one unit is 
four rounds. 
The first four rounds as illustrated in FIG. 22: the round 

keys KXKy as a combination of the key data K1 through K8 
are input and applied by the following sequence regarding R1 
through R4. 

Round R1: round key K1K2 
Round R2: round key K3K4 
Round R3: round key K5K6 
Round R4: round key K7K8 
The next four rounds: the round keys KXKy as a combina 

tion of the key data K1 through K8 are input and applied by 
the following sequence regarding R5 through R8. 
Round R5: round key K3K4 
Round R6: round key K2K7 
Round R7: round key K1 K6 
Round R8: round key K5K8 
The next four rounds: the round keys KXKy as a combina 

tion of the key data K1 through K8 are input and applied by 
the following sequence regarding R9 through R12. 
Round R9: round key K2K7 
Round R10: round key K4K5 
Round R11: round key K3K6 
Round R12: round key K1 K8 
In this way, with four rounds as a unit, the round key input 

sequence different for each unit is applied. 
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14 
Also, the secret key Kis divided into eight equal parts every 

(n/2) bits when the length is 4-n bits, and these parts are 
supplied while being shuffled every eight rounds. 
An example of this is the configuration illustrated in FIG. 

23. 
The Supply processing of round keys as illustrated in FIG. 

23 will be described. 
The secret key K is 4n-bit key data. 
This 4n-bit secret key K is divided into eight equal parts, 

and eight round keys K1, K2, K3, K4, K5, K6, K7, and K8 are 
generated. 
The eight round keys K1 through K8 are (n/2)-bit key data. 
These eight round keys K1 through K8 are used in a 

sequence different for each unit in which one unit is eight 
rounds. 
The first eight rounds as illustrated in FIG. 23: the round 

keys are input and applied by the following sequence regard 
ing R1 through R8. 
Round R1: round key K1 
Round R2: round key K2 
Round R3: round key K3 
Round R4: round key K4 
Round R5: round key K5 
Round R6: round key K6 
Round R7: round key K7 
Round R8: round key K8 
The next eight rounds: the round keys are input and applied 

by the following sequence regarding R9 through R16. 
Round R9: round key K2 
Round R10: round key K5 
Round R11: round key K1 
Round R12: round key K4 
Round R13: round key K8 
Round R14: round key K6 
Round R15: round key K3 
Round R16: round key K7 
In this way, with eight rounds as a unit, the round key input 

sequence different for each unit is applied. 
Also as illustrated in FIG. 20 regarding a generalized Feis 

tel structure with 4 data lines executing two F functions 
simultaneously in one round, the round keys are two units of 
(n/4) bits. When the secret key K is 2n bits, it is divided into 
eight equal parts every (n/4) bits, and two units of(n/4) bits is 
supplied while being shuffled every four rounds. 
An example of this configuration is illustrated in FIG. 24. 
The Supply processing of round keys as illustrated in FIG. 

24 will be described. 
The secret key K is 2n-bit key data. 
This 2n-bit secret key K is divided into eight equal parts, 

and eight round keys K1, K2, K3, K4, K5, K6, K7, and K8 are 
generated. 
The eight round keys K1 through K8 are (n/4)-bit key data. 
Two round keys selected from these eight round keys K1 

through K8 are used in a sequence different for each unit in 
which one unit is four rounds. 
The first four rounds as illustrated in FIG. 24: two round 

keys are input and applied by the following sequence regard 
ing R1 through R4. 
Round R1: round key K1 and round key K2 
Round R2: round key K3 and round key K4 
Round R3: round key K5 and round key K6 
Round R4: round key K7 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R5 through R8. 
Round R5: round key K5 and round key K1 
Round R6: round key K2 and round key K6 
Round R7: round key K7 and round key K3 
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Round R8: round key K4 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R9 through R12. 
Round R9: round key K7 and round key K5 
Round R10: round key K1 and round key K3 
Round R11: round key K4 and round key K2 
Round R12: round key K6 and round key K8 
In this way, with four rounds as a unit, the round key input 

sequence different for each unit is applied. 
Also, as a technique to further improve implementation 

efficiency, four units from that divided into eight parts every 
(n/4) bits is used in a round key RKo regarding a left side F 
function, and the remaining four are used in a round key RK 
regarding a right side F function. 
An example of this configuration is illustrated in FIG. 25. 
The Supply processing of round keys as illustrated in FIG. 

25 will be described. 
The secret key K is 2n-bit key data. 
This 2n-bit secret key K is divided into eight equal parts, 

and eight round keys K1, K2, K3, K4, K5, K6, K7, and K8 are 
generated. 
The eight round keys K1 through K8 are (n/4)-bit key data. 
Two round keys selected from these eight round keys K1 

through K8 are used in a sequence different for each unit in 
which one unit is four rounds. 

According to this example, the round keys K1 through K4 
are applied to the left side F function in each round regarding 
the Feistel structure with 4 data lines, and the round keys K5 
through K8 are applied to the right side F function for each 
round regarding the Feistel structure with 4 data lines. 
The first four rounds as illustrated in FIG. 25: two round 

keys are input and applied by the following sequence regard 
ing R1 through R4. 
Round R1: round key K1 and round key K5 
Round R2: round key K2 and round key K6 
Round R3: round key K3 and round key K7 
Round R4: round key K7 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R5 through R8. 
Round R5: round key K2 and round key K5 
Round R6: round key K4 and round key K8 
Round R7: round key K1 and round key K6 
Round R8: round key K3 and round key K7 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R9 through R12. 
Round R9: round key K4 and round key K5 
Round R10: round key K3 and round key K7 
Round R11: round key K2 and round key K8 
Round R12: round key K1 and round key K6 
In this way, with four rounds as a unit, the round key input 

sequence different for each unit is applied. 
According to the configuration illustrated in FIG. 25. 

instead of shuffling the input order of all eight of the round 
keys K1 through K8 at every unit of four rounds, four of these, 
that is to say, 

Round keys: K1 through K4 
Round keys: K5 through K8 
the shuffling of the input order of these is performed in 

units of four round keys. 
According to this configuration, the cost of the selector 

necessary in replacement type key scheduling parts can be 
further reduced. 

Also regarding a generalized Feistel structure with 4 data 
lines as illustrated in FIG. 26, for example, the key scheduling 
part regarding the present method is also valid for models in 
which the cyclic shift is modified to a round permutation 
(generalized Feistel-- with 4 data lines). 
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16 
The model in which the cyclic shift is modified to a round 

permutation regarding the generalized Feistel structure with 4 
data lines as illustrated in FIG. 26 (generalized Feistel-- with 
4 data lines) will be described. 
The basic configuration of the configuration illustrated in 

FIG. 26 is a configuration in which an n-bit input data is 
divided into a d number of units every n/d bits regarding a 
d-line generalized Feistel structure, wherein an F function 
processing and an XOR processing is performed on these 
units as the basic configuration, and the configuration of the 
calculation with the round keys is performed against the 
output of the F function. 
At this time, 
the data sequence input into the F function is designated as 

the F function input side data sequence, 
and the data sequence used in the XOR is designated as the 

XOR data sequence. 
The n/d-bit data transferred in each sequence (each line) is 

further divided again into d/2 units (in this case, the division 
does not have to be equal division). 
The data divided again into d/2 units for each sequence 

(each line) is distributed according to the following rules. 
(1) The F function input data sequence is always distrib 

uted to the XOR data sequence for the next round function 
(2) The XOR data sequence is always distributed to the F 

function input data sequence for the next round function 
(3) The data sequence divided into d/2 units is distributed 

into the data sequence for the next round function of the d/2 
position without any overlap between them. 

After such a distribution, the data divided into d/2 units is 
combined into one unit of data. 

This is repeated as many times as necessary. 
The key scheduling part according to the present method is 

also valid regarding a model (generalized Feistel--with 4 data 
lines) in which this cyclic shift has been modified to a round 
permutation. 

Specifically, the configuration illustrated in FIG. 27, which 
is a similar shuffling technique as that in FIG. 25, is a suitable 
example. 

That is to say, four units from the secret key K divided into 
eight equal parts every (n/4) bits is used in a round key RKo 
regarding a left side F function, and the remaining four are 
used in a round key RK regarding a right side F function. 
The Supply processing of round keys as illustrated in FIG. 

27 will be described. 
The secret key K is 2n-bit key data. 
This 2n-bit secret key K is divided into eight equal parts, 

and eight round keys K1, K2, K3, K4, K5, K6, K7, and K8 are 
generated. 
The eight round keys K1 through K8 are (n/4)-bit key data. 
Two round keys selected from these eight round keys K1 

through K8 are used in a sequence different for each unit in 
which one unit is four rounds. 

According to this example, two of the round keys selected 
from the round keys K1 through K8 are applied to the two F 
functions in each round regarding the generalized Feistel 
structure with 4 data lines in which the cyclic shift has been 
modified to a round permutation. 
The first four rounds as illustrated in FIG. 27: two round 

keys are input and applied by the following sequence regard 
ing R1 through R4. 
Round R1: round key K1 and round key K5 
Round R2: round key K2 and round key K6 
Round R3: round key K3 and round key K7 
Round R4: round key K7 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R5 through R8. 
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Round R5: round key K2 and round key K5 
Round R6: round key K4 and round key K8 
Round R7: round key K1 and round key K6 
Round R8: round key K3 and round key K7 
The next four rounds: two round keys are input and applied 5 

by the following sequence regarding R9 through R12. 
Round R9: round key K4 and round key K5 
Round R10: round key K3 and round key K7 
Round R11: round key K2 and round key K8 
Round R12: round key K1 and round key K6 10 
In this way, with four rounds as a unit, the round key input 

sequence different for each unit is applied. 
Next, an example configuration is illustrated for a replace 

ment type key Scheduling part in a case when the bit length of 
the secret key is not an integral multiple of the bit length of the 15 
round keys necessary for one round. 

For example, FIG. 28 illustrates a configuration method of 
a key scheduling part when the secret key is (5n/4) bits, and 
the round keys necessary for one round are (n/2) bits. 

According to this configuration, first a replacement and 20 
expansion of this is performed so that this becomes an integral 
multiple of the bit length of the round keys necessary for one 
round. Afterwards, a configuration is taken in which this is 
Supplied in order. 
The Supply processing of the round keys as illustrated in 25 

FIG. 28 will be described. 
The secret key K is (5/4)n-bit key data. 
First, the replacement type key scheduling part generates 

five round keys K1, K2, K3, K4, and K5 equivalent to the bit 
length of the round key on the basis of this (5/4)n-bit key data. 30 
Two round keys selected from these round keys K1 through 

K5 are applied to two F functions input as the round keys 
applied to each round. 
The first FIVE rounds as illustrated in FIG. 28: two round 

keys are input and applied by the following sequence regard- 35 
ing R1 through R5. 
Round R1: round key K3 and round key K4 
Round R2: round key K1 and round key K2 
Round R3: round key K3 and round key K4 
Round R4: round key K5 and round key K5 40 
Round R5: round key K1 and round key K2 
Regarding the next five rounds: R6 through R10 and the 

following five rounds: R11 through R15, two round keys are 
input and applied by a similar sequence. 
A detailed description of the previously described advan- 45 

tage"(Advantage 3) Improvement in the Level of Security by 
Changing the Replacement Method of the Round Key' will 
be performed. 

First, definitions of a difference probability, an active F 
function, and a minimum active F function number will be 50 
performed. 

Difference attacks are attacks which use that propagating 
from some input difference to some output difference with a 
high probability. That is to say, when considering security, it 
is necessary to indicate combinations of input differences and 55 
output differences that do not contain that which is propa 
gated with a high probability. 

Related key difference attacks are similar attacks which 
use that propagating from Some input different and some 
secret key difference to some output difference with a high 60 
probability. That is to say, when considering security, it is 
necessary to indicate combinations of input differences, 
secret key differences, and output differences that do not 
contain that which is propagated with a high probability. Such 
a probability of Some input difference propagating to some 65 
output difference, and a probability of some input difference 
and some secret key difference propagating to some output 
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difference, are the definitions of the difference probability. As 
previously described, there is that in which this difference 
probability regarding GOST is one. 

Such a difference probability is known to decrease only by 
a non-linear function (F function) to which a non-Zero input 
difference is provided. The non-linear function (F function) to 
which this non-zero input difference is provided is the defi 
nition of the active F function. The number of active F func 
tions is closely related to the level of security against differ 
ence attacks, and so it can be thought that if there many active 
F functions regarding some input difference, this will be 
sufficiently secure. 
The number of active F functions can be determined if one 

input difference is determined. From that just described, it is 
understood that it needs to be determined how many active F 
functions should be indicated depending on the kind of input 
difference provided when considering security against differ 
ence attacks. The minimum value of the number of active F 
functions regarding each kind of such input differences is the 
definition of the minimum active F function number. 

For example, regarding the generalized Feistel structure 
with 4 data lines in which the output of the F function on the 
round keys is used in the XOR as illustrated in FIG. 20, the 
following (Table 1) illustrates the minimum active F function 
number corresponding to the number or rounds after consid 
eration of the related key difference when the method accord 
ing to the related art is adopted Such that the round keys are 
simply input in order as illustrated in FIG. 29. 

TABLE 1 

Minimum Active F 
Round Number Function Number 

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
2O 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 

In the case of this method, it is understood, for example, 
that there needs to be at least 28 rounds for an encryption in 
which the number of active F functions necessary to ensure 
security against related key difference attacks is seven. 
A processing according to the present disclosure as illus 

trated in FIG. 24, for example, in a generalized Feistel struc 
ture with 4 data lines such as that illustrated in FIG. 20, that is 
to say, regarding a replacement type key scheduling part, 
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(Table 2) illustrates the corresponding minimum active F 
function number and number of rounds in consideration of 
the related key difference regarding a configuration in which 
processing to change the input key sequence is performed at 
a predetermined round unit. 

TABLE 2 

Minimum Active F 
Round Number Function Number 

1 O 
2 O 
3 O 
4 O 
5 O 
6 O 
7 1 
8 1 
9 2 
10 3 
11 4 
12 4 
13 5 
14 6 
15 7 
16 7 
17 8 
18 8 
19 9 
2O 9 
21 10 
22 11 
23 11 
24 12 
25 12 
26 12 
27 13 
28 14 
29 15 
30 16 

According to the previously described Table 2, it is under 
stood that at least 15 rounds are necessary for an encryption in 
which the number of active F functions necessary to ensure 
security against related key difference attacks, for example, is 
SVC. 

According to the previous Table 1, at least 28 rounds are 
necessary for an encryption in which the number of active F 
functions necessary to ensure security against related key 
difference attacks is seven. 
The processing according to the present disclosure, that is 

to say, regarding the replacement type key Scheduling part, it 
is understood that the number of rounds has been reduced by 
13 in comparison to the method of the related art by imple 
menting a configuration in which the processing to change the 
input key sequence is performed at a predetermined round 
unit. 

In this way, the processing according to the present disclo 
Sure, that is to say, regarding the replacement type key Sched 
uling part, it is understood that a larger number of active F 
functions can be ensured over the method of the related art, 
which does not perform this kind of key shuffling, by imple 
menting a configuration in which the processing to change the 
input key sequence is performed at a predetermined round 
unit. 

Similarly, let us consider a model of a generalized Feistel 
structure with 4 data lines as illustrated in FIG. 26 in which 
the cyclic shift in the generalized Feistel structure with 4 data 
lines is modified to a round permutation. 
When adopting the method of the related art in which the 

round keys are simply input in order (FIG. 30) regarding this 
configuration, the corresponding minimum active F function 
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number and the number of rounds in consideration of related 
key differences are the same values as in the previously 
described (Table 1). 

In the case of this method, it is understood that at least 28 
rounds are necessary for an encryption in which the number 
of active F functions necessary to ensure security against 
related key difference attacks, for example, is seven. 

Also, regarding a case in which the configuration of the key 
scheduling part is implemented according to the present 
invention as illustrated in FIG. 24 in a generalized Feistel 
structure with 4 data lines such as that illustrated in FIG. 26, 
the following (Table 3) illustrates the corresponding mini 
mum active F function number and the number of rounds with 
consideration to related key differences. 

TABLE 3 

Minimum Active F 
Round Number Function Number 

1 O 
2 O 
3 O 
4 O 
5 O 
6 O 
7 O 
8 1 
9 3 
10 3 
11 4 
12 5 
13 5 
14 6 
15 7 
16 7 
17 8 
18 9 
19 10 
2O 10 
21 11 
22 12 
23 12 
24 13 
25 14 
26 15 
27 15 
28 16 
29 17 
30 17 

According to the previously described Table 3, it is under 
stood that at least 15 rounds are necessary for an encryption in 
which the number of active F functions necessary to ensure 
security against related key difference attacks, for example, is 
SVC. 

According to the previous Table 1, at least 28 rounds are 
necessary for an encryption in which the number of active F 
functions necessary to ensure security against related key 
difference attacks is seven. 
The processing according to the present disclosure, that is 

to say, regarding the replacement type key scheduling part, it 
is understood that the number of rounds has been reduced by 
13 in comparison to the method of the related art by imple 
menting a configuration in which the processing to change the 
input key sequence is performed at a predetermined round 
unit. 

In this way, the processing according to the present disclo 
Sure, that is to say, regarding the replacement type key Sched 
uling part, it is understood that a larger number of active F 
functions can be ensured over the method of the related art, 
which does not perform this kind of key shuffling, by imple 
menting a configuration in which the processing to change the 
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input key sequence is performed at a predetermined round 
unit, and an encryption processing configuration with high 
security can be realized with few rounds. 

5. Various Configuration Examples of Key Replacement 
Type of Key Scheduling Parts (Variation) 

Next, various configuration examples of key replacement 
type key scheduling parts (variation) will be described. 

Regarding an n-bit block encryption having a generalized 
Feistel structure with d data lines in which d designates the 
number of divisions, the number of (n/d)-bit round keys gen 
erally used for one round is (d/2) units as illustrated in FIG. 
31. 

Therefore, the total for one round 
(n/d)x(d/2)=(n/2)-bit round key data is necessary. 
For example, when applying the generalized Feistel struc 

ture with 4 data lines (d=4) as illustrated in the previously 
described FIG. 18, it is necessary to input two (n/4)-bit round 
keys each at each round unit to implement the round key input 
processing. 

The generation and input of the round key as described 
below are executed depending on the length of the Secret key 
forming the basis to generate the round keys. 
When the secret key is n bits, n/4-bit round keys are gen 

erated by dividing the n-bit secret key into four equal parts, 
and two each are input for each round as illustrated in FIG.32, 
for example. 
When the secret key is (5/4)n bits, n/4-bit round keys are 

generated by dividing the n-bit secret key into five equal parts, 
and two each are input for each round as illustrated in FIG.33 
and FIG. 34, for example. 

For example, key replacement is performed every two 
rounds regarding a configuration using four round keys K1, 
K2, K3, and K4 from the division of the secret key of n bits 
into four equal parts as illustrated in FIG. 32, that is to say, the 
key Supply sequence is changed every two rounds. 
The Supply processing of round keys as illustrated in FIG. 

32 will be described. 
The secret key K is n-bit key data. 
Four round keys K1, K2, K3, and K4 are generated by 

dividing this n-bit secret key Kinto four equal parts. 
The four round keys K1, K2, K3, and K4 are (n/4)-bit key 

data. 
These four round keys K1, K2, K3, and K4 are used in 

sequences which are different at each unit in which one unit is 
four rounds. 
The first two rounds as illustrated in FIG. 21: two of the 

round keys K1 through K4 are input and applied by the 
following sequence regarding R1 through R2. 
Round R1: round key K1 and round key K2 
Round R2: round key K3 and round key K4 
The next two rounds: the round keys K1 through K4 are 

input and applied by the following sequence regarding R3 
through R4. 

Round R3: round key K3 and round key K1 
Round R4: round key K4 and round key K2 
The next two rounds: the round keys K1 through K4 are 

input and applied by the following sequence regarding R5 
through R6. 

Round R5: round key K4 and round key K3 
Round R6: round key K2 and round key K1 
The next two rounds: the round keys K1 through K4 are 

input and applied by the following sequence regarding R7 
through R8. 

Round R7: round key K2 and round key K4 
Round R8: round key K1 and round key K3 
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The next two rounds: the round keys K1 through K4 are 

input and applied by the following sequence regarding R9 
through R10. 
Round R9: round key K1 and round key K2 
Round R10: round key K3 and round key K4 
Also, regarding a configuration as illustrated in FIG. 33 

using five round keys K1, K2, K3, K4, and K5 from the five 
equal parts when dividing the secret key K of (5/4)n bits, as 
key replacement is performed after five key selections of 
these five keys K1 through K5, two key replacements are 
performed over five rounds. That is to say, the key supply 
sequence is changed twice every five rounds. 
The Supply processing of round keys as illustrated in FIG. 

33 will be described. 
The secret key K is (5/4)n-bit key data. 
First, the replacement type key scheduling part generates 

the five round keys K1, K2, K3, K4, and K5 corresponding to 
the bit length of the round key based on this (5/4)n-bit key 
data. 
Two round keys selected from these round keys K1 through 

K5 are applied to two F functions as the input of round keys 
applied to each round. 
The first five rounds as illustrated in FIG. 33: two round 

keys are input and applied by the following sequence regard 
ing R1 through R5 
Round R1: round key K1 and round key K2 
Round R2: round key K3 and round key K4 
Round R3: round key K5 and round key K5 
Round R4: round key K2 and round key K3 
Round R5: round key K3 and round key K4 
The next five rounds: two round keys are input and applied 

by a similar sequence regarding R6 through R10. 
Further, the key Supply sequence regarding the key Supply 

processing configuration illustrated in FIG.33 produces the 
same result as that described regarding FIG. 28. 

That is to say, in either case the key Supply is performed in 
an order of K1, K2, K3, K4, K5, K5, K5, K1, K2, K3, . . . . 

In this way, regarding the key supply processing for the 
replacement type key scheduling part, the configuration may 
perform a processing to change the key selection sequence 
without performing more than two key replacements regard 
ing a setting which the number of necessary key replacements 
is m' (>1) for an m number of rounds, for example. 

For example, the key Supply processing sequence illus 
trated in FIG. 33 and the key Supply processing sequence 
illustrated in FIG. 34 is exactly the same. 

That is to say, the first five rounds: two round keys are input 
and applied by the following sequence regarding R1 through 
R5. 
Round R1: 
Round R2: 
Round R3: 

round key K1 and round key K2 
round key K3 and round key K4 
round key K5 and round key K5 

Round R4: round key K2 and round key K3 
Round R5: round key K3 and round key K4 
The next five rounds: two round keys are input and applied 

by a similar sequence regarding R6 through R10. 
Also, instead of shuffling the divided key supply order and 

inputting these in order into the round function as the key 
replacement processing, the exact same effect can be 
obtained by changing the selection order in units of multiple 
rounds. For example, the round key Supply configuration 
previously described with reference to FIG. 24 and the key 
Supply processing sequence illustrated in FIG. 35 is exactly 
the same. 

That is to say, the first four rounds: two round keys are input 
and applied by the following sequence regarding R1 through 
R4. 
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Round R1: round key K1 and round key K2 
Round R2: round key K3 and round key K4 
Round R3: round key K5 and round key K6 
Round R4: round key K7 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R5 through R8. 
Round R5: round key K5 and round key K1 
Round R6: round key K2 and round key K6 
Round R7: round key K7 and round key K3 
Round R8: round key K4 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R9 through R12. 
Round R9: round key K7 and round key K5 
Round R10: round key K1 and round key K3 
Round R11: round key K4 and round key K2 
Round R12: round key K6 and round key K8 
In this way, the round key Supply configuration described 

with reference to FIG. 24 and the key supply processing 
sequence illustrated in FIG. 35 are configurations that apply 
different round key input sequences at each unit in which one 
unit is four rounds. 

(Multiple Types of Key Replacements) 
According to the configuration previously described with 

reference to FIG. 24, the same form of key replacement is 
performed every four rounds when the key length is 2n bits 
and divided into eight equal parts. 

Conversely, the replacement processing executed at 
4-round units may set to be of a different form every time such 
as with that illustrated in FIG. 36, for example. 
The key supply sequence according to the configuration 

illustrated in FIG. 36 is as follows. The first four rounds: two 
round keys are input and applied by the following sequence 
regarding R1 through R4. 
Round R1: round key K1 and round key K2 
Round R2: round key K3 and round key K4 
Round R3: round key K5 and round key K6 
Round R4: round key K7 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R5 through R8. 
Round R5: round key K5 and round key K1 
Round R6: round key K2 and round key K6 
Round R7: round key K7 and round key K3 
Round R8: round key K4 and round key K8 
The next four rounds: two round keys are input and applied 

by the following sequence regarding R9 through R12. 
Round R9: round key K8 and round key K5 
Round R10: round key K7 and round key K3 
Round R11: round key K1 and round key K2 
Round R12: round key K4 and round key K6 
In this way, the key supply sequence illustrated in FIG. 36 

is the same as the key Supply sequence illustrated in FIG. 24 
up to rounds 1 through 4 and rounds 5 through 8, but the 
sequence is different from round 9. 

This is because though the key replacement executing by 
the replacement type key scheduling part regarding the set 
ting illustrated in FIG. 24, that is to say, the key shuffling 
processing is a configuration executed at the same setting at 
4-round units, but according to the configuration illustrated in 
FIG. 36, the key replacement by the replacement type key 
scheduling part, that is to say, the key shuffling processing is 
executed at a different setting at 4-rounds units. 

Also, instead of shuffling the order of the divided keys and 
inputting these in order into the round functions, a similar 
effect can be obtained by changing the selection sequence of 
keys. For example, the round key Supply configuration pre 
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viously described with reference to FIG. 36 and the key 
Supply processing sequence illustrated in FIG. 37 is exactly 
the same. 

(Portional Selections of Keys) 
As previously described, according to the configurations 

illustrated in FIG. 24 and FIG. 36, eight keys divided into 
eight equal parts are input one at a time during four rounds. 
A configuration using only six keys over three rounds 

performing replacement every three rounds as illustrated in 
FIG. 38 is also possible. 
The key Supply sequence according to the configuration 

illustrated in FIG.38 is as follows. The first three rounds: two 
round keys are input and applied by the following sequence 
regarding R1 through R3. 
Round R1: round key K1 and round key K2 
Round R2: round key K3 and round key K4 
Round R3: round key K5 and round key K6 
The next three rounds: two round keys are input and 

applied by the following sequence regarding R4 through R6. 
Round R4: round key K7 and round key K3 
Round R5: round key K8 and round key K1 
Round R6: round key K2 and round key K4 
The next three rounds: two round keys are input and 

applied by the following sequence regarding R7 through R9. 
Round R7: round key K6 and round key K8 
Round R8: round key K5 and round key K7 
Round R9: round key K3 and round key K1 
The next three rounds: two round keys are input and 

applied by the following sequence regarding R10 through 
R12. 
Round R10: round key K4 and round key K5 
Round R11: round key K2 and round key K6 
Round R12: round key K8 and round key K7 
This example designates a configuration in which the same 

pattern of key replacement is repeated at 3-round units. 
Also, instead of shuffling the order of keys, and inputting 

these in order into the round functions, exactly the same effect 
can be obtained by changing the selection sequence of keys. 
For example, the round key Supply configuration described 
with reference to FIG.38, for example, is exactly the same as 
the key supply processing sequence illustrated in FIG. 39. 

(Implementation Efficiency) 
The round key Supply method according to the present 

disclosure is similar to the method according to the related art 
in that the implementation efficiency is high as the processing 
executed is that by a replacement type key scheduling part. 

For example, as illustrated in FIG. 40, when the length of 
the secret key K forming the basis to generate the round keys 
is 2n bits, two round keys are selected every round from the 
keys K1 through K8 from the eight key parts. 

Here, two of the keys K1 through K8 are classified as that 
regarding the previously described FIG. 27. 

K1, K2, K3, and K4 
K5, K6, K7, and K8 
Two groups of four of these round keys are set, 
and so the implementation efficiency of certain implemen 

tation forms can be further improved by implementing a 
configuration in which key replacement in units of a prede 
termined round number, that is to say, the changing of key 
Supply sequences is performed by units of these groups. 

Specifically, as illustrated in FIG. 41, a configuration 
including two selectors of replacement type key scheduling 
part is designated, and the groups of the four previously 
described round keys, regarding each selector, that is to say, 

K1, K2, K3, and K4 
K5, K6, K7, and K8 
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a configuration in which the selection of output keys from 
the group of these round keys is executed is designated. 
When designing a key Scheduling part such as that previ 

ously described regarding FIG. 24, two selectors for selecting 
one from eight as in FIG. 40 are necessary, but by implement 
ing a configuration of a replacement type key Scheduling part 
as illustrated in FIG. 27, for example, these become two small 
selectors for selecting one from four as in FIG. 41. 

Similarly, instead of replacing all five of the five equal parts 
from diving the (5/4)n-bit key, the implementation efficiency 
is raised by designing a replacement so that selectors with an 
input number of three can be used. 

Specifically, as illustrated in FIG. 42. 
n/4-bit round keys K1, K2, K, K4, and K5 are generated 

from the secret key K of (5/4)n bits, 
is a configuration in which the first selector executes a key 

selection of K1, K2, and K3, and the second selector executes 
a key selection of K3, K4, K5. 

6. Configuration Examples of Encryption Processing 
Device 

Finally, actual examples of encryption processing devices 
executing an encryption processing in accordance with the 
previously described embodiments will be described. 
The encryption processing devices for executing the 

encryption processing in accordance with the previously 
described embodiments can be installed in various informa 
tion processing devices executing encryption processing. 
Specifically, this can be used regarding various crises in 
which encryption processing is executed along with data pro 
cessing and communication processing by devices such as 
PCs, TVs, recorders, players, communication devices, 
RFIDs, smart cards, sensor network devices, battery/battery 
authentication modules, health and medical devices, indepen 
dent network devices, etc. 

FIG. 43 illustrates an example configuration of an IC mod 
ule 700 as an example of a device executing the encryption 
processing according to the present disclosure. The previ 
ously described processing can be executed in various infor 
mation processing devices such as PCs, IC cards, reader 
writers, and others, and the IC module 700 illustrated in FIG. 
43 can be configured in these various devices. 
ACPU (Central Processing Unit) 701 illustrated in FIG.43 

is a processor executing various programs such as the starting 
and termination of the encryption processing, control of data 
transmission and reception, data transfer control between 
each configuration element, and others. A memory 702 is 
made up from ROM (Read Only Memory) storing fixed data 
such as the program executed by the CPU 701, calculation 
parameter, and so on, and RAM (Random Access Memory) 
used as a work region and storage area of the program 
executed regarding the processing of the CPU 701 and param 
eters that arbitrarily change during the processing of the pro 
gram. Also, the memory 702 can be used as a storage region 
for data and Such applied to conversion matrices and conver 
sion tables (replacement tables) applied during the encryption 
processing, and for key data necessary during encryption 
processing. Further, the data storage region is desirably con 
figured as memory having a tamper-resistant structure. 
An encryption processing part 703 executes encryption 

processing and decryption processing in accordance with the 
shared key block encryption processing algorithm applying 
the previously described encryption processing configura 
tions, that is to say for example, generalized Feistel structures 
or Feistel structures. 

Further, examples illustrated here used encryption process 
ing means as individual models, instead of provisioning these 
kinds of independent encryption processing modules, a con 
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figuration can be implemented in which an encryption pro 
cessing program can be stored in ROM, for example, and the 
CPU 701 reads out and executes the program stored in ROM. 
A random number generator 704 executes random number 

generation processing necessary during the generation of 
keys necessary during encryption processing. 
A transmission/reception unit 705 is a data communication 

processing unit executing data communication with external 
devices, executes data communication with IC modules Such 
as reader-writers, for example, and executes the output of 
ciphertext generated within the IC module, the input of data 
from external reader-writers and so on among others. 

Further, the encryption processing device described in the 
previously described embodiments is not only applicable to 
encryption processing to encrypt plaintext as input data, but is 
also applicable to decryption processing to decode the cipher 
text as input data back to plaintext. 

Regarding both processing, the encryption processing and 
the decryption processing, the configurations described in the 
previous embodiments can be applied. 

7. Conclusion of Configuration of the Present Disclosure 
Thus, embodiments of the present disclosure have been 

described in detail with reference to specific embodiments. 
However, it will be apparent to those skilled in the art that 
various modifications and substitutions of the embodiments 
may be made without departing from the scope and spirit of 
the present disclosure. That is to say, the present invention has 
been disclosed exemplarily by embodiments, and should not 
interpreted restrictively. The Claims should be referenced in 
order to determine the scope of the present disclosure. 

Further, the technologies disclosed in the present specifi 
cation can take the following configurations. 

(1) An encryption processing device comprising: 
an encryption processing part configured to divide configu 

ration bits of data to be data processed into a plurality of lines, 
and to input, and to repeatedly execute data conversion pro 
cessing applying a round function to each line of data as a 
round calculation; and 

a key scheduling part configured to output round keys to a 
round calculation executing unit in the encryption processing 
part; 

wherein the key scheduling part is a replacement type key 
scheduling part configured to generate a plurality of round 
keys or round key configuration data by dividing a secret key 
stored beforehand into a plurality of parts; 
and wherein the plurality of round keys or plurality of 

round keys generated from a combination of the round key 
configuration data are output to a round calculation executing 
unit sequentially executing in the encryption processing part 
Such that a constant sequence is not repeated. 

(2) The encryption processing device according to (1), 
wherein the key Scheduling part changes the input sequence 
of the multiple round keys corresponding to the round calcu 
lation executing unitat units of multiple rounds regarding the 
round calculation executing unit. 

(3) The encryption processing device according to either 
(1) or (2), wherein the encryption processing part includes an 
F function executing unit configured to input the data divided 
into multiple lines and includes a non-linear conversion pro 
cessing and a linear conversion processing, and a calculating 
unit configured to execute calculations applying the round 
keys against the output of the F function executing unit. 

(4) The encryption processing device according to any one 
of (1) through (3), wherein the key scheduling part divides a 
secret key stored beforehand into multiple parts, and gener 
ates multiple round keys having the same number of bits as 
the round key input into the round calculation executing unit. 
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(5) The encryption processing device according to any one 
of (1) through (4), wherein the key scheduling part divides a 
secret key stored beforehand into multiple parts, and gener 
ates multiple round keys having a smaller number of bits as 
the round key input into the round calculation executing unit, 
and performs multiple combinations of the multiple round 
key configuration data, and generates a round key having the 
same number of bits as the round key input into the round 
calculation executing unit. 

(6) The encryption processing device according to any one 
of (1) through (5), wherein the key Scheduling part outputs 
juxtaposed multiple round keys that are applied in parallel to 
the round calculation executing unit regarding the round cal 
culation executing unit sequentially executing in the encryp 
tion processing part. 

(7) The encryption processing device according to any one 
of (1) through (6), wherein the key scheduling part includes at 
least one selector configured to perform a selection Supply 
processing of keys corresponding to the round calculation 
executing unit. 

(8) The encryption processing device according to any one 
of (1) through (7), wherein the key Scheduling part sets mul 
tiple groups by classifying the multiple round keys or the 
round key configuration data, and performs control process 
ing of the key Supply sequence corresponding to the round 
calculation executing unit at units of the set groups. 

(9) The encryption processing device according to any one 
of (1) through (8), wherein the key scheduling part includes 
selectors in units of the groups. 

(10) The encryption processing device according to any 
one of (1) through (9), wherein the encryption processing part 
executes encryption processing to convert plaintext as the 
input data into ciphertext, and executes decryption processing 
to convert ciphertext as the input data into plaintext. 

Further, the processing method executed in the previously 
described device and system, and the program executing this 
processing is included in the configuration of the present 
disclosure. 

Also, a portion of the processing described in this specifi 
cation can be executed as hardware, Software, or combination 
of the two. When executing this processing by Software, a 
program to which the processing sequence is recorded is 
installed and executed in memory within a computer 
assembled with specialized hardware, or the program can be 
installed and executed in a general-purpose computer capable 
of executing the various processing. For example, the pro 
gram can be recorded onto a recording medium beforehand. 
Other than installing to the computer from the recording 
medium, the program can be received via a network Such as a 
LAN (Local Area Network) or the Internet, and can be 
installed to a recording medium Such as an internal hard disk. 

Further, the various processing disclosed in this specifica 
tion can not only be executed temporally as according to the 
disclosure, but can also be executed in parallel or individually 
as necessary or depending on the processing performance of 
the device executing the processing. Also, the system regard 
ing the present specification is a logical combination configu 
ration of multiple devices, and so each configuration of the 
devices is not limited to being housed within the same physi 
cal unit. 

INDUSTRIAL APPLICABILITY 

As previously described, according to an embodiment of 
the present disclosure, an encryption processing device with 
a high level of security is achieved by a supply control of 
round keys. 
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Specifically, included are an encryption processing part 

configured to divide and input configuration bits of data to be 
data processed into multiple lines, and to repeatedly execute 
data conversion processing applying around function to each 
line of data as a round calculation, and a key scheduling part 
configured to output round keys to around calculation execut 
ing unit in the encryption processing part, wherein the key 
scheduling part is a replacement type key scheduling part 
configured to generate a plurality of round keys by dividing a 
secret key stored beforehand into multiple parts, in which the 
generated multiple round keys are output to a round calcula 
tion executing unit sequentially executing in an encryption 
processing part at a setting Such that a constant sequence is 
not repeated. According to the present configuration, an 
encryption processing configuration with a high level of secu 
rity is achieved that has a high level of resistance to repeated 
key attacks or other attacks, for example. 

REFERENCE SIGNS LIST 

700 IC module 
701 CPU (Central Processing Unit) 
702 memory 
703 encryption processing part 
704 random number generator 
705 transmission/receiving unit 

The invention claimed is: 
1. An encryption processing device comprising: 
circuitry configured to 

divide input data into a plurality of lines, and to repeat 
edly execute data conversion processing applying a 
round function to each line of input data as a round 
calculation; and 

output round keys for each round of the data conversion 
processing: 

wherein the circuitry is configured to generate a plurality 
of round keys by dividing a secret key stored before 
hand into a plurality of parts; and 

wherein the plurality of round keys are output such that 
a constant sequence is not repeated; and 

wherein the plurality of round keys are classified into a 
plurality of sets of round keys and one round key from 
each set of the plurality of sets of round keys is output 
for each round of the data conversion processing. 

2. The encryption processing device according to claim 1, 
wherein the circuitry is configured to change an input 
sequence of the plurality of round keys at units of a plurality 
of rounds. 

3. The encryption processing device according to claim 1, 
wherein the circuitry is further configured to input the input 
data divided into a plurality of lines, perform non-linear con 
version processing and linear conversion processing, and 
execute calculations applying the round keys against the out 
put of the non-linear conversion processing and linear con 
version processing. 

4. The encryption processing device according to claim 1, 
wherein the circuitry is further configured to divide the secret 
key stored beforehand into the plurality of parts, and generate 
the plurality of round keys having the same number of bits as 
the round key input into the round calculation. 

5. The encryption processing device according to claim 1, 
wherein the circuitry is further configured to divide the secret 
key stored beforehand into the plurality of parts, and generate 
the plurality of round keys having a smaller number of bits as 
the round key input into the round calculation, and perform a 
plurality of combinations of the plurality of generated round 
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keys to generate a round key having the same number of bits 
as the round key input into the round calculation. 

6. The encryption processing device according to claim 1, 
wherein the circuitry is further configured to output a juxta 
posed plurality of round keys that are applied to the round 
calculation for sequential execution. 

7. The encryption processing device according to claim 1, 
wherein the circuitry includes at least one selector configured 
to perform a selection supply processing of keys correspond 
ing to the round calculation. 

8. The encryption processing device according to claim 1, 
wherein the circuitry includes individual selectors corre 
sponding to each set of the plurality of sets of round keys. 

9. The encryption processing device according to claim 1, 
wherein the circuitry is configured to execute encryption pro 
cessing to convert plaintext as the input data into ciphertext, 
and execute decryption processing to convert ciphertext as the 
input data into plaintext. 

10. The encryption processing device according to claim 1, 
wherein the circuitry has a generalized Feistel structure. 

11. The encryption processing device according to claim 1, 
wherein the circuitry has a generalized Feistel structure with 
4 data lines. 

12. The encryption processing device according to claim 1, 
wherein the circuitry has a Type-2 generalized Feistel struc 
ture. 

13. An encryption processing method to be executed in an 
encryption processing device, the encryption processing 
method comprising: 

dividing input data into a plurality of lines and repeatedly 
executing, by the encryption processing device, data 
conversion processing applying around function to each 
line of input data as a round calculation; and 

outputting round keys for each round of the data conversion 
processing: 

wherein the outputting includes generating a plurality of 
round keys by dividing a secret key stored beforehand 
into a plurality of parts; and 

wherein the plurality of round keys are output such that a 
constant sequence is not repeated; and 

wherein the plurality of round keys are classified into a 
plurality of sets of round keys and one round key from 
each set of the plurality of sets of round keys is output for 
each round of the data conversion processing. 
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14. A non-transitory computer readable medium including 

a computer executable program to execute encryption pro 
cessing in an encryption processing device, the computer 
executable program comprising: 

dividing input data into a plurality of lines and repeatedly 
executing data conversion processing applying a round 
function to each line of input data as a round calculation; 
and 

outputting round keys for each round of the data conversion 
processing: 

wherein the outputting includes generating a plurality of 
round keys by dividing a secret key stored beforehand 
into a plurality of parts; and 

wherein the plurality of round keys are output such that a 
constant sequence is not repeated; and 

wherein the plurality of round keys are classified into a 
plurality of sets of round keys and one round key from 
each set of the plurality of sets of round keys is output for 
each round of the data conversion processing. 

15. An information processing device comprising: 
a processor configured to execute a program: 
memory configured to store the program; 
circuitry configured to 
divide input data into a plurality of lines, and to repeatedly 

execute data conversion processing applying a round 
function to each line of input data as a round calculation; 
and 

output round keys for each round of the data conversion 
processing: 

wherein the circuitry is configured to generate a plurality of 
round keys by dividing a secret key stored beforehand 
into a plurality of parts: 

wherein the plurality of round keys are output such that a 
constant sequence is not repeated; and 

wherein the plurality of round keys are classified into a 
plurality of sets of round keys and one round key from 
each set of the plurality of sets of round keys is output for 
each round of the data conversion processing. 

16. The encryption processing device according to claim 1, 
wherein the circuitry is configured to performan XOR opera 
tion on one of the plurality of round keys and an output of the 
round function applied to each line of the input data. 


