
US 20130.093776A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2013/0093776 A1 

Chakraborty et al. (43) Pub. Date: Apr. 18, 2013 

(54) DELIVERING ASINGLE END USER (52) U.S. Cl. 
EXPERIENCE TO ACLIENT FROM USPC .......................................................... 34.5/52O 
MULTIPLE SERVERS 

(75) Inventors: Parag Chakraborty, Sunnyvale, CA (57) ABSTRACT 
(US); Bradley Post, San Francisco, CA 
(US) Methods, systems, and computer readable media are dis 

(73) Assignee: Microsoft Corporation, Redmond, WA closed for creating a multi-port client server connection in a 
(US) remote desktop environment. In an embodiment, the multi 

client server connection can decouple client-server connec 
(21) Appl. No.: 13/274,041 tion and client-server input from graphics delivery from the 

server to the client. Such embodiment provides higher server 
(22) Filed: Oct. 14, 2011 performance and enables dynamic server resource manage 

ment. The multi-client server connection can be implemented 
Publication Classification in a virtual environment or between physical machines where 

one set of physical machines receives the graphics requests 
(51) Int. Cl. from the client and another set of physical machines generates 

G06F 3/4 (2006.01) and transmits display data to the client. 

Computer 100 

System Memory 22 

(ROM24) 
BIOS 25 Video Adapter? Monitor 47 

Graphics (RAM 104) LOgical 

Unit 
APPLICATION 102 
PROGRAMS35 

Processing Unit Host Adapter 
SCS Bus 56 Storage Device 

112 55 62 

System Bus 23 
CTHER 

PROGRAMS 37 

PROGRAM 
ATA38 HardDisk 

Drive IF 32 
Magnetic Disk 
Drive FF33 

Optical Drive If 
F 34 

Serial Portiff 
46 

NC 114 

Harc Drive 27 |- I 
- Floppy Drive 28 Optical Drive 30 

Other Program | - - - - - - - - - - - A - - - - - 
Progs. 37 Data 38 31 Keyboard 40 Remote Computer(s) 

eyboa 
Removable Storage 118 Mouse 42 49 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . -----||= y E) 

36 

  

  

    

  

  

  

  

  

    

      

  

    

    

  



US 2013/0093.776 A1 Apr. 18, 2013 Sheet 1 of 14 Patent Application Publication 

OG ?AJO Kddol 

CDT? 
GG 

F?, DZ?R?T 

  

  

  

  

  

  



US 2013/0093.776 A1 Apr. 18, 2013 Sheet 2 of 14 Patent Application Publication 

A 

  





Patent Application Publication Apr. 18, 2013 Sheet 4 of 14 US 2013/0093.776 A1 

Computer System 400 

HOSt Partition Guest Partition 1 Guest Partition N 
HOSt 404 

Guest OS 420 Guest OS 422 

Remote Remote 
Services Services 

WSPS 428 
Virtual MaChine 440 Virtual Machine 442 

I/O 
Emulators 

434 VSCS Virtual VSCS Virtual 
416 Processor 418 Processor 

430 432 
Device Drivers 424 

402 Hypervisor Microkernel 

112 
Graphics 
Processing 

Unit 

102 Logical 
Processing 104 RAM 

Unit 
106 Storage 114 NC 

Device 

FIG. 4 

  



Patent Application Publication Apr. 18, 2013 Sheet 5 of 14 US 2013/0093.776 A1 

Computer System 400 

Guest Partition 1 Guest Partition N 

Guest OS 420 Guest OS 422 

WSCS VSCS 
416 418 

Management 
OS 540 

Virtual Virtua 
PrOCeSSOr PrOCeSSOr 

430 432 

Hypervisor 542 

434 I/O Emulators VSPS 428 

424 Device Drivers 

112 
Graphics 102 Logical 

106 Storage 114 NIC pnic Processing 104 RAM 
Device Prosing Unit 

n 

F.G. 5 

  



Patent Application Publication 

Engine 612 

Transport Logic 610 
Stack instance 

N 

Stack Instance 
2 K 650 

Stack instance 
1. GD 646 

Kernel 614 

Apr. 18, 2013 Sheet 6 of 14 US 2013/0093.776 A1 

Computer System 600 

Computer Operating System 602 

Session 
Manager 616 

Session 1 

Runtime 
Subsystem 640 Applications 

Session Core 644 

I/O Security 
Subsystem Subsystem 

Remote Display 
Subsystem 654 

FIG. 6 

  



Patent Application Publication Apr. 18, 2013 Sheet 7 of 14 US 2013/0093.776 A1 

Graphics Server 720 
Compute Server 710 Communication 

Bus/Network Graphics Server Manager 
740 

Application 712 

Graphics 
Device 
Driver 
71.4 

Proxy 
Graphics 

Application 
722 

Graphics 
Device 

| Driver 
724 

Graphics 
Device 
Driver 
728 

GPU 
Hardware 

Remote Server 730 
Computer 700 

FIG. 7 

    

  

  

  



Patent Application Publication Apr. 18, 2013 Sheet 8 of 14 US 2013/0093.776 A1 

Compute Server 710 Graphics Server Manager 
85O 

Application 712 
6mmunication Graphics Server 720 

Graphics Bus/Network Proxy 
Device Graphics 
Driver Application 
71.4 722 

Graphics 
Device | 
Driver 
724 

Graphics 
Device 
Driver 
728 

GPU 
Hardware 

Remote Server 

FIG. 8 

  

  

  



Patent Application Publication Apr. 18, 2013 Sheet 9 of 14 US 2013/0093.776 A1 

Compute 
Server 710 

Graphics 
Server 

Graphics Graphics Graphics 
Server 720A Server 720B Server 72ON 

Remote Server 
Computer 700 

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 

| Manager 850 

FIG. 9 

  



Patent Application Publication Apr. 18, 2013 Sheet 10 of 14 US 2013/0093.776 A1 

Remote Server Computer 1000 

HOSt Partition- Guest Partition 1- Guest Partition N 
Graphics Server 1020 Compute Server 1010A Compute Server 101ON 

Rendering, Virtual Machine 101 1A Virtual Machine 1011N 

Capturing, 
Compression Applications Applications 
Engine 1022 10 12A 1012N 

Graphics 
Virtualization 

1024 

Device Drivers 
(CPUs, GPUs, 
and Econders) 

1026 

1002 Hypervisor Microkernel 

Galics 102 Logical 
106 Storage 114 NIC PS Processing 104 RAM 

Device ring Unit 
IS 

FIG. 10 

  



Patent Application Publication Apr. 18, 2013 Sheet 11 of 14 US 2013/0093.776 A1 

Graphics 
Server 
1120 

yo 1125 f 
Connection 1115 

Gaon 1105 
Remote Client 
Computer 1130 

Remote Server 
Computer 1100 

F.G. 11 

  

  



US 2013/0093.776 A1 Apr. 18, 2013 Sheet 12 of 14 Patent Application Publication 

  



Patent Application Publication Apr. 18, 2013 Sheet 13 of 14 US 2013/0093.776 A1 

1310 Establishing a first connection between a remote 
client and a Compute server 

1320 Establishing a second connection between the 
Compute server and a graphics server 

1330 Establishing a third connection between the remote 
client and the graphics server 

1340 Receiving graphics data by the compute server from 
the remote Client Over the first Connection 

1350 Processing the received graphics data and sending 
the processed graphics data to the graphics server over 

the Second COnnection 

1360 Rendering, capturing, Compressing, and transmitting 
the processed graphics data to the remote client over the 

third Connection 

F.G. 13 

  



Patent Application Publication Apr. 18, 2013 Sheet 14 of 14 US 2013/0093.776 A1 

PrOCeSSOr 1410 

Memory 1420 

Instructions for: 

1422 Establishing a first connection between a remote client and a 
Compute server 

1424 Establishing a second connection between the compute server 
and a graphics server 

1426 Establishing a third connection between the remote client and 
the graphics server 

1428 Receiving graphics data by the compute server from the 
remote Client Over the first COnnection 

1430 Processing the received graphics data and sending the 
processed graphics data to the graphics server over the second 

Connection 

1432 Rendering, capturing, compressing, and transmitting the 
processed graphics data to the remote client over the third 

Connection 

F.G. 14 

  



US 2013/0093.776 A1 

DELIVERING ASINGLE ENDUSER 
EXPERIENCE TO ACLIENT FROM 

MULTIPLE SERVERS 

BACKGROUND 

0001 Remote computing systems may enable users to 
access resources hosted by the remote computing systems. 
Servers on the remote computing systems can execute pro 
grams and transmit signals indicative of a user interface to 
clients that can connect by sending signals over a network 
conforming to a communication protocol such as TCP/IP. 
UDP, or other protocols. Each connecting client may be pro 
vided a virtual desktop or a session, i.e., an execution envi 
ronment that includes a set of resources. Each client can 
transmit signals indicative of user input to the server and the 
server can apply the user input to the appropriate session. The 
clients may use protocols such as the Remote Desktop Pro 
tocol (RDP) to connect to a server resource. 
0002 With an increased availability of network band 
width and an increased demand for rich 2D and 3D client 
graphics applications, there has been a shift in the remote 
computing system architectures. Instead of relying purely on 
local computing power, servers incorporate graphics virtual 
ization platforms that shift graphics processing intelligence to 
hosted virtual desktop infrastructures (VDI) deployed in data 
centers. Clients experience virtual desktops in full fidelity, 
harnessing the graphics processing power of shared graphics 
processing units (GPUs) and processors installed on the VDI. 
An example of a graphics virtualization platform is 
Microsoft(R) RemoteFX(R) that builds on a Hyper-VR VDI 
architecture and integrates RDP to deliver new payload 
designed for hosted VDI desktops. 
0003. A typical VDI architecture can include a host parti 
tion and a number of guest partitions or virtual machines. The 
host partition has access to the underlying physical resources 
of the VDI, such as GPUs, central processing units (CPUs), 
and memory space, and can allocate and manage the access of 
the virtual machines to these resources. Each virtual machine 
has a set of virtual resources that are a virtualization of the 
allocated physical resources. 
0004 AS Such, in a remote computing system, a client can 
connect to a virtual machine or a virtual desktop session 
running therein, where an authentication of the client is man 
aged. Data Such as user input data or graphics data to be 
transmitted from the client to the virtual machine is initially 
transmitted to a network interface card (NIC) on the host 
partition and then re-routed to the virtual machine. The virtual 
machine can use its virtual resources to process the data. The 
virtual machine sends the processed data to the host partition 
for further processing on the underlying physical resources. 
The host partition further processes and sends the data back to 
the virtual machine for authentication with the client. The 
virtual machine packages and re-routes the data back to the 
host partition for transmission over the host partition NIC to 
the client. The repetitive traversal of the data between the host 
partition and the virtual machine can require intensive opera 
tions that can consume significant amount of memory and 
CPU resources and that can increase the data delivery latency 
to the client. 

SUMMARY 

0005 Systems, methods, and computer readable media 
are disclosed for optimizing the processing of data, Such as 
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graphics data, received from clients in a remote computing 
system environment. Compared to currentarchitectures. Such 
optimization includes a reduction in usage of memory and 
CPU resources hosted and a reduction in data delivery latency 
to the clients. 

0006. In an embodiment, a client can initiate a first con 
nection with another computing device Such as a compute 
server to execute the client workload in a virtual desktop or a 
session therein. The compute server can authenticate the first 
connection and can acquire the client address. The compute 
server can then negotiate a connection with a graphics server 
and can initialize and instruct the graphics server to expect a 
connection originating from the client address. The compute 
server can also acquire from the graphics server a graphics 
server address. The compute server can provide the graphics 
server address to the client. In turn, the client can establish the 
third connection with the graphics server using the graphics 
server address. Once the connections are established, the 
client can provide a user's screen input. Such as keyboard 
input, mouse input, and the like, to the compute server over 
the first connection. The compute server can process the 
provided input and output processed data Such as display 
commands and calls. The compute server can send the pro 
cessed data to the graphics server for processing. The graph 
ics server can then process the data received and can send 
graphics output data to the client. As such, there is no need for 
the graphics server to send back the graphics output data to 
the compute server. Similarly, there is no need for the com 
pute server to send the graphics output data to the client. 
0007. The compute server can be a guest partition or a 
virtual machine hosted on a virtualized computing system 
while the graphics server can be a host partition on the virtu 
alized computing system. The first connection can be, for 
example, a TCP/IP, a UDP, or any other network-based com 
munication and can comprise a remote desktop session con 
nection. The second connection can comprise, for example, 
an intra-partition communication channel Such as a VMBus, 
communication over a hypervisor (also known as a virtual 
machine monitor), a TCP/IP, a UDP, or any other network 
based connection. The third connection can be, for example, 
a TCP/IP, a UDP, FCOE, 100 GB Ethernet, or any other 
network-based connection. 

0008. In an embodiment, a plurality of clients can be 
simultaneously connected to a plurality of compute servers 
and to a plurality of graphics servers. At the initial step of 
establishing a connection with and authenticating a client of 
the plurality of clients, a redirector and/or a broker can be 
used to connect the client to a first compute server of the 
plurality of compute servers. The redirector and/or broker can 
determine availabilities of the plurality of compute servers 
and allocate the connection between the client and the first 
compute server accordingly. As such, in case of load balanc 
ing of compute resources, techniques such as virtual machine 
live migration can seamlessly transfer the workload from the 
first compute server to a second compute server. The client 
connection to the second compute server can be re-estab 
lished while a connection between the client and a graphics 
server of the plurality of graphics servers can remain the 
same. Similarly, a graphics server manager can also be used to 
connect the client connected compute server to a first graphics 
server of the plurality of graphics servers. The graphics server 
manager can determine availabilities of the plurality of graph 
ics servers and allocate the connection between the client 
connected compute server and the first graphics server 
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accordingly. As such, in case of load balancing of graphics 
servers, the client connected compute server can create a new 
connection with a second graphics server and can request the 
client to establish a new connection with the second graphics 
sever. The client can then seamlessly transition over to the 
second graphics server. 
0009. In an embodiment where a plurality of clients are 
simultaneously connected to a plurality of compute servers 
and a plurality of graphics servers, at least one client can be 
configured to receive rendered, captured, and compressed 
data from the plurality of graphics servers. As such, a user 
interfacing through the at least one client can view the ren 
dered, captured, and compressed data originating from the 
one or more clients. Similarly, at least one graphics server can 
be configured to transmit rendered, captured, and compressed 
processed data originating from the plurality of clients to one 
client. 
0010. This summary is intended to provide an overview of 
aspects of the invention. It is not intended to identify any 
necessary steps or components of the invention. In addition to 
the foregoing, other aspects are described in the claims, draw 
ings, and text forming a part of the present disclosure. It can 
be appreciated by one of skill in the art that one or more 
various aspects of the disclosure may include but are not 
limited to circuitry and/or programming for effecting the 
herein-referenced aspects of the present disclosure; the cir 
cuitry and/or programming can be virtually any combination 
of hardware, software, and/or firmware configured to effect 
the herein-referenced aspects depending upon the design 
choices of the system designer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0011. The systems, methods, and computer media for 
optimizing the processing of data, Such as graphics data, 
received in a remote computing environment in accordance 
with this specification are further described with reference to 
the accompanying drawings in which: 
0012 FIG. 1 depicts an example computing environment 
wherein aspects of the present disclosure can be imple 
mented. 
0013 FIG. 2 depicts a remote computing environment for 
practicing aspects of the present disclosure. 
0014 FIG. 3 depicts a remote environment where a plu 

rality of clients can connect to a plurality of remote servers for 
practicing aspects of the present disclosure. 
0015 FIG. 4 depicts an example virtual machine environ 
ment, with a plurality of virtual machines. 
0016 FIG. 5 depicts another example virtual machine 
environment, with a plurality of virtual machines. 
0017 FIG. 6 depicts a remote server hosting a plurality of 
virtual desktop sessions for practicing aspects of the present 
disclosure. 
0018 FIG. 7 depicts an example compute server and 
graphics server architecture for practicing aspects of the 
present disclosure. 
0019 FIG. 8 depicts another example compute server and 
graphics server architecture for practicing aspects of the 
present disclosure. 
0020 FIG.9 depicts an example compute server and plu 

rality of graphics servers for practicing aspects of the present 
disclosure. 
0021 FIG. 10 depicts an example compute server and 
graphics server effectuated in a virtual environment for prac 
ticing aspects of the present disclosure. 
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0022 FIG. 11 depicts a computing environment with a 
client, compute server, and graphics server for practicing 
aspects of the present disclosure. 
0023 FIG. 12 depicts a computing environment with a 
plurality of clients, compute servers, and graphics servers for 
practicing aspects of the present disclosure. 
0024 FIG. 13 depicts a flow chart illustrating an example 
method for practicing aspects of the present disclosure. 
0025 FIG. 14 depicts an example system and computer 
readable storage medium for practicing aspects of the present 
disclosure. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

0026 Certain specific details are set forth in the following 
description and figures to provide a thorough understanding 
of various embodiments of the disclosure. Certain well 
known details often associated with computing and Software 
technology are not set forth in the following disclosure to 
avoid unnecessarily obscuring the various embodiments of 
the disclosure. Further, those of ordinary skill in the relevant 
art will understand that they can practice other embodiments 
of the disclosure without one or more of the details described 
below. Finally, while various methods are described with 
reference to steps and sequences in the following disclosure, 
the description as Such is for providing a clear implementa 
tion of embodiments of the disclosure, and the steps and 
sequences of steps should not be taken as required to practice 
this disclosure. 
0027. It should be understood that the various techniques 
described herein may be implemented in connection with 
hardware or software or, where appropriate, with a combina 
tion of both. Thus, the methods and apparatus of the disclo 
Sure, or certain aspects or portions thereof, may take the form 
of program code (i.e., instructions) embodied in tangible 
media, such as floppy diskettes, CD-ROMs, hard drives, or 
any other machine-readable storage medium wherein, when 
the program code is loaded into and executed by a machine, 
Such as a computer, the machine becomes an apparatus for 
practicing the disclosure. In the case of program code execu 
tion on programmable computers, the computing device gen 
erally includes a processor, a storage medium readable by the 
processor (including Volatile and non-volatile memory and/or 
storage elements), at least one input device, and at least one 
output device. One or more programs that may implement or 
utilize the processes described in connection with the disclo 
Sure, e.g., through the use of an application programming 
interface (API), reusable controls, or the like. Such programs 
are preferably implemented in a high level procedural or 
object oriented programming language to communicate with 
a computer system. However, the program(s) can be imple 
mented in assembly or machine language, if desired. In any 
case, the language may be a compiled or interpreted lan 
guage, and combined with hardware implementations. 
0028. The term circuitry used throughout the disclosure 
can include hardware components such as hardware interrupt 
controllers, hard drives, network adaptors, graphics proces 
sors, hardware based video/audio codecs, and the firmware/ 
software used to operate such hardware. The term circuitry 
can also include microprocessors configured to perform func 
tion(s) by firmware or by Switches set in a certain way or one 
or more logical processors, e.g., one or more cores of a multi 
core general processing unit. The logical processor(s) in this 
example can be configured by Software instructions embody 
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ing logic operable to perform function(s) that are loaded from 
memory, e.g., RAM, ROM, firmware, and/or virtual memory. 
In example embodiments where circuitry includes a combi 
nation of hardware and Software an implementer may write 
Source code embodying logic that is Subsequently compiled 
into machine readable code that can be executed by a logical 
processor. Since one skilled in the art can appreciate that the 
state of the art has evolved to a point where there is little 
difference between hardware, software, or a combination of 
hardware/software, the selection of hardware versus software 
to effectuate functions is merely a design choice. Thus, since 
one of skill in the art can appreciate that a software process 
can be transformed into an equivalent hardware structure, and 
a hardware structure can itselfbe transformed into an equiva 
lent software process, the selection of a hardware implemen 
tation versus a Software implementation is left to an imple 
menter. 

0029 Embodiments of the invention may execute on one 
or more computers. FIG. 1 and the following discussion are 
intended to provide a brief general description of a suitable 
computing environment in which the disclosure may be 
implemented. One skilled in the art can appreciate that com 
puter systems can have some or all of the components 
described herein below. 

0030 FIG. 1 depicts an example of a computing system 
which is configured to work with aspects of the disclosure. 
The computing system can include a computer 100 or the like, 
including a logical processing unit 102, a system memory 22, 
and a system bus 23 that couples various system components 
including the system memory to the logical processing unit 
102. The system bus 23 may be any of several types of bus 
structures including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of bus 
architectures. The system memory includes read only 
memory (ROM) 24 and random access memory (RAM) 104. 
A basic input/output system 26 (BIOS), containing the basic 
routines that help to transfer information between elements 
within the computer 100. Such as during start up, is stored in 
ROM 24. The computer 100 may further include a hard disk 
drive 27 for reading from and writing to a hard disk, not 
shown, a magnetic disk drive 28 for reading from or writing to 
a removable magnetic disk 118, and an optical disk drive 30 
for reading from or writing to a removable optical disk 31 
such as a CD ROM or other optical media. In some example 
embodiments, computer executable instructions embodying 
aspects of the disclosure may be stored in ROM 24, hard disk 
(not shown), RAM 104, removable magnetic disk 118, optical 
disk 31, and/or a cache of logical processing unit 102. The 
hard disk drive 27, magnetic disk drive 28, and optical disk 
drive 30 are connected to the system bus 23 by a hard disk 
drive interface 32, a magnetic disk drive interface 33, and an 
optical drive interface 34, respectively. The drives and their 
associated computer readable media provide nonvolatile Stor 
age of computer readable instructions, data structures, pro 
gram modules and other data for the computer 100. Although 
the environment described herein employs a hard disk, a 
removable magnetic disk 118 and a removable optical disk 
31, it should be appreciated by those skilled in the art that 
other types of computer readable media which can store data 
that is accessible by a computer. Such as magnetic cassettes, 
flash memory cards, digital video disks, Bernoulli cartridges, 
random access memories (RAMS), read only memories 
(ROMs) and the like may also be used in the operating envi 
rOnment. 
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0031. A number of program modules may be stored on the 
hard disk, magnetic disk 118, optical disk 31, ROM 24 or 
RAM 104, including an operating system 35, one or more 
application programs 36, other program modules 37 and pro 
gram data 38. A user may enter commands and information 
into the computer 100 through input devices such as a key 
board 40 and pointing device 42. Other input devices (not 
shown) may include a microphone, joystick, game pad, sat 
ellite disk, scanner or the like. These and other input devices 
are often connected to the logical processing unit 102 through 
a serial port interface 46 that is coupled to the system bus, but 
may be connected by other interfaces, such as a parallel port, 
game port or universal serial bus (USB). A display 47 or other 
type of display device can also be connected to the system bus 
23 via an interface, such as a GPU/video adapter 112. In 
addition to the display 47, computers typically include other 
peripheral output devices (not shown). Such as speakers and 
printers. The system of FIG. 1 also includes a host adapter 55. 
Small Computer System Interface (SCSI) bus 56, and an 
external storage device 62 connected to the SCSI bus 56. 
0032. The computer 100 may operate in a networked envi 
ronment using logical connections to one or more remote 
computers, such as a remote computer 49. The remote com 
puter 49 may be another computer, a server, a router, a net 
work PC, a peer device or other common network node, a 
virtual machine, and typically can include many or all of the 
elements described above relative to the computer 100, 
although only a memory storage device 50 has been illus 
trated in FIG. 1. The logical connections depicted in FIG. 1 
can include a local area network (LAN) 51 and a network52, 
which, as one example is a wide area network (WAN). Such 
networking environments are commonplace in offices, enter 
prise wide computer networks, intranets and the Internet. 
0033. When used in a LAN networking environment, the 
computer 100 can be connected to the LAN 51 through a 
network interface controller (NIC) 114 or adapter. When used 
in a WAN networking environment, the computer 100 can 
typically include a modem 54 or other means for establishing 
communications over the network 52, such as the Internet. 
The modem 54, which may be internal or external, can be 
connected to the system bus 23 via the serial port interface 46. 
In a networked environment, program modules depicted rela 
tive to the computer 100, orportions thereof, may be stored in 
the remote memory storage device. It will be appreciated that 
the network connections shown are examples and other 
means of establishing a communications link between the 
computers may be used. Moreover, while it is envisioned that 
numerous embodiments of the disclosure are particularly 
well-suited for computer systems, nothing in this document is 
intended to limit the disclosure to such embodiments. 

0034. In some instances, a user may desire to access com 
puting applications remotely, i.e., applications that are run 
ning on a separate computing device. One implementation 
provides a user with Such access through a remote desktop, 
Such as a virtual desktop. Embodiments of a remote desktop 
system may execute one or more computers or may have 
some or all of the components described with respect to 
computer 100 of FIG. 1. A remote desktop system is a com 
puter system that maintains applications that can be remotely 
executed by and displayed on client computer systems. FIG. 
2 depicts an example architecture of a remote desktop system 
200. The remote desktop system 200 can comprise a remote 
client computer 210 and a remote server computer 220. The 
remote client computer 210 and the remote server computer 
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220 are configured to conduct a remote session Such as a 
virtual desktop session with each other. 
0035. As depicted, the remote server computer 220 serves 
a remote session to the remote client computer 210 where the 
remote server computer 220 sends client graphical output 
from executing user a remote client session 222. A remote 
user input is entered at the remote client computer 210. An 
input manager 212 can process and transfer the remote user 
input over a network (e.g., using protocols based on the Inter 
national Telecommunications Union (ITU) T. 120 family of 
protocols such as Remote Desktop Protocol (RDP)) to a 
remote user application 224 on the remote server computer 
220. The network may be any type of communications net 
work, such as a local area network, wide area network, cable 
network, the internet, the World Wide Web or a corporate 
enterprise network. The remote user application 224 can be 
executed in a remote client session 222 hosted on the remote 
server computer 220. The remote user application 224 pro 
cesses the input as if the input were entered at the remote 
server computer 220. The remote user application 224 gen 
erates remote server output in response to the received input 
and the output is transferred over the network to the remote 
client computer 210. The remote client computer 210 pre 
sents the output data to a remote user. Thus, input is received 
and output is presented at the remote client computer 210, 
while processing actually occurs at the remote server com 
puter 220. 
0036. In addition to the remote user application 224, the 
remote client session 222 can include a shell and a user 
interface Such as a desktop, the Subsystems that track mouse 
movement within the desktop, the Subsystems that translate a 
mouse click on an icon into commands that effectuate an 
instance of a program, other applications, etc. It should be 
understood that the foregoing discussion is exemplary and 
that the presently disclosed Subject matter may be imple 
mented in various client/server environments and not limited 
to a particular remote presentation product. 
0037. In most, if not all remote desktop environments, the 
remote user input data (entered at the remote client computer 
210) typically includes mouse and keyboard data represent 
ing commands to an application. Output data (generated by 
the remote user application at the remote server computer 
220) typically includes graphics data for display at the remote 
client computer 210. Many remote desktop environments 
also include functionality that extends to transfer other types 
of data. In an example embodiment, graphics data output 
from the user application 224 can be sent to a graphics man 
ager 226 hosted on the remote server computer 220. The 
graphics manager 226 can render, capture, compress, and 
transfer the graphics data over the network to a remote user 
display 214 on the remote client computer 210. The remote 
user display 214 can display the graphics output data to a 
remote user. 

0038. In an embodiment of a remote desktop environment, 
a remote server computer may execute a plurality of remote 
sessions (or virtual desktops) for a plurality of remote client 
computers. As such, a broker may be used to control the 
allocation of sessions to the plurality of remote client com 
puters. Additionally, in a remote desktop environment, there 
may be a plurality of remote server computers that can serve 
a particular remote client computer. As such, a redirector may 
be used to control the allocation of remote server computers 
serving the particular remote client computer. FIG.3 depicts 
an example embodiment of such remote desktop system 300. 
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0039. The plurality of remote client computers 310(A-N) 
may be any computing devices capable of communicating 
with a remote server system 350 over a network, such as the 
remote client computer 210 of FIG. 2. The remote server 
system 350 may comprise a redirector 330, a broker 340, and 
a plurality of remote server computers 320CA-N). The redi 
rector 330 and the broker 340 may be computing devices that 
include processors and memories configured to implement 
the respective functionalities of these devices as described 
herein below. The remote server computers 320CA-N) may 
have some or all of the components described with respect to 
computer 100 of FIG. 1 and remote server computer 220 of 
FIG. 2. The remote server computers 320CA-N) may also be 
implemented as virtual machines. The virtual machines can 
be executed on a single hardware infrastructure or on separate 
hardware infrastructures. The broker 340 may be a standalone 
device connected to the redirector 330 using a gateway (not 
shown), may be disposed within the redirector 330, or may be 
disposed within the remote server computers 320CA-N). The 
redirector 330 may also be disposed in the remote server 
computers 320CA-N). 
0040. The broker 340 allocates a session to a remote client 
computer based on session state information stored in the 
broker 340. Session state information may include, for 
example, Session IDs, user names, names of the remote server 
computers where sessions are residing, the number of active 
sessions in each remote server computer, and so on. As used 
herein a session may be a virtual desktop session (also known 
as virtual machine session). 
0041. A remote client computer 310 first connects to the 
redirector 330 that may provide load balancing of remote 
client computers 310(A-N). In such a case, the redirector 330 
typically first receives the request for a connection. The redi 
rector 330 then accepts the connection request and queries the 
broker 340 to determine where the remote client computer 
310 be redirected. The broker 340 analyzes the session state 
information of that particular environment and identifies a 
remote server computer 320 to which the remote client com 
puter 310 can be redirected. The identified remote server 
computer 320 may possess a session previously accessed by 
the remote client computer 310, but later disconnected, to 
which the remote client computer 310 can be reconnected 
again. In an embodiment, an identified remote server com 
puter 320 may provide a new session to which the remote 
client computer 310 can be connected, provided the remote 
client computer 310 does not possess any other existing ses 
S1O.S. 

0042. The broker 340 sends information to the requested 
remote server computer 320 enabling the remote client com 
puter 320 to establish a connection with the identified remote 
server computer 310. For example, the information may 
include a machine ID, a session ID, and location of the iden 
tified remote server computer 320. Once the remote client 
computer 310 establishes the connection with the identified 
remote server computer 320, the remote client computer 310 
can access applications present in the identified remote server 
computer 320. These applications may be compatible to the 
logic of the broker 340 that was used in identifying the remote 
server computer 320 in the remote server system 350. 
0043. In an embodiment, the systems described above 
may be used to connect, for example, a remote client com 
puter 310 to one of a plurality of virtual desktops or sessions 
therein running on a remote server computer. The remote 
client computer examines a redirector token in a remote desk 
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top protocol (RDP) packet. The remote client computer con 
nects to one of the many virtual desktops based on informa 
tion contained in the redirector token. 

0044. In another embodiment, a remote client computer 
310 can be connected to one of the virtual desktops using the 
broker 340 and a pool manager (not shown). The pool man 
ager may be disposed within the broker 340. The broker 340 
assigns the virtual desktops to the remote client computer 310 
when the remote client computer 310 is connected to a virtual 
desktop hosted on a virtual machine (VM), and the pool 
manager indicates which of the virtual desktops are available 
to be assigned. 
0045. In a further embodiment, the remote client computer 
310 can be connected to a virtual desktop. The remote client 
computer 310 indicates a network name that is used by the 
broker 340 to generate an internet protocol (IP) address and to 
establish connection between the remote client computer 310 
and the virtual desktops. By hiding the individual virtual 
desktop IP addresses from the remote client computers 310 
(A-N), only a single network name of the broker 340 is 
initially needed to be externally exposed to the remote client 
computers 310(A-N). 
0046 FIG. 4 illustrates an example virtual machine envi 
ronment, with a plurality of virtual machines. A virtualized 
computer system 400 can be used to implement the remote 
server computer 220 of FIG. 2 and the remote server comput 
ers 320(A-N) of FIG. 3. 
0047. As shown in FIG. 4, computer system 400 can 
include elements described in FIG. 1 and components oper 
able to effectuate virtual machines. One Such component is a 
hypervisor microkernel 402 that may also be referred to in the 
art as a virtual machine monitor. The hypervisor microkernel 
402 can be configured to control and arbitrate access to the 
hardware of computer system 400. The hypervisor microker 
nel 402 can generate execution environments called partitions 
Such as guest partition 1 through guest partition N (where Nis 
an integer greater than 1). Here, a guest partition is the basic 
unit of isolation supported by hypervisor microkernel 402. A 
guest partition may also be known as a child partition. Hyper 
visor microkernel 402 can isolate processes in one partition 
from accessing another partition’s resources. Each guest par 
tition can be mapped to a set of hardware resources, e.g., 
memory, devices, processor cycles, etc., that is under control 
of the hypervisor microkernel 402. In embodiments hypervi 
Sor microkernel 402 can be a stand-alone software product, a 
part of an operating system, embedded within firmware of the 
motherboard, specialized integrated circuits, or a combina 
tion thereof. 

0048 Hypervisor microkernel 402 can enforce partition 
ing by restricting a guest operating systems view of the 
memory in a physical computer system. When hypervisor 
microkernel 402 instantiates a virtual machine, it can allocate 
pages, e.g., fixed length blocks of memory with starting and 
ending addresses, of system physical memory (SPM) to the 
virtual machine as guest physical memory (GPM). Here, the 
guests restricted view of system memory is controlled by 
hypervisor microkernel 402. The term guest physical 
memory is a shorthand way of describing a page of memory 
from the viewpoint of a virtual machine and the term system 
physical memory is shorthand way of describing a page of 
memory from the viewpoint of the physical system. Thus, a 
page of memory allocated to a virtual machine will have a 
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guest physical address (the address used by the virtual 
machine) and a system physical address (the actual address of 
the page). 
0049. A guest operating system may virtualize guest 
physical memory. Virtual memory is a management tech 
nique that allows an operating system to over commit 
memory and to give an application sole access to a contiguous 
working memory. In a virtualized environment, a guest oper 
ating system can use one or more page tables to translate 
virtual addresses, known as virtual guest addresses into guest 
physical addresses. In this example, a memory address may 
have a guest virtual address, a guest physical address, and a 
system physical address. 
0050. In the depicted example, the computer system 400 
includes a host partition that can also be thought of as similar 
to domain 0 of Xen's open source hypervisor. The host par 
tition may also be referred as a parent partition or a root 
partition. As depicted, the host partition can include a host 
404. The host 404 can include device drivers 424 that allow 
the interaction of applications with the underlying physical 
hardware of computer system 400. As such, the host 404 can 
have access to physical hardware of computer system 400, 
such as logical processing unit 102, GPU 112, and NIC 114. 
The host 404 can be an operating system (or a set of configu 
ration utilities). 
0051. The host 404 can be configured to provide resources 
to guest operating systems executing in the guest partitions 
1-N by using virtualization service providers 428 (VSPs). 
VSPs 428, which are typically referred to as back-end drivers 
in the open source community, can be used to multiplex the 
interfaces to the hardware resources by way of virtualization 
service clients (VSCs) (typically referred to as front-end driv 
ers in the open source community or paravirtualized devices). 
As shown in FIG. 4, virtualization service clients execute 
within the context of guest operating systems. However, these 
drivers are different than the rest of the drivers in the guest in 
that they may be supplied with a hypervisor, not with a guest. 
In an exemplary embodiment the path used to by virtualiza 
tion service providers 428 to communicate with VSCs 416 
and 418 can be thought of as the virtualization path. 
0.052 The host partition VSPs 428 and the guest partition 
VSCs 416 and 418 can connect to a virtual machine bus 
(VMBus). The VMBus is a logical channel which enables 
inter-partition communication. The guest partitions requests 
to the virtual resources, such as the virtual processors 430 and 
432, can be redirected via the VMBus to the devices in the 
host partition which can manage the requests. The response 
from the host partition to the guest partition can also be 
redirected via the VMBus. This entire process can be trans 
parent to the guest OSes 220 and 222. In another embodiment, 
the host partition VSPs 228 and the guest partition VSCs 216 
and 218 can communicate over a network, such as a TCP/IP 
network, by sending and receiving message packets. 
0053 As shown in FIG. 4, emulators 434, e.g., virtualized 
IDE devices, virtualized video adaptors, virtualized NICs, 
etc., can be configured to run within the host 404 and are 
attached to resources available to guest operating systems 420 
and 422. For example, when a guest OS touches a memory 
location mapped to where a register of a device would be or 
memory mapped device, hypervisor microkernel 402 can 
intercept the request and pass the values the guest attempted 
to write to an associated emulator. Here, the resources in this 
example can be thought of as where a virtual device is located. 
The use of emulators in this way can be considered the emu 
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lation path. The emulation path is inefficient compared to the 
virtualized path because it requires more CPU resources to 
emulate device than it does to pass messages between VSPs 
and VSCs. For example, the hundreds of actions on memory 
mapped to registers needed in order to write a value to disk via 
the emulation path may be reduced to a single message passed 
from a VSC to a VSP in the virtualization path. 
0054 Each guest partition can include one or more virtual 
processors (430 and 432) that guest operating systems (420 
and 422) can manage and Schedule threads to execute 
thereon. Generally, the virtual processors are executable 
instructions and associated State information that provides a 
representation of a physical processor with a specific archi 
tecture. For example, one virtual machine may have a virtual 
processor having characteristics of an Intel x86 processor, 
whereas another virtual processor may have the characteris 
tics of a PowerPC processor. The virtual processors in this 
example can be mapped to processors of the computer system 
such that the instructions that effectuate the virtual processors 
will be backed by processors. Thus, in an embodiment includ 
ing multiple processors, virtual processors can be simulta 
neously executed by processors while, for example, other 
processor execute hypervisor instructions. The combination 
of virtual processors and memory in a partition can be con 
sidered a virtual machine. 

0055 Guest operating systems (420 and 422) can be any 
operating system such as, for example, operating systems 
from Microsoft(R), Apple(R), the open source community, etc. 
The guest operating systems can include user/kernel modes 
of operation and can have kernels that can include schedulers, 
memory managers, etc. Generally speaking, kernel mode can 
include an execution mode in a processor that grants access to 
at least privileged processor instructions. Each guest operat 
ing system can have associated file systems that can have 
applications stored thereon Such as remote services or virtual 
desktop sessions, terminal servers, e-commerce servers, 
email servers, etc., and the guest operating systems them 
selves. The guest operating systems can schedule threads to 
execute on the virtual processors and instances of Such appli 
cations can be effectuated. 

0056 FIG.5 depicts similar components to those of FIG. 
4. However, in this example embodiment hypervisor 542 can 
include a microkernel component and components similar to 
those in host 404 of FIG. 4 such as the virtualization service 
providers 428 and device drivers 424, while management 
operating system 540 may contain, for example, configura 
tion utilities used to configure hypervisor 542. In this archi 
tecture, hypervisor 542 can perform the same or similar func 
tions as hypervisor microkernel 402 of FIG. 4 and host 404. 
Hypervisor 542 can be a standalone software product, a part 
ofan operating system, embedded within firmware of a moth 
erboard, and/or a portion of hypervisor 542 can be effectuated 
by specialized integrated circuits. 
0057. In various embodiments, a remote server computer, 
such as the remote server computer 220 of FIG.2, can execute 
multiple remote client sessions or virtual desktops. Each 
remote client session, Such as the remote client session 222, 
can represent an application environment for a connecting 
client. A remote server computer can generate at least one 
remote client session for each of the connecting remote client 
computers as illustrated in FIG. 6. Moreover, as noted above, 
the remote server computer 220 may be a virtual machine 
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executing some or all of the components of computer system 
400 of FIGS. 4 and 5 that, in turn, executes multiple remote 
client sessions. 

0058. Depicted in FIG. 6 is computer system 600, which 
may include circuitry configured to effectuate a remote server 
computer, or in other embodiments the computer system 600 
can include circuitry configured to Support remote desktop 
connections. In the depicted example, the computer system 
600 can be configured to generate one or more remote client 
sessions for connecting clients such as sessions 1 through N 
(where N is an integer greater than 2). Briefly, a session in 
example embodiments of the present invention can generally 
include an operational environment that is effectuated by a 
plurality of Subsystems, e.g., Software code, that are config 
ured to interact with a kernel 614 of computer system 600. For 
example, a session can include a process that instantiates a 
user interface Such as a desktop window, the Subsystems that 
track mouse movement within the window, the Subsystems 
that translate a mouse click on an icon into commands that 
effectuate an instance of a program, etc. A session can be 
generated by the computer system 600 on a userby user basis 
by the computer system 600 when, for example, the computer 
system 600 receives a connection request over a network 
connection from a client, Such as the remote client computer 
210 of FIG. 2. Generally, a connection request can first be 
handled by the transport logic 610 that can, for example, be 
effectuated by circuitry of the computer system 600. The 
transport logic 610 can in Some embodiments include a net 
work adaptor, firmware, and software that can be configured 
to receive connection messages and forward them to the 
engine 612. As illustrated by FIG. 6, the transport logic 610 
can in some embodiments include protocol stack instances 
for each session. Generally, each protocol stack instance can 
be configured to route user interface output to a client and 
route user input received from the client to the session core 
644 associated with its session. 

0059 Continuing with the general description of FIG. 6, 
the engine 612 in some example embodiments of the present 
invention can be configured to process requests for sessions; 
determine the functionality for each session; generate ses 
sions by allocating a set of physical resources for the session; 
and instantiating a protocol stack instance for the session. In 
some embodiments the engine 612 can be effectuated by 
specialized circuitry components that can implement some of 
the above mentioned operational procedures. For example, 
the circuitry in some example embodiments can include 
memory and a processor that is configured to execute code 
that effectuates the engine 612. As depicted by FIG. 6, in 
Some instances the engine 612 can receive connection 
requests and determine that, for example, a license is avail 
able and a session can be generated for the request. In the 
situation where the computer system 600 is a remote com 
puter that includes remote desktop capabilities, the engine 
612 can be configured to generate a session in response to a 
connection request without checking for a license. As illus 
trated by FIG. 6, a session manager 616 can be configured to 
receive a message from an engine 612 and in response to the 
message the session manager 616 can add a session identifier 
to a table; assign memory to the session identifier; and gen 
erate system environment variables and instances of Sub 
system processes in memory assigned to the session identi 
fier. 

0060. As illustrated by FIG. 6, the session manager 616 
can instantiate environment Subsystems such as a runtime 
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subsystem 640 that can include a kernel mode part such as the 
session core 644. For example, the environment Subsystems 
in an embodiment are configured to expose some Subset of 
services to application programs and provide an access point 
to the kernel of the computer operating system 602. In 
example embodiments the runtime Subsystem 640 can con 
trol the execution of processes and threads and the session 
core 644 can send requests to the executive of the kernel 614 
to allocate memory for the threads and schedule time for them 
to be executed. In an embodiment the session core 644 can 
include a graphics display interface 646 (GDI), a security 
subsystem 650, and an input subsystem 652. The input sub 
system 652 can in these embodiments be configured to 
receive user input from a client via the protocol stack instance 
associated with the session and transmit the input to the 
session core 644 for the appropriate session. The user input 
can in some embodiments include signals indicative of abso 
lute and/or relative mouse movement commands, mouse 
coordinates, mouse clicks, keyboard signals, joystick move 
ment signals, etc. User input, for example, a mouse double 
click on an icon, can be received by the session core 644 and 
the input subsystem 652 can be configured to determine that 
an icon is located at the coordinates associated with the 
double-click. The input subsystem 652 can then be config 
ured to send a notification to the runtime subsystem 640 that 
can execute a process for the application associated with the 
1CO 

0061. In addition to receiving input from a client, draw 
commands can be received from applications and/or a desk 
top and be processed by the GDI 646. The GDI 646 in general 
can include a process that can generate graphical object draw 
commands. The GDI 646 in this example embodiment can be 
configured to pass The GDI 646 output to the remote display 
subsystem 654 where the commands are formatted for the 
display driver that is attached to the session. In certain 
example embodiments, one or more physical displays can be 
attached to the computer system 600, e.g., in a remote desktop 
situation. In these example embodiments, the remote display 
subsystem 654 can be configured to mirror the draw com 
mands that are rendered by the display driver(s) of the remote 
computer system and transmit the mirrored information to the 
client via a stack instance associated with the session. In 
another example embodiment, the remote display Subsystem 
654 can be configured to include virtual display driver(s) that 
may not be associated with displays physically attached to the 
computer system 600, e.g., the computer system 600 could be 
running headless. The remote display subsystem 654 in this 
embodiment can be configured to receive draw commands for 
one or more virtual displays and transmit them to the client 
via a stack instance associated with the session. In an embodi 
ment of the present invention, the remote display Subsystem 
654 can be configured to determine the display resolution for 
each display driver, e.g., determine the display resolution of 
the virtual display driver(s) associated with virtual displays or 
the display resolution of the display drivers associated with 
physical displays; and route the packets to the client via the 
associated protocol stack instance. 
0062. In some example embodiments, the session man 
ager 616 can additionally instantiate an instance of a logon 
process associated with the session identifier of the session 
that can be configured to handle logon and logoff for the 
session. In these example embodiments drawing commands 
indicative of the graphical user interface associated with the 
logon process can be transmitted to the client where a user of 
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the client can input an account identifier, e.g., a username/ 
password combination, a Smart card identifier, and/or biomet 
ric information into a logon Screen. The information can be 
transmitted to computer system 600 and routed to the engine 
612 and the security subsystem 650 of the session core 644. 
For example, in certain example embodiments the engine 612 
can be configured to determine whether the user account is 
associated with a license; and the security subsystem 650 can 
be configured to generate a security token for the session. 
0063 As described by FIG. 6, a remote server computer 
can provide multiple remote desktop sessions to connecting 
remote client computers. The remote desktop sessions may be 
associated with one or more applications requested by a 
remote client computer. Additionally and as described by 
FIG. 6, the remote server computer can process the graphics 
data representative of a client desktop, such as a user interface 
screen, a user input commands, etc. Further, the remote server 
computer may render, capture, compress, and transmit the 
graphics data to the client remote computer. Rendering refers 
to the process of translating raw display calls, such as rotate, 
flip, and draw, made by the applications running within the 
remote desktop sessions. Capturing refers to the process of 
taking a rendered application content. Such as on-screen bit 
maps or frame changes, and intelligently capturing the 
change over a previous rendering of the application content. 
Compressing, also referred to as encoding, refers to the pro 
cess of optimally and equitably delivering graphics resources 
to the each of the connected remote client computer. The 
quality of network conditions and target remote client com 
puter determine the type of compression/encoding used to 
optimally deliver captured content. 
0064. As will be described herein below, in various 
embodiments, the remote server computer may comprise a 
compute server and a graphics server. The compute serve can 
be configured to receive graphics data from a remote client 
computer, process the graphics data, and send the processed 
graphics data to the graphics server. The graphics server can 
be configured to render, capture, and compress the received 
data from the compute server into graphics output data. 
Rather than sending the graphics output data to the compute 
server and using the compute server to transmit the graphics 
output data to the remote client computer, the graphics server 
may also be configured to transmit directly the graphics out 
put data to the remote client computer. 
0065 FIG. 7 depicts an example embodiment of a remote 
server computer 700 comprising a compute server 710 and 
graphics server 720. Embodiments of the remote server com 
puter 700 may execute some or all of the components 
described with respect to computer 100 of FIG. 1, remote 
server computer 220 of FIG.2, remote server computer 320 of 
FIG. 3, computer system 400 of FIGS. 4 and 5, and computer 
system 600 of FIG. 6. 
0.066 Embodiments of the compute server 710 may 
execute some or all of the components described with respect 
to computer 100 of FIG. 1, remote server computer 220 of 
FIG. 2, computer system 400 or virtual machine 440 of FIGS. 
4 and 5, and computer system 600 of FIG. 6. The compute 
server 710 may also have insufficient or no GPU resources. In 
a further embodiment, the compute server 710 may be a 
standard server computer configured appropriately for pro 
viding the computing resources described below. In another 
embodiment, the compute server 710 may be a computing 
device configured for specific functions. For example, a com 
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pute server may have a single type of processing unit and a 
Small amount of cache memory only. 
0067. The graphics server 720 may be configured to pro 
vide resources for graphics operations, such as rendering, 
capturing, and compressing operations. The graphics server 
may also be configured with a plurality of GPU resources. In 
an embodiment, the graphics server 720 may execute some or 
all of the components described with respect to computer 100 
of FIG. 1. In a further embodiment, the graphics server may 
be hosted on a host partition, such as host 404 of FIG. 4. The 
compute server 710 and the graphics server 720 may be 
connected via a network (fiber channel, LAN, wireless, Eth 
ernet, etc.). In a virtualized environment such as the environ 
ment of FIG. 4, the graphics server 720 and the compute 
server 710 may also be connected using a VMBus. 
0068. The compute server 710 may run one or more appli 
cations 712. In one aspect the application may be associated 
with a graphics device driver 714. The graphics device driver 
714, the application 712, and/or the compute server 710 may 
be associated with a graphics server manager 740 on the 
graphics server 720. The graphics device driver 714, the 
application 712, and/or the compute server 710 may be able to 
send and receive instructions and data to and from the graph 
ics server manager 740. As one example, the graphics device 
driver 714, the application 712, and/or the compute server 
710 may be able to send first data to the graphics server 
manager 740, the first data indicative of a request for GPU 
resources. The graphics server manager 740 may send second 
data to the graphics device driver 714, the application 712, 
and/or the compute server 710, the second data indicating 
routing for GPU instructions from the graphics server 720. 
0069. The graphics server manager 740 may manage the 
graphics server 720. The graphics server manager 740 may be 
able to send instructions and data to components of the graph 
ics server 720 and may receive information and data as a 
response from components of the graphics server 720. The 
graphics server 720 may be specialized for GPU hosting and 
processing. The graphic server 720 may comprise the graph 
ics server manager 740, a proxy graphics application 722, a 
kernel 726, and GPU hardware 730. The proxy graphics 
application 722 may be associated with a first graphics device 
driver 724, and the kernel 726 may be associated with a 
second graphics device driver 728. The graphics device driver 
724 and 728 may translate, receive, and send data and infor 
mation associated with graphics processing tasks. In one 
embodiment, the graphics device driver 724 and 728 are 
selected to translate between particular GPU hardware 730 
and the applications, hardware, and operating systems on the 
graphics server manager 740, the compute server 710, and/or 
a remote client computer. 
0070. In the embodiment of FIG.7, instructions associated 
with graphics processing tasks can flow through a series of 
layers, from the application 712 to the graphics server man 
ager 740, to the proxy graphics application 722, to the Kernel 
726, to the hardware 730. The processed information may 
follow the same path in reverse. FIG. 8 illustrates an alterna 
tive embodiment for the information path. The graphic server 
manager 850 receives a request for GPU resources from the 
compute server 710, the application 712, and/or the graphics 
device driver 714, and sends routing instructions, state 
instructions, and the like to the compute server 710 and the 
graphics server 720. Thereafter, GPU tasks, processed infor 
mation, and instructions may be sent directly between the 
graphics server 720 and the compute server 710. The graphics 
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server manager 850 may monitor the interactions and may 
perform other tasks related to the allocation of resources on a 
GPU Such as GPU hardware 730. 
(0071 FIG.9 depicts a plurality of graphics servers 720(A- 
N), which may be used when resources associated with a 
single set of GPU hardware 730 are insufficient to perform a 
GPU processing task. This embodiment may also be used 
when a graphics server manager 850 migrates a part of a GPU 
processing task from a first graphics server 720A to a second 
graphics server 720B. In such an embodiment, the graphics 
server manager 850 may act to copy the state of the first 
graphics server 720A to the second graphics server 720B. 
0072 FIG. 10 depicts an example embodiment of a remote 
server computer 1000 with a compute server 1010 and a 
graphics server 1020 implemented in a virtualized environ 
ment or a virtual desktop infrastructure (VDI). The compute 
server 1010 and the graphics server 1020 can be configured to 
effectuate the compute server 710 and graphics server 720 of 
FIGS. 7-9. Embodiments of the remote server computer 1000 
may execute some or all of the components described with 
respect to computer 100 of FIG. 1, remote server computer 
220 of FIG. 2, remote server system 350 of FIG. 3, computer 
system 400 of FIGS. 4 and 5, and computer system 600 of 
FIG. 6. 

0073 FIG. 10 depicts a host-based graphics virtualization 
for VDI. Such architecture can, for example, be implemented 
using the Microsoft(R) RemoteFX(R) platform. Virtual 
machines 1011 (A-N) can be referred to as virtual desktops. 
The architectures uses virtual graphics processing unit 
(VGPU) 1016(A-N), which abstracts the relationship between 
guest operating system (OS) 1014(A-N) and physical GPU 
112 to optimally share GPU resources in a hosted multi-user 
environment. 
0074 The hypervisor microkernel 1002 can be configured 
to effectuate a plurality of host and guest partitions. In a 
further embodiment, the hypervisor microkernel 1002 can 
integrate remote desktop session components (not shown). 
0075 Each host partition can be configured as a graphics 
server 1020 that has access to physical GPU resources of the 
remote computer server 1000. Each host partition can also 
include management components for graphics rendering, 
capturing, and encoding. Each host partition can also include 
device drivers 1026 that provide an interface to physical 
GPUs 112 and to host-based encoders, such as ASICS (not 
shown). The device drivers 1026 can include GPU, CPU, and 
encoder specific drivers. 
0076 Each guest partition can be configured as a compute 
server 1010 that has access to VGPU resources. Each guest 
partition can effectuate one or more virtual desktops or ses 
sions for a plurality of connected remote client computers 
(not shown). The connection between each guest partition 
and the remote client computers can comprise a remote desk 
top session, such as RDP 7.1, similar to what is shown in 
FIGS 2-3. 

(0077. The vCPU 1016 can provide a virtual graphics 
adapter installed in each virtual machine 1011. The VGPU 
1016 can abstract graphic processing for multiple virtual 
machines utilizing one or more GPUs 112. When an applica 
tion running in the virtual machine 1011 invokes a graphics 
operation, such as a DirectX(R) or a GDI operation, the VGPU 
1016 can use a communications channel between the guest 
partition 1010 and the host partition 1020 to obtain resources 
from the GPUs 112. The communication channel can com 
prise a VMBus or a TCP/IP channel. The VMBus can be 
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configured within the hypervisor microkernel 1002 for 
memory sharing and other functions specific to the VGPU. 
Such VMBus configuration can provide an integration 
mechanism directly into the hypervisor microkernel 1002, 
where all resource requests for graphics-related devices can 
be transferred. 
0078. The vCPU 1016 can also provide a quality of service 
mechanism to virtual machines 1011. The quality of service 
mechanism can equitably deliver GPU 112 resources to the 
virtual machines 1011 based on load-balancing policies that 
make most efficient use of the GPU 112. 
0079. The host partition 1020 can be configured to provide 
remote desktop virtual graphics management (RDVGM) 
functions to the virtual machines 1011. The RDVGM can 
manage resource assignment and process control between 
physical resources of the remote computer server 1000 and 
vGPU 1016 resource assignment into each virtual machine 
guest operating system (OS) 1014. The RDVGM functions 
can include: managing the rendering, capturing, and com 
pressing (RCC) processes, assigning GPU 112 resources to 
virtual machines 1011 through the VGPU 1016, assigning 
resource policies to virtual machines 1011, and load-balanc 
ing GPU 112 resources across multiple virtual machines 1011 
(A-N). The RDVGM can also assign appropriate GPU 112 
resources to virtual machines 1011 (A-N) at boot time. 
0080. The RDVGM can integrate an RCC engine 1022, 
which handles rendering, capturing, and compressing of 
graphics data. The RCC can receive graphics requests as 
output from each virtual machine 1011, and translate these 
requests into, for example, DirectX(R) compliant commands 
on the host partition 1020. A VMBus can provide a high 
speed communications backplane for graphics requests from 
hosted applications 1012(A-N) running in the virtual 
machines 1011 (A-N) to physical GPU 112 resources. For 
DirectX(R) compliant commands, applications 1012(A-N) 
need to support DirectX(R) 9 or later while GPUs 112 need to 
support DirectX(R) 10 or later. 
0081. As previously described, rendering refers to the pro 
cess of translating raw display calls Such as rotate, flip, and 
draw, made by the applications 1012(A-N) through the 
vGPUs 1016(A-N), honoring those requests to the GPUs 112, 
and thus rendering application content. The rendering can be 
based on standard DirectX(R) syntax. Capturing refers to the 
process of taking rendered application content. Such as on 
screen bitmap or frame changes, and intelligently capturing 
the change over a previous rendering of the application con 
tent. A secondary function of capturing is assigning quality of 
service policies for capture quality and encoding level. Com 
pressing or encoding refers to the process of optimally and 
equitably delivering GPU 112 resources through the VGPU 
1016 to remote client computers over communication chan 
nels comprising, for example, a remote desktop session pro 
tocol. The quality and condition of the communication chan 
nel and the type of the targeted remote client computer can 
determine the type of compression/encoding used to opti 
mally deliver the captured content. 
0082. When an application 1012 running within a VM 
1011 issues display calls such as draw, resize, and rotate, the 
vGPU 1016 can broker all rendering requests. The virtualiza 
tion path can be transparent to the guest OS 1014. As previ 
ously explained, the graphics processing commands can be 
intercepted by the host partition 1020. The interception can be 
done at a low level in the Software stack. The graphics can 
then be rendered on the GPUs 112 into a single frame buffer, 
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which serves as a temporary holding station for graphical 
updates. The frame buffer can represent the virtualized dis 
play of an end-user, the end-user being a connected user to the 
virtual machine 1011 using a remote client computer. Rich 
graphics applications, 3D plug-ins, and other graphics calls 
and commands can run exactly as if the applications were 
running on a dedicated workstation containing GPUs. 
I0083. The host partition 1020 can rapidly and efficiently 
capture the rendered content. Each frame within the content 
can be divided into manageable units. Change regions within 
the frame can be processed through an optimization capabil 
ity provided by the RCC engine 1022. Through this capturing 
mechanism, individual frames are intercepted for display 
changes. Only the regions within a frame that have changed 
are captured for encoding. 
I0084. The host partition 1020 can also compress the cap 
tured content. The compression process can be controlled 
through administrative tools, giving certain virtual machines 
higher or lower priority, or dynamically by the size of the 
change regions within a captured frame. In addition, in an 
embodiment that uses a remote desktop session, such as RDP 
7.1, the remote desktop session can provide frame-rate opti 
mization based on network usage and fairness. The RCC 
engine 1022 can reach out to a remote desktop session listener 
process to assess the State of a remote client computer, includ 
ing the remote client computer decoding capabilities. 
Changes to the frame buffer can be sent to the remote client 
computer at a frame rate that dynamically adapts to network 
conditions and the remote client computer's ability to con 
Sume the changes. The encoded output can be tunneled within 
the remote desktop session and can be sent out to the remote 
client computer. 
0085 All the architecture variations shown in FIGS. 7-10 
for implementing a remote server computer comprising one 
or more compute servers and one or more graphics servers are 
exemplary implementations. Nothing herein should be inter 
preted as limiting the disclosure to any particular implemen 
tation aspect. 
I0086. In a remote computing environment, a remote client 
computer typically communicates with the compute server 
only and does not have a direct connection with the graphics 
server. The communication with the compute server can com 
prise using a redirector and/or a broker similar to what is 
shown in FIG. 3. The compute server typically manages the 
connection with the remote client computer. For example, the 
guest operating system of the compute server can be config 
ured to authenticate the client. Once authentication is com 
plete, data transfer between the remote client computer and 
the compute server can be initiated. As such, graphics request 
from the remote client computer can be received by the com 
pute server. The compute server can process the graphics 
request into graphics calls and commands and transmit these 
calls and commands to the graphics server for rendering, 
capturing, and compression. Because the graphics server 
does not have a direct communication path with the remote 
client computer, graphics output from the graphics server can 
be sent to the compute server. The compute server can pack 
age and transmit the graphics output to the remote client 
computer for display to an end-user. 
I0087 Applying the above description in the virtual envi 
ronment of FIG. 10, graphics requests from a remote client 
computer are transmitted over a physical NIC 114 of a remote 
server computer 1000, though a virtual NIC (not shown) of a 
guest partition 1010, to an application 1012. The graphics 
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request can then be processed and routed to a host partition 
1020 for rendering, capturing, and compressing. Once ren 
dered, captured, and compressed, the output data can be 
routed back from the host partition 1020 to the compute 
server 1010 using the VGPU 1016. To transmit the output data 
from the guest partition 1010 to the remote client computer, 
the guest partition 1010 can package and transmit the data 
using the virtual NIC. The virtual NIC can redirect the output 
data to the physical NIC 114 that transmits the data over the 
network to the remote client computer. As described, the 
repetitive data traversal between the guest partition 1010, the 
host partition 1020, and the underlying resources of the 
remote sever computer 1000 can require intensive operations 
and can consume significant amount of memory and CPU 
resources that can increase the data delivery latency to the 
remote client computer. 
0088 FIG. 11 illustrates an alternative architecture that 
eliminates the repetitive data traversal between the resources 
of a remote server computer 1100. FIG. 11 describes an 
architecture that retains in a compute server 1110 the man 
agement of the connection with the remote client computer 
1130 and that enables a graphics server 1120 to stream graph 
ics output data directly to the remote client computer 1130. 
Embodiments of the remote server computer 1100 may 
execute some or all of the components described with respect 
to remote server computer 700 of FIGS. 7-9 and remote server 
computer 1000 of FIG. 10. Embodiments of the remote client 
computer 1130 may execute some or all of the components 
described with respect to computer 100 of FIG. 1, remote 
client computer 210 of FIG. 2, and remote client computer 
31O of FIG. 3. 

0089. The remote client computer 1130 can initiate a con 
nection 1105 over a network (not shown) with the compute 
server 1110. The connection 1105 can be TCPI/IP based and 
can comprise a remote desktop session, such as RDP 7.1. The 
compute server 1110 can authenticate the connection 1105 
with the remote client computer 1130. The authentication 
method can require the remote client computer 1130 to be 
authenticated before a virtual desktop or session for the 
remote client computer 1130 is set-up in the compute server 
1110. The authentication method can be, for example, a net 
work level authentication available in RDP 7.1. Additionally, 
the compute server 1110 can acquire an address such as an IP 
address of the remote client computer 1130. 
0090. Once the authentication is complete and the connec 
tion 1105 between the remote client computer 1130 and the 
compute server 1110 is established, the compute server 1110 
can initiate a remote desktop session, a virtual machine, a 
desktop session within a virtual machine, or a combination 
thereof running within the compute server 1110 for the 
remote client computer 1130. Such virtual machine or desk 
top session can embody the techniques of FIGS. 2-10. Addi 
tionally, the compute server 1110 can initialize the graphics 
server 1120. The initialization can comprise, for example, 
restoring or waking-up the graphics server 1120 if the graph 
ics server is in an inactive state and establishing a connection 
1115 between the compute server 1110 and the graphics 
server 1120. The connection 1115 can be TCP/IP based or can 
use a VMBus in a virtual environment. The compute server 
1110 can also provide the remote client computer 1130 
address to the graphics server 1120 and instruct the graphics 
server 1120 to prepare for a connection request originating 
from the remote client computer 1130 address. The compute 
server can also acquire an address, Such as an IP address, of 
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the graphics server 1120 and can provide the graphics server 
1120 address to the remote client computer 1130. 
0091. Once the graphics server 1120 is initialized and the 
remote client computer 1130 acquires the graphics server 
1120 address, client computer 1130 can initiate a connection 
1125 over a network (not shown) with the graphics server 
1120. The connection 1125 can be TCP/IP based. The con 
nection 1125 can also comprise a remote desktop session, 
such as RDP 7.1. In a further embodiment, if the connection 
1105 and the connection 1125 comprise a remote desktop 
sessions, the remote desktop sessions can be separate or can 
be the same across the connection 1105 and the connection 
1125. 

0092. Once the connections 1105, 1115, and 1125 are 
established, the remote client computer 1130 can send an 
end-user graphics input, such as keyboard or mouse input, to 
the compute server 1110. The computer server can process 
the graphics input using the techniques of FIGS. 2, 6-10. In 
one embodiment, the compute server 1110 can translate an 
end-user keyboard strike or a mouse click on an icon into 
display commands that effectuate an instance of an applica 
tion and into display calls Such as rotate, flip, resize, and draw. 
The compute server 1110 can send the display commands and 
calls data to the graphics server 1120 for rendering, capturing, 
and compressing. The graphics server 1120 can render, cap 
ture, and compress the display commands and calls data and 
encode the output as output graphics data. Instead of sending 
the output graphics data to the compute server 1110, the 
graphics sever 1120 can transmit the output graphics data 
directly to the remote client computer 1130 over the connec 
tion 1125. The remote client computer 1130 can decode the 
output graphics data for display to an end-user. 
0093. In an embodiment, where the remote server com 
puter 1100 is virtualized, such as remote server computer 
1000 of FIG. 10, the compute server 1110 can be effectuated 
on a guest partition and the graphics server 1120 can be 
effectuated on a host partition. Each partition can be config 
ured to have an address, such as an IP address. The address of 
the guest partition or the computer server 1110 can be asso 
ciated with a virtual NIC. The address of the host partition or 
the graphics server 1120 can be associated with a virtual NIC 
or with a physical NIC 114 of the underlying hardware of the 
remote server computer 1100. The compute server 1110 can 
present a virtual machine or a session running therein to the 
remote client computer 1130. The connection 1115 between 
the compute server 1110 and the graphics server 1120 can 
comprise an intra-partition communication channel. Such as a 
VMBuS. 

0094 Graphics data such as an end-user input at the 
remote client computer 1130 can be sent from the remote 
client computer 1130 over the connection 1105 to the com 
pute server 1110 address associated with the computer server 
1110 Virtual NIC. 

(0095. The compute server 1110 can process the received 
graphics data into display commands and calls data as previ 
ously described. The compute server 1110 can send the pro 
cessed graphics data to the graphics server 1120 for render 
ing, capturing, and compressing. In an embodiment, the 
sending of the processed data can comprise transmitting the 
processed data from the memory space allocated to the com 
pute server 1110 to the memory space allocated to the graph 
ics server 1120. In another embodiment, partitions within the 
remote server computer 1100 can share memory space. In 
Such embodiment, the sending of the data from the compute 
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server 1110 to the graphics server 1120 can comprise routing 
an address of a memory space containing the processed data 
rather than copying the processed data between two memory 
spaces. For example, the compute server 1110 and the graph 
ics server 1120 can take advantage of the shared memory 
space within a VMBus to route the processed data. 
0096. The graphics server 1120 can render, capture, and 
compress the processed data as previously described. The 
graphics server 1120 can encode the rendered, captured, and 
compressed data into an output data and can transmit the 
output data using the graphics server NIC to the address 
associated with the remote client computer 1130. The remote 
client computer 1130 can decode the received output data for 
display to an end-user. 
0097 FIG. 12 depicts an embodiment of the architecture 
of FIG. 11 in an environment comprising a plurality of remote 
client computers 1130(A-N), a plurality of compute servers 
1110(A-N), and a plurality of graphics servers 1120(A-N). It 
is important to note that the numbers of remote client com 
puters, compute servers, and graphic servers need not be 
equal. In other words, the relationships between remote client 
computer 1130(A-N) and compute servers 1110(A-N), com 
pute servers 1110(A-N) and graphics servers 1120(A-N), and 
graphics servers 1120(A-N) and remote client computer 1130 
(A-N) can be one-to-one, one-to-many, or a combination 
thereof. 

0098 Embodiments of the remote server computer 1200 
may execute some or all of the components described with 
respect to remote server computer 220 of FIG. 2, remote 
server computer 320 of FIG.3, remote server computer 700 of 
FIGS. 7-10, remote server computer 1000 of FIG. 10, and 
remote server computer 1100 of FIG. 11. In one embodiment, 
the remote server computer 1200 can comprise a plurality of 
physical computing systems. Redirector and broker 1240 
may execute some or all of the components described with 
respect to redirector 330 and broker 340 of FIG. 3. Graphics 
server manager 1250 may execute some or all of the compo 
nents described with respect to graphics server manager 740 
of FIG. 7, and graphics server manager 850 of FIGS. 8-9. 
Additionally, the redirector and broker 1240 can be integrated 
with the compute servers 1110(A-N). Similarly, the graphics 
server manager 1250 can be integrated with the graphics 
servers 1120(A-N). In another embodiment, the remote 
server computer may be virtualized and may execute some or 
all of the components described with respect to computer 
system 400 of FIGS. 4-5, remote server computer 1000 of 
FIG. 10, and remote server computer 1100 of FIG. 11. In such 
embodiment, compute servers 1110(A-N) can be effectuated 
on one or more guest partitions and graphics servers 1120(A- 
B) can be effectuated on one or more host partitions. The 
redirector and broker 1240 and the graphics server manager 
1250 can also be virtualized in one or more guest partition 
and/or one or more host partition using the techniques previ 
ously described. In a further embodiment, the remote server 
computer 1200 can be a combination of virtual and physical 
machines. For example, the compute servers 1110(A-N) and 
graphics servers 1120(A-N) may be virtualized while the 
redirector and broker 12040 and graphics server manager 
1250 may be physical computing devices. 
0099. The redirector and broker 1240 may be used to 
establish a first connection between a remote client computer 
1130 and a compute server 1110. For example, the redirector 
and broker 1240 may allocate a compute server 1110 out of 
the plurality of compute servers 1110(A-N) and/or a session 
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therein to the remote client computer 1130. As such, the 
redirector and broker 1240 can provide load balancing tech 
niques with respect to the availability of the compute server 
1110(A-N). Once that allocation is complete, the allocated 
compute server 1110 can authenticate the remote client com 
puter 1130. The remote client computer 1130 and the allo 
cated compute server 1110 can establish the first connection 
as previously described. For example, the first connection can 
comprise connection 1105 of FIG. 11. The allocated compute 
server 1110 can also acquire an address of the remote client 
computer 1130. 
0100. The graphics server manager 1250 may be used to 
establish a second connection between the allocated compute 
server 1110 and a graphics server 1120 out of the plurality of 
graphics server 1120(A-N). The graphics server manager 
1250 may execute load balancing techniques and determine 
the availability of the graphics servers 1120(A-N). Accord 
ingly, the graphics server manager 1250 may then allocate a 
graphics server 1120 to the connection with the allocated 
computer server 1110. Once the allocation is complete, the 
second connection can be established. For example, the sec 
ond connection can comprise connection 1115 of FIG. 11. 
0101 The allocated compute server 1110 can provide the 
address of the remote client computer 1130 to the graphics 
server 1120 and can acquire and provide the allocated graph 
ics server 1120 address to the remote client computer 1130. 
The remote client computer 1130 and the allocated graphics 
server 1120 can establish a third connection using the 
acquired addresses of the remote client computer 1130 and 
the allocated graphics server 1120. The third connection can 
comprise connection 1125 of FIG. 11. 
0102. Further, load balancing techniques can be executed 
on the architecture of FIG. 12. For example, in case of load 
balancing of graphics servers 1120(A-N), when the allocated 
graphics server 1120 can no longer serve the remote client 
computer 1130 properly, the compute server 1110 can estab 
lish a new connection with an available graphics server 1120 
and instruct the remote client computer 1130 to establish a 
corresponding new connection with the available graphics 
server 1120. The remote client computer 1130 can then seam 
lessly transition over to the available graphics server 1120. 
Additionally, in case of load balancing of compute servers 
1110(A-N), when the allocated compute server 1110 can no 
longer serve the remote client computer 1130 properly, new 
connections between the remote client computer 1130 and an 
available compute server 1110 and between the available 
compute server 1110 and the already allocated graphics 
server 1120 can be established, while the connection between 
the remote client computer 1130 and the already allocated 
graphics server 1120 can remain the same. Techniques such 
as virtual machine live migration can seamlessly transfer the 
workload from one compute 1110 server to another while the 
graphics server 1120 workloads can remain the same. 
0103) In an embodiment, techniques can be used to enable 
one or more remote client computers 1130 to accept display 
streams or graphics output data from various graphics servers 
1120. For example, a remote client computer 1130A can get 
permission from other remote client computers 1130(B-N) to 
view the end-user displays associated with the other remote 
client computers 1130(B-N). The permission can comprise, 
for example, the addresses of the various graphics servers 
1120 allocated to each of the other remote client computers 
1130(B-N). Additionally, the permission can comprise the 
addresses of the other remote client computers 1130(B-N), 
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the addresses of the compute servers 1110 allocated to the 
each of the other remote client computers 1130(B-N), the 
corresponding session IDs, user names, names of the com 
pute servers 1110 and graphics servers 1120, the number of 
active sessions in each compute server 1110, and so on. The 
remote client computer 1130A can use the permission to 
establish connections with the graphics servers 1120 allo 
cated to each of the other remote client computers 1130(B-N). 
The connections can comprise connection 1125 of FIG. 11. 
Once the connections are established, the various graphics 
servers 1120 can transmit the graphics data output of the other 
remote client computers 1130(B-N) to the remote client com 
puter 1130A. The remote client computer 1130A can decode 
the graphics output data received from the various graphics 
servers 1120 and can display the decoded data to an end-user. 
For example, the remote client computer 1130A can display 
the decoded data in a tiled fashion or can allow the end-user to 
flip through each of screens associated with the other remote 
client computers 1130(B-N). Further, the remote client com 
puter 1130A can display other information available in the 
permission, such as user names, names of corresponding 
compute servers 1110 and graphics servers 1120, and so on. 
In another embodiment, a graphics server 1120 transmitting 
various graphics output data corresponding to remote client 
computers 1130(B-N) can be configured to also transmit the 
various graphics output data and other information about the 
corresponding remote client computers 1130(B-N) to another 
remote client computer 1130A. As such, the remote client 
computer 1130A can display the screens of and information 
about the remote client computers 1130(B-N). 
0104 FIG. 13 depicts an exemplary operational procedure 
for processing graphics data for transmission to a client 
including operations 1300, 1310, 1320, 1330, 1340, 1350, 
and 1360. Operation 1300 begins the operational procedure 
and operation 1310 illustrates establishing a first connection 
between a remote client and a compute server. The first con 
nection can comprise connection 1105 of FIG. 11. Operation 
1320 illustrates establishing a second connection between the 
compute server and a graphics server. The second connection 
can comprise connection 1115 of FIG. 11. Operation 1330 
illustrates establishing a third connection between the remote 
client and the graphics server. The third connection can com 
prise connection 1125 of FIG. 11. Operation 1340 illustrates 
receiving graphics data by the compute server from the 
remote client over the first connection. The received graphics 
data can comprise, for example, a user graphics input such as 
a keyboard Strike or a mouse clickassociated with the remote 
client. Operation 1350 illustrates processing the received 
graphics data and sending the processed graphics data to the 
graphics server over the second connection. The processing 
of the received graphics data can comprise the compute server 
translating the received graphics data into display commands 
and calls. Operation 1360 illustrates rendering, capturing, 
compressing, and transmitting the processed graphics data to 
the remote client over the third connection. 

0105 FIG. 14 depicts an exemplary system for processing 
graphics data for transmission to a client computer as 
described above. System 1400 comprises a processor 1410 
and memory 1420. In an embodiment, the processor 1410 can 
be implemented as logical processing unit 102 in FIG. 1, 
while the memory 1420 can be implemented as having some 
or all of the components of the system memory 22 in FIG. 1. 
The memory 1420 further comprises computer instructions 
configured to cause the system to process graphics data for 
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transmission to a remote client. Block 1422 illustrates estab 
lishing a first connection between a remote client and a com 
pute server. Block 1424 illustrates establishing a second con 
nection between the compute server and a graphics server. 
Block 1426 illustrates establishing a third connection 
between the remote client and the graphics server. Block 1428 
illustrates receiving graphics data by the compute server from 
the remote client over the first connection. Block 1430 illus 
trates processing the received graphics data and sending the 
processed graphics data to the graphics server over the second 
connection. Block 1432 illustrates rendering, capturing, com 
pressing, and transmitting the processed graphics data to the 
remote client over the third connection. 
010.6 Any of the above mentioned aspects can be imple 
mented in methods, systems, computer-readable media, or 
any type of manufacture. 
0107 The foregoing detailed description has set forth vari 
ous embodiments of the systems and/or processes via 
examples and/or operational diagrams. Insofar as such block 
diagrams, and/or examples contain one or more functions 
and/or operations, it will be understood by those within the art 
that each function and/or operation within such block dia 
grams, or examples can be implemented, individually and/or 
collectively, by a wide range of hardware, software, firmware, 
or virtually any combination thereof. 
0108. It should be understood that the various techniques 
described herein may be implemented in connection with 
hardware or software or, where appropriate, with a combina 
tion of both. Thus, the methods and apparatus of the disclo 
Sure, or certain aspects or portions thereof, may take the form 
of program code (i.e., instructions) embodied in tangible 
media, such as floppy diskettes, CD-ROMs, hard drives, or 
any other machine-readable storage medium wherein, when 
the program code is loaded into and executed by a machine, 
Such as a computer, the machine becomes an apparatus for 
practicing the disclosure. In the case of program code execu 
tion on programmable computers, the computing device gen 
erally includes a processor, a storage medium readable by the 
processor (including Volatile and non-volatile memory and/or 
storage elements), at least one input device, and at least one 
output device. One or more programs that may implement or 
utilize the processes described in connection with the disclo 
Sure, e.g., through the use of an application programming 
interface (API), reusable controls, or the like. Such programs 
are preferably implemented in a high level procedural or 
object oriented programming language to communicate with 
a computer system. However, the program(s) can be imple 
mented in assembly or machine language, if desired. In any 
case, the language may be a compiled or interpreted lan 
guage, and combined with hardware implementations. 
0109 While the invention has been particularly shown and 
described with reference to a preferred embodiment thereof, 
it will be understood by those skilled in the art that various 
changes in form and detail may be made without departing 
from the scope of the present invention as set forth in the 
following claims. Furthermore, although elements of the 
invention may be described or claimed in the singular, the 
plural is contemplated unless limitation to the singular is 
explicitly stated. 
What is claimed: 
1. A system for processing data, comprising: 
at least one computing device configured to at least: 
establish a connection with at least one client device and at 

least one graphics computing device; 
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receive data from the at least one client device; 
process the received data from the client device, and 
send the processed data to the at least one graphics com 

puting device, the processed data used to generate 
graphics data that is sent by the at least one graphics 
computing device to the client device. 

2. The system of claim 1, wherein the at least one comput 
ing device comprises at least one compute server and the at 
least one graphics computing device comprises at least one 
graphics server. 

3. The system of claim 1, wherein the at least one comput 
ing device is instantiated within at least one virtual machine. 

4. The system of claim 1, wherein the at least one graphics 
computing device is instantiated within at least one partition 
on at least one virtualized machine. 

5. The system of claim3, wherein the at least one graphics 
computing device is instantiated within at least one partition 
on same physical computing devices as the at least one com 
puting device and wherein the connection between the at least 
one computing device and the at least one graphics computing 
device is at least one intra-partition communication channel. 

6. The system of claim 1, wherein establishing a connec 
tion with the at least one client device and the at least one 
graphics computing device comprises acquiring at least one 
address of the at least one client device and at least one 
address of the graphics computing device, providing the 
acquired at least one client device address to the at least one 
graphics computing device and the acquired at least one 
graphics computing device address to the at least one client 
device, and instructing the at least one client device and the at 
least one graphics computing device to establish a connection 
using the provided addresses. 

7. The system of claim 1, wherein establishing a connec 
tion with the at least one client device and the at least one 
graphics computing device comprises load balancing the at 
least one computing device and the at least one graphics 
computing device. 

8. The system of claim 1, wherein the graphics data com 
prises a graphics representation of at least a portion of a 
remote desktop. 

9. The system of claim 1, wherein the at least one comput 
ing device is executing at least one remote desktop session 
with the at least one client device and wherein the graphics 
data comprises a graphic representation of at least a portion of 
a user session. 

10. The system of claim 1, wherein the processed data 
comprises display commands and calls, and wherein gener 
ating graphics data comprises rendering, capturing, and com 
pressing the processed data. 

11. The system of claim 1, wherein one or more graphics 
computing device of the at least one graphics computing 
device are configured to send graphics data corresponding to 
multiple client devices to a single client device. 

12. A method for processing graphics data, comprising: 
establishing a connection between a plurality of computing 

devices and a plurality of client devices and a connection 
between the plurality of computing devices and a plu 
rality of graphics devices; 

receiving data by the plurality of computing devices from 
the plurality of client devices; 

processing the received data; 
sending the processed data to the plurality of graphics 

devices; and 
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instructing the plurality of graphics devices to generate 
graphics data using the processed data and to send the 
generated graphics data to the plurality of client devices. 

13. The method of claim 12, wherein the plurality of com 
puting devices are instantiated within a plurality of virtual 
machines, and the plurality of graphics devices are instanti 
ated within a plurality of partitions on the same plurality of 
physical computing devices as the plurality of computing 
devices. 

14. The method of claim 13, wherein the plurality of com 
puting devices are executing a plurality of remote desktop 
sessions with the plurality of client devices and the graphics 
data comprises a graphics representation of at least a portion 
of a user remote desktop session. 

15. The method of claim 12, wherein establishing the con 
nection between the plurality of computing devices and the 
plurality of client devices and the connection between the 
plurality of computing devices and the plurality of graphics 
devices comprises acquiring a plurality of client device 
addresses and providing the acquired plurality of client 
device addresses to the plurality of graphics devices, acquir 
ing a plurality of graphics device addresses and providing the 
acquired plurality of graphics device addresses to the plural 
ity of client devices, and instructing the plurality of client 
devices and the plurality of graphics devices to establish a 
connection using the provided addresses. 

16. The method of claim 12, wherein one or more graphics 
devices of the plurality of graphics devices are configured to 
send graphics data corresponding to multiple client devices to 
a single client device. 

17. A computer readable storage medium having stored 
thereon instructions that when executed by one or more pro 
cessors, cause the one or more processors to perform the steps 
of: 

establishing a connection between a plurality of computing 
devices and a plurality of remote client computers and a 
connection between the plurality of computing devices 
and a plurality of graphics computing devices; 

receiving data by the plurality of computing devices from 
the plurality of client computers: 

processing the received data; 
sending the processed data to the plurality of graphics 

computing devices; and 
instructing the plurality of graphics computing devices to 

generate graphics data using the processed data and to 
send the generated graphics data to the plurality of 
remote client computers. 

18. The computer readable storage medium of claim 17, 
wherein the plurality of computing devices are instantiated 
within a plurality of virtual machines, and the plurality of 
graphics computing devices are instantiated within a plurality 
of partitions on the same plurality of physical computing 
devices as the plurality of computing devices. 

19. The method of claim 18, wherein the plurality of com 
puting devices are executing a plurality of remote desktop 
sessions with the plurality of remote client computers and the 
graphics data comprises a graphics representation of at least a 
portion of a user remote desktop session. 

20. The method of claim 17, wherein establishing the con 
nection between a plurality of computing devices and the 
plurality of remote client computers and the connection 
between the plurality of computing devices and the plurality 
of graphics computing devices comprises acquiring a plural 
ity of remote client computer addresses and providing the 
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acquired plurality of remote client computer addresses to the plurality of remote client computers and the plurality of 
plurality of graphics computing devices, acquiring a plurality graphics computing devices to establish a connection using 
of graphics computing device addresses and providing the the provided addresses. 
acquired plurality of graphics computing device addresses to 
the plurality of remote client computers, and instructing the k . . . . 


