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(57) ABSTRACT 

Systems and methods provide security to HTTP applica 
tions. Responses Sent from a server, Such as a web server, are 
analyzed and a signature is generated for each HTML object 
in that page. The Signature is encrypted and Sent to a client 
along with the contents of the page. When a client later Sends 
a request, the System checks the Signature associated with 
that request with the contents of the request itself. If the 
values, variables, lengths, and cardinality of the request are 
validated, then the request is forwarded to the web server. If, 
on the other hand, the request is invalidated, the request is 
blocked from reaching the Web Server, thereby protecting the 
Web Server from malicious attacks. The Systems and meth 
ods offer Security without being limited to a Session or user. 

32 

ANALYZE CONTENT u/ 

33 

DELVER CONTENT WITH 
ENCRYPTED SIGNATURE TO 

4. 

ABSTRACT CONTENT 

35 

GENERATE ENCRYPTED 
SGNATURE 

36 

CLENT 

  

  



Patent Application Publication Mar. 13, 2003 Sheet 1 of 24 US 2003/0051142 A1 

The server responds with 
the result of the processing 
of the URL 

— 

The client requests service 
from the content server by 
indicating a method and a 
URL that will receive the requ 

FIGURE 1 

2 

4. 

imager o la vulneració de las leyes de protección de datos? 

is En el peor de los c Kytri 
drafts <tablax 

Ktd 
Marginates </'tra 

-(trx 
considerabias. <td. &nbsp;'</td 

-cyltra 
( Incalculables citr align="center"> 

<tics 

Contieriensus sistemas datos cuya dyulgación supondria pérdidas econdimicas, de 

st 

cuestionario - Motepad 

height="16" alt=" " (></td:- Std bgcolor="#CCCCCC"> <br><font face= 
"Werdana, Aria, Helvetica, sans-serif" size="2" color="#C &nbsp;&nbsp;'</font.</bis/td Ktdokig src="../.../img/general/home?titu_dch. 
height="16" alt=" "As &/td: 

&Puede su empre: 
st 

ro 

<form. Tethgd="post" action="envguest.php3" name "c 
<table width="100%" border="o" cell spacing="o" <tr bgcolor="#003.366"> 

<tds 
<table width="100%" border="0" cellspacing 

Sus sisterm as de I 

r Baja 

Mediana 

FIGURE 2 

    

  

  

  

  

  

  

  

    

  

  

  

  

  

  

    

  

  

  

  

  

  

  

  

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 2 of 24 US 2003/0051142 A1 

HTTP 
Application 

FIGURE 3 

  

  



Patent Application Publication Mar. 13, 2003 Sheet 3 of 24 US 2003/0051142 A1 

S 

s 

N 

Y 
D 
CD 

-ze--see 

- ZZZZZZX/ 

s 

  

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 4 of 24 

RECEIVE CONTENT BEING 
SENT TO CLIENT 

ANALYZE CONTENT 

ABSTRACT CONTENT 

GENERATE ENCRYPTED 
SIGNATURE 

DELVER CONTENT WITH 
ENCRYPTED SIGNATURE TO 

CLIENT 

FIGURE 5(A) 

US 2003/0051142 A1 

  



Patent Application Publication Mar. 13, 2003 Sheet 5 of 24 

41 

RECEIVE CLENT REQUEST 

42 

DECRYPT REQUEST 

43 

COMPARE SIGNATURE 

44 

BLOCK REGUEST 

46 
FORWARD REOUEST 

TO SERVER 

FIGURE 5(B) 

US 2003/0051142 A1 

  

  

  

  

  



(V)9 EHITS)I +· 

US 2003/0051142 A1 

asuodsay 

| – 

Patent Application Publication Mar. 13, 2003 Sheet 6 of 24 

  



„MOLIEI 

US 2003/0051142 A1 

(G)9 ENTS)I + 

?senbaxy 

99 

| NEITO ENE/VÅ 

Patent Application Publication Mar. 13, 2003 Sheet 7 of 24 

  



US 2003/0051142 A1 Mar. 13, 2003 Sheet 8 of 24 Patent Application Publication 

  

  

  

  

  

  

  





---...----------" " 

You are orderling &COUNTG of GNAMEa N 
at a price of QPRICEa. 

FORM, ACTION="f cgi-bin/cart.cgi"> 
INPUT TYPE= 'laden' 

NAME- "name" WALUEs "GNAME3"> 
TNPUT TYPEs "hidden 

NAME="count" VALUE="QCOUNT3"> 
INPUT TYPEs "dder' 

NAME="prince" wALUE="GPRICEg"> 
INPUT TYPE="hidden" 

NAME="action" VALUE="2"> 
INPUT TYPE-childen' 

NAMEs "fille" WALUE="bill...txt"> 
INPUT TYPE="hidden 

NAME destimatlon" 
WALUE="storeQexample.com"> 
INPUT TYPE="submit" NAME="Checkout"> 

</FORMs 

ReadParameters 

Acton1 foShowca?t 

- V.- ) ShowCart 

FIGURE 8 

Showreceipt 

Patent Application Publication Mar. 13, 2003 Sheet 10 of 24 

( EmailConfirmatio 

US 2003/0051142 A1 

oper. FILE,"> 3FILEG"); N 
print FILE GNAMEQ"; 
print FILE "gcoUNTQt; 
print FILE "GPRICEg"; 

open (AIL, 
" sendicall eDESTINATIONG."); 

print MAIL "gnAMEg"; 
print MAIL "gcOUNT6t; 
print MAIL "QPRICEa"; 

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 11 of 24 US 2003/0051142A1 

1323 47th Street 
New City 
E-mail : J doe3example. Org 
Credit Card WIS 33 4-568-902-3 .56-?890 
Total $55. OO 

Mary Doe 
13 ft. Street 
New City 
E-mail: radoes example. Org 
Credit Car MEX 55-66-8899-0-2233 
Total : 336i. OO 

Signature not found 

This resource can only be accessed by providing a signature, 

  



Patent Application Publication Mar. 13, 2003 Sheet 12 of 24 US 2003/0051142 A1 

- http://www.example.comlapplicationicart.cgi?option=2&files omehttpd/htdocs/index.html&HIVEDATA=ABCD Y ago 

| Unknown signature! 
This signature doesn't decrypt or pass the integrity checks Please don't modify Signatures. 

Also, if your connection has been idle for alongtime, the system rmght have expired your session Plaase start again 

FIGURE 11 

  



Patent Application Publication Mar. 13, 2003 Sheet 13 of 24 US 2003/0051142 A1 

is is 3. 

The Fre lar forwar 

Carrigs 

legs AWALABLE NES 

re 
s s s21sec 

legitle s 

Agile 

sess-s-s 

Ties x- sesserers s & 83 

3 

  

  

  

  
  

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 14 of 24 US 2003/0051142 A1 

Edit belate New -j 
sirtiers-stairgris 3-gs's a 3-2 ss. - 83-8 s.3333 s : 

FIGURE 14 

Pedre Nir 

FIGURE 15 

  

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 15 of 24 US 2003/0051142 A1 

s2.seconfig 
s: Nias starriage E. s assissil agi & & Earl Šs 

8 sä 
s 

Bis 

FIGURE 17 

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 16 of 24 US 2003/0051142 A1 

assississis...::::::::: 
8 & Aariate &::$3:38 --- 

8.33 

8: s 

FIGURE 20 

  



Patent Application Publication Mar. 13, 2003 Sheet 17 of 24 US 2003/0051142 A1 

Sist 

FIGURE 21 

it is 

s2lsec Config 
sississis 

&C. it...i. 

FIGURE 22 

  



Patent Application Publication Mar. 13, 2003 Sheet 18 of 24 US 2003/0051142 A1 

E is 'EE Si. If iii. 
: sNes east an se 
3 it is Šiš 

21sec, cort sww.s. 

  

  

  

        

  



Patent Application Publication Mar. 13, 2003. Sheet 19 of 24 US 2003/0051142 A1 

series 
& &r 

s 

FIGURE 25 

Sisk: cance. 
s 

Sir is as 

http tws21 seccom s 

: i 

FIGURE 26 

  

  

    

    

  

  

  

  

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 20 of 24 US 2003/0051142 A1 

s21sec com 
8 

48: 

8s 
8 

3: 

iii. 

http iw s2.sec.com 

Slsec Confi 

FIGURE 29 

    

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 21 of 24 US 2003/0051142 A1 

s2lsec Config 

&-43 - s: 

FIGURE 32 

  

    

  



Patent Application Publication Mar. 13, 2003 Sheet 22 of 24 US 2003/0051142 A1 

s S: 

gigs 8 SSSSSS Sssssssssssssssssss gs 
&&. & & s SS - w - : 

s s 8. & $5. 

FIGURE 33 

FIGURE 3 

  



Patent Application Publication Mar. 13, 2003 Sheet 23 of 24 US 2003/0051142 A1 

Date when 
it be produced 

IP 
Server name 

URL requested 
Kind of error 

Description of the message 

FIGURE 35 

27/FabiaCO 12234 "Signatura not found oOo. 14313524 83 hrve:21sec coracabecertm whitying too. . . 
:: 

27 Feb/200 12234 
01.00 146 t3524783 tweaz1.secseen conthone htm whitects - 

non-start page 

M 

(27 Fasao 230.20 
Ooo 172 10.3.2 hwasz1seo ocning cust/banner ferrulano grf whiting too. . 

non start page" 

"Signature roi found Prior '' 172 to 32 hrve 21sec com imarcastenedical eggif whitinois. 

"Signature not found 
preros 1721632 hrve s21sec com Amgoaste/banner scs gif dy while trying to accesse 

FIGURE 36 

Last 10 
Last 25 
Last 50 
Last 100 

FIGURE 37 

    

  

  

  

  

  



Patent Application Publication Mar. 13, 2003 Sheet 24 of 24 US 2003/0051142 A1 

iwarilibfapacheibinfapachectl graceful: httpd gracefully restarted 

FIGURE 38 



US 2003/0051142 A1 

FIREWALLS FOR PROVIDING SECURITY IN 
HTTP NETWORKS AND APPLICATIONS 

FIELD OF THE INVENTION 

0001. The invention relates generally to systems and 
methods for providing Security in a network and, more 
particularly, to Systems and methods for providing Security 
in hyper-text transfer protocol (HTTP) networks and appli 
cations, Such as over Internet. 

BACKGROUND OF THE INVENTION 

0002. A great variety of devices exist which provide data 
and/or communication capabilities. One of the most com 
mon device for transmitting and receiving data is a com 
puter. Computers include conventional desktop and lap-top 
computers as well as Personal Digital Assistants (PDAs) and 
other hand held devices, Such as the Palm Pilot PocketPC, 
and Visor. Other types of devices are also used to transmit 
and receive data. For instance, Some mobile radiotelephones 
and two way pagers not only provide Voice communication 
capabilities but also enable the transfer and receipt of text 
messages and can be used to Surf the Internet. In addition to 
mobile radiotelephones and pagers, enhanced television, 
WebTV, and other interactive television devices provide data 
capabilities in addition to displaying television programs. 
These devices are just Some examples of devices which are 
currently available and which can communicate with other 
devices. 

0003) To enable communications between any two 
devices, a protocol is employed which defines the manner in 
which the two devices can communicate. In fact, in a 
network of devices, a plurality of protocols may be 
employed at various layers within the network. These layers 
include the physical layer, the data link layer, network layer, 
transport layer, Session layer, presentation layer, and appli 
cation layer. For instance, depending the particular layers, 
the protocol can govern the transmission of bits, handle 
errors in transmission, define routing of messages within a 
network, ensure reliability of transmissions, or define the 
format of the message. 
0004. A common protocol associated with the Internet is 
the Hyper Text Transfer Protocol (HTTP). HTTP is an 
application layer protocol that allows devices to transfer 
information over the Internet. For example, web browsers 
and servers operate HTTP and allow a user to access the 
World Wide Web (WWW) and a content provider to offer 
information to end users through a web site in the WWW. 
HTTP is not specific to any language, although most content 
providers use hyper-text mark-up language (HTML). Thus, 
HTTP also encompasses the Wireless Application Protocol 
(WAP) browsers and servers. For WAP devices, however, 
the devices use wireless mark-up language (WML) as 
opposed to HTML. 
0005 HTTP is a transactional protocol, meaning that it is 
based on requests from a client, Such as a web browser, and 
responses from a server, Such as a Web Server. With reference 
to FIG. 1, a client sends a request to a server with this 
request identifying a method and a universal resource loca 
tor (URL). The Server receives the request and processes the 
URL, Such as by obtaining information associated with the 
URL. For each request from a client, there is a response from 
the Server. Thus, if the request was a request for data 
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associated with a URL, the server would respond by obtain 
ing that data and Sending it to the client. The requests include 
reading a web page, Submitting a form, etc. AS can be seen 
from FIG. 1, HTTP is very well defined, has a very simple 
Syntax, and provides a foundation upon which applications 
can be built to provide Services. 
0006 Servers may have a number of HTTP applications. 
Often, content providers need to offer services through their 
content Servers, be it a simple application that will collect 
feedback from Visitors, or a more complex one like a 
Shopping cart or an e-commerce application. All these 
applications share a common interface based on HTTP that 
allows a remote client to interact with the underlying 
resources, Such as files, databases, etc., via a web browser. 
These applications are called HTTP applications, and often 
are referred to as WWW or Web Applications. Information 
is passed to HTTP applications in the request, usually Setting 
parameters or cookies with the information provided by the 
user when filling in a form. 
0007 FIG. 2 shows an example web page and its corre 
sponding HTML. The background of this figure depicts a 
form, a questionnaire, available from a Server hosting the 
domain with the URL http://www.s21sec.com/caste/cues 
tionario?cuestionario.htm. When a client enters this URL or 
Selects a link associated with the URL, the request is routed 
to the Server, the Server retrieves content associated with that 
URL and possibly performs. Some additional actions, and 
then routes a response back to the client. This response 
includes the html depicted in the notepad. The client browser 
interprets the html and renders the interface shown in the 
background. 
0008. The HTTP application receives the parameters and 
process them, Sending a response back to the client with the 
result of the processing. HTTP applications do not depend 
on the programming languages, just in the interface (HTTP). 
AHTTP application can therefore be coded in any language, 
Such as but not limited to C, C++, Visual Basic, Perl, or Java. 
There are well-known mechanisms of interacting with 
HTTP, such as Common Gateway Interface (CGI), Active 
Server Pages (ASP), Servlets, PHP, etc, but all of them rely 
on HTTP for communication between the client and the 
application. 

0009. A network environment is beneficial in that devices 
can communicate with each other but it exposes the devices 
and Systems connected to the network to Security riskS. 
Network Security is often regarded as protecting network 
resources from being accessed to ultimately prevent break 
ins into company Systems. A firewall is commonly located 
between the network and a company's System in order to 
prevent Such break-ins. When installing a firewall, a main 
concern is to filter out ports that could be vulnerable to 
attacks from the outside. 

0010. As mentioned above, HTTP applications enable 
devices to gain access to a Server's resources. For instance, 
HTTP applications may involve some kind of interaction 
between the end user and the backend of the company, be it 
a database Server, file access to the Server or just access to 
an email server. These HTTP applications consequently 
need privileges over these resources So that they can pass 
through the firewall, access the database, interact with the 
underlying operation System, etc. Because HTTP applica 
tions can provide access to Sensitive areas of a company's 
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system, a malicious user can subvert a vulnerable HTTP 
application and break into the company's resources and 
compromise their complete business. 

0.011) A firewall may be ineffective in stopping such 
attacks. HTTP applications use the Same network resources 
used by content Servers, in fact they delegate on the web 
Server to handle network transactions. AS long as you need 
to offer HTTP access to any server, no current firewall can 
stop a HTTP application level attack. A traditional firewall 
Works at the network and transport layers, but does not offer 
any kind of application protection. For example, FIG. 3 
shows a diagram of a typical firewall 10 installed within a 
network. The firewall 10 is positioned between a server 12 
and clients 8. The firewall 10 provides security to the server 
12 on the Telnet and HTTP layers but does not offer any 
protection to an HTTP application 14. 
0012. A traditional approach to application Security has 
been Source code review and auditing. Source code review 
occurs after an application has been finished and involves 
having Someone, often a third party, reviewing all the code 
and fixing any Security problems that are discovered. This 
proceSS is a never-ending task, as the auditor can overlook 
Security bugs that will end up in the reviewed application, So 
it is not an assurance of full Security. AS more and more 
complex applications are being developed and the time-to 
market shrinks in order to be the first to offer a service to 
customers, Source code review is no longer an option, as 
freezing the deployment of an application for days or weeks 
means lost of busineSS and revenue. A need therefore exists 
for Systems and methods of providing Security in a network, 
especially with HTTP applications. 

SUMMARY OF THE INVENTION 

0013 The present invention addresses the problems 
described above by providing Systems and methods offering 
Security on a network. The Systems and methods involve 
Signing transmissions Sent from a System and then checking 
return transmissions to make Sure that a signature associated 
with those transmissions match the content in the transmis 
Sions. The Systems and methods according to the invention 
generate a signature unique for the transmission based on 
important features of that transmission. For example, the 
Signature may be based on fields within the transmission, 
values of those fields, acceptable lengths of variables, etc. 
The invention is well Suited for use over the Internet at 
Servers providing content to users. In this Setting, responses 
Sent from the Server are analyzed, abstracted, and then 
signed before being Sent to the users. Requests received 
from the users include the Signature and these requests are 
intercepted prior to being Sent to the Server. The Signature in 
these requests are decrypted and then compared to the actual 
contents within the request. If the Signature corresponds 
with the request itself, the request is forwarded to the Server. 
On the other hand, if the contents of the request do not match 
the Signature, the request is blocked from reaching the 
SCWC. 

0.014. The systems and methods according to the inven 
tion can therefore provide Security to IP networks, Such as 
the Internet. Among other things, the invention can be used 
to block attacks to Vulnerable Sample applications, content 
Server implementation problems, cookie poisoning, input 
validation, hidden field tampering, buffer overflows, croSS 
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Site Scripting, and back door attacks. The invention does not 
rely upon user Sessions whereby the invention does not 
require Significant resources of a Server and can be easily 
added to any Server. The invention is not limited to a single 
Server but can be employed in a multiple Server environment 
with other network elements, Such as load balancers. The 
invention can also be used with other Security measures, 
such as secure socket layer (SSL). In the preferred embodi 
ment, the System can be configured according to the desires 
of its end-user. The user can designate certain pages as Start 
pages, meaning that no signature is required to access those 
pages. The user can also designate certain pages as Except 
pages, which is especially beneficial in an ISP Setting where 
multiple domains are hosted on a Server and where users 
need to modify those pages. The System preferably logs all 
errors and blockS and provides this log in an interface to the 
USC. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0015 The accompanying drawings, which are incorpo 
rated in and form a part of the Specification, illustrate 
preferred embodiments of the present invention and, 
together with the description, disclose the principles of the 
invention. In the drawings: 
0016 FIG. 1 is a diagram illustrating communications 
between a client and a Server, 
0017 FIG. 2 illustrates an exemplary web page form 
along with its underlying HTML code; 
0018) 
tion; 
0019 FIG. 4 is a diagram with a security system accord 
ing to a preferred embodiment of the invention; 
0020 FIGS. 5(A) and 5(B) are flow charts of methods for 
processing responses to clients and requests to Servers, 
respectively; 

0021 FIGS. 6(A) and 6(B) are more detailed block 
diagrams of response processing and request processing, 
respectively; 

0022 FIGS. 7(A) and 7(B) are process flow diagrams for 
a response and request, respectively; 

FIG. 3 is a diagram of a typical firewall installa 

0023 FIG. 8 is a flow diagram of a checkout section of 
an application; 
0024 FIG. 9 is an example of an interface provided to a 
user obtaining customer details, 
0025 FIG. 10 is an example of an interface provided to 
a user from a block of an attack Seeking customer details, 
0026 FIG. 11 is an example of an interface provided to 
a user as a result of a block of an attack Seeking an arbitrary 
file writing; 

0027 FIG. 12 is an example of a login interface; 
0028 FIG. 13 is an example of a configuration select 
interface; 

0029 FIG. 14 is an example of an administrator con 
figurations Select page; 

0030) 
page, 

FIG. 15 is an example of a general configuration 



US 2003/0051142 A1 

0031) 
options, 

FIG. 16 is an example of an edit page for general 

0.032 FIG. 17 is an example of a customer error page; 
0033) 
0034 FIG. 19 is an example of the size of the key in 
drop-down menu in the key options interface; 
0035 FIG. 20 is an example of the life time key drop 
down menu in the key options interface; 
0.036 FIG. 21 is an example of a node configuration 
interface; 
0037 FIG. 22 is an example of an edit node configura 
tion interface; 
0.038 FIG. 23 is an example of a domains main page 
interface; 
0039) 
0040 
0041) 
0042 
0043) 
0044 FIG. 29 is an example of a default main page 
interface; 

FIG. 18 is an example of a key options interface; 

FIG. 24 is an example of a domain's edit page, 
FIG. 25 is an example of a start page main page; 
FIG. 26 is an example of a start page edit page, 
FIG. 27 is an example of an accept page interface; 
FIG. 28 is an example of an accept pages edit page; 

004.5 FIG. 30 is an example of an administrative mail 
page interface; 
0.046 FIG. 31 is an example of a user page of a new 
configuration; 

0047 FIG. 32 is an example of a user main page; 
0.048 FIG.33 is an example of a user edit page interface; 
0049 FIG. 34 is an example of configuration control 
buttons; 
0050 FIG. 35 is an example of a legend provided in a 
logs interface; 
0051 FIG. 36 is an example of a logs page interface; 
0.052 FIG. 37 is an example of a drop-down menu with 
the logs page interface; and 
0053) 
face. 

FIG. 38 is an example of a restarting page inter 

DETAILED DESCRIPTION 

0.054 Reference will now be made in detail to preferred 
embodiments of the invention, non-limiting examples of 
which are illustrated in the accompanying drawings. 
0055) 
0056. The invention relates generally to systems and 
methods for providing Security in a network and with 
applications. The Systems and methods intercept at least 
Some of the requests from clients to a server and also 
intercept at least Some of the responses from the Servers to 
the clients. In general, the Systems and methods generate 
Signatures of communications from the Server to the client 
and then check the requests from the client against those 
Signatures. If the requests from the client matches the 
Signature, then the requests are forwarded to the Server. On 

I. Overview 
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the other hand, when the responses do not match the 
Signatures, the responses are blocked from reaching the 
SCWC. 

0057 For the purposes of this description, the invention 
will be described with reference to systems and methods that 
provide an HTTP application firewall. For example, the 
Systems provide Security to applications hosted on a Server 
and interfaced to a network via HTTP. Thus, the systems and 
methods provide Security to Servers and applications on the 
World Wide Web (WWW). The invention, however, is not 
limited to strictly HTTP applications nor to servers con 
nected to the Internet. The invention encompasses Systems 
and methods on other types of networks, the use of protocols 
other than HTTP, and other types of applications. As other 
examples, the invention encompasses the WireleSS Applica 
tion Protocol (WAP), Intranets, XML applications, and 
HDML applications. 
0058. By intercepting the responses and requests, the 
systems and methods enforce the HTTP protocol as defined 
in Internet Standards, disallowing anybody from trying to 
break the protected applications, Such as by malforming 
requests or modifying legitimate requests. The preferred 
Systems sit between the client and the Server and intercept 
both the HTTP requests and responses and verify that the 
contents of the request are not malicious. This verification is 
based in information derived from the content, Such as in 
HTML, derived from FORM fields, etc. Networks and 
applications can potentially be vulnerable to a number and 
variety of attacks. The Systems and methods according to the 
invention prevent and provide assistance in deterring many 
of Such attacks. 

0059 For example, the systems and methods can protect 
vulnerable sample applications. A WWW server default 
installations often include Sample pages and applications 
targeted at showing the Server capabilities to a new user. 
These applications are Sometimes Vulnerable to attacks, and 
are actively exploited by crackers. The Systems and methods 
Stop access to those pages not directly referred in the 
website, Such as Sample applications or files not meant to be 
published, Such as database files, website log files, private 
documents, etc. too often found on publicly available Serv 
CS. 

0060. As another example, the invention can address 
content server implementation problems. WWW servers can 
have implementation problems, Such as the recently found 
IIS Unicode bug or the Iplanet 4.0 shtml buffer overflow. 
These and other problems can, as will be apparent to those 
skilled in the art, be addressed by the systems and methods 
of the invention. 

0061 The invention can be used to prevent cookie poi 
Soning. Applications often rely on cookies in order to keep 
track of user Sessions, or to Store transient information, Such 
as login or passwords. Modification of these values can lead 
to Security problems, and are Stopped by the Systems and 
methods by using the content signing. 
0062 Input validation is another example of an applica 
tion of the invention. Often, an application has to validate all 
the input it receives from a customer. For example, Say an 
application accepts an email address in a field, but an 
attacker Sends commands that will get executed in the 
content Server. The application has to filter out any bad 
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character by identifying every Single point of entry to the 
application then Verifying the client values. The Systems and 
methods of the invention make this task easy and Safer by 
embedding information on the expected values in the page 
content and by automatically verifying the values when 
receiving the request from the client. 

0.063 Hidden field tampering is yet another example of 
an application of the invention. Applications Store Session 
information on “hidden' form fields. These fields are not 
displayed to an end user but are accessible in the HTML 
page source code or in the URL bar of the browser so they 
are easily modified by a malicious user. The Systems and 
methods protect modification of these fields by using the 
content signatures So they can’t be modified and if they are 
modified an alert is logged and the attack blocked. 
0064. Another application of the invention is with buffer 
overflows. HTML content has a way to force a client's 
browser to only allow a limited amount of characters to be 
entered in a form field. This limitation is enforced by the 
client, but can be easy overcome. Applications that rely on 
content length limits often present problems of buffer and 
heap overflows that ultimately allow remote access to the 
Server. The Systems and methods detect and enforce the 
maximum length of a field, and preferably log and block any 
attackS. 

0065 Cross-site scripting is another example of an 
advantage of the invention. CroSS-Site Scripting is a client 
problem that consists in fooling a client into believing they 
are accessing a site while they are really accessing a mali 
cious site. This malicious Site can be used to gather user 
login information, credit card data or just to attack the 
company name. The Systems and methods can address the 
croSS-Site Scripting problem with invention. 
0.066 By enabling specific parameters when accessing an 
application, a backdoor could be accessed, or a debug 
function displaying too much information triggered, which 
could allow a remote client to break into the server. The 
Systems and methods disallow extra parameters passed to 
applications, thereby overcoming the backdoor problem. 

0067. The above examples include a limited set of attacks 
or hacks that the invention can be employed to prevent or at 
least discourage. AS will be appreciated to those skilled in 
the art, additional attacks or hacks exist today and additional 
attacks and hacks will be developed in the future that pose 
a danger to Systems. The invention is therefore not limited 
to the above examples but instead may be adopted to these 
other types of attacks and hacks. 
0068 II. System Diagram 

0069. The systems according to the invention can be 
located in various places between the client and the Server. 
The systems inserts themselves between the HTTP protocol 
and the HTTP application layers and has the ability to 
intercept any message between both layerS So it is able to 
enforce the interface between HTTP and the application. For 
example, as shown in FIG. 4, a Security System 20 accord 
ing to one embodiment of the invention can be physically 
separate from a server 26 and clients 24. The system 20 
receives requests from the clients 24 through a network 22 
and also receives any responses from the Server 26 before 
being delivered through the network 22 to the clients 24. 

Mar. 13, 2003 

0070 AS is apparent from the figure, the invention is not 
limited in the types of clients but instead encompasses any 
type of device or System, including but not limited to digital 
television, enhanced television, WebTV, or other types of 
interactive television 24a, computerS 24b; lap-top comput 
ers 24c.; Palm Pilot, PocketPC, Visor, or other Personal 
Digital ASSistants and data devices 24d; and mobile radio 
telephones, interactive pagers, or other communication 
devices 24e. 

0071. The invention is also not limited in the types of 
systems or devices for which the system 20 provides secu 
rity or protection. In a common application of the invention, 
the system 20 is intended to be used with a server 26. The 
invention, however, is not limited to a client-server envi 
ronment but instead encompasses peer-to-peer communica 
tions, distributed computing, or other network environ 
mentS. 

0072 FIG. 4 illustrates the system 20 as a stand-alone 
system separate from the server 26 and network 22. The 
System 20 can be implemented as a network appliance that 
sits just in front of the web server 26 and works as a proxy 
server. This standalone version of the system 20 is recom 
mended where performance is an issue or where there is a 
large number of domains or web servers 26. Setting up the 
Standalone version requires network topology changes, as it 
has to be set up as a proxy of the HTTP servers 26. 
0073. The system 20 is not limited to a stand-alone 
System but instead can positioned anywhere in the network 
where the System 20 can intercept requests and responses. In 
the client-server environment, the system 20 can be located 
anywhere the System 20 can intercept transmissions between 
the clients and the Servers, check the transmissions for any 
malicious request that could result in an illegal access, and 
take appropriate action. AS another option, the System 20 can 
be co-resident with the server 26 itself as a content server 
module version. In this example, the System 20 can be 
implemented as an extension to an HTTP server, such as IIS, 
Netscape/Iplanet, and Apache. The system 20 installs in the 
same machine as the HTTP server and needs no special 
network configuration in order to work. This configuration 
of the system 20 is recommended where there are a limited 
number of domains and Servers or where maximum perfor 
mance and throughput is not needed. Also, this configuration 
is easier to Set-up as it does not require any network 
topology changes. As a further option, the System 20 can be 
implemented as part of the network 20 and/or as part of the 
devices 24. 

0074) 
0075 AS mentioned above, systems according to the 
invention take responses from Servers, requests from Servers 
and generates a signature. This signature is then used in 
deciding if a Subsequent request from a client is Safe. 
Preferred methods for processing responses and requests 
will now be described with reference to FIGS. 5(A) and 
5(B). 

III. Content Signing 

0076 A. Response Processing 
0077. A flowchart according to a preferred method 30 of 
intercepting responses is depicted in FIG. 5(A). At 32, the 
System 20 receives content being Sent to a client 24. Typi 
cally, Server 26 delivers the content in response to a prior 
request received from the client 24. The invention, however, 
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is not limited to Servers 26 that only respond when requested 
but can also be used with servers 26 that automatically 
deliver content without any preceding request. At 33, the 
System 20 analyses the content that is being Sent to the client 
24. Next, the System abstracts the content and generates an 
encrypted signature at 35 based on that abstraction. This 
Signature is specific for a particular piece of content or Set of 
content, Such as a page with certain prescribed fields and 
values. The system 20 encrypts the signature at 35 to prevent 
the client 24 from modifying the Signature, thereby to 
disallow the Security measures. Once the Signature is 
encrypted, at 36 the system 20 sends the content with the 
encrypted Signature the client 24. 

0078. The entire method 30 and system 20 are preferably 
transparent to both the server 26 and the client 24. In other 
words, the Server 26 operates in the same manner it does 
without the method 30 being performed and without the 
system 20 being interposed between the server 26 and the 
clients 24, whereby preferably no modification needs to be 
made to the server 25 or any of its applications. The method 
30 and system 20 are also transparent to the clients 24 
whereby the clients 24 See no difference in operation. 
0079 B. Request Processing 
0080 A preferred method 40 of processing requests from 
clients 24 will now be described with reference to FIG. 
5(B). The method 40 begins at 41 with the server 26 
receiving a client request. AS will become more apparent 
from the description below, at least Some but not necessarily 
all of the requests will trigger the method 40. When the 
method 40 is triggered, at 42 the system 20 will intercept the 
request, decrypted the request, and derive the Signature. At 
43, the System 20 compares the Signature encrypted with the 
request to the contents of the request itself. During normal 
operation with no alteration of the request, the Signature will 
correspond with the contents of the request. In Such a case, 
at 44, the System server determines that the request is valid 
and at 46 forward the request to the Server 26 for processing. 
If, on the other hand, the request has been tampered, then at 
44 the system 20 finds that the signature and the request do 
not correspond and will block the request at 45. 

0081) C. Content 
0082. As mentioned above, at 32 the method 30 involves 
receiving content that is being delivered to the client. By 
analysing the content, the System 20 determines if a Subse 
quent request from a client 24 is valid. The system 20, 
however, need not analyse all content being delivered to 
clients 24 and in fact preferably omits Some responses. 
0.083 For example, the system 20 preferably does not 
Sign responses from the Server 26 where clients 24 can begin 
communications with the server 26. In a WWW server 26, 
these responses might be associated with a home page or 
other pages where clients 24 should be able to visit freely 
and which offer low risk of an attack. In the preferred 
embodiment, as will be described in more detail below, the 
system 20 allows an administrator to set up certain URL 
resources as "Start Pages,” meaning that in order to acceSS 
the resource no Signature is needed. Start pages should be 
configured to be those pages in the website Structure that a 
client 24 can access directly, Such as by typing them in the 
URL bar of a browser, through links available at other sites, 
or by using bookmark features. These pages include the 
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main welcome or home page, the main page for depart 
ments, etc. Because access to Start pages is not restricted, an 
application should not be designated as a Start page Since it 
will not benefit from the protection of content Signing. 
0084. As another example, in the preferred embodiment 
the administrator can designate Some content as Exception 
Pages. AS with the Start pages, Setting up URL resources as 
“Exception Pages” will cause the system 20 to deliver these 
pages to clients 24 without any content signing. An Excep 
tion page is well-Suited in those Set-ups where Some content 
is out of the control of the organization, Such as in an ISP 
arrangement where users can modify their own web pages. 
In these types of Situations, Signing of those pages could 
compromise Security as a malicious user could publish a 
web page with links to malformed requests that could lead 
to application Security problems. 
0085. The system 20 preferably prevents access to pages 
not directly referred from within the content server, or 
configured as Start pages. Thus, if a content Server 26 installs 
applications and Sample content that the administrator does 
not know is there, the System 20 automatically blockS access 
to Such Sample content Amalicious user is therefore blocked 
from accessing “sample' pages or applications installed 
during the content Server Set-up which, if found Vulnerable, 
are the most widely used kind of attack against content 
servers 26. 

0.086 D. Analyse and Abstract 
0087 As mentioned above, the system 20 intercepts the 
response from the server 26 to a client request, analyses the 
response, and abstracts the response. By analysing and 
abstracting, the System 20 can generate a signature for that 
response and later determine if a client request is valid. 
Abstraction involves identifying important parts of the con 
tent from which the Signature can be generated. This signa 
ture describes fields and values present in the page. 
0088. The system 20 can perform this analysis and 
abstraction in a number of ways. In the preferred embodi 
ment, the System 20 analyses entry points in the content, 
Such as in forms, input fields, etc. and Signs them by creating 
a unique signature that is inserted into the response on-the 
fly. This signature is guaranteed to be unique and un 
modifiable by encrypting before the system 20 inserts it in 
the content. The system 20 then relays the page to the client 
24 in a process totally transparent to the content designer and 
to the end user. The content designer does not need to alter 
its design in order to allow the system 20 to work, nor will 
the end user See a change on the appearance of the page. It 
should be understood that the system 20 may determine that 
other portions or aspects of the response are important and 
use those other portions or aspects in generating a signature. 
0089 E. Encryption 
0090. To prevent signature tampering by a malicious 
user, the System 20 uses encryption in the Signature process. 
When a request is later received, the system 20 decrypts the 
request to obtain a plain text version of the Signature. This 
Signature is then compared to the contents of the request 
itself in validating the request. The System 20, for example, 
can compare signature to the type, value, length and cardi 
nality of the request. 
0091 While the invention may use any suitable type of 
encryption, the preferred algorithm is the well-known 
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American Encryption Standard AES adopted as the current 
secure cipher level by the NSA. The system 20 offers 128, 
192 or 256 bit encryption, providing different levels of 
Security at the expense of Some efficiency related to the 
cipher processing. The user can also choose a lifetime for the 
key, resulting in reduced time frames for a possible, wide 
Scale, cracking effort against a cipher text. Each configura 
tion of the System 20 has its own key, avoiding Security 
problems related to shared keys. The system 20 allows an 
administrator to generate keys or to enter them manually 
from within the configuration interface. Since AES was 
developed outside of the US, it is not restricted by the US 
encryption export laws. 
0092 F. Comparison 
0093. The system 20 generates the signature of the 
response at 35 and delivers the response with the encrypted 
Signature at 36. Later, when a request is received from a 
client 24, the System 20 compares a signature associated 
with the request to the request. For example, once a user 
processes a page and accesses an HTTP application at the 
Server 26, Such as by Submitting a form, following a link, 
etc., the client 24 Sends a request including the Signature to 
the content server. Before the request is delivered to the 
Server 26, the System 20 intercepts the request and performs 
the comparison. 
0094. In general, the request is validated based on the 
expected variables and values and the actual content of the 
request. If the input matches the expected values, the System 
20 provides the request transparently to the HTTP applica 
tion that will process it. On the other hand, if for any reason 
the input in the request does not match the expected values, 
the system 20 blocks the request at 45. In blocking the 
request, the System 20 may generate a configurable infor 
mative error and send this error to the user. The system 20 
may also enter the event in an illegal acceSS entry log and 
optionally providing real-time alerts to an administrator. 
0.095 The system 20 validates input based on the original 
content information to detect malicious or invalid responses. 
One way in which the system 20 validates the input is by 
examining variable count and names to ensure that an 
application receives exactly the number of variables it is 
expecting and stopping any access to unknown application 
functionality, as debug functions or backdoors. The System 
20 also checks the value of content. If values are enforced 
in the page, Such as by using "hidden fields, configuration 
options, etc., then the System 20 checks to see if they are 
present in the client request. The system 20 validates the 
value length of the content in the request. If the content 
designer enforced a content length, the System 20 validates 
that the input conforms to that maximum length. If the 
length was not specified, the System 20 enforces a config 
ured default length to prevent attacks based on buffer or heap 
overflows. The system 20 monitors the destination URL and 
allows a client 24 to access to only a designed set of URLS. 
The system 20 only verifies for these intended URLs so a 
user cannot jump from one URL to another without the 
proper permissions. 

0.096 Advantageously, the system 20 does not use cook 
ies in order to track users, all the information needed its 
embedded in the page Sent to the client. As a result, no 
Special configuration is needed on load balancers or user 
browsers in order to work with the system 20. Also, any 
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privacy concern that could have been raised because of the 
use of cookies is avoided because the system 20 itself does 
not use cookies. 

0097 While the system 20 does not employ cookies in 
the content Signing, the System 20 nonetheless is operable 
with Servers 26 and applications that do employ cookies. 
The System 20 can perform cookie Signing and validation. 
When an HTTP application sets a cookie on the end user 
browser, the system 20 intercepts the corresponding HTTP 
header and Signs it, allowing for integrity checks on the 
cookie once it is Sent back to the Server in future requests. 
By Signing the cookies, the System 20 prevents a user from 
modifying cookie contents and thus stops attacks based on 
cookie poisoning. 

0098) 
0099 AS mentioned above, the system 20 is not limited 
in the types of devices 24 nor in the types of systems 26. In 
the discussion of this document, the environment is a 
client-server environment with the devices 24 being clients 
and the system 26 being a server. The system 20 is not 
limited to a Single Server 26 but instead Supports multiple 
Servers. By Signing the page content, the System 20 does not 
require any Special configuration to allow for fault tolerant 
redundant Systems, where more than one System 20 is 
present or where load balancers are in place. In fact, multiple 
systems 20 may be deployed in the same domain if all 
Systems 20 share the master key. 

IV. Operating Environments 

0100. The system 20 does not have a limit on concurrent 
user Sessions or requests. The System 20 also does not 
require an excessive amount of memory in order to accom 
modate user details, as it distributes authentication informa 
tion amongst Servers and clients. The System can therefore 
run in a network with no added requirements, be it a low end 
PC or an embedded System where resources are expensive 
and limited. This feature, and since the system 20 does not 
make use of cookies or any other special function on the 
client Side, makes the System 20 a “plug and play” technol 
ogy for use in any network device that has the capability of 
intercepting traffic, be it a traditional Firewall, a load bal 
ancer, a HTTP proxy/accelerator, etc. 
0101 The system 20 Supports additional measures of 
security, such as Secure Socket Layer (SSL), both in the 
server module and standalone versions. The system 20 
transparently handles SSL connections by hooking itself 
between the SSL and the application layers, So no special 
configuration is required to work in SSL environments. In 
the standalone version, the system 20 decrypts SSL mes 
sages as it sits between the server 26 and the client 24. The 
System 20 automatically handles this conversion by using 
the secure web server SSL certificate in order to decrypt the 
traffic between client 24 and server 26. 

0102) Sometimes, client side applications, such as Java 
script, VBScript, Java, and Flash, interact with HTTP appli 
cations located in the Server 26. These applications often 
manipulate URLs or form values after the server 26 has sent 
them to the client 24. When the client 24 sends this request, 
the System 20 detects manipulation in the request and 
refuses to pass the request to the application. In order to 
allow for Such applications, the System 20 can be configured 
to offer two Security levels for client Side applications. At a 
low level, the System 20 accepts requests where the content 
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of variables has been modified, as long as the modifications 
do not go over the predefined maximum length. At a high 
level, the System refuses to accept any request that has been 
modified at the client Side, except for those variables and 
values defined in configuration or tagged in the page with 
tags. Due to the nature of client Side applications, it is often 
impossible to know beforehand when the Signature is cre 
ated how the user will interact with the application and what 
values will be sent. The system 20 therefore alters the way 
it provides Security to pages that embed client-Side applica 
tions which cannot be verified in the usual way. 
0103). By design, the system 20 integrates transparently in 
a customer network; taking advantage of the resources 
already in place. The system 20 may be used with load 
balancing or high availability with no need for reconfigu 
ration. In the event that the system 20 or associated HTTP 
Server went offline, no steps are required in order to Syn 
chronize State information with other Systems 20 running in 
a cluster configuration, as information is automatically dis 
tributed amongst Servers and clients during normal opera 
tion. Thus, no request will be lost or affected by latency due 
to Synchronization, even in the event of the System 20 going 
offline. When the system 20 comes back up, the system 20 
will automatically receive the latest configuration from the 
other nodes and will Start to operate Securely as from the first 
request. 

0104 V. Logs and Alerts 
0105 The system 20 preferably maintains a log of events, 
Such as a log of all invalid requests received from clients. 
The System 20 preferably logs all illegal acceSS requests to 
a human readable log accessible through the Web. Addition 
ally, the System 20 can issue alerts or warnings. These alerts 
may be issued in a variety of ways, Such as via e-mail, pager, 
or other text or Voice messaging. The real-time alerts can 
warn administrators when illegal attempts are being per 
formed whereby the administrator can take appropriate 
action to counter Such attempts. Any illegal access attempt 
blocked by the system 20 can be a real attempt, as modifi 
cation of requests require a work on the malicious user Side. 
The System 20 consequently issues no false positives in the 
log, just plain application attacks blocked by the System 20. 

0106) VI. Customization 
0107 The system 20 can be implemented according to 
the desires of a customer. In other words, the system 20 
preferably can be customized for a particular environment 
according to the desires of a customer. The System 20 allows 
for a lot of customisation and Security Settings. 
0108. The system 20 also offers a “plug and play” con 
figuration option which allows a user with no Security 
knowledge to provide Security to the applications hosted on 
its Site, with no need to configure any Settings. This "plug 
and play” configuration is intended for Systems 20 protect 
ing multiple domains, Such as in a hosting company, where 
the task of updating and protecting content is outside of the 
Scope of the administrator, leaving that task to the end-user, 
a user that doesn’t necessarily have the knowledge to 
configure the System 20. According to a preferred Set of 
“plug and play' configuration Security Settings, the System 
20 only Signs objects that will access an application, which 
includes forms and links where parameters are passed. The 
System 20 does not protect pages nor does it check for 
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Signatures where no arguments are involved. This Setting 
allows a Server to protect its applications without having to 
Set up Start pages. The System 20 does not protect cookies, 
in order to protect cookies the cookie Section of the con 
figuration must be defined. Client Side Scripting Security 
settings will be set to “LOW, allowing most of JavaScript 
applications to work while protecting Server Side applica 
tions. 

0109 The “plug and play” configuration is desired in 
Situation Such as the hosting environment but is not ideal for 
many other situations. For example, the System 20 should 
not be in a “plug and play' configuration when maximum 
Security is required. The “plug and play' configuration 
defines a Set of Security Settings, but is no Substitute of a 
properly customized Server. The “plug and play configu 
ration is also not recommended when page content is out of 
the scope of the organization, such as an ISP that offers web 
hosting to its users. In this set-up, the Except Pages are 
recommended as a malicious user could use web access to 
create pages that, once signed, will allow him to Subvert 
application Security. 

0110 VII. Server Side Tags 
0111 Serverside tags, allows an intermediate application 
that is Screening the content of a web page, to take action 
based on the content of the tags. These tags are embedded in 
the web page content by the document author, and are not 
interpreted by the web browser, but detected and interpreted 
by an intermediate application Such as the System 20. The 
System 20 uses Server side tags in order to “mark' content 
elements that could be modified by client Side applications, 
maximizing the Security of the application. 
0112 A server side tag example could be: 

0113 <INPUT TYPE="text” NAME="address” 
CLASS="hive email'> 

0114. This tag won’t be interpreted by the client browser, 
but by the system 20 itself, that will perform its processing 
based on the value of the tag. 
0115 VIII. System Architecture 
0116. A preferred system architecture for the system 20 
will now be described with reference to FIGS. 6(A) and 
6(B). With reference to FIG. 6(A), a response interception 
unit 62 receives a response from the webserver 26. The 
response interception unit 62 passes the response first to a 
parser, such as the HTML code parsing unit 63. The parser 
63 performs the analysis and abstraction of the response to 
derive important fields. These fields are passed to a Signature 
creation unit 64 which creates a signature for that response. 
An encryption unit 65 encrypts the Signature along with the 
response and, together, the response and encrypted Signature 
are passed to the web client 24, Such as through the Internet. 
0.117) When a request is received from the web client 24, 
a request interception unit 66 receives the request and Sends 
it to a signature checking unit 67. The Signature checking 
unit 67 employs a decryption unit 68 for deriving the plain 
text version of the Signature. The Signature checking unit 67 
then compares the Signature against the content of the 
request itself. If the Signature checking unit 67 validates the 
request, then the Signature checking unit 67 forwards the 
request to the Web Server 26. If the Signature checking unit 
67 invalidates the request, then the Signature checking unit 
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67 sends the error to an error unit 69. The error unit 69 
maintains a log file of all errors and may also generate alerts 
based on the error received. The error unit 69 may forward 
these errors to an administrator or other appropriate perSon 
nel, Such as through e-mail or pager. 
0118. A more detailed flow diagram of the response 
processing is shown in FIG. 7(A). The system 20 receives 
a response from the Web Server and determines if it is an 
accept page. If it is, then the processing terminates. If the 
page is not an accept page, then the parser uses the Signature 
creation unit 64 and encryption unit 65. The processing 
shown in FIG. 7(A) also involves determining if the 
response is signable and if it is a Start page. 
0119). With reference to FIG. 7(B) the processing of a 
request involves receiving the request from a web client at 
the request interception unit 66 and then Sending the request 
to the Signature checking unit 67. The Signature checking 
unit 67 checks whether the request involves a Start page and, 
if not, then employs the decryption unit 68 for deriving the 
Signature. The Signature checking unit 67 then checkS val 
ues, variables, Strings, and lengths of the request against the 
Signature. In the event of an error, the Signature checking 
unit 67 forwards the error to the error unit 69. 

IX. EXAMPLES 

0120) Some examples will now be provided as to how the 
system 20 can be used to provide security to HTTP appli 
cations. The execution of a Shopping cart application that 
allows a user to buy things through the web will be used in 
these examples. The Shopping cart application is located at 
http://www.example.com/applications/cart.cgl. This appli 
cation is quite simple and we will only be Seeing the 
checkout Section. The application follows a flow diagram 
shown in FIG. 8. When the user makes a request with the 
“action' parameter Set to “1”, the application displays a 
FORM with the number, name and price of the items in its 
shopping cart as well as a “Checkout” button that will allow 
him to be billed. 

0121 An example of some html associated with the 
application is as follows: 

You are ordering (QCOUNT(G) of GNAMEG) at a price of GPRICEG). 
<FORM ACTION="/cgi-bin/cart.cgi”’s 
<INPUT TYPE=“hidden NAME=“name VALUE=“(a)NAMEG's 
<INPUT TYPE=“hidden NAME=“count VALUE=“(a)COUNT(a)'s 
<INPUT TYPE="hidden NAME="price” VALUE="GaPRICEG"> 
<INPUT TYPE=“hidden NAME=“name VALUE=“(a)NAMEG's 
INPUT TYPE="hidden NAME-file VALUE-bitxt 
INPUT TYPE="text NAME-destination VALUE's 
INPUT TYPE=Submit NAME="Checkouts 

</FORMs 

0122) The values enclosed in “G” represent the actual 
values of each variable. When the user clicks on the “Check 
out” button, the application receives a request with the 
“action' parameter set to “2” and a list of items to bill the 
user for, in the “name,”“count,” and “price” variables. The 
application writes a receipt to disk, emails the receipt to the 
merchant, and displays a confirmation message. 
0123 The following depicts a WriteReceiptToDisk func 
tion, which takes the variables Sent by the customer in the 
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previous form (file, name, count and price) and writes them 
to disk, and an EmailConfirmation function, which takes the 
variables sent by the customer in the previous form (desti 
nation, name, count and price) and sends them via email to 
the address Specified in the “destination' parameter: 

WriteReceiptToDisk: 

open(FILE, “s (aFILEG'); 
print FILE “(a)NAMEG"; 
print FILE “(aCOUNT(a): 
print FILE “QPRICEGa”: 

EmailConfirmation: 

open(MAIL, “I sendmail (a DESTINATIONG.'); 
print MAIL “(a)NAMEG)”; 
print MAIL “(a)COUNT(a)"; 
print MAIL “(a)PRICEQ)”; 

0.124. The application, even being this simple, presents a 
number of security vulnerabilities that could be used by a 
malicious user. For example, through this application, a 
malicious user can obtain customer details, write arbitrary 
files on the Web Server, execute commands on the web 
Server, and make false order bills. The following examples 
of the system 20 explain how such security vulnerabilities 
are addressed. 

0.125 A. Obtaining customer details 
0.126 The application writes to a log file each transaction, 
including personal details on the customer, etc. The name of 
this log file is included in the form Sent to the user and thus 
is visible to a malicious user just by reading the Source code 
of the HTML page. Accessing customer details is as easy as 
prefixing the name of the logfile, which is “bill.txt,” to the 
Server pathname, Such as with the following: 

http://www.example.com/application/bill.txt 

0127 Even if the filename was not shown in the web 
page, a malicious user could take advantage of Server 
problems in order to find out the filename, or just guess it. 
FIG. 9 illustrates how an attack to a server not protected by 
the system 20 can be used to obtain customer details. In 
contrast, the System 20 Stops these kind of attacks by 
requiring a Signature in order to acceSS any Web page, except 
for the Start pages. Consequently, a malicious user is not 
allowed to access an arbitrary web page on the Server, Such 
as order files, hidden data files, Vulnerable Samples, etc. 
without the proper Signature. An example of an interface 
returned to a user as a result of the attack is shown in FIG. 
10. AS explained in this interface, the resource requested by 
the user cannot be accessed without the proper Signature. 
0128 B. Arbitrary file writing 

0129. The system 20 can also prevent arbitrary file writ 
ing, which occurs when an application writes to a log file 
each transaction. The name of the file data is written to is 
embedded in the form Sent to the client and is passed as a 
user request parameter to the application. A malicious user 
could modify this parameter in order to point to a different 
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file, effectively writing the order details to any file on the file 
System. A particularly telling illustration of the Severity of 
this kind of attack is that the application could potentially be 
directed to overwrite the homepage of the Server. 
0130. The user could request the data to be written to file 

0131 “/home/httpd/htdocs/index.html,” by request 
ing a URL like: 

http://www.example.com/application? cart.cgi?option= 
2&file=/home/httpd/htdocs/i 
index.html 

0132) If the system 20 is in use, the form includes a 
signature that describes the FORM data and values abstrac 

DESTINATION VALUE 

; uname -a 

& rm -rff & 

tion. For example, the form may include the HIVEDATA 
having a value of ABCD, as shown as: 

http://www.example.com/application? cart.cgi?option= 
2&file=bill.txt&HIVEDATA=AB 
CD 

0133) If a user tries to modify the request parameters, 
such as by replacing “bill.txt with “/home/httpd/htdocs/ 
index.html,” the request would be as follows: 

http://www.example.com/application? cart.cgi?option= 
2&file=/home/httpd/htdocs/i 
index.html&HIVEDATA=ABCD 

0134. When the system 20 decrypts the signature, the 
system 20 will detect that the parameters associated with the 
request do not match that of the Signature. As a result, the 
System 20 will invalidate the request due to tampering and 
Stop the request from getting to the application. An example 
of an interface provided to the user in the event of Such 
tampering is shown in FIG. 11. 
0135 The system 20 stops these and other types of 
attacks by requiring a signature in order to acceSS any web 
page, except for the Start pages. The Signature includes 
information on the number and acceptable values of the user 
request parameters and, on receipt of a request, the System 
20 checks the Signature against the actual values. If the 
System 20 finds that an attempt to tamper the parameters 
occurred, the System 20 Sends an error message to the user, 
logs the illegal acceSS attempt, and optionally relays the 
error to the administrator. 
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0.136 C. Remote command execution 

0.137 Some applications are able to be execute remotely 
commands. For example, an application may send an email 
to the merchant once the checkout has been completed. The 
application insecurely calls the “Sendmail’ program in order 
to send a mail to the user-provided e-mail address “DES 
TINATION: 

0138 open(MAIL, 
TION(a”); 

“I sendmail (a DESTINA 

0139. A malicious user could set the DESTINATION 
user parameter in ways that will allow arbitrary commands 
to be executed on the server, For example, Table 1 below 
provides two examples of commands that can be executed 
on the Server. 

TABLE 1. 

CODE EFFECT 

Execution of the “uname 
command 
Deletion of the server 
contents 

“I sendmail; uname -a. 

“sendmail &rm -rff & 

0140 Thus, with a simple URL like: 

http://www.example.com/application/cart.cgi?option= 
2&destination=&rm?620 
rf7620?&, 

0141 a malicious user could delete all the files in the 
Server, installa Trojan horse, download company databases, 
break into the internal network, etc. 

0142. If the system 20 was used, the form will include a 
signature that will describe the FORM data and values 
abstraction. For example, the form may appear as follows: 

http://www.example.com/application/cart.cgi?option= 
2&destination=storeGexample 
.com&HIVEDATA=XYZO 

0.143 If a user tries to modify the request parameters, as 
in: 

http://www.example.com/application/cart.cgi?option= 
2&destination=;rm?620 
rf&HIVEDATA-XYZO 

0144. The system 20 determines that the signature does 
not correspond with the parameters in the request. The 
System 20 will conclude that parameter tampering occurred 
and Stop the request from getting to the application. 
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0145 D. False order billing details 
0146 The system 20 can also be used to prevent false 
order billing. An http application associated with billing uses 
the HTML page to store the number, name and price of items 
in the Shopping cart just before checking out. This informa 
tion is Sent back to the application once the user checks out 
as user request parameters. The application receives the 
parameters and creates a receipt based on the values pro 
Vided by the user. An example of a normal request is as 
follows: 

http://www.example.com/application? cart.cgi?option= 
2&item=Apples&count=10&pric 
e=100 

0147 Obviously, a malicious user could modify these 
parameters, as the price, in order to modify the bill, So he is 
charged less than the items are worth by trying the follow 
ing: 

http://www.example.com/application? cart.cgi?option= 
2&item=Apples&count=10&pric 
e=1 

0148 which could result in charging an amount of “1” 
instead of “100. 

0149. By using the system 20, the form includes a sig 
nature that describes the FORM data and values abstraction. 
Using the same example, the request with the System 20 may 
appear as follows: 

http://www.example.com/application? cart.cgi? 
option=2&item=Apples&count=10&pric 
e=100&HIVEDATA=DEFG 

0150. This request includes the HIVEDATA signature of 
DEFG. If a user tries to modify the request parameters, such 
as by changing the price with the following request: 

http://www.example.com/application? cart.cgi? 
option=2&item=Apples&count=10&pric 
e=1&HIVEDATA=DEFC 

0151 then the system 20 decrypts the signature and 
discovers that the parameters do not match the Signature. 
The System 20 concludes that parameter tampering has 
occurred and Stops the request from getting to the applica 
tion. 

0152 E. Internal Processing Example 
0153. A description of the internal processing associated 
with operation of the system 20 will be described with 
reference to obtaining customer details. The System 20 needs 
a signature from the client in order to access any non-Start 
page. This allows the system 20 to control the site flow, as 
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only URLs referenced from pages in the server 26 can be 
accessed, preventing access to pages not intended for public 
consumption, Samples, and applications that are not meant to 
be accessed directly. 

0154 For an attack of accessing an arbitrary page not 
referenced directly from the website, the system 20 parses 
the request and finds that the request is not for a "Start page,' 
meaning that a signature is needed. The System 20 next looks 
for a signature in the request, and as there is no signature it 
will display an error message. The System 20 will exit, 
preventing any further processing of the request. 

O155 As mentioned above, the system 20 may be con 
figured for "plug and play.” In this configuration, the System 
20 allows a Server to Securely start processing requests 
without having to Set-up any Start page information or any 
other Settings. The System 20 accepts requests for pages 
without a signature, even if they are not listed under the 
"Start Pages' configuration tab, as long as the request does 
not pass parameters to an application. The System 20, for 
instance, will allow access to the following URLs without 
requiring a signature: 

http://www.example.com/ 
http://www.example.com/departments/ 
http://www.example.com/departments/page1.html 
http://www.example.com/application? 
http://www.example.com/application/bill.txt 
http://www.example.com/application/cart.cgi 

0156 but the following will not be allowed without the 
proper Signature: 

http://www.example.com/application/cart.cgi?a=b 
http://www.example.com/application/cart.cgi?a 

0157 So, “hidden” or data files accessible from the 
website will be available to a remote client, even if they are 
not referenced from within the website. The “plug and play” 
configuration therefore should not be used when maximum 
Security is desired. 

0158 For arbitrary file writing, the system 20 checks that 
the actual values of user request parameters match the 
expected values embedded in the Signature. If there is a 
mismatch, the System 20 displays an error message and 
exits. Arbitrary file writing involves a malicious user modi 
fying one of the parameters of a form Sent by the Server, 
“file,” which is the filename of a file receiving the user 
information. 

0159. When the system 20 detects that a form is being 
Sent to the remote user, the System 20 intercepts the response 
from the Server 26 and adds its own signature to it, allowing 
for attack detection and avoiding. The form, once parsed by 
the system 20, looks like: 
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You are ordering (QCOUNT(G) of GNAMEG 
at a price of GPRICEG). 
<FORM ACTION="/application/cart.cgi's 
<INPUT TYPE="hidden NAME="name” VALUE="Apples"> 
INPUT TYPE="hidden NAME-count VALUE-1O’s 

<INPUT TYPE="hidden NAME="price” VALUE="100"> 
INPUT TYPE="hidden NAME=action VALUE-2 
INPUT TYPE="hidden NAME-file VALUE-bitxt 

<INPUT TYPE="hidden NAME="destination” VALUE="storecaexample.com"> 
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INPUT TYPE="hidden NAME-HIVEDATA VALUE-'dASas2342SDFSdfsf32423.4FSsf> 
INPUT TYPE=Submit NAME="Checkouts 

</FORMs 

0160 This form differs from the original form, the form 
generated by the web server, because a HIVEDATA hidden 
field has been added. This field is the “signature” of the 
whole form, encrypted with a key only known to the Server 
that makes the Signature tamper-proof. If a user modifies the 
Signature once it is encrypted, the System 20 will detect this 
modification and prevent any requests bound to the tam 
pered Signature. 

0.161 The signature is an abstraction of the content of the 
form. The abstraction may therefore include the URL the 
request came from or the page where the form is. In this 
example, the URL is http://www.example.com/order.html. 

TABLE 2-continued 

price “100 3 NO 
action :2' 1. NO 
file “b.txt 8 NO 
Destination “storeQexample.com' 17 NO 

0162 This abstraction is serialized and encrypted, pref 
erably using a symmetric algorithm Such as Rijndael. The 
encryption should allow the Server to recover the content of 
the Signature once the client Sends back the form contents. 
The result of the encryption are encoded and embedded 
inside the form, in the form of a “HIVEDATA hidden tag. 
An example of the HIVEDATA tag is as follows: 

INPUT TYPE="hidden NAME-HIVEDATA VALUE-dASas2342SDFSdfsf324234FSSf> 

The abstraction may also include the URL the request is for 
or the page to where the form is sent. The “action” field in 
a form tag in this example is http://www.example.com/ 
application/cart.cgi. The abstraction may also include a 
description of each argument, including name, value, size 
and if the field is optional or forced. The analysis and 
abstraction of the form for this example is shown below in 
Table 2. 

0163) Once the system 20 processes the form, the system 
20 sends the form to the client, which sees no difference in 
the appearance of the web page, as “HIVEDATA' is a 
hidden field. 

0164. When the client fills the form and sends it back, the 
System 20 checks the Signature Sent by the client against the 
parameters sent by the client. If the user would have sent the 
request: 

http://www.example.com/application? cart.cgi?name=Apples&count=10&price=100&act 
ion=2&destination=storeQexample.com&file=/home/httpd/htdocs/index.html&HIVEDAT 
A= dASas2342SDFSdfsf324234FSSf 

TABLE 2 

Source URL http://www.example.com/order.html 
Destination URL http://www.example.com/application/cart.cgi 

Variable list 

Name Value Size Optional 

ale “Apples' 6 NO 
count “10 2 NO 

0.165 the system 20 detects that the request is not for a 
"Start Page,” So it looks for a signature in the request. Once 
the System 20 has the encrypted Signature, the System 20 
decrypts it using the Symmetric key that it used to encrypt 
the message in the previous request. 
0166 If the signature has not been tampered, the system 
20 proceeds to compare "side by Side' the Signature contents 
with the actual contents sent in the request. The system 20 
first makes Sure that the Signature matches the Source and 
destination URLS, So a signature created for a URL can’t be 
used to access a different URL. Once the URLs have been 
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verified to be correct, the system 20 compares the content of 
the Signature with the actual parameters. If the System 20 
finds any mismatch, the System 20 Signals an error and exits, 
preventing the application from the attack. 
0167. In this example, the system 20 finds a mismatch 
when checking for the parameter “file,” as the Signature tells 
the system 20 to expect: 

file “b.txt 8 

0168 but instead the system 20 finds: 

file “/home/httpd/htdocs/index.html 

0169. In the request, since the content of the variable 
differs from the content expected and located in the Signa 
ture, the System 20 denies the request. The checks performed 
by the system 20 include, but are not limited to, variable 
name, variable content, variable length, and variable 
required. 

0170 X. User Interface 
0171 AS mentioned above, the system 20 can be config 
ured according to the desires of a customer. This configu 
ration preferably can occur through a web based interface. 
For Security reasons, the interface authenticates the user by 
username and password before allowing an administrator to 
create, modify or delete configurations or to assign user 
name and passwords to delegated configurations in case the 
owner or administrator of a domain needs/Wants to manage 
its domain Security Settings. This interface allows an admin 
istrator to assign access rights in a set-up where domain 
names are controlled by multiple entities, as in the case of 
a hosting company, or to create default Settings that will be 
automatically Set in the delegated configurations. The SyS 
tem 20 Stores the configuration in a plain-text human read 
able file which allows administrators to automate tasks, Such 
as bulk-adding domains or users to the System 20. 

0172 Some exemplary interfaces will be described 
below in order to explain how the system 20 can be 
configured. In these interfaces, the System 20 is called a 
HIVETM firewall. The system 20 provides many menus 
which allow users to easily configure the system 20. The 
interfaces are preferably very intuitive for most people and 
should not cause problems to edit configurations, view 
information, etc. 
0173 A. Login, Selecting and Deleting a Configuration 

0.174 Aprincipal menu bar that is present all the time 
during the configuration is shown in FIG. 12. This menu bar 
includes links to “Configs,”“Logs,”“Restart,”“Logout,” and 
"About.' Through the Configs link, a user can go to a 
ConfigS page where the user can edit a configuration. A Logs 
link provides access to a page where you can see incidences, 
errors, etc. A Restart link enables the user to restart the 
Server to apply the last changes that was Saved and a Logout 
link return the user to the login page. The About link shows 
a page with help about developers, project manager, etc. 
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0.175 FIG. 12 is an example of a login page and is the 
first place that seen when you would like to configure your 
HIVE firewall. To access this page, the user only need to 
enter in the port 81 of the machine where the HIVE firewall 
is installed. To login, the user inputs the Login and Password 
and, if the user is an administrator, the user has access to all 
configurations. If the login and password is of a delegated 
administrator user, then the user can access only his con 
figuration. The Login and PaSSword is only needed at the 
beginning of a Session and is needed every time that a new 
Session is begun. 
0176) Once the login and password are entered correctly, 
the system 20 provides the user with the interface shown in 
FIG. 13 and the user is prepared to edit the desired con 
figuration. The user may have more than one configuration 
available to choose to edit. As shown in FIG. 14, the 
administrator is presented with all of the configurations. The 
desired configuration is Selected and then the user can 
proceed to edit it by pushing the Edit button. 

0177. The system 20 allows the administrator to edit, 
delete and create configurations by Selecting the Edit, 
Delete, or New buttons. Thus, to edit a configuration, the 
user Selects a configuration and clicks on the Edit button. If 
the user wants to delete a configuration, the user Select that 
configuration and pushes the Delete button. To create a new 
configuration, the user pushes the New button. 
0178 B. General Configuration 
0179. By selecting the “Configs” link from the menu bar, 
the user can change general options of the configuration. To 
View the actual general configuration, the user clicks on the 
General tab and receives an interface Such as the one shown 
in FIG. 15. If the configuration is new, the default name is 
NoNameXX, where XX is the number of the configuration. 
0180. To edit the actual configuration, the user clicks on 
the Edit button and the user receives the interface shown in 
FIG. 16. Through this interface, the user can select Config 
Name to change the name of the configuration, Config 
Settings to Select the “plug and play' configuration termed 
EZHive. Even though EZHIVE is “plug and play,' this 
configuration Still allows for a great deal of customisation 
and Security Settings. A pure “plug and play' configuration 
option is defined which allows a user with no Security 
knowledge to provide Security to the applications hosted on 
its Site, with no need to configure any Settings. The default 
value is NO. 

0181. The EZ Hive settings are such that the system 20 
will only sign objects that will access an application, includ 
ing forms and links where parameters are passed. The 
System 20 will not protect pages, nor check for Signatures, 
where no arguments are involved. This allows a Server to 
protect its applications without having to Set up start pages. 
The system 20 will not protect cookies, in order to protect 
cookies the cookie Section of the configuration must be 
defined. Client Side Scripting Security Settings are Set to 
“LOW, allowing most of JavaScript applications to work, 
while protecting Server Side applications. EZ Hive should 
not be used if maximum security is required. EZ Hive 
defines a Set of Security Settings, but is no Substitute of a 
properly customized server. Also, EZ Hive should not be 
used if page content is out of the Scope of the organization, 
such as with an ISP that offers web hosting to its users. In 
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this Set-up, Except Pages are recommended, as a malicious 
user could use web access to create pages that once signed 
will allow him to Subvert application security. With the Save, 
Reset, and Cancel buttons, the user can Save the new general 
configuration, restore the initial values, or cancel the opera 
tion. 

0182 C. Custom Error Configuration 

0183 By selecting the Custom Error tab, the user is 
presented with the interface shown in FIG. 17. This inter 
face provides an option menu to redirect a request to another 
page when an error occurs. Preferably, the redirected page 
informs the user of what kind of error has occurred. For 
example, a URL Error should inform the user that an 
incorrect URL was rentered, a Signature Not Found (Error) 
informs the user that an attempt was made to access a page 
that requires a signature but no signature was present, a 
Signature Mismatch (Error) informs the user that the signa 
ture is valid, but did not corresponds with the URL, and a 
Tamper Error informs the user that the Signature is not valid 
because the Signature has been modified or expired. 

0184 D. Key Configuration 

0185. By selecting the “Key” tab, the user receives the 
interface shown in FIG. 18. This interface is dedicated to 
configure the parameters of the key, Such as length and life 
time, and to display information about the actual and the old 
key. The Actual Key shows information about the actual key, 
with this key being used by the system 20 to sign the 
parameters which are needed to be signed and to decrypt 
Signatures. The Old key shows the same information as 
Actual key, but about the key which was used before the 
actual key. The old key was used to decrypt signatures that 
were signed with it but the life-time of this key has expired 
and a new key has been generated. 

0186 The user can generate a new key and can select its 
length and its life time. To generate a new key, the user 
Selects the Key button and a new key is generated immedi 
ately and the actual key data is copied over the old key data. 
If a new key is generated two or more times in a short time 
Space, the old key possibly might not be useful. It is possible 
that data was encrypted with this key but that data signed 
with the “old-old key” cannot be decrypted. When editing a 
new configuration, a first key must be generated and Saved. 

0187. The user can alter properties of the keys. For 
example, as shown in FIG. 19, the user can adjust the key 
Size or as shown in FIG. 20 the user can adjust the Life 
Time, both of which determine the level protection of your 
configuration. More Security can be provided to a Server 26 
by increasing the key size. The default value is 128. With 
key life-time, the opposite is the case, decreasing the life 
time of the key actually increases the Security of the Server 
26. The default value is 1 hour. 

0188 E. Node Configuration 

0189 FIG. 21 provides an example of a node configu 
ration interface. Through this interface, a user can Specify 
the address of a new node, edit an existing node, or delete 
a node. FIG. 22 illustrates the editing of a node 1.2.3.4 and 
depicts buttons presenting the user with the options to Save, 
Reset, or Cancel the changes. 

Mar. 13, 2003 

0190. F. Domains Configuration 
0191 FIG. 21 depicts an example of a domains main 
page interface where a user can Set the domain and the IP 
where it is mapped. A configuration can take more than one 
domain, and all are showed in the Available Domains fields. 
A configuration need at least one domain, and the System 20 
will prevent a user from Saving a configuration unless at 
least one domain is Specified. In the drop-down menu 
Protocol, a user can Select between http:// or https. // proto 
col. In the Host bar, the user enters the name of the host 
specifies the port in the Port bar. In the IP bar, the user inputs 
the IP address to map with the domain and the port. To edit 
a domain, the user clicks on the Edit button of the configu 
ration and the user receives a domains edit page interface 
shown in FIG. 24, where the user can change the configu 
ration as desired. 

0.192 G. Start Pages Configuration 
0193 A user can define URL resources as “Start Pages.” 
meaning that in order to access the resource no signature is 
needed. After selecting “Configs' from the menu bar and 
then the Start Pages tab, the user receives the Start Page 
main menu, Such as the one shown in FIG. 25. The user 
must define at least a domain and, if one is not specified, the 
system 20 will block access to the Start Pages tab. Start 
pages should be configured to be those pages in the website 
Structure that a user can access directly, Such as by typing 
them in the URL bar of a browser which should include the 
main welcome page and possibly the main page for depart 
ments, etc. Since access to Start pages is not restricted by the 
System, an application should not be placed as a Start page 
as it will be vulnerable to attacks. 

0194 To add a new start page, the user selects the 
domain, types the new start page in the bar at right of the 
domain, and then clicks the Add button. To delete a start 
page, the user clicks on the Delete button at right of the Start 
page that should be erased. To edit a Start page, the user 
clicks on the Edit button of the start page that should be 
edited. An example of an edit page is shown in FIG. 26, 
where the user is presented with buttons to Save, Reset or 
Cancel the changes. When editing a new configuration, the 
user must define at least one start page, after the configu 
ration is Saved. 

0195 H. Except Pages Configuration 
0196. A user can set-up URL resources as “Exception 
Pages” for pages that will not be signed before they are Sent 
to the client. After Selecting the “Configs’ menu item and 
then the Except Pages tab, the user is presented with the 
interface shown in FIG. 27. The user must define at least a 
domain and, if one is not specified, the system 20 will block 
access to the Except Pages tab. The Except pages are 
intended to be used in those Set-ups where Some content is 
out of the control of the organization, as in an ISP Set-up 
where users can modify their own web pages and Signing of 
those pages could compromise Security, as a malicious user 
could publish a web page with links to malformed requests 
that could lead to application Security problems. 
0197) To add a new except page, the user selects the 
domain, types the new Except page in the bar at right of the 
domain, and then clicks the Add button. To delete an Except 
page, the user clicks on the Delete button at right of the 
except page that should be erased. To edit an Except page, 
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the user clicks on the Edit button of the Except page that 
should be edited. An example of an Except page edit 
interface is shown in FIG. 28, where the user is presented 
with buttons to Save, Reset or Cancel the changes 
0198) 
0199 An example of a default interface is shown in FIG. 
29. Through this interface, an administrator can Set the size 
of a bar campoXXX, or a text box, to protect it. 
0200. J. Admin Mail Configuration 
0201 The system 20 allows the user to configure the 
admin mail where alerts and other notices are delivered. The 
admin mail, for example, is the email address where all 
incidences registered in the configuration as URL errors, 
Signature mismatch errors, etc. are sent. The Admin Mail 
interface is specific for a configuration and the user prefer 
ably cannot specify multiple e-mails per error. FIG. 30 is an 
example of an AdminMail interface where the user is 
presented with buttons to Save, Reset, or Cancel the 
changes. 
0202 K. User Configuration 

I. Default Configuration 

0203 By selecting the User tab, the user receives the 
interface shown in FIG.31 which is for a new configuration. 
Through this interface, the user can change the password 
that allows access to configure the System 20. If the con 
figuration is new, the user first defines the login and pass 
word before saving the configuration. Preferably, only the 
administrator can change the login of a configuration, but 
other users can access the User tab to change their own 
passwords, as shown in the interface in FIG. 32. To change 
the password, the user clicks on the Edit button in User tab. 
As shown in FIG. 33, the user enters the password in the 
Password bar and retypes it in the Confirm Password bar. 
The user then selects one of the Save, Reset, or Cancel 
buttons. 

0204 L. Saving the Configuration. 
0205 The user can save or cancel the changes in the 
configuration by Selecting the Save Config or Cancel buttons 
presented at the bottom of the interfaces. Thus, to save the 
changes, the user clicks the Save Config button and to cancel 
the editing operation, the user pushes the Cancel button. 
After Selecting either one of these buttons, the user is 
returned to the configurations select page shown in FIG. 13. 
0206 M. Logs View 
0207 AS mentioned above, the system 20 maintains a log 
of all errors and other incidences. The system 20 preferably 
allows users to view the incidences that are produced in your 
configuration through the Logs page. FIG. 35 illustrates a 
partial view of this interface, showing a main heading, and 
FIG. 36 is an example of a logs interface. The logs interface 
preferably lists the date when the event was produced, an IP 
address, Server name, requested URL, kind of error, and a 
description of the message. 

0208. As shown in FIG. 36, within the log itself, the 
System 20 indicates the Success associated with the event. A 
yellow triangle sign with an exclamation point alerts the user 
that a custom error occurred. A red circle with an X in it 
alerts the user about a possible bad configuration of the 
System, Such as a domain which has no configuration 
associated with it. A information bubble with an “i' in it 
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informs the user of normal Success in the System 20, Such as 
a key has expired, a node configuration was reread, or an 
initialisation of the master node was completed. 
0209 FIG. 37 depicts a drop-down menu, forming part 
of the interface in FIG. 36, that allows a user select the 
number of logs to view. To See all the logs, the user Selects 
the All item in the drop-down menu. To see only the most 
recent events, the user can Select the Last 10 item. In 
displaying the events, the System 20 places the most recent 
logs at the bottom of the page and the oldest at the top. A 
Reload button reads the file logs again, for a possible new 
log/S appears, and the Clear Logs button delete the logs file. 
0210 N. Restarting the Server 
0211 Finally, before the changes can take effect, the user 
should restart the system 20. After the user saves the 
configuration, the user click the Restart icon on the menu 
bar. If no problems were encountered, the system 20 pre 
sents the user with the interface shown in FIG. 38, inform 
ing the user that the Server was Successfully restarted. This 
interface disappears after the Server has completely 
restarted. 

0212. The foregoing description of the preferred embodi 
ments of the invention has been presented only for the 
purpose of illustration and description and is not intended to 
be exhaustive or to limit the invention to the precise forms 
disclosed. Many modifications and variations are possible in 
light of the above teaching. 

0213 For example, the invention has been described with 
reference to a client-server environment in which the trans 
mission from the Server is a response and the transmission 
from the client is a request. AS explained above, the inven 
tion is not limited to a client-Server environment where a 
transmission occurs only after a request. Further, as should 
be apparent from the description, the System 20 receives the 
response from the Server 26 prior to receiving the request 
from the client 24. The request in this context therefore does 
not precede the response. 

0214) Further, as explained above, the invention is not 
limited to HTTP applications but may be extended to other 
protocols. Additionally, even if HTTP is most commonly 
associated with the WWW, HTTP and thus the invention can 
be used in other environments as content Server, Such as 
XML documents. While HTML was used to provide 
examples throughout this document, the invention can be 
applied to other and new languages, Such as by plugging in 
new content parser libraries. 
0215. Also, while the examples of the invention describe 
providing a single Signature for one piece of content, Such as 
one page, it should be understood that multiple signatures 
may be embedded within a single page. For example, one 
page containing multiple forms may be associated with a 
Signature for each of the forms. The request from the client 
which has a Single form would then Send only one of the 
Signatures back to the Server. 

0216) The embodiments were chosen and described in 
order to explain the principles of the invention and their 
practical application So as to enable otherS Skilled in the art 
to utilize the invention and various embodiments and with 
various modifications as are Suited to the particular use 
contemplated. 



US 2003/0051142 A1 

We claim: 
1. A method of Signing communications transmitted over 

a network, comprising: 
intercepting a communication being forwarded to a first 

entity from a Second entity over the network; 
analyzing the communication; 
abstracting the communication to derive parameters for 

the communication; 
generating a signature associated with the communication 

based on the parameters of the communication; 
encrypting the Signature to generate an encrypted Signa 

ture, 

combining the encrypted Signature with the communica 
tion; 

permitting the communication with the encrypted Signa 
ture to be forwarded to the first entity over the network; 

wherein the encrypted Signature enables a response to the 
communication from the first entity to be validated by 
the Second entity. 

2. The method as Set forth in claim 1, wherein combining 
the encrypted Signature with the communication is transpar 
ent to the first entity. 

3. The method as set forth in claim 1, further comprising 
checking if the communication is a start page and wherein 
intercepting does not involve intercepting the Start page. 

4. The method as Set forth in claim 1, further comprising 
checking if the communication is an except page and 
wherein intercepting does not involve intercepting the 
eXcept page. 

5. The method as set forth in claim 1, wherein abstracting 
comprises Setting acceptable values for the parameters. 

6. The method as set forth in claim 1, wherein abstracting 
comprises Setting acceptable lengths for the parameters. 

7. The method as set forth in claim 1, wherein abstracting 
comprises Setting acceptable types for the parameters. 

8. The method as set forth in claim 1, wherein abstracting 
comprises Setting cardinality for the parameters. 

9. The method as set forth in claim 1, further comprising 
adding a tag to the communication, the tag being used to 
Specify an action to perform on the communication. 

10. The method as set forth in claim 1, further comprising: 
intercepting a Second communication being forwarded by 

the first entity to the Second entity; 
decrypting a Second signature associated with the Second 

communication; 
comparing the Second Signature with contents of the 

Second communication; 

forwarding the Second communication to the Second 
entity only if the Second Signature corresponds with the 
contents of the Second communication; and 

blocking the Second communication from reaching the 
Second entity if the Second Signature does not corre 
spond with the contents of the Second communication. 

11. A method of validating communications received over 
a network, comprising: 

intercepting a communication being forwarded by a first 
entity to a Second entity; 
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decrypting a signature associated with the communication 
to generate a decrypted Signature; 

ascertaining parameters in the communication based on 
the decrypted Signature; 

comparing the decrypted Signature and the parameters 
with actual contents of the communication; 

forwarding the Second communication to the Second 
entity if the parameters in the Signature correspond with 
the actual contents of the communication; and 

blocking the communication from reaching the Second 
entity if the parameters in the decrypted Signature do 
not correspond with the contents of the communication. 

12. The method as Set forth in claim 1, wherein comparing 
the parameters with the actual contents comprises checking 
values of the parameters. 

13. The method as Set forth in claim 1, wherein comparing 
the parameters with the actual contents comprises checking 
lengths of the parameters. 

14. The method as Set forth in claim 1, wherein comparing 
the parameters with the actual contents comprises checking 
cardinality of the parameters. 

15. The method as set forth in claim 1, wherein comparing 
the parameters with the actual contents comprises checking 
types of the parameters. 

16. A System for providing Security to communications 
over a network, comprising: 

a response interception unit for intercepting a communi 
cation being forwarded to a first entity from a Second 
entity over the network; 

a parsing unit for deriving parameters in the communi 
cation; 

a signature creation unit for generating a signature asso 
ciated with the communication based on the parameters 
of the communication; 

an encryption unit for encrypting the Signature to generate 
an encrypted Signature; 

the parsing combining the encrypted Signature with the 
communication and permitting the communication 
with the encrypted signature to be forwarded to the first 
entity over the network; 

wherein the encrypted Signature enables a response to the 
communication from the first entity to be validated by 
the Second entity. 

17. The system as set forth in claim 16, further compris 
ing: 

a request interception unit for intercepting a Second 
communication being forwarded by the first entity to 
the Second entity; 

a decryption unit for decrypting a Second signature asso 
ciated with the Second communication to generate a 
decrypted Second Signature and for ascertaining a Sec 
ond set of parameters in the Second communication; 

a signature checking unit for comparing the Second Set of 
parameters defined by the decrypted Signature with 
actual contents of the Second communication; 
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forwarding the Second communication to the Second 
entity if the Second Set of parameters in the decrypted 
Signature correspond with the actual contents of the 
communication; and 

blocking the Second communication from reaching the 
Second entity if the Second Set of parameters in the 
decrypted Signature do not correspond with the con 
tents of the Second communication. 

18. The system as set forth in claim 16, further comprising 
an error unit for generating errors when the Second Set of 
parameters in the decrypted Signature do not correspond 
with the actual contents of the Second communication. 

19. A computer-readable medium for storing software for 
use in validating communications received over a network, 
the Software for performing a method comprising: 

intercepting a communication being forwarded to a first 
entity from a Second entity over the network; 

analyzing the communication; 
abstracting the communication to derive parameters for 

the communication; 
generating a signature associated with the communication 

based on the parameters of the communication; 
encrypting the Signature to generate an encrypted Signa 

ture, 

combining the encrypted Signature with the communica 
tion; 
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permitting the communication with the encrypted Signa 
ture to be forwarded to the first entity over the network; 

wherein the encrypted Signature enables a response to the 
communication from the first entity to be validated by 
the Second entity. 

20. A computer-readable medium for storing software for 
use in validating communications received over a network, 
the Software for performing a method comprising: 

intercepting a communication being forwarded by a first 
entity to a Second entity; 

decrypting a signature associated with the communication 
to generate a decrypted Signature; 

ascertaining parameters in the communication based on 
the decrypted Signature; 

comparing the decrypted Signature and the parameters 
with actual contents of the communication; 

forwarding the Second communication to the Second 
entity if the parameters in the Signature correspond with 
the actual contents of the communication; and 

blocking the communication from reaching the Second 
entity if the Second Set of parameters in the decrypted 
Signature do not correspond with the contents of the 
communication. 


