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TRUSTED MOBILE DEVICE BASED 
SECURITY 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present application claims the benefit of U.S. 
Provisional Patent Application No. 61/487.223, filed on May 
17, 2011, entitled “Trusted Mobile Device Based Security.” 
which is incorporated by reference herein in its entirety. 

BACKGROUND 

0002 1. Field 
0003. This disclosure relates generally to mobile device 
based security. 
0004 2. Background 
0005. The ease of accessing is an important consideration 
in the quality of the user experience associated with on-line 
applications such as web-based services and other network 
based services. In many cases, accessing a service application 
can include entering a username, password, and one or more 
other authenticating credentials in order to gain access to that 
service. For example, a username, password, and a pseudo 
random number may be entered in order to access a corporate 
virtual private network (VPN). The pseudo-random number 
may be synchronized between the corporate web-site and an 
electronic key fob carried by the user. In other instances, the 
user may be required to remember various passwords and 
other authentication information to access multiple service 
applications. 
0006. As more and more web-based service applications 
and other network-based service applications are utilized, the 
demand on the users to remember or otherwise being able to 
access a multitude of passwords and authentication informa 
tion for the various service applications may become cum 
bersome. For example, a user may be required to carry mul 
tiple key fobs or be burdened with having to recall the various 
authentication information that is required to access different 
services such as banking, corporate VPN, academic sites, 
subscription sites for news and entertainment, and online 
shopping sites. 

SUMMARY 

0007 Methods, systems, and computer program products 
for user security operations using a mobile communications 
device are disclosed. An example method for performing user 
security operations using a mobile communications device 
includes, storing at least one security credential for a user in 
the mobile communications device, receiving a request from 
a client computer to perform an action requiring the stored at 
least one security credential where the request includes infor 
mation regarding a service application for which the action is 
requested, determining a response to the request based upon 
at least one user configured personal security preference at 
the mobile communications device, and transmitting the 
determined response to the client computer. 
0008. An example system for user security operations 
includes a mobile communications device. The mobile com 
munications device includes, a processor, a memory, a com 
munications interface configured to communicatively couple 
the mobile communications device to at least one client com 
puter, a credential configuration module, a client request 
receiver, a request validation module, and a client response 
module. The credential configuration module is configured to 
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store at least one security credential for a user in the memory. 
The client request receiver is configured to receive, from the 
client computer, a request for the mobile communications 
device to perform an action requiring the stored at least one 
security credential, wherein the request includes information 
regarding a service application for which the action is 
requested. The request validation module is configured to 
determine a response to the request based upon at least one 
user configured personal security preference at the mobile 
communications device. The client response transmitter is 
configured to be executed by the processor and configured to 
transmitting the determined response to the client computer. 
0009. An example computer program product includes a 
computer readable medium having computer program logic 
recorded thereon that, when executed by a processor, enables 
the processor to perform user security operations using a 
mobile communications device. The computer program logic 
includes a first logic module, a second logic module, a third 
logic module, and a fourth logic module. The first logic mod 
ule is configured to store at least one security credential for a 
user in the mobile communications device. The second logic 
module is configured to receive, from a client computer, a 
request to perform an action requiring the stored at least one 
security credential, wherein the request includes information 
regarding a service application for which the action is 
requested. The third logic module is configured to determine 
a response to the request based upon at least one user config 
ured personal security preference at the mobile communica 
tions device. The fourth logic module is configured to trans 
mit the determined response to the client computer. 
0010. Further features and advantages of the implementa 
tions, as well as the structure and operation of various imple 
mentations thereof, are described in detail below with refer 
ence to the accompanying drawings. It is noted that this 
disclosure is not limited to the specific implementations 
described herein. Such implementations are presented herein 
for illustrative purposes only. Additional implementations 
will be apparent to persons skilled in the relevant art(s) based 
on the teachings contained in this disclosure. 

BRIEF DESCRIPTION OF THE 
DRAWINGS/FIGURES 

0011 Reference will be made to implementations, 
examples of which may be illustrated in the accompanying 
figures. These figures are intended to be illustrative, not lim 
iting. Although the invention is generally described in the 
context of these implementations, it should be understood 
that it is not intended to limit the scope of the disclosure to 
these particular implementations. 
0012 FIG. 1 illustrates a system for mobile communica 
tion device based security. 
0013 FIG. 2 illustrates a block diagram of a client com 
puter. 
0014 FIG. 3 illustrates a block diagram of a mobile com 
munication device. 
0.015 FIG. 4 illustrates a flowchart of a process for per 
forming user security operations using a mobile communica 
tions device. 
0016 FIG. 5 illustrates a flowchart of a process for con 
figuring user security preferences on a mobile communica 
tions device. 

0017 FIG. 6 illustrates a flowchart of a process for deter 
mining a response from the mobile communications device. 
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0018 FIG. 7 illustrates a flowchart of a process for per 
forming user security operations. 

DETAILED DESCRIPTION 

0019 While the disclosure refers to illustrative implemen 
tations for particular applications, it should be understood 
that the disclosure is not limited thereto. Those skilled in the 
art with access to this disclosure will recognize additional 
modifications, applications, and implementations within the 
scope of this disclosure and additional fields in which the 
disclosed examples could be applied. 
0020 Implementations disclosed herein may be used in 
various applications to perform security-related operations 
Such as authenticating a user, authorizing a user to access a 
service, activating a transaction on behalf of a user, securely 
maintaining user security credentials, securely issuing new 
user credentials based on user's existing credentials, and sign 
ing or encrypting/decrypting messages or files using confi 
dential keys. Implementations use a trusted mobile commu 
nications device. Such as a Smartphone, to configure and store 
keys, certificates, passwords, and other security credentials 
that are intended to be confidentially maintained by the user. 
As needed, the stored security credentials, or data elements 
derived using one or more stored security credentials may be 
provided by the mobile communications device to client com 
puters. In addition, various security operations involving 
stored credentials may be performed by the mobile commu 
nications device and results may be provided to client com 
puters. In some implementations, the client computers may 
be untrusted, and therefore the mobile computing device may 
send to the clients data elements derived based upon the 
stored credentials, instead of sending the stored credentials. 
0021 For web-based service applications, for example, a 
user may be required to register and/or to login using one or 
more security credentials. Registering often requires the user 
to setup an account and associated security credentials for the 
service application. Logging in often requires the user to 
provide one or more security credentials to access the service 
application. Implementations disclosed herein provide a 
method of authenticating the user to the web service applica 
tion or other network-accessible services using a mobile com 
munications device that is communicatively coupled to a 
client computer through which the user accesses the web 
based service application. Depending on the type of creden 
tial, the level of trust of the client computer and requirements 
of service applications, credentials may be used differently. 
For example, although passwords may be sent verbatim to the 
client computer, a cryptographic hash of a password with a 
client computer specified (or a server specified) challenge 
may require HTTP digest authentication. By configuring and 
maintaining user security credentials in the trusted mobile 
communications device, and by providing, over a communi 
cations interface Such as a Bluetooth connection, the creden 
tials to one or more client computers that are configured to 
access web-based service applications, the ease for the user of 
maintaining security credentials is improved. In addition, the 
security of those credentials is improved by, for example, 
limiting the use of those credentials in untrusted client com 
puters. 
0022. Example scenarios in which implementations dis 
closed herein can be practiced include numerous web or other 
network-based applications in which a user authentication is 
required in order to gain access to the service. Virtual private 
networks, online banking services, online shopping services, 
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online bill paying services, point of sale payment services, 
cloud computing and storage services, social network appli 
cations, and various Subscription-based web-accessible ser 
vices are example service applications. Implementations may 
also be used in Scenarios where a user requires certificates or 
other security credentials issued by a third party (such as a 
certificate authority) in order to gain access to a trusted Ser 
vice. Other scenarios in which the implementations can be 
practiced include situations in which the user is required to 
sign or encrypt/decrypt a message using security credentials. 
0023 FIG. 1 illustrates a system 100 for user authentica 
tion using a mobile communications device 106, according to 
an implementation. System 100 includes a web server 102, 
one or more client computers 104 and 105, and mobile com 
munications device 106. Web server 102 executes one or 
more service applications 112, and is communicatively 
coupled to the client computers 104 and 105 by a network 
108. Client computers 104 and 105 are communicatively 
coupled to mobile communications device 106 over a com 
munications interface 110. Mobile communications device 
106 may facilitate security operations for a user to access 
web-based or other network-based service applications 
simultaneously through one or more client computers 104 
and 105. According to another implementation, some of the 
communication may occur directly between mobile commu 
nications device 106 and service application 112 without 
being exposed to client computers 104 and 105. 
0024 Web server 102 may comprise one or more standa 
lone computers, a server, a server farm, or a cloud-computing 
server. Client computers 104 and 105 can each comprise a 
personal computer, laptop computer, notebook computer, 
tablet computer, set-top box, Smartphone, or similar devices 
that can connect to service applications over a network. 
Mobile communications device 106 can comprise a smart 
phone, tablet computer, personal digital assistant, or similar 
mobile communications devices that can connect to a client 
computer 104 or 105 using a communication interface 110. 
Mobile communications device 106 may be a device that is 
frequently carried by the user. Mobile communications 
device 106 is a device that the user trusts to be sufficiently 
secure to hold the user's security credentials. For example, 
mobile communications device 106 may be a smartphone that 
is protected by a password in order to prevent access to its data 
by anyone not authorized by the user. Communications inter 
face 110 can comprise an interface such as Bluetooth, Uni 
versal Serial Bus (USB), Wi-Fi, or other interface by which a 
mobile communications device communicates with a client 
computer. 
0025 Web-based service application 112 can comprise 
any application that requires a user to authenticate using one 
or more security credentials or information derived from a 
security credential in order to access the service. Web-based 
service application 112 is configured for access by remote 
users. Network 108 can comprise any network such as the 
Internet, a wide area network, wireless network, telephone 
network, or local area network. 
0026 FIG. 2 illustrates client computer 104, according to 
an implementation. Client computer 104 includes a client 
processor 202, a volatile memory 204, a persistent memory 
206, a network interface 208, communications interface for 
proximate devices 209, an interconnection infrastructure 210, 
and user interface 211. Client processor 202 can be a proces 
Sor, Such as, but not limited to, a microprocessor, field pro 
grammable gate array (FPGA), or digital signal processor 
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(DSP). Volatile memory 204 can include a random access 
memory (RAM) or like memory. Persistent memory 206 can 
include a persistent data storage medium Such as a hard-disk 
or flash-memory storage device. Network interface 208 com 
municatively couples various input/output devices and/or 
computer networks to computer 104. For example, client 
computer 104 may be coupled to network 108 through net 
work interface 208. Network interface 208 can comprise one 
or more interfaces to access wired or wireless networks Such 
as Ethernet network and Wi-Fi networks, and/or one or more 
interfaces such as USB and Bluetooth to couple proximately 
located devices. 

0027 Client computer 104 may also be communicatively 
coupled to mobile communication device 106 through com 
munications interface for proximate devices 209. Communi 
cations interface 209 can include a technology to interconnect 
devices allocated close to each other such as USB or other 
wired interface, or Bluetooth or other wireless interface. 
Communications interface 209 may implement a middleware 
to recognize and to communicate with devices that implement 
various cryptographic services (e.g. encryption/decryption, 
message signing). For example, communications interface 
209 can implement a generic interface that includes interface 
functions provided by interface specifications such as Public 
Key Cryptography Standard (PKCS) #11 or Cryptographic 
Service Provider (CSP). A mobile communications device 
capable of providing security services can be represented by 
the middleware of the communications interface 209 in a 
manner similar to how other devices are identified by device 
drivers, thereby representing the mobile communications 
device as a provider of cryptographic operations to the oper 
ating system of the client computer 209. 
0028 Interconnection infrastructure 210 interconnects 
modules internal to client computer 104. Interconnection 
infrastructure 210 can be based on any suitable interconnec 
tion mechanism, such as, PCI, USB, Ethernet, Wi-Fi, or like 
interconnection mechanism. Client computer 104 also 
includes a browser 212 with which a user can access service 
application 112 that executes at remote server 102. Browser 
104 can comprise any browser used to access web-based 
service applications, such as service applications 112. 
Browser 212 may interact with service application 112 using 
a protocol such as, but not limited to, HyperText Transfer 
Protocol (HTTP). According to another implementation, 
browser 212 may interact with service application 112 either 
automatically, by user interaction, or a combination of both. 
User interface 211 includes keyboard, mouse, screen and/or 
other devices through which client computer 104 performs 
user interactions. 

0029 Client computer 104 may further include logic mod 
ules such as, server communicator 214, client mobile device 
interface module 216, client user authentication module 220, 
client user registration module 222, and client user signed 
message module 224. Client computer 104 may also include 
user security configurations 226. According to an implemen 
tation, logic modules 214-224 and user security configura 
tions 226 may be implemented in browser 212. User security 
configurations 226 can include configurations specifying 
whether user authentication and user security preferences are 
to be accomplished using a mobile communications device. 
According to an implementation, user Security configurations 
226 may be specific to individual users or may be general to 
all users of the browser. Where user security configurations 
226 are configured for individual users, the configurations 

Nov. 22, 2012 

may be based on cookies or other mechanism by which per 
Sonalized content is maintained by browsers on a client com 
puter. 
0030 Server communicator 214 includes logic for the cli 
ent computer 104, or browser 212, to communicate with a 
server, such as server 102, which hosts a service application, 
Such as service application 112. Server communicator 214. 
for example, may implement one or more protocols such as 
HTTP to communicate with service application 112. 
0031 Client mobile device interface 216 includes logic 
for client computer 104 to communicate with devices such as 
a smartphone or other mobile communications device 106 
over a communications interface 209. According to an imple 
mentation, client mobile device interface 216 determines 
which communications with the service application 112 
require user authentication, signing of a message or other 
security operation to be performed at mobile communications 
device 106. Client mobile device interface 216 may imple 
ment a protocol defined for client computer 104 and mobile 
communications device 106 to exchange messages regarding 
user security operations. For example, the protocol may 
specify the format and content of the request messages from 
the client computer to the mobile communications device, 
and the response messages from the mobile communications 
device to the client computer. 
0032. Client user authentication module 220 includes 
logic for client computer 104 to communicate with mobile 
communication device 106, through client mobile device 
interface module 216, to authenticate the user to a service 
application 112. For example, the client user authentication 
module 220 may request and receive security credentials of 
the user from mobile communications device 106. Such cre 
dentials received from mobile communications device 106 
(such as a signature on behalf of the user or current user's one 
time password) can be sent to service application 112 in order 
to authenticate the user. In other implementations, client user 
authentication module 220 may temporarily maintain secu 
rity credentials received from the mobile communications 
device internally, for example, in a certificate store main 
tained by the operating system (not shown). 
0033 Client user registration module 222 includes logic 
for the client computer to communicate with mobile commu 
nication device 106, through client mobile device interface 
module 216, to register the user to a service application 112. 
For example, the client user registration module 222 may 
request and receive security credentials of the user from 
mobile communications device 106. Such credentials (such 
as user's public key certificate) received from mobile com 
munications device 106 can be sent to service application 112 
in order to register the user with service application 112. 
0034 Client user signed message module 224 includes 
logic for the client computer to communicate with mobile 
communication device 106, through client mobile device 
interface module 216, to cause the user to sign a message at 
the mobile communications device. For example, the client 
user signed message module 224 may request and receive a 
signed message from mobile communications device 106 (for 
example, client may forward an email message to the device 
as part of a request, and the device may return a signature of 
that email message). Such messages signed by the user where 
the signature or signed message is received from mobile 
communications device 106 can be then forwarded by client 
computer 104. 
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0035. The various logic modules 214-224 can be imple 
mented in Software, firmware, hardware, or a combination 
thereof. In one implementation, modules 214-224 are imple 
mented in the C++ programming language. In one implemen 
tation, a computer program product may have logic including 
the computer program logic of modules 214-224 recorded on 
a computer readable medium such as a hard disk, flash disk, or 
other form of storage medium. According to an implementa 
tion, modules 214-224 implemented in software execute on 
processor 202 and utilize volatile memory 204 for temporary 
storage of data and instructions. Persistent memory 206 may 
be used for additional temporary storage during the execution 
of modules 214-224. 

0.036 FIG. 3 illustrates mobile communications device 
106, according to an implementation. Mobile communica 
tions device 106 includes a processor 302, a volatile memory 
304, a persistent memory 306, a network interface 308, a 
communications interface to nearby devices 309, and an 
interconnection infrastructure 310. Processor 302 can be a 
processor, Such as, but not limited to, a microprocessor, field 
programmable gate array (FPGA), or digital signal processor 
(DSP). Volatile memory 304 can include a random access 
memory (RAM) or like memory. Persistent memory 306 can 
include a persistent data storage medium Such as a hard-disk 
or flash-memory storage device. Network interface 308 inter 
connects mobile communications device 106 to one or more 
wired or wireless networks. For example, network interface 
308 may provide connectivity to the Internet, a third genera 
tion (3G) wireless network, a Wi-Fi network, an Ethernet, a 
wide area network, or local area network. 
0037 Communications interface 309 communicatively 
couples mobile communications device 106 to a nearby 
device with a compatible interface (e.g., a device within the 
communication range of the compatible interface). For 
example, mobile communications device 106 may be coupled 
to client computer 104 through communications interface 
309. A communications protocol such as USB or Bluetooth 
can be used over interface 309. Communications interface 
309 may further include functionality to present mobile com 
munications device 106 as a security service provider device 
to client computer 104. For example, communications inter 
face 309 may include middleware that interfaces to client 
computers and presents the mobile communications device 
106 as a device that can provide services such as encryption/ 
decryption, signing of messages, and the like, in a manner that 
the applications on the client computers require little or no 
modification. An Interconnection infrastructure 310 intercon 
nects modules internal to client computer 104. Interconnec 
tion infrastructure 310 can be based on any suitable intercon 
nection mechanism such as, PCI, USB, Ethernet, WIFI, or 
like interconnection mechanism. User interface 311 may 
include a keyboard, a pointing device, a screen, a touchscreen 
and/or other devices through which mobile communications 
device 106 performs user interactions. 
0038 Mobile communications device 106 may also 
include a subscriber identity module (SIM) card 312. Accord 
ing to an implementation, SIM card 312 may be used to store 
user information necessary to access various networks and 
credential information 314. According to an implementation, 
SIM card 314 can be any type of tamper-resistant module, or 
secure element (SE), included in the phone for storing cryp 
tographic keys. Types of SE that may be incorporated in 
mobile communications device 106 include, but are not lim 
ited to, embedded SE that are part of the mobile communica 
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tion device chipset oran SE that is integrated to a storage card 
that may or may not be removable. 
0039. Further, mobile communications device 106 
includes a user credentialing module 320, a credential con 
figuration module 322, a personal encryption/decryption 
module 324, a request validation module 326, a client request 
receiver 328, a client request transmitter 330, and a personal 
security preference configurator 332. User credentialing 
module 320 includes logic to implement user security opera 
tions on mobile communications device 106. For example, 
user Security operations can include providing one or more 
user security credentials, signing of messages, hashing, com 
puting message authentication codes (MAC) and encryption/ 
decryption of messages. Providing one or more user security 
credentials may include, for example, providing credentials 
to register the user to a new service or logging in the user to a 
service (which may be, for example, the user's public key 
certificate, or may be a new key and a signature on a certificate 
by the user's permanent key together with the permanent key 
certificate signed by an external certification authority). User 
credentialing module 320 includes the logic to determine the 
security credential applicable to the received request, and 
may determine any user security preferences applicable to the 
request before determining the appropriate response to be 
sent to the client computer. 
0040 Credential configuration module 322 includes logic 
to configure a user's personal security credentials in mobile 
communications device 106. According to an implementa 
tion one or more passwords, a private key, a public key, one or 
more certificates from a certificate authority, or other security 
credential may be configured using credential configuration 
module 322 as credential information 314. New credentials 
may be configured locally or could be received from an entity 
Such as a certificate authority or other computer. Local con 
figuration of credentials can include, for example, user input 
of passwords, copying a credentials file onto the device, and 
by generating one or more keys locally. Credentials may also 
be preconfigured at the time of manufacture or service pro 
visioning. Credential information 314 may be stored in per 
sistent storage 306 and/or in SIM card 312. Credential infor 
mation 314 may include, but is not limited to, cryptographic 
public and symmetric keys for operations such as hashing, 
computing message authentication codes, signing and 
encryption, decryption, pseudorandom derivation, crypto 
graphic certificates, secret strings for ability to answer certain 
questions and other secret values. 
0041 Personal encryption/decryption module 324 
includes logic to perform encryption and decryption of mes 
sages on mobile communications device 106 using user's 
keys that are maintained in mobile communications device 
106, such as a user's private key included in credential infor 
mation 314. The personal encryption/decryption module 324 
may also be configured for other cryptographic functions, 
Such as, pseudo-random number generation, cryptographic 
hashing and computing message authentication codes. 
0042. Request validation module 326 includes logic to 
determine if a request, Such as a request for authentication of 
a user, received from a client computer is a valid request. For 
example, a received request may be checked against a list of 
personal security configurations 316. Personal security con 
figurations 316 may include a list of web-based servers to 
which the user's preference is not to authenticate, and/or one 
or more web-servers to which the user's preference is to 
authenticate. Personal security configurations 316 may also 
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include one or more rules specifying security related actions 
to be taken by mobile communications device 106 upon a 
request being received from a client computer. Checking 
cryptographic integrity of a request may also be performed. 
0043 Client request receiver 328 and client request trans 
mitter 330 include logic to communicate with one or more 
client computers over, for example, communications inter 
face 309. According to an implementation, client request 
receiver 328 and client request transmitter 330 implement a 
protocol through which the mobile communications device 
106 and client computer 104 or 105 can exchange messages 
that are required to achieve the user's secure operations func 
tionality. According to an implementation, mobile communi 
cations device 106 may communicate over a plurality of 
client computers, such as computers 104 and 105, over the 
same or different types of communications links. For 
example, computers 104 and 105 may communicate with 
mobile communications device 106 using any combination of 
a Bluetooth link, USB link, or Near Field Communications 
link. 
0044 Personal security preference configurator 332 
includes logic to configure personal security configurations 
316. Personal security configurations 316 can include web 
sites to which it is considered safe to be authenticated, web 
sites to which the user should not be authenticated, or one or 
more rules to be used in processing requests for security 
operations. Rules may also include information as to what 
types of authentication requests or other requests for security 
operations can be automatically authorized without prompt 
ing the user and/or receiving specific authorization. The type 
of request may be identified based on any information deter 
minable from the request, such as, for example, client com 
puter identity or client computer domain, service application 
or service application domain, and/or requested security 
operation. Specific rules may be set up, for example, to auto 
matically authorize security operations requests from the 
user's personal laptop to one or more domains of service 
applications. Personal security configurations including rules 
may be pre-configured or may be configured per request by 
user input. 
0045. The various logic modules 320-332 can be imple 
mented in Software, firmware, hardware, or a combination 
thereof. In one implementation, modules 320-332 are imple 
mented in the C++ programming language. In one implemen 
tation, a computer program product may have logic including 
the computer program logic of modules 320-332 recorded on 
a computer readable medium such as a hard disk, flash disk, or 
otherform of storage. According to an implementation, mod 
ules 320-332 implemented in software execute on processor 
302 and utilize volatile memory 304 for temporary storage of 
data and instructions. Persistent memory 306 may be used for 
additional temporary storage during the execution of modules 
320-332. 

Method for User Authentication Using Mobile Communica 
tions Device 

0046 FIG. 4 illustrates a method 400 for user authentica 
tion using a mobile communications device, according to an 
implementation. Method 400 can be practiced, for example, 
in system 100 shown in FIG.1. Specifically, method 400 can 
be implemented in mobile communications device 106 using, 
for example, modules 320-332. 
0047. In step 402, at least one security credential is stored 
in a mobile communications device. According to an imple 
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mentation, a private key for the user and a certificate from a 
certification authority (CA), each generated as part of a public 
key infrastructure (PKI), may be stored on a mobile commu 
nications device. For the convenience of distributing to enti 
ties that require it, the public key of the user may also be 
stored in the mobile communications device. According to 
another implementation, one or more passwords can be con 
figured. According to yet another implementation, a token 
generator can be initialized where the token generator is 
configured to generate a token that varies with time. The 
token can be provided, for example, as part of an authentica 
tion challenge/response security credential. For example, 
such tokens may be utilized in accessing corporate VPN 
networks. Furthermore, other security credentials such as 
responses to security questions asked by many web service 
applications may be stored in the mobile communications 
device. 

0048. According to an implementation, the personal Secu 
rity credentials of the user may be stored in mobile commu 
nications device 106 in its persistent memory 306. According 
to another implementation, for enhanced security, some or all 
of the security credentials 314 may be stored in SIM card 312 
or other SE which is resistant to tampering. For example, 
mobile communications device 106 may include a special 
temper resistant memory (e.g. SE or SIM card 312) in which 
a secret key or seed for generating a one-time-password 
(OTP) is stored as a security credential 314. An OTP may be 
generated using the seed and other information to be unique to 
the mobile communications device 106 and may be used in 
implementations as a personal Security credential of the user. 
An OTP is typically used for a single login. 
0049. In step 404, according to an implementation, a per 
Sonal security configuration list, Such as personal Security 
configuration list 316, is configured. The personal security 
configuration list can include one or more web sites or web 
service applications, specified, for example, using the web 
address or uniform resource locator (URL), for which authen 
tication is undesirable. For example, the user may identify 
Some web sites as potential security risks and may want to be 
reminded of the risks when requested to provide authentica 
tion to access those web sites. Some web sites or web service 
applications may be identified as not posing a security threat. 
For example, the user may identify the web service applica 
tions visited most frequently as web sites for which authen 
tication should be allowed. According to an implementation, 
the personal security configuration list can also include one or 
more rules. Such rules may be processed in responding to a 
request from the client computer. For example, rules may be 
configured specifying respective passwords to be provided 
for each of several web service applications. Rules may be 
provided specifying the type of security credential required 
by the various requesting web service applications. For 
example, rules may be configured specifying the web sites or 
web service applications that require the response from a 
token number generator. Rules may also specify a scope for 
some of the credentials. For example, an OTP may only be 
sent to the service that issued the seed key, but digital certifi 
cates may be open-ended and they may be used safely to 
authenticate to any endpoint. The configuration of the per 
Sonal security configurations list can occur at the time of 
initialization and startup of the mobile communications 
device, as well as dynamically at any time during the opera 
tion of the mobile communications device. Alternatively, cer 
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tificates of valid web sites may be embedded and a request 
may be signed and Verified before producing responses. 
0050. In step 406, the mobile communications device 
establishes communications connectivity with one or more 
client computers. For example, mobile communications 
device 106 may establish communications over interface 110 
with client computers 104 and 105. According to an imple 
mentation, interface 110 may be a Bluetooth interface that 
enables the mobile communications device 106 to establish 
communications with Bluetooth-enabled client computers 
104 and 105 when within proximity. By simultaneously asso 
ciating itself with two more client computers, mobile device 
106 can simultaneously support security operations for the 
user to access web services through client computers 104 and 
105. According to an implementation, establishing commu 
nications connectivity may include mutual authentication 
between the client computer and mobile communications 
device. Such authentication may be required to prevent eaves 
dropping or masquerading by unauthorized devices. The 
authentication between mobile communications device and 
client computer may be based on a link layer authentication 
and encryption protocol. 
0051. In step 408, a request is received from a client com 
puter for the mobile computing device to perform a user 
security operation, according to an implementation. For 
example, a request for a security operation involving one or 
more of the security credentials available at the mobile com 
munications device 106 may be received from client com 
puter 104 over Bluetooth interface 110. Client request 
receiver module 328 may receive the request through com 
munications interface 308. 
0052 According to an implementation, the request may be 
formatted according to a predetermined protocol for 
exchanging security operations related messages. The proto 
col may define one or more types of request messages from 
the client computer to the mobile communications device, 
and one or more types of response messages from the mobile 
communications device to the client computer. Types of 
request messages may include, but are not limited to, request 
for registration security credentials, request for login security 
credentials, request for message encryption, request for mes 
sage signing, and requests for types of available credentials. 
Each type ofrequest message may further identify a sub-type, 
Such as whether what is requested is a password, a key, a 
response to a security query, a challenge response, and the 
like. The request message may include sufficient information 
to enable the user to make an informed decision on whether to 
perform the requested security operation. For example, a 
request to sign an email message may include the entire email 
message, so that the message can be displayed on the Screen 
of the mobile communications device for the user. A request 
for a password may include information identifying the Ser 
Vice application and the server on which the application is 
executing. 
0053. The request from the client computer to the mobile 
communications device to perform an action requiring one or 
more of the security credentials stored or otherwise available 
at the mobile communications device is received by, for 
example, the client request receiver module 328. 
0054. In step 410, a response is determined for the request 
received in step 408. The response may be based upon one or 
more of the personal security preferences configured in the 
mobile communications device. According to an implemen 
tation, the response to be sent to client device 104 is deter 
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mined based upon processing including the configurations in 
the personal security configurations 316. According to an 
implementation, the client request receiver module 328 may, 
upon processing the received request to determine the type of 
message, use client request validation module 326 to further 
process the request and one or more of user credentialing 
module 320 and personal encryption/decryption module 324 
to process the request and to generate a response to be 
returned to the client computer. 
0055. In determining the response to the request, the user 
may be visually prompted and/or prompted by other means to 
obtain authorization to proceed with the response. Informa 
tion available from the personal security preferences may be 
used in facilitating the user's input regarding authorization. 
For example, if the web site for which the request seeks 
authentication is listed in the personal security preferences 
list as a potential risk site, then the user may be informed of 
the risks associated with the access and allowed to select 
whether or not to provide authorization. 
0056 Based upon the type of request, the user's security 
preferences, and user authorization, the response to the 
request is formed. For example, if the request is for a pass 
word, a response message is formed indicating the type of 
message and the password. If the request is for a signed 
message, a digest of the message is signed using a key avail 
able in the mobile communications device and the signed 
digest is attached to the response. If the request is for a 
challenge/response value. Such a value is determined and is 
attached to the response. Likewise, when authorized by the 
user, the appropriate response to the request is formed. If 
authorization is not provided by the user, then an error mes 
sage may be returned to the requestor. 
0057. In step 412, the response is transmitted to the client 
computer. According to an implementation, the response is 
transmitted by client response transmitter module 330 using 
communication interface 309. The response may be transmit 
ted over Bluetooth interface 110 to client computer 104 which 
initiated the corresponding request. As described above, the 
response may be formatted according to a protocol defining 
the exchange of messages related to user security operations 
between a client computer and the mobile communications 
device. The transmission may be sent until acknowledgement 
is received from computers 104 105. In addition, the mobile 
device 106 may keep a record of the action and communica 
tion performed in an audit file. 
0058 FIG. 5 illustrates a method 500 for configuring the 
user's security preference configurations list in the mobile 
communications device 106, according to an implementa 
tion. Method 500 may, for example, be implemented in per 
forming step 404 described above. According to an imple 
mentation, method 500 may be used to configure rows in a 
table representing the user's security preferences 316, which 
is stored in persistent memory 306. 
0059. In step 502, one or more entries are configured in the 

list of security preference configurations representing web 
sites and/or web service applications for which authentication 
are not desirable. These may be configured by the user, or may 
be configured automatically by the system. The user may for 
example add those on-line shopping web sites that the user 
identifies as potentially fraudulent or hosting malware. Such 
web sites may also be added to the list based upon information 
available to the mobile computing device, such as informa 
tion distributed by firewall or virus detection software iden 



US 2012/02971.87 A1 

tifying web sites that could potentially host malware. The 
configuration or parts thereof may be downloaded from 
trusted web sites. 

0060. In step 504, one or more entries are configured in the 
list of security preference configurations representing web 
sites and/or web service applications for which authentication 
is verified to be safe. These entries may be added by the user, 
for example, upon determining that the web sites are safe for 
use, or when the user specifically indicates that a password or 
other credential input by him is to be remembered by the 
mobile communications device. The user may be prompted to 
indicate or confirm the user's intention as to storing the cre 
dentials. These entries may also be added automatically based 
on information available to the mobile communications 
device. 

0061. In step 506, one or more entries are configured in the 
list of security preference configurations representing respec 
tive user security credentials and web sites and/or web service 
applications for which they can be used. For example, a 
password may be configured that is only used to authenticate 
the user to various web sites in a corporate domain. 
0062. In step 508, one or more entries are configured in the 

list of security preference configurations representing rules to 
be invoked in processing requests pertaining to identified web 
sites or web service applications. For example, the rules may 
specify the type of encryption/decryption to be used. Rules 
may also specify how challenge/response values are to be 
computed. According to some implementations, one or more 
rules may be defined specifying the handling of requests 
received from particular client computers. For example, cli 
ent computers in a particular domain may pose a high level of 
danger, and rules may specify that passwords are not sent in 
unencrypted form to Such client computers. Other rules may 
specify what types of requests are to be responded from 
particular web servers or web service applications, or the 
types of requests and responses that can be exchanged with 
particular client computers (for example, specified individu 
ally or by domain). A rule may also specify that certain web 
sites or service applications are to be accessed only by the 
mobile device 106 and not through client computer 104. 
0063 FIG. 6 illustrates a process 600 for determining the 
response from the mobile communications device to a request 
received from a client computer. According to an implemen 
tation, process 600 may be implemented in performing step 
410 of process 400 described above. For example, mobile 
communications device 106 may implement process 600 to 
generate a response to a request received from client com 
puter 104. 
0064. In step 602, one or more entries in the user's security 
preference configurations list that correspond to the received 
request are identified. The entry may be found to correspond 
based upon one or more of the web server to which the 
request pertains, the web service application to which the 
request pertains, the type of request, or the client computer 
sending the request. 
0065. In step 604, an initial response is generated based 
upon the request and the identified one or more entries in the 
user's security preference configurations. For example, if the 
request is for a password and the user's security preference 
configurations list does not include an entry disallowing 
authenticating the web site or web service application for 
which the authentication is intended, then an initial response 
is created to send the requested password to the requesting 
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client computer. Note that, in Some implementations, the 
response generation may be subject to one or more rules from 
the preference configurations. 
0066. In step 606, the user is prompted for authorization to 
perform the requested action. The user may be prompted by 
visually displaying a message on the screen of the mobile 
communications device. Alternatively, or in combination 
with the visual prompt, the user may be prompted using audio 
or haptic feedback. According to an implementation, the user 
is presented with sufficient information to make a well 
informed decision as to whether to authorize the requested 
security operation. For example, where a password is 
requested the message displayed to the user would indicate 
the web server, web service application, and the client com 
puter associated with the request. In the event that a message 
signing is requested for an email message, the visual prompt 
would include, for example, the email message and the email 
header information, so that the user can be informed as to the 
content of what is being signed. 
0067. In step 608, the authorization to proceed with the 
requested security operation is received from the user. 
According to an implementation, the user authorization may 
be received from the user based on the user selecting a con 
firmation option on the screen. Other forms receiving the 
user's input are possible. Such as Voice input, and are contem 
plated within implementations. 
0068 FIG. 7 illustrates another process 700 that, accord 
ing to an implementation, may be implemented at client com 
puter 104 to authenticate a user using mobile communica 
tions device 106. In step 702, the user invokes a program on 
the client computer and attempts to login to a web service 
application Such as an online banking application executing at 
a remotely-located server. The program, for example, a 
browser generates a message which is transmitted to the 
server requesting access to the web service application. 
According to an implementation, the client browser and the 
web server communicates in a protocol Such as, but not lim 
ited to, HTTP. 
0069. In step 704, the client computer receives one or more 
requests, from the web server or web service application, for 
security credentials for the user. For example, the web service 
application may request a password and a response to a chal 
lenge. 
0070. In step 706, the client computer, responsive to the 
request for security credentials from the web service applica 
tion, requests the mobile communications device to perform 
one or more security operations using the user's security 
credentials that are available at the mobile communications 
device. According to an implementation, upon receiving the 
request for authentication from the web service application, 
the client computer may determine whether to directly ask the 
user for input through the screen and/or keyboard of the client 
computer, or whether to communicate with a communica 
tively coupled mobile communications device to obtain the 
required security credentials for the user. According to 
another implementation, the user may be prompted to select 
between providing the credentials at the client computer or 
through a coupled mobile communications device. 
(0071. The determination as to whether communication 
with a coupled mobile communications device is necessary 
may be based upon configurations at the client computer. For 
example, if the user has previously used the client computer 
or has it preconfigured to access web services, then Such 
configuration information may be available in cookies or 
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other configurations stored locally on the client computer. In 
another implementation, if the user attempts to access an 
online web service application through a browser configured 
to the user, for example, by accessing a personalization web 
site, the configuration information as to whether security 
operations should be requested from a coupled mobile com 
munications device may be made available through the user's 
browser personalization options. 
0072 The message to the mobile communications device 
requesting the performance of one or more security opera 
tions may be formatted based upon a protocol defined 
between the client computer and mobile communications 
device for the exchange of messages related to security opera 
tions. Based upon the information and/or the operations 
required, the type and format of the request message may 
differ. Request messages are described above. 
0073. In step 708, the client computer receives one or more 
responses from the mobile communications device. The 
received responses are responsive to the request for the 
mobile communications device to perform one or more secu 
rity operations. The response messages may correspond to the 
protocol defined for communicating security operations 
related messages between the client computer and the mobile 
communications device. If the request was for the mobile 
communications device to provide a password, the response 
would include a password. If the request was for a password 
and a challenge response, the response would include both. If 
the request was for the signing and/or encryption of a mes 
sage, then the response would include the signed and/or 
encrypted message. A response to a request for signing a 
message may include only the user's signature or the signa 
ture attached to any other data. If the request was for the 
decryption of a message that is encrypted with the user's 
public key, then the response would include the decrypted 
message. If the request is for hashing or attaching a message 
authentication code to a message then the response is a hashed 
or authenticated message. If the request is for generating a 
pseudorandom value then the response is a pseudorandom 
value. If the request is to generate new credentials signed by 
old credentials then the response includes a new credential 
and a signature by an old credential of the public portion of 
the new credential (while the private portion of the new cre 
dential may be kept in the mobile device 106). If the request 
is to retrieve a “secret value' (other than a password) the 
response would include that secret value. Such security 
operations as above are demonstrative, and alternate security 
services performed by the mobile device 106 are possible and 
are contemplated within implementations. 
0074. In step 710, the client computer responds to the 
request from the web server or web service application for 
credentials. According to an implementation, a password and/ 
or challenge response received from the mobile communica 
tion device is sent to the web service application. The web 
service application may then proceed to authenticate the user 
to access the service. 
0075. The implementations have been described above 
with the aid of functional building blocks illustrating the 
implementation of specified functions and relationships 
thereof. The boundaries of these functional building blocks 
have been arbitrarily defined hereinfor the convenience of the 
description. Alternate boundaries can be defined so long as 
the specified functions and relationships thereof are appro 
priately performed. 
0076. The foregoing description of the specific implemen 
tations will so fully reveal the general nature of the invention 
that others can, by applying knowledge within the skill of the 
art, readily modify and/or adapt for various applications such 
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specific implementations, without undue experimentation, 
without departing from the general concept of the present 
invention. Therefore, Such adaptations and modifications are 
intended to be within the meaning and range of equivalents of 
the disclosed implementations, based on the teaching and 
guidance presented herein. It is to be understood that the 
phraseology or terminology herein is for the purpose of 
description and not of limitation, such that the terminology or 
phraseology of the present specification is to be interpreted by 
the skilled artisan in light of the teachings and guidance. 
0077. The breadth and scope of the present invention 
should not be limited by any of the above-described illustra 
tive implementations, but should be defined only in accor 
dance with the following claims and their equivalents. 

1-20. (canceled) 
21. A method for performing user security operations using 

a mobile communications device, comprising: 
receiving at the mobile communications device, a first 

request sent from a first client computer and a second 
request sent from a second client computer, wherein the 
first and second requests are responsive to simultaneous 
access by from the first and second client computers to at 
least one service application executing in at least one 
remote server through communication between each of 
the first and second client computers and the remote 
server and the communication not being via the mobile 
communications device; 

accessing a first rule and a second rule stored in the mobile 
communications device in response respectively to the 
first and second requests, wherein the first rule includes 
a personal security configuration associated with the 
first client computer and the second rule includes a per 
Sonal security configuration associated with the second 
client computer; 

performing a first action in accordance with the first rule 
using at least one security credential stored in the mobile 
communications device to generate a response to the 
first client computer, wherein the at least one security 
credential is associated with a user, 

performing a second action in accordance with the second 
rule using the at least one security credential to generate 
a response to the second client computer; and 

transmitting the generated first and second responses to 
respectively the first client computer and the second 
client computer. 

22. The method of claim 21, further comprising: 
for one or more of the first action and the second action, 

prompting the user for an authorization to perform the 
action; and 

receiving the authorization from the user. 
23. The method of claim 22, wherein the prompting com 

prises: 
displaying, on a screen of the mobile communications 

device, information regarding the at least one service 
application. 

24. The method of claim 21, wherein the accessing a first 
rule and a second rule comprises: 

finding at least one entry corresponding to the at least one 
service application in a preconfigured personal security 
preference list stored in the mobile communications 
device. 

25. The method of claim 21, further comprising: 
configuring a personal security preference list in the 

mobile communications device. 
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26. The method of claim 25, wherein configuring the per 
Sonal preference list comprises at least one of: 

configuring entries for one or more respective service 
applications for which authorization is disallowed; and 

configuring entries for one or more respective service 
applications for which authorization is allowed. 

27. The method of claim 25, wherein configuring the per 
Sonal preference list comprises: 

configuring one or more entries in the personal security 
preference list, wherein each of the entries includes a 
security credential for the user and one or more service 
applications for which the security credential is autho 
rized. 

28. The method of claim 21, wherein at least one of the first 
rule and the second rule includes a level of trust of a corre 
sponding client computer, and wherein the corresponding at 
least one of the first or second action is performed in accor 
dance with the level of trust. 

29. The method of claim 21, wherein the requests from the 
first client computer and the second client computer includes 
a request for an authentication information, and wherein the 
corresponding generated response includes a user security 
credential from the at least one security credential. 

30. The method of claim 21, further comprising: 
processing the received requests at the mobile communi 

cations device to identify one or more tasks required to 
be performed for each request at the mobile communi 
cations device; 

Selecting to perform respective ones of the one or more 
tasks; and 

performing selected said respective ones of the one or more 
tasks using the at least one security credential and one or 
more rules stored in the mobile communications device. 

31. The method of claim 21, further comprising: 
storing a private key for the user, wherein the private key 
and a corresponding public key is registered with a cer 
tification authority, and wherein the stored private key is 
included in the at least one security credential. 

32. The method of claim 31, further comprising: 
storing a certificate from the certification authority, 

wherein the certificate binds the public key to the user, 
and wherein the stored certificate is included in the at 
least one security credential. 

33. The method of claim 21, wherein the first and second 
responses are used respectively by the first and second client 
computers to authenticate the user to the at least one service 
application. 

34. A system for user security operations using a mobile 
communications device, comprising: 

a mobile communications device including: 
a processor, 
at least one memory coupled to the processor, 
at least one communications interface coupled to the 

processor and configured to establish communication 
links from the mobile communications device to a 
first client computer and a second client computer; 

a credential configuration module configured to, when 
executed by the processor, store at least one security 
credential for the user in the at least one memory; 

a client request receiver configured to, when executed by 
the processor: 
receiving at the mobile communications device, a first 

request sent from a first client computer and a sec 
ond request sent from a second client computer, 
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wherein the first and second requests are responsive 
to simultaneous access by from the first and second 
client computers to at least one service application 
executing in at least one remote server through 
communication between each of the first and sec 
ond client computers and the remote server and the 
communication not being via the mobile commu 
nications device; 

access at least a first rule and a second rule stored in 
the mobile communications device in response 
respectively to the first and second requests, 
wherein the first rule includes a personal security 
configuration associated with the first client com 
puter and the second rule includes a personal Secu 
rity configuration associated with the second client 
computer; 

a request validation module configured to, when 
executed by the processor: 
perform a first action in accordance with the first rule 

using the at least one security credential to generate 
a response to the first client computer, wherein the 
at least one security credential is associated with a 
user; and 

perform a second action in accordance with the sec 
ond rule using the at least one security credential to 
generate a response to the second client computer; 
and 

a client response transmitter configured to, when 
executed by the processor, transmit the generated first 
and second responses to respectively the first client 
computer and the second client computer. 

35. The system of claim 34, wherein each of the first client 
computer and the second client computer comprises: 

a client processor, 
a server communicator configured to, when executed by 

the client processor, request to login the user to the at 
least one service applications, and to receive one or more 
requests from the service application for security cre 
dentials of the user; and 

a mobile device interface module configured to, when 
executed by the client processor, request from the 
mobile communications device for authentication infor 
mation for the user in response to the received one or 
more requests from the at least one service application, 
and to receive the user security credential from the 
mobile communications device. 

36. The system of claim 34, wherein the mobile commu 
nications device is further configured to: 

receive a request for authentication information for the 
user, and 

send the stored security credential in response to the 
received request. 

37. The system of claim 34, wherein the first and second 
responses are used respectively by the first and second client 
computers to authenticate the user to the at least one service 
application. 

38. The system of claim 34, wherein at least one of the first 
rule and the second rule includes a level of trust of a corre 
sponding client computer, and wherein the corresponding at 
least one of the first and second actions are performed in 
accordance with the level of trust. 

39. A computer program product comprising a computer 
readable storage medium having computer program logic 
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stored thereon that, when executed by a processor, cause the 
processor to perform operations comprising: 

receiving at the mobile communications device, a first 
request sent from a first client computer and a second 
request sent from a second client computer, wherein the 
first and second requests are responsive to simultaneous 
access by from the first and second client computers to at 
least one service application executing in at least one 
remote server through communication between each of 
the first and second client computers and the remote 
server and the communication not being via the mobile 
communications device; 

accessing a first rule and a second rule stored in the mobile 
communications device in response respectively to the 
first and second requests, wherein the first rule includes 
a personal security configuration associated with the 
first client computer and the second rule includes a per 
Sonal security configuration associated with the second 
client computer; 

10 
Nov. 22, 2012 

performing a first action in accordance with the first rule 
using at least one security credential stored in the mobile 
communications device to generate a response to the 
first client computer, wherein the at least one security 
credential is associated with a user, 

performing a second action in accordance with the second 
rule using the at least one security credential to generate 
a response to the second client computer; and 

transmitting the generated first and second responses to 
respectively the first client computer and the second 
client computer. 

40. The computer program product of claim39, wherein at 
least one of the first rule and the second rule is configured to 
specify a level of trust of a corresponding client computer, and 
wherein the corresponding at least one of the first and second 
actions are performed in accordance with the level of trust. 

c c c c c 


