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(57) Abstract

The invention pertains to a method and arrangement for managing a service in a 
mobile communications system, mobile station and an intelligent module in a 
mobile station. An idea of the invention is that the data needed in the mobile station 
for a mobile communications service are transferred in encrypted form to several 
mobile stations at a time. The encryption is based on a key which is transferred 
individually to mobile stations. Applied to mobile station location this means that 
the location of a mobile station is determined in the mobile station by means of the 
timing difference of the signals received from at least two (preferably at least three) 
base stations and on the basis of the location data of said base stations. The location 
data are transferred to the mobile station in encrypted form so that they can be 
utilized only by mobile stations to which the operator has delivered a decryption key 
needed to decrypt the location data. The decryption key is transferred preferably 
individually to each mobile station. Decryption may occur in an intelligent module 
of a mobile station, in which case no location data appear in a non-encrypted form 
outside the intelligent module, resulting in data confidentiality. If chargeability is 
the only requirement, decryption and location calculation may also take place else
where in the mobile station. The decryption key can be changed, in which case the 
new decryption key is transferred to the mobile station advantageously periodically 
in conjunction with the location update procedure.

Fig. 3
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1 a

The invention relates to a method and arrangement for managing a service in a 
mobile communications system, a mobile station and an intelligent module of a 

5 mobile station. The invention is advantageously applied to a location method for a 
mobile station. The method can be applied to analog and digital mobile com
munications systems. An example of such a system is the digital, time division 
based GSM (Global System for Mobile Communications).

Location information of a mobile station can be used for many purposes:
10 - pricing of calls can be performed according to the location of a mobile station,

whereby calls made from the home area, for example, can be cheaper;
- when an emergency call is made from a mobile station, it is possible to determine 
the location of the calling mobile station (this function will be required by the 
authorities in some countries);

15 - the user of a mobile station may need information about his/her location e.g. when
traveling,
- the authorities can use the location information to locate a stolen mobile station or 
to trace a missing person, for example.

As the location process involves data traffic in the system, it is necessary that the 
20 operator be able to charge for the location service according to use. In addition, the 

location process has to be secure so that the location information cannot be falsified 
by the user e.g. in order to be allowed a home area discount while elsewhere than in 
the home area. Furthermore, the data may be confidential as it is not necessarily in 
the interests of the operator to impart system-related information to a third party.

25 The Global Positioning System (GPS) based on the use of signals received from 
satellites is widely used for location purposes. This arrangement would require that 
a GPS receiver be added to mobile stations, which would result in considerable 
additional costs. Therefore, in a location system intended for all mobile phones it is 
preferable to utilize the cellular system’s own signals transferred between the mobile

30 station and base stations to locate a mobile station, even though some mobile station 
models may also include a GPS receiver.

A method is known from publication [1] WO 92/05672 wherein the distance of a 
mobile station from a base station is determined on the basis of the propagation 
delay of a signal transmitted between the mobile station and the base station. Fig. 1
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illustrates the operating principle of such a method. By measuring at a base station 1 
the propagation delay of a signal sent by a mobile station 14, it is obtained an esti
mated distance d1 between the mobile station and the base station. Because of a 
certain measuring accuracy of the distance measurement, the assumed location of 

5 the mobile station is a ring-shaped area the width of which depends on the time 
delay measuring accuracy. A corresponding propagation delay measurement can be 
performed for a signal between the mobile station and other base stations. The result 
is one ring-shaped location area per each base station involved in the measurement. 
In the situation illustrated by Fig. 1, the propagation delays between the mobile 

10 station and base station 11, mobile station and base station 12, and mobile station 
and base station 13 produce estimated distances db d2 and d3 which correspond to 
the ring-shaped areas 16, 17 and 18. The rings intersect at area 19, which is the 
mobile station location area obtained from the three propagation delay measure
ments. Thus, the location of the mobile station can be determined to be an area the 

15 order of dimension of which equals the measuring accuracy. In the method 
described above, locating is substantially carried out by the system, and no special 
functions are needed in mobile stations to realize the measurement.

A disadvantage of the method based on the propagation delay measured from a 
signal between a mobile station and base stations is that the propagation delay 

20 cannot be easily measured at such an accuracy that the accuracy of the mobile 
station location information would be adequate for all the above-mentioned appli
cations. In addition, the mobile station has to establish an uplink connection with 
every base station for which the propagation delay is to be measured. If the location 
information has to be continuously updated, the data traffic related to the location 

25 information puts a considerable load on the connection capacity of the mobile com
munications system. Furthermore, the high volume of data communications makes 
the measuring slow. It is also a problem of the method that errors in the absolute 
timing accuracy of the mobile station produce errors in the location result obtained.

Fig. 2 illustrates the operating principle of a time difference based measurement in 
30 which the measurement can be performed by the mobile station or by the system.

Let the mobile station receive signals from a plurality of base stations, in the case 
depicted by Fig. 2 from three base stations BTS1, BTS2 and BTS3. An estimate for 
the location of the mobile station is determined by means of the observed time dif
ference (OTD) between the signals received from the base stations, whereby it is 

35 possible to calculate by means of the time difference between signals received from 
two base stations the difference dl-d2 between the distance dl between the mobile
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station and a first base station and the distance d2 between the mobile station and a 
second base station. Then those potential location points of the mobile station in 
which the value of the distance difference equals dl-d2 constitute a hyperbola
shaped curve, which thus represents the potential location points of the mobile 

5 station. In Fig. 2, this curve is depicted by a dashed line. Since the measurement 
result has a certain error margin, the location area of the mobile station is in reality a 
band between two hyperbolas, the width of the band depending on the error margin 
of the measurement result. When signals are received from at least three base 
stations BTS1, BTS2 and BTS3, the result consists of a plurality of location areas 

10 A12, A13 and A23 such that the mobile station is located at the intersection AMS of
those areas. Determining a restricted location area requires time difference measure
ment for signals received from at least three base stations unless other methods such 
as propagation delay measurement are used in addition to the time difference 
measurement. If other additional methods are used, it is possible to use the time dif- 

15 ference measured for signals received from only two base stations. So, when using 
the measurement principle depicted in Fig. 2, the location of a mobile station can be 
calculated either by the mobile station or by the system.

From patent document [2] FI 101445 it is known a solution in which a mobile 
.. station measures the time differences of signals received from base stations and
·. 20 transmits the measured time difference data to the mobile communications system.
.: The mobile location center in the mobile communications system calculates the
·. location of the mobile station on the basis of the measured time difference data and

base station location coordinates and base station real time difference (RTD) data.
This solution has the disadvantage that time difference data have to be transmitted 

25 from the mobile station to the system, which puts a load on the data transfer capacity 
*; in the uplink direction.

In the solutions disclosed in documents [1] and [2], the location of a mobile station 
is calculated by the cellular system. Then the mobile station location information 
must be transmitted from the system to the mobile station in a special message if the 

30 application requiring the location information is in the mobile station. If the user 
needs the location information continually, a lot of data transfer will occur in the 
downlink direction, too. Another disadvantage is that the user receives no real-time 
location information because the location information has to be first calculated by 
the system.

35 A solution is known from document [3] EP 398773 wherein a mobile station 
receives from a mobile communications system information about timing dif-
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ferences and location coordinates of base stations situated in the area around the mobile 

station. Then the mobile station measures the time differences of the signals received from 

said base stations and determines the location of the mobile station on the basis of the 

measured time differences, base station timing differences and location coordinates, using 

5 a location algorithm stored in the mobile station. Said document does not describe in 

detail how the signalling in the method would be implemented in a mobile 

communications system. A disadvantage of this solution is, however, that the operator 

cannot charge the user for the location service because the mobile station can perform the 

location independently on the basis of signals sent by base stations. Another disadvantage 

10 of the solution is that the user can falsify the location information sent to the system, so 

that the location method is not reliable enough for many applications.

So, the use of location information of a mobile station has many applications, but the 

features in the prior-art solutions do not meet all the requirements of the applications.

15

The reference to any prior art in this specification is not, and should not be taken as, an 

acknowledgment or any form of suggestion that that prior art forms part of the common 

general knowledge in Australia.

20 An object of the invention is to provide a solution for the management of a service in a 

mobile communications system, addressing or ameliorating one or more of the above- 

mentioned disadvantages related to the prior art. Advantageously, with the preferred 

solution it is possible to realize a method for determining the location information of a 

mobile station and a mobile station that meet the requirements concerning the 

25 chargeability, reliability and confidentiality of the location service.

The present invention provides a method for managing a service in a mobile 

communications system where the same information is transferred to a plurality of mobile 

stations simultaneously on one and the same transmission channel, wherein said 

30 information transferred simultaneously to a plurality of mobile stations is encrypted and 

the encryption is realized using a key such that said key or data needed to construct a
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current decryption key, together with a next decryption key or data needed to construct the 

next decryption key, is transferred separately to each mobile station, the transferring being 

embedded into a location update procedure.

5 The present invention further provides a method for locating a mobile station wherein the 

observed time difference between signals received from at least two base stations is 

measured in the mobile station, the location information of said at least two base stations 

are transferred to the mobile station, and the location coordinates of the mobile station are 

computed in the mobile station on the basis of the said time difference and location 

10 information of said at least two base stations, and wherein said base station location 

information is transferred to the mobile station in encrypted form and the encryption is 

realized using a key such that said key or data needed to construct a decryption key, 

together with a next decryption key or data needed to construct the next decryption key, is 

transferred separately to each mobile station, the transferring being embedded into a 

15 location update procedure.

The present invention further provides a mobile communications system in which the same 

information is transferred to a plurality of mobile stations simultaneously on one and the 

same transmission channel, wherein said mobile communications system comprises means 

20 for encrypting, using a key, said information transferred simultaneously to a plurality of 

mobile stations, and means for transferring the key used in the encryption or data needed to 

construct a decryption key, together with a next decryption key or data needed to construct 

the next decryption key, separately to each mobile station, the transferring being embedded 

into a location update procedure.

25

The present invention further provides a mobile station location system comprising a 

mobile communications system which comprises a plurality of base stations and mobile 

stations such that the observed time difference between signals received from at least two 

base stations is measured in the mobile station, the location information of said at least two 

30 base stations are transferred to the mobile station, and the location coordinates of the 

mobile station are computed in the mobile station on the basis of said time difference and
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location information of said at least two base stations, and wherein arrangements are made 

for said base station location information to be transferred to the mobile station in 

encrypted form and a key used in realizing the encryption or data needed to construct a 

current decryption key is arranged to be transferred from the mobile communications 

5 system separately to each mobile station, together with a next decryption key or data 

needed to construct the next decryption key, the transferring being embedded into a 

location update procedure.

The present invention further provides a mobile station comprising means for receiving on 

10 a broadcast channel information related to a service, means for decrypting said information 

by means of a decryption key, and means for receiving said decryption key or data needed 

to construct said decryption key, together with a next decryption key or data needed to 

construct the next decryption key, on a channel assigned to said mobile station, the transfer 

of said keys being embedded into a location update procedure.

15

The present invention also provides a mobile station which for the purpose of determining 

the location of the mobile station comprises means for receiving signals from at least two 

base stations, means for determining the observed time difference between received 

signals, means for transferring the location information of said at least two base stations to 

20 the mobile station, and means for determining the location of the mobile station on the 

basis of said time difference and location information of said at least two base stations, and 

wherein the mobile station also comprises means for decrypting said base station location 

information using a decryption key and means for receiving said decryption key or data 

needed to construct said decryption key, together with a next decryption key or data 

25 needed to construct the next decryption key, on a channel assigned to said mobile station, 

the transfer of said keys being embedded into a location update procedure.

An idea of embodiments of the invention is that the data required for a service in a mobile 

station are transferred in encrypted form to several mobile stations at the same time. The 

30 encryption is based on the use of a decryption key which is sent to the mobile stations 

individually.
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Applied to locating a mobile station this means that the position of the mobile station is 

determined in the mobile station on the basis of the timing difference between signals 

received from at least two (preferably at least three) base stations and using the location 

5 information of said base stations. Location information means base station position 

coordinates, real time difference (RTD) data and other base station related data that are 

needed to determine the location of a mobile station. The base station location information
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is transferred to the mobile station in encrypted form so that it can be used only by mobile 

stations to which the operator has delivered the decryption key needed for the decryption 

of the location information. The decryption key is preferably transferred individually and 

in encrypted form to the mobile stations. The decryption key may be changed, in which 

5 case the new decryption key is transferred to a mobile station advantageously in 

connection with location update, which is a procedure used in GSM.

In the transfer of the decryption key and location information, decryption advantageously 

takes place in the intelligent module (say, smart card) so that also the location information 

ί 0 can be computed using an algorithm stored in the intelligent module. This results in both 

server chargeability and data confidentiality, provided that the decryption key is encrypted 

and the decryption of the decryption key takes place in the intelligent module. If only 

chargeability is required, decryption and location information calculation may be 

performed elsewhere in the mobile station than in the intelligent module. In addition, the 

15 location information sent to the system may be encrypted in the intelligent module prior to 

transmission if the application requiring the mobile station location information is in the 

system.

Preferred embodiments of the invention facilitate real-time, continuous location calculation 

20 in speech, data and standby modes because the location of the mobile station is calculated 

in the mobile station. Since the location information is encrypted, it is possible to make 

the location service available to only those who specifically order the service, and the use 

of the service is chargeable. Charging may be based on the delivery of decryption keys or 

it may be in the form of monthly billing, for example. A significant advantage of the 

25 solution is also that a user, for instance, cannot falsify the data used in the location process, 

nor the location information sent to the system if the only place where these data are in a 

non-encrypted form is the smart card of the mobile station.

A mobile intelligent module according to one embodiment of the invention which

30 comprises means for receiving encrypted information related to a service from a mobile 

station is characterized in that the intelligent module also comprises means for decrypting
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said information using a decryption key and means for receiving said decryption key from 

a mobile station.

A mobile smart card according to another embodiment of the invention is characterized in

5 that the smart card comprises means for generating a decryption key used in the encryption 

of base station location coordinate data on the basis of information received from a base 

station.

Preferred embodiments of the invention will now be described, by way of example only, in

10 more detail with reference to the accompanying drawing wherein

Fig. 1

Fig. 2

15 Fig. 3

Fig. 4

Fig. 5

Fig. 6

20

Fig. 7

Fig. 8

25

Fig. 9

Fig. 10

illustrates a prior-art mobile station location method based on measuring the 

propagation delay between the base station and mobile station, 

illustrates a known location method based on time difference, 

illustrates the location system according to an embodiment of the invention, 

illustrates a method according to an embodiment of the invention for 

transferring a decryption key to a mobile station,

illustrates the transfer of a decryption key to a plurality of mobile stations, 

shows a signalling flow diagram of the transfer of location information in a 

broadcast message to a mobile station,

shows a location information message which can be used in conjunction 

with the solution according to an embodiment of the invention,

shows a signalling flow diagram of a situation where a decryption key is 

transferred to a mobile station in conjunction with location update when the 

mobile station enters the area of a new visitor location register VLR, 

shows a mobile station according to an embodiment of the invention, and 

shows an intelligent module according to an embodiment of the invention.

Figs. 1 and 2 were already discussed in connection with the description of the prior art.

30 Next it will be disclosed the operating principle of the location method according to the

invention, referring to Fig. 3, and then it will be described in more detail ways of realizing
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signalling steps related to the method according to the invention, referring to Figs. 4 to 8.

Essential components of a mobile station and intelligent
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module according to the invention are depicted in Figs. 9 and 10. Finally, it is 
described what advantages the solution according to the invention has as compared 
to the prior art. In the description of the embodiments illustrated, reference is made 
to the GSM system which is disclosed in more detail in [4] M. Moulv, M-B. Pautet: 

5 The GSM System for Mobile Communications, 1992.

So, the time difference between signals received by a mobile station from two base 
stations is called an observed time difference (OTD). Measurement of the OTD is 
utilized in the synchronization of a mobile station to the clock signal of the new 
serving base station in a handover, so the OTD measuring method is known from 

10 the prior art. The OTD is measured in two stages because the mobile station cannot 
receive signals from two base stations simultaneously. First, the mobile station 
measures a first time difference between its own timing and the timing of a signal 
received from a first base station. Then the mobile station measures a second time 
difference between itself and a second base station. The OTD equals the difference 

15 between the first and the second time difference. Measurement of the OTD is 
described in more detail in [5] prETS 300579: GSM 05.10 version 4.4.1, European 
digital cellular telecommunications system (Phase 2); Radio subsystem synchro
nisation, European Telecommunications Standards Institute, 1994, 14 pp.

Fig. 3 illustrates the operating principle of a location system according to the 
20 invention. It comprises a mobile communications system, whereof four base stations

BTSA (32), BTSB (33), BTSC (34) and BTSD (35) are depicted. In the case il
lustrated, base station BTSA is the base station serving the mobile station 31. The 
serving base station BTSA sends to the mobile station 31 information about the de
cryption key 314 used in the location process, whereby the mobile station decrypts 

25 the location information received from base stations. The location information is
sent from a base station to the mobile station in a SMS Cell Broadcast message, for 
example.

A mobile station 31 receives from base stations BTSA, BTSB and BTSC timing 
signals in a reception block 310. The mobile station measures the time differences 

30 of the signals received from the different base stations in block 311 and sends them
to block 312 which calculates the mobile station’s location coordinates. The location 
coordinates can be further transferred to the serving base station, if necessary, and 
then it is possible to use the same kind of encryption as in the transfer of base station 
information. Transfer to the base station can be realized e.g. in response to a request 

35 sent by the system to the mobile station.
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From the serving base station the mobile station’s location coordinates can be further 
transferred to a mobile location center MLC (36) in the mobile communications 
system, where the location information will be accessible to various applications. 
The mobile location center may be located in connection with other parts of the 

5 mobile communications system and it need not be a separate unit. In addition to 
location measurement based on time difference, the system may employ other 
methods as well.

Decryption and location calculation may take place in a mobile station’s intelligent 
module if it is desirable to keep the base station location information confidential. In 

10 that case, the logical blocks 312-314 in Fig. 3 are found in the intelligent module. If 
confidentiality is not required, the functions in question can also be realized else
where in the mobile station 31.

The mobile station can receive the decryption key from a base station in response to 
a request or in connection with location update. Fig. 4 illustrates a method according 

15 to the invention for transferring a decryption key to the mobile station in connection 
with periodic location update. The mobile station sends to a mobile switching center 
a [Periodic Location Update Request] and the system returns a [Location Update 
Acknowledge]. If the user of the mobile station/subscriber has the right to use the 
location service, the decryption key or the information needed to generate it is 

20 transferred in connection with said acknowledge message. In addition, a validity 
period may be given for the decryption key.

Fig. 5 illustrates the transfer of a decryption key to several mobile stations MS1, 
MS2, and MS3 in which location updates occur at different times. If the transfer of 
the decryption key occurs in connection with periodic location update, it is prefer- 

25 able to carry out the change of decryption keys in periods of time that are longer 
than the location update period. Then the new decryption key can be transferred to 
all mobile stations prior to the change of decryption keys. If a mobile station has 
been shut down and is turned on, it is possible to transfer in the first location update 
both the current decryption key and the next decryption key provided that the next 

30 change of decryption keys occurs before the next location update, cf. mobile station
MS3 in Fig. 5. On the other hand, the current decryption key and the next decryption 
key can always be transferred so that no special procedure is required at start-up.

Fig. 6 shows a signalling flow diagram of the transfer of location information to a 
mobile station in a broadcast message. In step 61 the mobile location center MLC 

35 encrypts the location information required and sends the information to a short
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message service cell broadcast center CBC. In step 62 the short message service cell 
broadcast center CBC sends the location information to a base station controller 
BSC which sends it further to a base station BTS, step 63. In step 6 the base station 
BTS sends the location information further to a mobile station MS on a short 

5 message service SMS broadcast channel.

Fig. 7 shows a location information message which can be used in conjunction with 
the solution according to the invention. A key number 71 is used for determining the 
current decryption key. A mobile station starts using a new decryption key at the 
moment when the key number changes. A message number 72 is used as an input 

10 parameter in the encryption algorithm. Public data 73 may contain public infor
mation which is needed by mobile stations that only determine OTD values and send 
them to the system for location calculation. Such information could include e.g. a 
list of base stations suitable for OTD measurements, channel numbers, base station 
identification information, burst lengths used by a base station or possible RTD 

15 values. Encrypted data 74 contains information that is available only to mobile 
stations that have the right to use the location service. These data include base 
station location information needed in location calculation, such as the base station 
coordinates and precise timing, or RTD, values. In addition, the message contains 
headers (not shown) indicating, among other things, whether encryption is applied 

20 in the message.

Fig. 8 shows a signalling flow diagram of a situation in which a decryption key is 
transferred to a mobile station in connection with location update when the mobile 
station enters the area of a new visitor location register VLR. In step 81 the mobile 
station MS starts the location update procedure. In step 82 the new mobile switching 

25 center MSC / visitor location register VLR requests from the mobile station the 
information concerning the previous visitor location register and informs the home 
location register HLR that the visitor location register has been changed, step 83. In 
step 84 the home location register performs a "cancel location" procedure for the 
previous register and sends the subscriber data to the new mobile switching center I 

30 visitor location register, step 85, and the new mobile switching center / visitor 
location register acknowledges it, step 86. In step 87 the new mobile switching 
center / visitor location register acknowledges the mobile station’s location update 
request. If the user of the mobile station has the right to use the mobile station based 
location service, the acknowledge contains the current decryption key for the broad- 

35 cast location information and possibly a decryption key for the next period.
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Fig. 9 shows a simplified block diagram of a mobile station 900 according to the 
invention in a cellular system. Below it will be first described ordinary functions of 
the mobile station. The mobile station comprises an antenna 901 to receive a radio
frequency (RF) signal transmitted by a base station. The received RF signal is 

5 directed e.g. through a duplex filter 902 to a RF receiver 911 in which the signal is 
amplified and converted digital. The signal is then detected and demodulated in 
block 912 and decoded in block 913. After that, the signal is processed in accord
ance with whether the information transmitted is speech or data. Data can be stored 
as such in the mobile station’s memory 904. According to the present invention, the 

10 location or other service data and the decryption key received from a base station are 
processed in a control unit 903 or intelligent module 940. Possible processed speech 
signal is taken to an earphone. The control unit controls the above-mentioned 
reception blocks in accordance with a program stored in the control unit/memory.

Transmission from the mobile station is e.g. as follows. First, in block 921 the 
15 control unit 903 encodes, in accordance with the system, the audio signal coming 

from the microphone. The information transmitted may also be data such as mobile 
station location information according to the invention. Encoded data are arranged 
in bursts in block 922 which are modulated and amplified into a RF signal in block 
923. The RF signal to be transmitted is taken to an antenna 901 through a duplex 

20 filter 902, for example. Also these processing and transmission functions are 
controlled by the control unit 903. In addition, Fig. 9 shows a keypad 931 and 
display 932 that are found on an ordinary mobile station.

To provide the functions according to the invention a program has been stored in the 
control unit / intelligent module on the basis of which the control unit controls the 

25 other blocks in the mobile station in accordance with the invention.

Fig. 10 shows a block diagram of an intelligent module 140 SIM. A control unit 130 
CPU controls the operation of the intelligent module SIM according to program 
code stored in program memory 142 ROM. In data memory 144 EEPROM it is 
possible to store various user-specific data which will remain in the memory even if 

30 the operating voltage were removed from the SIM module 140. The work memory
146 RAM can be used for temporary storage of data. A bus adapter 120 DATA-I/O 
adapts the mobile station interface (control and data I/O) of the intelligent module 
SIM to the internal bus 360 of the intelligent module SIM. In addition, the SIM 
module comprises an encryption block 150 for encrypting and decrypting trans- 

35 mitted and stored data. The memory units mentioned above can be used to store the 
algorithms and programs related to the present invention so that the central
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processing unit 130 can be made to perform the functions according to the 
invention. In addition, a purpose of the blocks in the intelligent module SIM is to 
manage, in accordance with the prior art, data required for the identification of the 
subscriber as well as to serve as storage means for short messages, speed dial codes 

5 and other such user-specific information.

Fig. 9 further shows the cellular system components that are utilized in a system 
according to the invention. Transmission and reception of a RF signal are realized 
through the antenna 950 of a base station 951. Connection is established from the 

base station 951 via a base station controller 952 to an exchange 953. The exchange 
10 953 is connected, apart from other base station systems in the system, also to a home

location register 954 and public switched telephone network PSTN, among other 
things. The home location register stores information about the access rights to the 
service according to the invention, among other things.

The solution according to the invention for locating a mobile station offers many ad- 
15 vantages over the prior art:

- Since the data used in the location process are transferred encrypted, users of the 
location services can be billed.
- The solution does not result in considerable additional load on the air interface.
- The method does not result in considerable additional load on the processor in the 

20 mobile station.
- Because of the reasons mentioned above, location can be performed quickly and at 
short intervals.
- The method can be easily introduced in existing networks so that only minor modi
fications are necessary.

25 - Location algorithms can be updated simply by changing SIM cards; no modi
fications to mobile stations are needed.
- The method can be used for locating both stationary and moving mobile stations.
- Location operates in real time both in the standby and call mode.

It should be noted that the invention is also applicable in conjunction with a dif- 
30 ferential GPS location system. The differential data needed by the location algo

rithm are obtained encrypted from a base station in the mobile communications 
system in the manner described above, and also the location information calculated 
by the mobile station can be transferred to the system in encrypted form.

Above it was described applications of the method according to the invention. The 
35 principle according to the invention, as regards implementation details and areas of 
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application, for example, may naturally be modified within the scope of the 
invention as defined by the claims set forth below.

Especially it should be noted that the solution according to the invention can be used 
for managing any service in which information is broadcast to users in the downlink 

5 direction. The information broadcast in the service in question is transferred in 
encrypted form on a broadcast channel, for example, and the decryption key is 
transferred separately to each mobile station. An example of such a service is the 
transfer of news to mobile stations wherein the news information can be sent on one 
and the same channel to all users and the decryption key is transferred only to those 

10 mobile stations the users of which have subscribed to the service. This facilitates 
user-specific billing without considerable additional load on the transmission 
capacity.

Above it was described application of the invention in the GSM system, but the 
invention is applicable to other, both analog and digital, communications systems as 

15 well, such as the DCS 1800/1900 (Digital Communications System at 
1800/1900 MHz), the US-TDMA system used in the United States, or the digital 
JDC system used in Japan. Similarly, the invention is also applicable to future 
systems such as the WCDMA (Wide-band Code Division Multiple Access).

Furthermore, the method according to the invention is not limited to the trans- 
20 mission channels, signalling or messages described above.

Throughout this specification and the claims which follow, 
unless the context requires otherwise, the word ■comprise", 
and variations such as "comprises" and "comprising", will 
be understood to imply the inclusion of a stated integer 
or step or group of integers or steps but not the exclusion 
of any other integer or step or group of integers or steps.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A method for managing a service in. a mobile communications system where the 

same information is transferred to a plurality of mobile stations simultaneously on one and

5 the same transmission channel, wherein said information transferred simultaneously to a 

plurality of mobile stations is encrypted and the encryption is realized using a key such that 

said key or data needed to construct a current decryption key, together with a next 

decryption key or data needed to construct the next decryption key, is transferred 

separately to each mobile station, the transferring being embedded into a location update 

10 procedure.

2. The method of claim 1, wherein said decryption key is variable.

3. The method of claim 1 or 2, wherein the decryption of said simultaneously

15 transferred information and decryption key is performed in an intelligent module.

4. A method for locating a mobile station wherein the observed time difference 

between signals received from at least two base stations is measured in the mobile station, 

the location information of said at least two base stations are transferred to the mobile

20 station, and the location coordinates of the mobile station are computed in the mobile 

station on the basis of the said time difference and location information of said at least two 

base stations, and wherein said base station location information is transferred to the 

mobile station in encrypted form and the encryption is realized using a key such that said 

key or data needed to construct a decryption key, together with a next decryption key or 

25 data needed to construct the next decryption key, is transferred separately to each mobile 

station, the transferring being embedded into a location update procedure.

5. The method of claim 4, wherein the calculation for the location of the mobile 

station is performed in an intelligent module of the mobile station.

30

6. A mobile communications system in which the same information is transferred to a 

plurality of mobile stations simultaneously on one and the same transmission channel,
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wherein said mobile communications system comprises means for encrypting, using a key, 

said information transferred simultaneously to a plurality of mobile stations, and means for 

transferring the key used in the encryption or data needed to construct a decryption key, 

together with a next decryption key or data needed to construct the next decryption key, 

5 separately to each mobile station, the transferring being embedded into a location update 

procedure.

7. A mobile station location system comprising a mobile communications system 

which comprises a plurality of base stations and mobile stations such that the observed

10 time difference between signals received from at least two base stations is measured in the 

mobile station, the location information of said at least two base stations are transferred to 

the mobile station, and the location coordinates of the mobile station are computed in the 

mobile station on the basis of said time difference and location information of said at least 

two base stations, and wherein arrangements are made for said base station location 

15 information to be transferred to the mobile station in encrypted form and a key used in 

realizing the encryption or data needed to construct a current decryption key is arranged to 

be transferred from the mobile communications system separately to each mobile station, 

together with a next decryption key or data needed to construct the next decryption key, 

the transferring being embedded into a location update procedure.

20

8. A mobile station comprising means for receiving on a broadcast channel 

information related to a service, means for decrypting said information by means of a 

decryption key, and means for receiving said decryption key or data needed to construct 

said decryption key, together with a next decryption key or data needed to construct the

25 next decryption key, on a channel assigned to said mobile station, the transfer of said keys 

being embedded into a location update procedure.

9. A mobile station which for the purpose of determining the location of the mobile 

station comprises means for receiving signals from at least two base stations, means for

30 determining the observed time difference between received signals, means for transferring 

the location information of said at least two base stations to the mobile station, and means 

for determining the location of the mobile station on the basis of said time difference and
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location information of said at least two base stations, and wherein the mobile station also 

comprises means for decrypting said base station location information using a decryption 

key and means for receiving said decryption key or data needed to construct said 

decryption key, together with a next decryption key or data needed to construct the next 

5 decryption key, on a channel assigned to said mobile station, the transfer of said keys being 

embedded into a location update procedure.

10. The mobile station of claim 9, further comprising means for sending said mobile 

station location information to a mobile communications system.

10

11. The mobile station of any one of claims 8 to 10, further comprising an intelligent 

module, which comprises means for decrypting said information using a decryption key 

and means for receiving said decryption key or data needed to construct said decryption 

key from the mobile station.

15

12. The mobile station of claim 11, wherein said intelligent module further comprises 

means for calculating the location of the mobile station on the basis of time difference 

information and base station location information.

20 13. A method for managing a service substantially as hereinbefore described with

reference to Figures 3 to 10.

14. A method for locating a mobile station substantially as hereinbefore described with 

reference to Figures 3 to 10.

25

15. A mobile station substantially as hereinbefore described with reference to Figures 3 

to 10.

16. A mobile station location system substantially as hereinbefore described with 

30 reference to Figures 3 to 10.
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17. A mobile communications system substantially as hereinbefore described with 

reference to Figures 3 to 10.

5 DATED this 4th day of December, 2002

NOKIA MOBILE PHONES LTD.

... by DAVIES COLLISON CAVE
: ’·· · Patent Attorneys for the Applicant
• ··• · ·• · ···· ·

• · · ·• · ·• · ·• ·• · · ·• · ·

···,·
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