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ABSTRACT

Methods of managing a network comprising a plurality of agents. The methods may
comprise the step of storing a plurality of agent data files corresponding to the plurality of
agents. The methods may also comprise the step of receiving periodic status messages from at
least a portion of the plurality of agents. Upon receiving a status message from a first agent,
the methods may comprise the step of updating an agent data file corresponding to',the first
agent. Also, the methods may comprise the steps of periodically identifying agent data files
from the plurality of agent data files that have not been updated for a predetermined amount
of time; and sending a request for response to a second agent correspondin g to an agent data

file that has not been updated for a predetermined amount of time.
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IMPROVED NETWORK MANAGEMENT

This application is a divisional of Canadian Patent Application No. 2,653,607 filed
May 25, 2007 for “IMPROVED NETWORK MANAGEMENT™.

TECHNICAL FIELD OF THE INVENTION

The present invention is generally directed toward network management and, more

particularly, toward monitoring the status of various network agents included within the

network.

BACKGROUND

In many computer networks, it is desirable to monitor the status of network agents.
For example, a bank having a network of Automated Teller Machines (ATM's) needs to
know the status of its ATM's. In the same way, other network operators having remote
agents often need to manage their agents for similar reasons. Most of the existing methods
for managing networks rely primarily on active polling or pinging of agents. According to
these methods, a host machine or machines on the network periodically polls each agent on
the network. When an agent receives a poll or ping, it prepares and sends a response
message to the host. The host verifies the status of an agent based on whether it replies to

the poll and on status data that may be included in the response message. If more

information about the status of an agent is required, for example, 1f the response message

indicates a problem, additional pings or polls may be sent to the agent.

Although active maintenance systems can be effective, they also have certain

drawbacks. For example, active maintenance requires a great deal of bandwidth. For every
poll or ping to an agent, two messages are carried on the network: the poll or ping and the
response message. Bandwidth-related concerns can be particularly troublesome when all or

a portion of the network path between a host and an agent is bandwidth limited, or rented on
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the basis of bandwidth. In addition to its bandwidth issues, active maintenance also is -
incapable of managing agents that the host does not know about. Each ping or poll made by
the host must be directed to the address of an agent. If the host is unaware of any agents on

the network, it most likely does not know those agents® addresses and cannot ping or learn

anything about them.

SUMMARY

In one general aspect, the present invention is directed to methods of managing a
network comprising a plurality of agents. The methods may comprise the step of storing a
plurality of agent data files corresponding to the plurality of agents. The methods may also
comprise the step of receiving periodic status messages from at least a portion of the plurality

of agents. Upon receiving a status message from a first agent, the methods may comprise the

step of updating an agent data file corresponding to the first agent. Also, the methods may
comprise the steps of periodically identifying agent data files from the plurality of agent data
files that have not been updated for a predetermined am<r)unt of time; and sending a request
foi' response to a second agent corresponding to an agent data file that has not been updated
for a predetermined amount of time.

In another general aspect, the present invention 1s direpted to methods of managing a
network comprising a plurality of agents. The methods may comprise the Stép of receiving a
periodic status message from each of a first group of agents selected from the plurality of
agents. The methods may also comprise the steps of querying a router on a local portion of

the network positioned to handle communications between components on the local portion

of the network and components on a remote portion of the network, and receiving from the
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router an indication of a second group of agents from the plurality of agents that are
communicating through the router. In addition, the methods may comprise the steps of
comparing the first group of agents to the second group of agents, and generating a list of

agents communicating through the router from which periodic status messages are not being

received.
In yet another general aspect, the invention is directed to methods of configuring a

first agent for operation on a network. The methods may comprise the steps of receiving an

- indication that the first agent is active on the network and determining if the first agent i1s

scheduled to become active on the network within a predetermined amount of time. If the
first agent is schedule to become active on the network within the predetermined amount of

time, then the first agent may be configured to send periodic status messages to a host.

FIGURES

Various embodiments of the present invention are described here by way of example
in conjunction with the following figures, wherein:

Figure 1 shows a diagram of a ng:twork according to various embodiments;

Figures 2-3 show diagrams of network components according to vartous
embodiments;

Figures 4-5 show process flows according to various embodiments;

Figures 6, 64, 7-9, 9A and 9B show screen shots of a user interface according to

various embodiments; and

Figure 10 shows a process flow according to various embodiments.
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5 DESCRIPTION

Figure 1 shows an exemplary network 100 according to various embodiments. The
network 100 may facilitate communication between a host 102 and one or more remote
agents 104. The network 100 itself may comprise a proprietary network 106 and various
remote networks 108, 110. The proprietary network 106 may include network hardware

10 (e.g., servers, routers, cabling, etc.) that is owned and/or maintained by the individual or
organization implementing the network 100 (e.g., a bank or other organization). Components
may be connected to the proprietary network 106 according to any suitable wired or wireless
method. For example, some components of the wireless network 106 may be connected via
connections directly owned or administered by the network administrator while other

15  components may be connected to the network 106 via leased connections provided by a third
party. The remote networks 108, 110 may include commercial networks or network access
services that allow machines on the proprietary network 106 to access machines beyond the
proprietary network 106, (e.g., some agents 104). For example, the remote networks 108,

110 may include the networks of Internet service providers (ISP’s), ceilul ar service providers,

70  ete. Access to the remote networks 108, 110 may be purchased, for example, in units of
bandwidth, time, periodic access fees, efc. In Figure 1, remote network 108 is represented as
a wired network and remote network 110 is represented as a wireless network. It will be

appreciated that remote networks that are mixed wired/wireless networks may also be

utilized.

25 Communication between the host 102 and the agents 104 may be handled by some

. combination of the proprietary network 106 and the remote networks 108, 110. For example,

the host 102 may be able to communicate directly with agents 104 that are resident on the
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proprietary network 106. For agents 104 that are not resident on the proprietary network 106,

the host 102 may be in contact via one or more of the remote networks 108, 110. The
proprietary network 106 may be in communication with the remote networks 108, 110, via
routers 112, 114, 116. The routers 116 may represent the hardware on the propnietary
network 106 where encrypted communications to components on the network 106 terminate.
Although the routers 106 are shown at the edge of the proprietary network 106, it will be
appreciated that that they may be physically positioned at any point in the network 106.

Figure 2 shows an exemplary diagram, according to various embodiments, of a host
102. The host 102 may include various software modules including a passive module 202, an
active module 204, a cryptographic module 206, and a statistics module 208. The functions
of the various modules will be described in more detail below. A host data store 210 may be
used to store various information related to the network 100 including the agent data files
described below. Also, according to various embodiments, the host 102 may provide a user
interface 212 to a user 214. The ﬁser 214 may be any kind of user including, an

administrative user charged with maintaining the network 100 or a portion thereof, a
customer or end user, etc. The user interface 212 may allow the user 214 to monitor and/or

manipulate the .management of the network, for example, as described in more detail below.
According to various embodiments, access to the interface 212 may be restricted to
credentialed administrative users. The interface 212 may be provided while the user 2 14 is
directly accessing a machine that includes all or part of the host 102, or may be accessed
remotely (e.g., from an agent 104). It will be appreciated that the host 102 may be

implemented across one or more individual machines.
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Figure 3 shows an exemplary diagram, according to various embodiments, of an agent

104. The agent 104 may include various components including, for example, a modem'302,
a associated device 304 and an agent data store 306. The mode;lm 302 may allow the agent
104 to communicate on tﬁe network 100 via the proprietary network 106, the wired remote
network 108, and/or the .wireless remote network 110. For example, if the agent 104 1s

intended to communicate on a wireless network, the modem 302 may include a wireless
modem such as a MULTI-SER VICE MODEM (MSM Series) modem available from
GLOBAL NET COMMERCE INC. Likewise, if the agent 104 is intended to communicate
‘on a wired network the modem 302 may include an Ethernet or other wired network interface

card or unit. Also, the modem 302 may be programmed with various parameters necessary to

communicate on the network 100, including the proprietary network 106 and any applicable
remote networks 108, 110. For example, the modem 302 may be pro erammed with various
encryption keys, network addresses, ete.

[0001] The associated device 304 may be any type of device that serves a useful
purpose on the network 100. For example, when the proprietor of the network 100 1s a bank,
the associated device 304 may be an ATM. According to other various embodiments, the
associated device 304 may be an e-mail kiosk, parking pay-station, remote ticket distributor,
etc. An agent data store 306 may be used to store various data about the agent 104 including, '
for example, data related to the agent’s connectivity on the network 100, data related to the
functionality of the associated device 304, efc. According to various embodiments, the agent

104 may provide a user interface 308 to a user 214. The interface 308 may serve various

purposes. For example, the interface 308 may allow the user 214 to troubleshoot problems
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with the agent 104. In addition, the interface 308 may allow the user 214 access to services
provided by the associated device 304 (e.g., banking services, vending services, etc.).
According to various embodiments, each agent 104 may be configured to send an
unsolicited status message or trap to the host 102 at a given interval (e.g., every 5 minutes).
This may be accomplished according to various methods. For example, some agents 104
may include dedicated processors that send the periodic status messages. Some agents 104

may also include modems 302 that can be configured to send periodic status messages by
manipulating the modem’s firmware settings. The status messages themselves may be
configured according to any suitable communication protocol including, for example, Simple

Network Mandgement Protocol (SNMP). Status messages may include a name of an agent

104 and/or another identifiable indication that the particular agent 104 is active. According
to various embodiments, the status messages may also include infofmation about the status of
an agent 104. For example, in an embodiment where the agent 1s configured to operate on a
wireless network, a status message may include an indication of Received Signal Strength
Indication (RSSI), pilot signal to iﬁterference ratio (E¢/Ig), channel, Ethernet status, efc.

Where the agent is configured to operate on a wired network, status messages may include

various other status information about wired connections including, Ethemet status, eic.
Figure 4 shows a process flow 400, according to various embodiments, for passively

managing agents 104 on the network 100. At step 402, the host 102 may receive periodic

status messages from agents 104 on the network 100. According to various embodiments, the

host 102 (e.g., via the passive module 202) may maintain a log or data file for each

configured agent 104 (e.g. at host data storage 210). The data file may include a record of

status messages received from a corresponding agent and an indication of any status



CA 02932344 2016-06-08

5 information included in the messages. The agent data files may be created manually when an
agent 104 is set up on the network, or may be created automatically by the host 102 when a
first status message is received from an agent. At step 404, the host 102 (e.g., the passive
module 202) may update the agent data files based on received status messages. It will be
appreciated that steps 402 and 404 may be performed continuously and/or simultaneously as

10  status messages are received by the host 102.
At step 406, the host 102 (e.g., via the passive module 202) may make periodic
checks of all of the agent data files to determine if any agent data files are stale. The periodic
- checks of agent data files may be made at any suitable time interval including, for éxamplc,
every two minutes. An agent data file may be stale if the host 102 has not received a status
15 message from the agent 104 within a given time period (e.g., ten minutes). If any agent data.
files are stale at decision step 408, then the status o‘f" agents 104 with stale data files (e.g.,
stale agents) may be verified at step 410 (e.g., by the active module 207 of the host 102). The
host 102 may verify the status of a stale agent 104 according to any suitable metﬁod or test.
For example, the host 102 may actively ping the agent 104 for a predetermined amount of
20  time. Also, in various embodiments, the host 102 may attempt to mmitiate a Trivial File
Transfer Protocol (TFTP), telnet or other session with the host 102.

If the host is able to verify that an agent 104 is active, then the host’s data file may no

longer be considered stale. If the host 102 is unable to verify that an agent 104 is active, then

that agent may be placed in a default list at step 414. The default list, which may bé stored,
25  for example, at the host data store. 210, may indicate agents 104 that are not active or are

experiencing communication problems. According to various embodiments, certain agents

104 maybe added to the default list even if the host 102 is able to verify that they are active.
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For example, if a particular agent 104 has failed to send status messages at the proper interval
more than a predetermined number of times, or more than a predetermined number of times
over a given time period, then it may be considered in default even if it responds to a ping or
other activity test. Also, agents 104 that have a status parameter Or parameters outside ot
predetermined thresholds, as described below, may be added to the default list. The default
list may be stored, for example, at host data store 210. According to various embodiments,
the host 102 may present the default list to a user 214, for example, via user interface 212.

It will be appreciated that according to the process flow 400, status messages may be
penerated and sent by the agents 104 automatically, without any active pings or polls from
the host 102. Active pings or polls may be sent by the host 102 when 1t has failed to receive
appropriate status messages from an agent 104. Accordingly, the volume of communication
on the network 100 and consequently the bandwidth requirements may be less than that of
traditional poll-based methods. Also, as shown by Figure 1, communications between the
ht.)st 102 and many of the agents 104 may traverse the remote networks 108 and 110.
Because access to these remote networks 108, 110 is often purchased based on bandwidth,

the reduced bandwidth of the method may result in substantial cost savings. Also, the

reduced bandwidth may facilitate wireless connections in the network path, where excessive

bandwidth may be unavailable or very expensive.

In addition to monitoring the status of agents 104 that are configured to send periodic
status messages, the host 102 may also detect all agents 104 that are communicating across
the proprietary network 106. According to various embodiments, communications on the
network 100 may be encrypted. For example, portions of the network 100 may be publicly

accessible (e.g., remote networks 106, 110) and/or connected to the Internet. As aresult,
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devices other than thosekauthorizcd to communicate on the network 100 may be in contact
with network devices. Encryption may allow network devices to communicate with one
another securely without interference from other devices. For example, only agents 104 or
hosts 102 having proper cryptographic keys may be able to send and receive secure
communications.

Figure 5 shows a process flow 500 for detecting agents 104 that are active on the
network 100, including agents 104 that are not configured to send periodic status messages.
At step 502; the hos.t 102 (e.g., via the cryptographic module 206) may find the current
cryptographic associations of the network 100. This may be accomplished by polling the

proprietary network routers 116. In response, the routers 116 may provide a list of all agents
104 that have passed an encrypted communication through one or more of the routers 116
over a given time period (e.g., cryptographic associations). The crypto graphic associations
may include various information about the agents 104 including, for example, their public
and private Internet Protocol (IP) addresses, the number of encrypted packets sent and/or
received, the subnet mask, etc. It will be appreciated that the proprietary network routers 116
may facilitate communication with the remote networks 108, 110 as well as with any agents
104 present on the proprietary network 106. Accordingly, any agent 104 communication
directed to any device on the proprietary network 106 may pass through at least one of the
routers 116. As a result, the list of cryptographic associations may be a good indication of all
of the agents 104 that are active on the network 100.

Referring back to the process flow 500, at step 504, the host 102 (e.g., via the

cryptographic module 206) may match the crypto graphic associations with known agents 104

that are sending periodic status messages (e.g., those agents 104 that have an active agent

- 10 -
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data file). According to various embodiments, cryptographic association data may be

organized by public and private IP addresses, while the agent data files may be kept based on

agent names. Accordingly, matching cryptographic associations with agent data files may

involve the use of Domain Name Server (DNS) functionality to convert IP addresses to their

corresponding agent names or visa versa. It will be appreciated that the DNS functionality

may be configured to translate IP addresses to agent names, and/or to translate agent names to

- IP addresses.

There may be some agents 104 on the network that are not configured to send
periodic status messages and/or do not have an active agent data file. These agents 104 may
not have a name associated with their IP address(es). If any such agents are found at decision
step 506, then they may be added to a pending list at step '508. The pending list may include
a listing of all agents 104 that are active on the network 100, but are not sending periodic
status messages as described above. The pending list may be provided to a user 214, for
example, via user interface 212. The user 214 may utilize the pending list to prepare and/or
configure agents 104, for example, as described below. According to various embodiments,
an agent 104 may be automatically removed from the pending list when the host 102 receives
a first status message from the agent 104.

Figures 6, 6A, 7-9, 9A and 9B show shots of a series of screens that may be provided
t0 a user 214 via the user interface 212. Figure 6 shows a view of a screen 600 configured to
display information regarding all agents 104 that are sending periodic status messages. It will
be appreciated that the screen 600 may be arranged according to any suitable configuration.

For example, as shown in Figure 6, the screen 600 is arranged into a series of columns and

11 -
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rows with each row corresponding to a single agent 104 and each column including a piece of
information about the agents 104,

Column 602 lists agent names. Column 604 lists the date and time when the most
recent status message was received from each agent 104. Column 606 may show the public
IP address of each agent 104. Another embodiment of the screen 600, shown in Figure 6A,

includes an additional column 609 for the private IP address of the agents 104. Referring

back to Figure 6, columns 610 and 612 may list addresses, states and zip codes indicating
agent 104 locations. It will be appreciated that these fields may be omitted for agents 104
that are not at a fixed location. Column 614 may list agent 104 phone numbers. An agent
104 may have a phone number, for example, when it is configured to communicate on a
wireless remote network, such as 108, and the wireless remote network 1s a cellular service
provider. The phone number may represent an agent’s address on the remote network.
Columns 616, 618, 620 and 622 may show various status information included in status
messages receiveci from the agents 104 including, for example, Received Signal Strength
Indication (RSSI), pilot signal to interference ratio (Ec/Io), channel, Ethernet status, efc. For

agents that are in default, the parameter causing the default may be highlighted. For example,

if an agent’s entry in column 604 is highlighted, as shown at field 615, then the host 102 may
not have received a status message from that agent for more than the predetermined time
period. .

The screen 600 may also include buttons 625, 627, 629 that allow a user 214 to
configure the screen to display van'c;us other information. For example selecting Search All

button 625 may cause the screen to appear as shown in Figure 6. Selecting the Fault View

button 627 may cause the screen to display the default list of agents, for example, as shown in

-12 =
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Figure 7. Each row, as shown in Figure 7, may represent an agent 104 that is in default. It
will be appreciated that the host 102 may not have received a current status message from an
agent 104 in default, and therefore, not all of the fields 616, 618, 620, 622 may be populated
for all defaulted agents 104. According to various embodiments, the screen 600 may inciude
a button (not shown) that allows a user 214 to initiate an activity test for a particular agent
104, for example, as described above with respect to step 412.

The screen 600 may also be configured to display the pending list, as shown in Figure
8, for example, by selecting the button 629. The pending list may include columns and rows
similar to Figure 6. Column 650 may list a device identifier for cach agent 104 on the
pending list. Because agents on the pending list may not have been assigned a device name
yet, the identifier shown in column 650 may be an IP address, such as the public IP address
shown. Column 611 may show the private IP address for each host. Fields 656 and 658 may
respectively show the monthly and daily byte traffic to and from each agent 104. Columns
604 for last status message received and 616, 618, 620, and 622 for agent status information
may be blank, as shown in Figure 8. This is because most agents 104 appearing on the

pending list have not yet been configured to send the host 102 status messages that would

include this information.

According to various embodiments, agents 104 listed in the screen 600 may be
selected and additional data regarding those agents may be displayed, for example, as shown
in Figure 9. The additional data may include graphs of historical reports of RSSI (field 670),

Ec/lo (field 672), Channel (field 674) and CSMA (field 676). This data may be helpful to the

user 214 in determining the status of the displayed agent 104.

- 13 -
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The screen 600 may also include another configuration (not shown) for listing
inactive devices. Inactive devices may be devices that are to be taken out of service for
business, rather than technical reasons. For example, when the network 100 is implemented
by a bank, inactive devices may include those ATM’s that are to be relocated or shut-down.

~ According to various embodiments the hc;st 102 may also be configured to perform

various statistical analyses of current and historical data received from the agents 104 (e.g.,

via statistics module 208). The data may have been received from the hosts 104 through
current and historical status messages, and may be stored at agent data files. Figure 9A
shows a screen 900 for listing various parameters of agents 104. Each row of the screen 900
includes statistical information about a single metric of an agent 104. For example, column
902 lists the name of a relevant agent 104. Column 904 lists the agent metric to be described
in a row. Column 906 shows the last value of the metn'c,' (e.g., derived from the last status
message received from the agent 104 listed in column 902). Columns 908, 910, 012 and 914
respectively list the mean, mode and median value and standard deviation of the metric over a
predetermined time period. A low and high value of the metric for the time period is listed at

column 918. A graph 920 of a given metric may be displayed as shown in Figure 9B.

In addition to, or instead of being made available for review by screen 900, statistical
data about agents 104 may be used to monitor agents 104 and troubleshoot potential
problems. According to various embodiments, the statistics module 208 may implement
dynamic threshold checking 01; an agent-by-agent basis. It will be appreciated that for

different devices, different values of data (iuantities (e.g., RSSI, Ec/lo, Channel, Ethernet

Status, efc.) may indicate an agent failure. Accordingly, the statistics module 208 may

- 14 -
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generate agent-specific failure thresholds for determining when a particular agent 104 or type

of agent 104 has failed.
To create agent-specific failure thresholds, historical data from one or more of the agents 104
may be analyzed and distribution properties may be calculated for one or more data
quantities. For example, if the distribution of a data quantity over time is normal, then a
mean and standard deviation may be found. An agent-specific failure threshold may then be
found based on the distribution. For example, if the distribution is normal, the threshold may
be exceeded if the current value of the data quantity is more than three standard deviations
from the mean value. If the distribution is not normal and/or conforms to a different type of
distribution, then other statistical or mathematical techniques as known in the art may be used
to develop the thresholds. When an agent 104 meets or exceeds a threshold, it may be added
to the default list described above.

According to various embodiments, the statistics module 208 may also have
functionality for predicting agent 104 failures before they occur. For example, upon failure
of an agent 104 in the wireless network, current and/or historical data regarding the failed

agent 104 (e.g.., RSSI, Ec/lo, Channel, Ethernet Status, efc.) may be saved as a failure protile.

The current and/or historical stétus data of active agents 104 may then be compared or
correlated to the failure profile. Agents 104 having current and/or historical data that
correlates highly to the failure profile may be in danger of failure themselves. In various
embodiments, failure profiles from multiple failed wireleés devices may be aggregated to
form master failure profiles. Also, in various embodiments, failure profiles may be

categorized based on the type of failure experienced. In this way, specific failure types may

be predicted by correlating the data of active devices to a given type of failure profile. The

- 15 -
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host 102 may handle agents 104 with predicted future failures according to any suitable
method. For example, these agents 104 may be added to the default list. According to
various embodiments, the agents 104 may be added to a separate list of agents 104 with a
high risk of failure.

According to various embodiments, the host 102 may include additional functionality
that may be ofuse to ;1 user 214. For example, according to various embodiments, the host
102 may include functionality for pushing common configuration parameters to pending
agents 104 (e.g., agents 104 that are communicating on the network but have not yet been
configured to send periodic status messages). Implementing push to production functionality |
may cause common configuration parameters to be sent to all pending agents 104, which may
advance or complete their configuration. In various embbdiments, a user 214 may implement
push to production functionality by activating a button on the “Pending” view of screen 600
shown above. After receiving the common configuration parameters, the agents 104 may
begin sending periodic status messages. In various embodiments, when the first status

message is received from an agent 104, it may be automatically removed from the pending

list, for example, according to process flows 400 and 500 above.

Also, the host 102 may be configured to capture the current system logs (syslog) of
one or more agents 104. 'fhe sysloé of an agent may indicate historical data regarding the
agent 104 and/or more detailed information regarding the agent’s status. Also, the host 102
may include functionality to allow an operator to manage firmware on the agents 104. For

example, the operator may upgrade the firmware on one or more agents 104 (e.g, for modems

302, associated devices 304, ezc.) track firmware versions, track firmware performance, etc.

- 16 -
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The host 102 may additionally include functionality for pushing parameters to
individual agents 104. For example, ins tead. of pushing common configuration parameters, as
described above with respect to the push to production functionality, the user 214 may select
any available parameter and push it to one, several or all agents 104, for example,
concurrently. This may allow the user 214 to configure one or a few pending agents 104
individually.

The systems and methods described above may be used to manage new agents 104
being brought onto the network 100. Figure 10 shows a process flow 1000 for bringing an
agent 104 onto the network 100. At step 1002, an indication of a new pending agent 104 may
be received. For example, the new pending agent 104 may be listed in the pending agent list
described above. The new pendir;g agent 104 may appear on the pending a.gent list for a
variety of reasons. For example, the new pending agent 104 may be a newly installed ATM,
kiosk or other device that is ready to be activated on the network 100. Also, the modem 302
of an agen‘t 104 or the complete agent 104 may be tested before assembly and/or installation.

During this testing, the modem 302 or agent 104 may appear on the network 100 and

- consequently on the pending agent list as a new agent 104. Accordingly, not all new pending

agents 104 are ready to be finally configured.
Referring back to the process flow 1000, at step 1004, it may be determined whether a

new pending agent 104 is ready to be configured by comparing the new pending agent 104 to .
implementation data. The implementation data may include a list of agents and a target date

for when they will be activated on the network 100. The activation date of an agent may be
driven by business considerations (e.g., when a new ATM or kiosk is required, how soon it

can be assembled and placed, etc.). If, at decision step 1006, the new pending agent 104 has
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appeared on the pending agent list near its scheduled activation date (e.g., within a few ’days),
then the new pending age:nt 104 may be configured to send periodic status messages at step
1010. If the new pending agent 104 has appeared on the pending agent list at a time not near
its scheduled activation time, this may indicate that the new pending agent 104 is only being
tested or is not otherwise ready to be configured on the network 100. In that case, its
appearance may be recorded at step 1008. According to various embodiments, the pending
agent 104 may then be deleted from the pending agent list.

It 1s to be understood that the figures and descriptions of the present invention have
been simplified to illustrate elements that are relevant for a clear understanding of the present
invention, while eliminating other elements, for purposes of clarity. Those of ordinary skill
in the art will recognize that these and other elements may be desirable. However, because
such elements are well known in the art and because they do not facilitate a better
understanding of the present invention, a discussion of such elements 1s not provided herein.

As used herein, a “computer,” “computer system,” and the like, may be, for example

and without limitation, either alone or in combination, a personal computer (PC), server-

based computer, main frame, server, microcomputer, minicomputer, laptop, personal data

assistant (PDA), cellular phone, pager, processor, including wireless and/or wireline varieties
thereof, a virtual computer systemn and/or any other computerized device or construct capable
of configuration for processing data for standalone application and/or over a networked
medium or media. Computers and computer systems disclosed herein may include
operatively associated memory for storing certain software applications used in obtaining,
processing, storing and/or communicating data. It can be appreciated that such memory can

be internal, external, remote or local with respect to its operatively associated computer or
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computer system. Memory may also include any means for storing software or other
instructions including, for example and without limitation, a hard disk, an optical (iisk, floppy
disk, ROM (read only memory), RAM (random access memory), PROM (programmable
ROM), EEPROM (extended erasable PROM), and/or other like computer-readable media.

The described systems may include various modules and/or components implemented
as software code to be executed by a processor(s) of the systems or any other computer
system using any type of suitable computer instruction type. The software code may be
stored as a series of instructions or commands on a computer readable medium. The term
“computer-readable medium™ as used herein may include, for example, magnetic and optical
memory devices such as diskettes, compact discs of both read-only and writeable varieties,
optical disk drives, and hard disk drives. A computer-readable medium may also include
memory storage that can be physical, virtual, permanent, temporary, semi-permanent and/or
semi-temporary. A computer-readable medium may further include one or more data signals
transmitted on one or more carrier waves.

While several embodiments of the invention have been described, it should be

apparent that various modifications, alterations and adaptations to those embodiments may

occur to persons skilled in the art with the attainment of some or all of the advantages of the
present invention. It is therefore intended to cover all such modifications, alterations and

adaptations without departing from the scope and spirit of the present invention.
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What 1s claimed i1s:

1. A method of configuring a first agent for operation on a network with a
host computer comprising at least one processor and operatively associated electronic
memory, wherein a first agent is associated with at lcast one automated teller machine
(ATM), the method comprising:

receiving with the host computer a periodic status message from each of a first
oroup of agents selected from a plurality of agents according to a predetermined
schedule;

with a host computer, querying a router on a local portion of the network
positioncd to handle communications between components on the local portion of the
network and components on a remote portion of the network;

receiving from the router, with the host computer, an indication of a second group
of agents selected from the plurality of agents that are communicating through the router;

comparing, with the host computer, the first group of agents to the second group
of agents;

generating, with the host computer, a list of agents communicating through the
router from which periodic status messages are not being received;

determining with the host computer if a first agent is scheduled to become active
on the network within a predetermined amount of time, wherein the determining is based
on retrieving implementation data comprising a list of agents and corresponding
scheduled activation dates, and wherein the first agent is selectcd from the list of agents
communicating through the router for which periodic status messages arc not being

received;
if the first agent is scheduled to become active on the network within the

predetermined amount of time, configuring the first agent with the first computer to send

periodic status messages to the host computer according to a predetermined schedule.

2. The method of claim 1, further comprising recording an appearance of the
first agent if the first agent is not scheduled to become active on the network within the

predetermined amount of time.

- 20 -
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3. The method of claim 1, wherein configuring the first agent to send
periodic status messages to the host comprises pushing configuration parameters to the

first agent.

“3 The method of claim 1, wherein the determining if the first agent 1s
scheduled to become active on the network within a predetermined amount ot time

comprises finding a scheduled activation date for the first agent.

5. The method of claim 1, further comprising adding the first agent to a
pending list.
0. The method of claim 1, further comprising:

storing a plurality of agent data files, wherein each of the agent data tiles
corresponds to a first group of agents selected from the plurality ot agents;

upon receiving a status message from a first agent, updating an agent data tile
corresponding to the first agent:

periodically identifying agent data files from the plurality of agent data files that
have not been updated for a predctermined amount of time; and

sending a request for response to a second agent corresponding to an agent data

file that has not been updated for a predetermined amount of timc.

7. A computer system for managing automated teller machines (ATM's), the
system comprising:
a plurality of agents executed by compulters, wherein each of the plurality of
agents is associated with at least one ATM,;
a host computer in communication with the plurality of agents via a network,
whercin the host is configured to:
receive a periodic status message from each of a first group of agents

selected from a plurality of agents according to a predetermined schedule;

2971 -
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query a router on a local portion of the network positioned to handle
communications between components on the local portion of the network and
componcnts on a remote portion of the network;
receive from the router an indication of a second group of agents selected
from the plurality of agents that are communicating through the router;
compare the first group of agents to the second group ot agents;
generate a list of agents communicating through the router from which
periodic status messages are not being received;
determine if a first agent is scheduled to become active on the network within a
predetcrmined amount of time, wherein the determining is based on retrieving
implementation data comprising a list of agents and corresponding scheduled activation
dates, and wherein the first agent is selected from the list of agents communicating
through the router for which periodic status messages are not being received; and
if the first agent is scheduled to become active on the network within the
predetermined amount of time, configure the first agent to send periodic status messages

to the host computer according to a predetermined schedule.

8. The computer system of claim 7, wherein the host is further configured to
record an appearance of the first agent if the first agent is not scheduled to become active

on the network within the predetermined amount of time.

9. The computer system of claim 7, wherein configuring the first agent to
send periodic status messages to the host comprises pushing configuration parameters to

the first agent.

10.  The computer system of claim 7, wherein the determining 1f the first agent
is scheduled to become active on the network within a predetermined amount of time

comprises finding a scheduled activation date for the first agent.

11.  The computer system of claim 7, wherein the host is further configured to

add the first agent to a pending list.
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12.  The computer system of claim 7, wherein the host is further configured to:

store a plurality of agent data files, wherein each of the agent data files
corresponds to a first group of agents selected from the plurality of agents;

upon receiving a status message from a first agent, update an agent data file
corresponding to the first agent;

periodically identify agent data files from the plurality of agent data files that
have not been updated for a predetermined amount of time; and

send a request for response to a second agent corresponding to an agent data file

that has not been updated for a predetermined amount of time.

13. A computer readable medium having instructions stored thereon that when
executed by a processor of a host computer, cause the processor to perform the steps of:

receive a periodic status message from each of a first group of agents selected
from a plurality of agents according to a predetermined schedule, wherein each of the
plurality of agents is associated with at least one automated teller machine (ATM);

query a router on a local portion of a network positioned to handle
communications between components on the local portion of the network and
components on a remote portion of the network;

receive (rom the router an indication of a second group of agents selected from
the plurality of agents that are communicating through the router;

compare the first group of agents to the second group ot agents;

generate a list of agents communicating through the router from which periodic
status messages are not being received;

determine if a first agent is scheduled to become active on the network within a
predetermined amount of time, wherein the determining is based on implementation data
comprising a list of agents and corresponding scheduled activation dates, and wherein the
first agent is selected from the list of agents communicating through the router for which
periodic status messages are not being received; and

if the first agent is scheduled to become active on the network within the

predetermined amount of time, configure the first agent to send periodic status messages
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to the host computer according to a predetermined schedule, wherein the computer

readable medium is a tangible article.

14.  'The computer readable medium of claim 13, further comprising
instructions that when executed by the processor, causc the processor to perform the steps
of recording an appearance of the first agent if the first agent is not scheduled to become

active on the network within the predetermined amount of time.

15.  The computer readable medium of claim 13, wherein configuring the first
agent to send periodic status messages to the host comprises pushing configuration

parameters to the first agent.

16.  The computer readable medium of claim 13, wherein the determining if
the first agent is scheduled to become active on the network within a predctermined

amount of time comprises finding a scheduled activation date for the first agent.

17.  The computer readable medium of claim 13, further comprising
instructions that when executed by the processor, cause the processor to perform the steps
of:

storing a plurality of agent data files, wherein each of the agent data files
corresponds to a first group of agents selected from the plurality of agents;

upon receiving a status message from a first agent, updating an agent data file

corresponding to the first agent;

periodically identifying agent data files from the plurality of agent data files that
have not been updated for a predetermined amount of time; and

sending a request for response to a second agent corresponding to an agent data

file that has not been updated for a predetermined amount of time.
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