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(57) Abstract: Technologies for one-tap connection and synchronization with a device in a non-active state are disclosed. When a
user brings a first device enabled for Near Field Communication (NFC) to close proximity of a second NFC-enabled device when
the second device isin anonactive state, the second device may be awakened, or placed in an active state, for aperiod of time to per -
form one or more operations before returning to the non-active state. These operations include, for example, allowing the first device
to access data stored in the second device and synchronizing one or more applications installed on the second device with remote
SErvers.
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CONNECTION AND SYNCHRONIZATIONWITH A DEVICE INA NON-ACTIVE
STATE BASED ON NEAR FIELD COMMUNICATION

BACKGROUND

Near Field Communication (NFC) is a standards-based connectivity technology that
establishes wireless connection between two devices in close proximity of each other, typically
in the order of a few centimeters. NFC allows users to transfer information by touching, or
tapping, one device with another device. Aswith proximity card technology, NFC uses magnetic
induction between two loop antennas located within two NFC-enabled devices that are in close
proximity of each other, effectively forming an air-core transformer.

The act of bringing one NFC-enabled device to close proximity of another NFC-enabled
device with or without the two devices physically contacting each other, referred to as an "NFC
tap” or "one tap" operation hereinafter. With an NFC tap operation, a user can conveniently
perform avariety of tasks, including mobile payment, secure login, wireless pairing, triggering
peer-to-peer data exchange, file transfer, file sharing, mobile gaming, user identification, and so
on. For example, by tapping an NFC-enabled computing device, such as a notebook computer or
a desktop computer, with an NFC-enabled smartphone, information exchange between the laptop
and the smartphone can take place while the two devices remain in close proximity, e.g., within 4
centimeters and theoretically up to 20 centimeters. In the United States, for instance, many
smartphones currently on the market already contain embedded NFC chips that can send
encrypted data a short distance to areader located next to aretail cash register.

Presently, for an NFC tap operation to be carried out, both the tapping device and the
tapped device need to be powered on and in an active state, e.g., not in a sleeping state. Takethe
above-mentioned NFC-enabled smartphone and NFC-enabled notebook computer as an
example. When the lid of the notebook computer is closed, the notebook computer istypicaly in
a state other than the Advanced Configuration and Power Interface (ACPI) so state. In other
words, the notebook is in an active or working state. When the lid of the notebook computer is
closed, auser may need to open the notebook computer's lid to "wake" it up by placing it in the
ACPI state so in order for the notebook computer to interact with the smartphone based on the

NFC technology.

An NFC-enabled notebook computer may be enabled for Always On Always Connected
(AOAC). Such AOAC notebook computer may enter into a slegping or non-active state when not
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being used, eg., after being idle for a certain period, to conserve energy. However, even when
the AOAC notebook computer is in the sleeping or other non-active state, the AOAC notebook
computer still needs to wake up periodically to scan for application processes. The periodic
waking of the AOAC notebook computer typicaly involves areal-time communication timer to
allow applications to synchronize. This would introduce system complexity pertaining to system
therma management (especialy if the notebook computer isin abag), impact on battery life due
to longer periodic wakes, possible operation system crash due to frequent repeated wakes, etc.

Furthermore, apurpose of waking up an NFC-enabled device from a sleeping or other non-
active state may beto allow one or more applications installed on the device to synchronize with
a server or another device. However, network connectivity during the time when the NFC-
enabled device is in an active state may not be guaranteed. In other words, waking the NFC-
enabled device may still result in unsuccessful synchronization.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating an example framework implementing one-tap
connection and synchronization with a device initially in a non-active state in accordance with

the present disclosure.

FIG. 2 is a flowchart illustrating an example method for one-tap connection and
synchronization with a device initialy in a non-active state in accordance with the present

disclosure.

FIG. 3 is a flowchart illustrating another example method for one-tap connection and
synchronization with a device initialy in a non-active state in accordance with the present

disclosure.

FIG. 4 is ablock diagram illustrating an example computing device that implements a one-
tap connection and synchronization scheme when initially in a non-active state in accordance

with the present disclosure.

The Detailed Description is described with reference to accompanying figures. In the
figures, the left-most digit(s) of a reference number identifies the figure in which the reference
number first appears. The same numbers are used throughout the drawings to reference like
features and components.
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DETAILED DESCRIPTION

With one or more implementations described herein, when a user "NFC taps' an NFC-
enabled device that is in a non-active state with another NFC-enabled device, the non-active
device temporarily activates for a short period of time or perhaps just long enough to carry out
one or more tasks before returning to the non-active state. One of the tasks may be, for example,
allowing one device to access certain data stored in the other device. Another example task may
involve synchronizing one or more applications installed on thejust-activated device with one or
more remote servers. If the to-be-activated device can carry out atask requested by the tapping
device while the to-be-activated device isin the non-active state, then to-be-activated device will
not be awakened unnecessarily because of the NFC tap operation by the tapping device.
Moreover, the tapping device needs to be an authorized device as verified by the to-be-activated
device in order for the tapping device to trigger the to-be-activated device to carry out tasks via

the NFC tap operation.
Overview

Described herein are architectures, platforms, methods, devices, etc. that enable one-tap
connection and synchronization between two NFC-enabled devices when one of the devicesisin
a non-active state. A user holding a first device may initiate the one-tap connection and
synchronization by tapping a second device that is in a non-active state with the first device, or
by bringing the first device to close proximity of the second device without the first device
actually contacting the second devicee A communication unit capable of NFC-based
communication in the second device detects the presence of the first device and receives
information from the first device. Based on the information received from the first device, a
control unit in the second device determines whether the second device should be in an active
state to carry out one or more tasks as requested by the first device. The second device may
transition from the non-active state to the active state and remain in the active state for a most a

predetermined duration to carry out the one or more tasks requested by the first device.

The disclosed techniques alow users to use an NFC tap operation with a handheld device
to wake a computing device that isinitially in anon-active state, such as an ACPI state other than
the so (S-zero) state, without the user manually waking the computing device. Once awakened,
or placed in an active state such as the ACPI state so, the computing device may betriggered to
carry out a number of tasks during a set amount of time. When the time is up or after the tasks
have been completed, whichever occurs first, the computing device may return to the non-active

state.
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For example, a user may work with an email application that is installed on an NFC-
enabled notebook computer while on an airplane with the notebook computer not connected to a
network. The user may reply to emails, compose new emails, and so on. When the user exits the
airplane the user may simply tap his NFC-enabled smartphone on the notebook computer, with
its lid closed, to launch the email application to synchronize with a remote back-end server,
resulting in emails being sent and received. A s another example, the user may tap the smartphone
on the notebook computer, which has its lid closed or isin anon-ACPI state SO, to gain access to
the notebook computer, navigate through media library stored on the notebook computer, select

and play media on the smartphone without manually waking the notebook computer.

The disclosed techniques implement an efficient wake policy for Always On Always
Connected (AOAC) devices. With the disclosed techniques implemented, an AOAC device does
not need to periodically wake up and scan for application processes. Rather, the AOAC device is

informed when an application process of interest is available by another device via NFC.

As part of the NFC tap operation, a user may indicate what type of data is to be
synchronized, e.g., emails this time, or emails and social media posts this time, etc. The disclosed
techniques render AOAC operations efficient asthe up time of the AOAC device shortened, thus
conserving battery life.

Example Framework

FIG. 1 illustrates an example framework 100 that implements one-tap connection and
synchronization between awireless device 130 and a computing device 105 with the computing
device 105 initially in a non-active state. In an implementation, both the computing device 105
and the wireless device 130 are equipped with necessary hardware and/or software to enable
them to establish wireless communication based on the NFC technology. As an example for
illustrative purpose, the computing device 105 may be an NFC-enabled notebook computer or
laptop computer, and the wireless device 130 may be an NFC-enabled smartphone. When the
wireless device 130 isin close proximity of the computing device 105, awireless connection 150
based on NFC between the wireless device 130 and the computing device 105 exists thus
allowing the detection of the presence of the wireless device 130 based on NFC.

The framework 100 may additionally include a network 170, which represents a
combination of one or more wired and wireless networks and the Internet, and anumber of back-
end servers communicatively coupled to the network 170, such as application X server 182,
application Y server 184, and application Z server 186, via network connections 172, 174, 176,
respectively. The wireless device 130 is communicatively coupled to the network 170 via
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wireless connection 160, and is able to receive information from and provide information to
servers connected to the network 170, such asthe servers 182, 184, 186. The computing device
105, or components of the computing device 105, may establish communication with the
network 170 as well as one or more of the servers 182, 184, 186 via the wireless device 130.
Those ordinarily skilled in the art would appreciate that, although a set number of back-end
servers are shown in FIG. 1, in various implementations the number of back-end servers

connected to the network 170 may differ.

The framework 100 may further include a Wi-Fi access point 140. The wireless device 130
may communicate with the access point 140 via Wi-Fi connection 156. The computing device
105 may also communicate with the access point 140 via Wi-Fi connection 154 after the wireless
device 130 has already scanned and identified the access point 140 to be legitimate and safe for
use. The access point 140 may be communicatively coupled to the network 170 via network

connection 158.

The computing device 105 may include a circuit 110 and system memory 120 coupled to
the circuit 110. The circuit 110 may include awireless communication unit 112 and a control unit
114 coupled to the wireless communication unit 112. The system memory 120 may have
software applications and data stored therein, such as application X 122, application Y 124,
application Z 126, and data file 128 as illustrated in FIG. 1. Those ordinarily skilled in the art
would appreciate that, although a set number of applications and data file are shown in FIG. 1, in
various implementations the number of applications and data files stored in the system memory
120 may differ. In some embodiments, the circuit 110 and the system memory 120 may be
integral parts of an integrated circuit, or chip. Alternatively, the circuit 110 and the system
memory 120 may be separate integrated circuits. In some embodiments, the control unit 114 and
the wireless communication unit 112 may be integral parts of a chip. Alternatively, the control
unit 114 and the wireless communication unit 112 may be separate chips, asin achipset. In some
embodiments, part of the circuit 110 may include hardware, firmware, software, or a
combination thereof. In some embodiments, some of the hardware components of the circuit 110

may include discrete electronic components on aprinted circuit board.

The wireless communication unit 112 is configured to establish wireless communication
with one or more wireless devices, such as the wireless device 130, detect the presence of the
wireless device 130 based on NFC when the wireless device is in close proximity, receive
information from the wireless device 130, and transmit information to the wireless device 130.
The wireless communication unit 130 may establish the wireless connection 150 with the

wireless device 130 based on NFC. Optionaly, the wireless communication unit 130 may also be
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capable to establish a non-NFC wireless connection 152 with the wireless device 130 based on
another wireless technology, such as Wi-Fi, Bluetooth, radio frequency (RF) for example.
Alternatively, the circuit 110 or the computing device 105 may have another wireless
communication unit to establish the wireless connection 152 with the wireless device 130. The
control unit 114 is configured to examine information received by the wireless communication
unit 112 from one or more wireless devices, such as information transmitted by the wireless
device 130 for example. The control unit 114 is configured to verify whether the wireless device
from which the examined information is recelved is an authorized device. For example, the
information received from the wireless device 130 may contain identification of the wireless
device 130, eg., aplain language description, a name given by its user, a serial number, a Media
Access Control (MAC) number or the like. The control unit 114 may compare such identification
with atable of identifications of devices that are authorized by a user of the computing device
105 to establish communication with the computing device 105. When there is a match between
the identification of the wireless device 130 and the identification of an authorized device, the
control unit 114 verifies the wireless device 130 as an authorized device, and further
communication and operations may ensue. In an event that the wireless device 130 is not verified
as an authorized device, the control unit 114 may prevent any action by the computing device

105 or any part thereof from being triggered by the wireless device 130.

The control unit 114 is also configured to determine whether the computing device 105
should transition from a non-active state to an active state according to a command, e.g., awake
command, in the information received from the wireless device 130. As an example, when the
computing device 105 is in a hon-active state, the computing device 105 may be in one of the
following ACPI states. S2 (central processing unit powered off), S3 (standby), S4 (hibernation)
and S5 (soft off). Similarly, when the computing device 105 isin an active state, the computing
device 105 may be in the ACPl so (working) state. In an event that the control unit 114
determines the computing device 105 should be transitioned to the active state, e.g., ACPl SO,
the control unit 114 issues a command or executes a procedure to cause the computing device
105 to wake to be in the active state, and remain in the active state for a most a predetermined
duration, before the computing device 105 returns to the non-active state. The predetermined
duration can have a default value, e.g., 30 seconds, and may be set and adjusted by a user, and

may be of any length of time whether afew seconds, minutes, or hours.

As the technology of the present disclosure minimizes the length of the wake time of the
computing device 105 that is initially in a non-active state, the control unit 114 may transition

the computing device 105 back to the non-active state upon the expiration of the defined
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duration, or upon the completion of one or more tasks the computing device 105 is placed in the
active state for, whichever occurs first. Alternatively or additionaly, the control unit 114 may
transition the computing device 105 back to the non-active state upon receiving a command, e.g.,
a shutdown command, from the wireless device 130 via another NFC tap operation to place the
computing device 105 back to deep, for example, regardless whether the defined duration has

expired or whether the one or more tasks have been completed.

There may be cases when a request received from the wireless device 130 can be
responded without waking the computing device 105. The control unit 114 is configured to
identify any operation indicated in the information received from the wireless device 130 that
can be carried out without the computing device 105 being in the active state, and carry out the
operation(s) with the computing device 105 being in the non-active state. For example, if the
information received from the wireless device 130 requests for certain data that is readily
available to the control unit 114, the control unit 114 may provide such data to the wireless
device 130 through the wireless communication unit 112 while the computing device 105

remains in the non-active state.

When the information received from the wireless device 130 includes a command to access
data stored in the computing device 105, e.g., data 128 stored in the system memory 120, the
control unit 114 is configured to transition the computing device 105 from the non-active state to
the active state. The control unit 114 may then cause the wireless communication unit 112 to
transmit the requested data 128 to the wireless device 130 in response to the command. After the
data 128 has been transmitted to the wireless device 130 or when the defined duration expires,
whichever occurs first, the control unit 114 transitions the computing device 105 from the active
state to the non-active state. As an example for illustrative purpose, a user may tap the wireless
device 130, e.g., a smartphone, on the computing device 105, e.g., a notebook computer having
its lid closed, to remotely access data, such as files, photos, video clips and/or music files, stored
in the computing device 105, e.g., system memory 120, without the user manually waking the

computing device 105.

In some implementations, the circuit 110 may further comprise a synchronization unit 116
and a connection management unit 118 coupled to the synchronization unit 116. The
synchronization unit 116 and the connection management unit 118 may be integral part of the
control unit 114 as shown in FIG. 1 or, aternatively, the synchronization unit 116 and the
connection management unit 118 may be separate from and coupled to the control unit 114. The
synchronization unit 116 is configured to launch one or more applications installed on the

computing device, such as application X 122, application Y 124, and application Z 126, and
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cause the one or more applications to respectively synchronize with one or more remote servers,
such as application X server 182, application Y sever 184, and application Z server 186. The
connection management unit 118 is configured to establish a communication connection, such as
the wireless connection 152, with the wireless device 130 via the wireless communication unit

112 or another wireless communication unit of the computing device 105.

When the information received from the wireless device 130 contains a command to
synchronize one or more of the applications installed on the computing device 105, the control
unit 114 is configured to transition the computing device 105 form anon-active state to an active
state, cause the connection management unit 118 to establish a first connection, such as wireless
connection 152, with the wireless device 130, cause the synchronization unit 116 to launch the
one or more applications and synchronize the one or more applications with one or more
respective remote servers over the first connection. Upon the expiration of the defined duration
or completion of the synchronization, whichever occurs first, or upon receiving a shutdown
command from the wireless device 130, the control unit 114 is configured to transition the

computing device 105 from the active state to the non-active state.

For example, when the information received from the wireless device 130 includes a
command that selects one or more of application X 122, application Y 124 and application Z 126
to synchronize with application X server 182, application Y server 184 and application Z server
186, the control unit 114 places the computing device 105 in an active state, such asACPI state
so, for a most a defined duration, e.g., 60 seconds. The defined duration may be predetermined,
calculated, or otherwise some determinable period of time. During the defined duration, the
selected application X 122, application Y 124 and/or application Z 126 synchronize with the
application X server 182, application Y server 184 and/or application Z server 186. If the
synchronization is completed before the defined duration expires, and there is no other task to be
carried out by the computing device 105 while in the active state, the control unit 114 transitions
the computing device 105 back to the non-active state. If the defined duration expires while the
synchronization is in progress, the control unit 114 transitions the computing device 105 back to
the non-active state. If a shutdown command is received from the wireless device 130 via
another NFC tap operation, even before the synchronization is complete or before the defined
duration expires, the control unit 114 transitions the computing device 105 back to the non-active

state.

The information received from the wireless device 130 because of he NFC tap operation
may include several pieces of information. Such pieces of information include: (1) a connection

profile based on which the connection management unit establishes the first connection; (2) alist
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of operations for the computing device to execute when the computing device is in the active
state during the defined duration; and (3) a shutdown policy indicating whether the computing
device should shut down or stay in the active state after completing the operations in the list of

operations.

The connection profile may include one or more of the following: (i) parameters relating to
connecting to the wireless device via Wi-Fi; (ii) parameters relating to connecting to the wireless
device via Bluetooth; and (iii) parameters relating to connecting to a public Wi-Fi access point
that the wireless device has aready scanned and identified to be legitimate and safe for use. For
example, if the wireless device 130 is capable of communication via Wi-Fi, the connection
profile may include parameters for the connection management unit 118 to set up a Wi-Fi
connection, wireless connection 152, with the wireless device 130 via the wireess
communication unit 112 or another wireless communication unit of the computing device 105. If
the wireless device 130 is capable of communication via Bluetooth, the connection profile may
include parameters for the connection management unit 118 to set up a Bluetooth connection,
wireless connection 152, with the wireless device 130 via the wireless communication unit 112
or another wireless communication unit of the computing device 105. If the wireless device 130
has verified the access point 140 to be legitimate and safe for use, the connection profile may
include parameters for the connection management unit 118 to set up the Wi-F connection 154
with the access point 140 via the wireless communication unit 112 or another wireless

communication unit of the computing device 105.
Example Methods

FIG. 2 illustrates an example method 200 for one-tap connection and synchronization with
a device initially in anon-active state. Method 200 may be carried out by the computing device
105, or more specificaly the circuit 110, with respect to the wireless device 130. The order in
which the method blocks is described is not intended to be construed as a limitation, and any
number of the described method blocks may be combined in any order to implement the method,
or alternate method. Additionally, individual blocks may be deleted from the method without
departing from the spirit and scope of the subject matter described herein. Furthermore, the
method may be implemented in any suitable hardware, software, firmware, or a combination

thereof, without departing from the scope of the present disclosure.

At block 202, apresence of afirst device in close proximity of a second device that isin a
non-active state is detected. For example, the wireless communication unit 112 of the computing

device 105 detects a presence of the wireless device 130 because of a user tapping the wireless
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device 130 on the computing device 105, while the computing device 105 is in a non-active

state.

At block 204, information is received from the first device. For example, information
including a command is received by the wireless communication unit 112, and hence by the

control unit 114, from the wireless device 130 via the NFC-based wireless connection 150.

At block 206, whether or not the second device should be in an active state is determined
according to the information received from the first device. For example, based on the command
in the information received from the wireless device 130, the control unit 114 determines
whether the computing device 105 should be transitioned from the non-active state to an active

state.

At block 208, in an event that it is determined the second device should be in the active
state, the second device is placed in the active state for a most a defined duration before
returning to the non-active state. For example, when the control unit 114 determines that the
computing device 105 should be in the active state, e.g., to carry out one or more tasks, based on
the command in the information received from the wireless device 130, the control unit 114
places the computing device 105 in the active state, e.g., ACPI state soO, for a most a defined
duration, e.g., 30 seconds or 60 seconds. The control unit 114 may aternatively cause the
computing device 105 to be placed in the active state by triggering a processor, a middleware
module or a software module in the computing device 105 to place the computing device 105 in

the active state.

In some embodiments, the presence of the first device in close proximity of the second
device is based on NFC technology. For example, both the computing device 105, or more
specifically the wireless communication unit 112, and the wireless device 130 are NFC-enabled.
The wireless communication unit 112 detects the presence of the wireless device 130 based on
the NFC technology because of an NFC tap operation, e.g., a user tapping the wireless device
130 on the computing device 105.

In some embodiments, the information recelved from the first device may include a
command that causes one or more applications installed on the second device to synchronize
with one or more respective remote servers upon the second device being in the active state. For
example, acommand in the information received from the wireless device 130 may cause one or
more of the application X 122, application Y 124 and application Z 126 to respectively
synchronize with the remote back-end application X server 182, application Y server 184 and
application Z server 186.
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In some embodiments, the command may include information indicative of a connection
profile, a list of operations for the second device to execute when the second device is in the
active state during the defined duration, and a shutdown policy indicating whether the second
device should shut down or stay in the active state after completing the operations in the list of
operations. For example, the command may indicate a connection profile for the computing
device 105 to connect with the wireless device 130, e.g., for application synchronization and/or
for the wireless device 130 to access data stored in the system memory 120. The command may
also indicate alist of operations that the computing device 105 isto execute when the computing
device 105 is in the active state during the defined duration. The command may also indicate a
shutdown policy that tells the control unit 114 whether to shut down the computing device 105
upon completion of the operations in the list or to keep the computing device 105 in the active

state until the expiration of the defined duration.

In some embodiments, the connection profile may include parameters relating to
connecting to the first device via Wi-Fi, parameters relating to connecting to the first device via
Bluetooth, or parameters relating to connecting to a public Wi-Fi access point that the first
device has already scanned and identified to be legitimate and safe for use, or a combination
thereof. For example, the wireless device 130 may be equipped to communicate based on Wi-Fi
or Bluetooth, and accordingly the wireless device 130 provides pertinent parameters for the
control unit 114, or more specifically the connection management unit 118, to set up the wireless
connection 152, either aWi-Fi connection or a Bluetooth connection depending on the case, with
the wireless device 130. If there exists the Wi-Fi access point 140 and the access point 140 has
been scanned and verified by the wireless device 130, the wireless device 130 may provide
parameters for the control unit 114, or more specificaly the connection management unit 118, to

set up the Wi-Fi connection 154 with the access point 140.

At block 210, when the second device is in the active state during the defined duration, the
one or more applications are triggered to synchronize with the one or more remote servers,
respectively. For example, when the information received from the wireless device 130 includes
acommand for one or more of the application X 122, application Y 124 and application Z 126 to
synchronize with the respective application X server 182, application Y server 184 and
application Z server 186, the synchronization unit 116 causes or launches the selected
application(s) to synchronize with the respective back-end server(s). In some embodiments, the
second device returns to the non-active state upon the one or more applications completing
synchronization with the one or more respective remote servers, or upon expiration of the

defined duration, whichever occurs first. For example, in the case of one or more of the
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application X 122, application Y 124 and application Z 126 synchronizing with the respective
application X server 182, application Y server 184 and application Z server 186, the control unit
114 may cause the computing device 105 to transition back to the non-active state, e.g., ACPI
state S2, S3, 4 or S5, when the defined duration expires or when the synchronization is
complete, whichever occurs first. Alternatively, if the wireless device 130 sends a shutdown
command via another NFC tap operation, the control unit 114 may shut down the computing
device 105 regardless whether the defined duration has expired or whether the synchronization is

complete.

In some embodiments, the information received from the first device may include a
command that causes the second device to alow the first device to access data stored in the
second device upon the second device being in the active state. For example, a command in the
information received from the wireless device 130 may cause the computing device 105, or more
specifically the control unit 114, to allow the wireless device 130 to access data file 128 stored in
the system memory 120 of the computing device 105 when the computing device 105 is in the

active state,

At block 212, when the second device is in the active state during the defined duration, the
second device istriggered to allow the first device to access data stored in the second device. For
example, the command in the information received from the wireless device 130 may indicate a
request to access data file 128, stored in the system memory 120 of the computing device 105, by
the wireless device 130. In some embodiments, the second device is caused to return to the non-
active state upon completion of the first device accessing data stored in the second device, or
upon expiration of the defined duration, whichever occurs first. For example, in the case of the
wireless data 130 access the data file 128, the control unit 114 may cause the computing device
105 to transition back to the non-active state, e.g., ACPl state S2, S3, $4 or S5, when the defined
duration expires or when the data access by the wireless device 130 is complete, whichever
occurs first. Alternatively, if the wireless device 130 sends a shutdown command via another
NFC tap operation, the control unit 114 may shut down the computing device 105 regardiess
whether the defined duration has expired or whether the synchronization is complete.

At block 214, the second device is returned to the non-active state. For example, whether
because of the expiration of the defined duration, the completion of the tasks/operations carried
out by the computing device 105, or receiving a shutdown command from the wireless device

130, the control unit 114 returns the computing device 105 to the non-active state.
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FIG. 3illustrates another example method 300 for one-tap connection and synchronization
with a device initially in a non-active state. Method 300 may be carried out by the computing
device 105, or more specifically the circuit 110, with respect to the wireless device 130. The
order in which the method blocks is described is not intended to be construed as a limitation, and
any number of the described method blocks may be combined in any order to implement the
method, or alternate method. Additionally, individual blocks may be deleted from the method
without departing from the spirit and scope of the subject matter described herein. Furthermore,
the method may be implemented in any suitable hardware, software, firmware, or a combination

thereof, without departing from the scope of the present disclosure.

At block 302, apresence of afirst device in close proximity of a second device, while the
second device is in anon-active state, is detected. For example, the wireless communication unit
112 of the computing device 105 detects a presence of the wireless device 130 because of a user
tapping the wireless device 130 on the computing device 105, while the computing device 105 is

in anon-active state.

At block 304, information is received from the first device. For example, information
including a command is received by the wireless communication unit 112, and hence by the

control unit 114, from the wireless device 130 via the NFC-based wireless connection 150.

At block 306, whether or not the first device is an authorized device is determined
according to the information received from the first device. For example, based on the
information received from the wireless device 130, the control unit 114 determines whether the
wireless device 130 is an authorized device, e.g., the wireless device 130 is an authorized device

previousdly registered with the computing device 105.

At block 308, in an event that it is determined the first device is an authorized device, the
second device is placed in an active state for a most a defined duration before returning the
second device to the non-active state. For example, once the control unit 114 determines the
wireless device 130 as an authorized device, the control unit 114 places the computing device
105 in an active state, e.g., ACPl state soO, for a most a defined duration, e.g., 30 seconds, 45

seconds or 60 seconds.

At block 310, data stored in the second device istransmitted to the first device in response
to a command requesting for the data in the information received from the first device. For
example, when a command in the information received from the wireless device 130 indicates

the wireless device 130 isto access data file 128, the wireless communication unit 112 or another
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wireless communication unit transmits data in the data file 128 to the wireless device 130 via the

wireless connection 152.

At block 312, one or more applications installed on the second device are launched to
synchronize with one or more respective remote servers in response to acommand requesting for
the data in the information received from the first device. For example, when the information
received from the wireless device 130 includes a command for one or more of the application X
122, application Y 124 and application Z 126 to synchronize with the respective application X
server 182, application Y server 184 and application Z server 186, the synchronization unit 116
causes or launches the selected application(s) to synchronize with the respective back-end

server(s).

At block 314, the second device is returned to the non-active state. For example, upon
completion of accessing the data file 128 by the wireless device 130, or completion of
synchronizing one or more of the application X 122, application Y 124 and application Z 126, or
expiration of the defined duration, the control unit 114 transitions the computing device 105 back

to the non-active state, e.g., ACPI state S2, S3, 4 or S5.
Example Computing Device

FIG. 4 illustrates an example computing device 400 that implements a one-tap connection
and synchronization scheme when initially in a non-active state. However, it will be readily
appreciated that the techniques disclosed herein may be implemented in other computing
devices, systems, and environments. The computing device 400 shown in FIG. 4 is one example
of a computing device and is not intended to suggest any limitation as to the scope of use or

functionality of the computer and network architectures.

In a least one implementation, computing device 400 typically includes a least one
processing unit 402 and system memory 404. Depending on the exact configuration and type of
computing device, system memory 404 may be volatile (such as RAM), non-volatile (such as
ROM, flash memory, etc.) or some combination thereof. System memory 404 may include an
operating system 406, one or more program modules 408, and may include program data 410. A
basic implementation of the computing device 400 is demarcated by a dashed line 414.

The program module 408 may include a module 412 configured to implement the one-tap
connection and synchronization scheme as described above. For example, the module 412 may
carry out one or more of the method 200 and the method 300, and variations thereof, eg., the
computing device 400 acting as described above with respect to computing device 105 when in a

non-active state,



10

15

20

25

30

WO 2013/089779 PCT/US2011/065504
15

Computing device 400 may have additional features or functionality. For example,
computing device 400 may aso include additional data storage devices such as removable
storage 416 and non-removable storage 418. In certain implementations, the removable storage
416 and non-removable storage 418 are an example of computer accessible media for storing
instructions that are executable by the processing unit 402 to perform the various functions
described above. Generally, any of the functions described with reference to the figures can be
implemented using software, hardware (e.g., fixed logic circuitry) or a combination of these
implementations. Program code may be stored in one or more computer accessible media or
other computer-readable storage devices. Thus, the processes and components described herein
may be implemented by a computer program product. As mentioned above, computer accessible
media includes volatile and non-volatile, removable and non-removable media implemented in
any method or technology for storage of information, such as computer readable instructions,
data structures, program modules, or other data. The terms "computer accessible medium" and
"computer accessible medid' refer to non-transitory storage devices and include, but are not
limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,
digital versatile disks (DVD) or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or any other non-transitory medium that
can be used to store information for access by a computing device, e.g., computing device 400
and computing device 105. Any of such computer accessible media may be part of the

computing device 400.

In one implementation, the removable storage 416, which is a computer accessible
medium, has a set of instructions 430 stored thereon. When executed by the processing unit 402,
the set of instructions 430 cause the processing unit 402 to execute operations, tasks, functions
and/or methods as described above, including method 200, method 300 and any variations

thereof.

Computing device 400 may also include one or more input devices 420 such as keyboard,
mouse, pen, voice input device, touch input device, etc. Computing device 400 may additionally

include one or more output devices 422 such as a display, speakers, printer, etc.

Computing device 400 may also include one or more communication connections 424 that
allow the computing device 400 to communicate with one or more wireless devices 426, such as
the NFC-enabled wireless device 130, over wireless connection 428 based on NFC, Wi-Fi,

Bluetooth, RF or acombination thereof.
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Other Implementations Details and Notes

In the Detailed Description, numerous specific details are set forth in order to provide a
thorough understanding of the present disclosure. However, those of ordinary skill in the art
would appreciate that the present disclosure may be practiced without these specific details. In
other instances, well-known methods, procedures, components and circuits have not been

described in detail so as not to obscure the present disclosure.

Realizations in accordance with the present disclosure have been described in the context
of particular embodiments. These embodiments are meant to be illustrative and not limiting.
Many variations, modifications, additions, and improvements are possible. Accordingly, plura
instances may be provided for components described herein as a single instance. Boundaries
between various components, operations and data stores are somewhat arbitrary, and particular
operations are illustrated in the context of specific illustrative configurations. Other allocations
of functionality are envisioned and may fal within the scope of claims that follow. Finaly,
structures and functionality presented as discrete components in the various configurations may
be implemented as a combined structure or component. These and other variations,
modifications, additions, and improvements may fall within the scope of the present disclosure

as defined in the claims that follow.
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CLAIMS
What is claimed is:

1. A method comprising:

detecting a presence of a first device in close proximity of a second device, the second
device being in anon-active state;

receiving information from the first device;

determining whether or not the second device should be in an active state according to the
information received from the first device; and

activating the second device, thus putting the second device in an active state.

2. A method as recited claim 1, wherein the activating occurs in response to determining

that the second device should be in the active state.

3. A method as recited claim 1, wherein the second device remains in the active state for

up to adefined duration before returning to the non-active state.

4. A method as recited claim 1, wherein detecting a presence of the first device in close
proximity of the second device includes detecting the presence of the first device in close

proximity of the second device based on Near Field Communication (NFC) technology.

5. A method as recited claim 1, detecting a presence of the first device in close proximity
of the second device includes recognition of a Near Field Communication (NFC) tap

therebetween the devices.

6. A method as recited claims 1, 4 or 5, wherein the information received from the first
device includes a command that triggers one or more applications installed on the second device
to synchronize with one or more respective remote servers upon the second device being in the

active state.

7. A method as recited claim 6, wherein the command includes information selected from
a group consisting of an indication of a connection profile, alisting of operations for the second

device to execute when the second device is in the active state, a shutdown policy indicating
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whether the second device should shut down or stay in the active state after completing the

operations in the list of operations, and acombination thereof.

8. A method as recited claim 7, wherein the connection profile includes parameters
relating to connecting to the first device via Wi-Fi, parameters relating to connecting to the first
device via Bluetooth, parameters relating to connecting to a public Wi-Fi access point that the
first device has aready scanned and identified to be legitimate and safe for use, or a combination

thereof.

9. A method as recited claims 1, 4 or 5, wherein activating the second device includes
directing the second device to return to the non-active state upon the one or more applications
completing synchronization with the one or more respective remote servers or upon expiration of

a defined duration, whichever occurs first.

10. A method as recited claims 1, 4 or 5, after the activating and while the second
device is the active state, further comprising directing one or more applications to respectively

synchronize with one or more remote servers.

11. A method as recited clams 1, 4 or 5, wherein the information received from the
first device includes acommand that triggers the second deviceto allow the first device to access

data stored in the second device while the second device is in the active state.

12. A method as recited claims 1, 4 or 5, after the activating and while the second
device is the active state, further comprising directing the second device to return to the non-
active state upon completion of the first device accessing data stored in the second device or

upon expiration of adefined duration, whichever occurs first.

13. A method as recited claims 1, 4 or 5, after the activating and while the second
device is the active state, further comprising directing the second device to allow the first device

to access data stored in the second device.

14. A circuit comprising:
awireless communication unit that detects a presence of and receives information from a

wireless devicethat is in close proximity of the wireless communication unit; and
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a control unit coupled to the wireless communication unit, the control unit being
configured to:
verify whether the wireless device is an authorized device according to the
information received from the wireless device;
determine whether a computing device in which the circuit is installed should
transition from a non-active state to an active state according to a command in the
information received from the wireless device; and
activate the computing device so that the computing device remains in the active

state for a defined duration, or less, before returning to the non-active state.

15. A circuit as recited in claim 14, wherein the control unit is configured to activate
the computing device in response to a determination that the computing device should be

transitioned to the active state.

16. A circuit as recited in clams 14 or 15, wherein, according to the information
received from the wireless device, the control unit is further configured to:

identify a first operation indicated in the information that can be executed without the
computing device being in the active state; and

execute the first operation with the computing device in the non-active state.

17. A circuit as recited in clams 14 or 15, wherein, according to the information
received from the wireless device, the control unit is further configured to:

transition the computing device from the non-active state to the active state;

cause the wireless communication unit to transmit data stored in the computing device to
the wireless device in response to a command in the information received from the wireless
device; and

transition the computing device from the active state to the non-active state upon
completing transmission of the data to the wireless device, or upon expiration of the defined

duration, whichever occurs first.

18. A circuit as recited in claims 14 or 15, wherein, according to a command in the
information received from the wireless device, the control unit is further configured to:

transition the computing device from the non-active state to the active state;
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cause the connection management unit to communicatively establish a first connection
with the wireless device;

cause the synchronization unit to launch a first application installed on the computing
device and synchronize the first application with afirst remote server over the first connection;
and

transition the computing device from the active state to the non-active state upon
completing synchronizing the first application with the first remote server, or upon expiration of

the defined duration, whichever occurs first.

19. A circuit as recited in clam 18, wherein the command includes information
indicative of a connection profile based on which the connection management unit establishes
the first connection, alist of operations for the computing device to execute when the computing
device is in the active state during the defined duration, or a shutdown policy indicating whether
the computing device should shut down or stay in the active state after completing the operations

in the list of operations.

20. A circuit asrecited in claim 19, wherein the connection profile includes parameters
relating to connecting to the wireless device via Wi-Fi, parameters relating to connecting to the
wireless device via Bluetooth, or parameters relating to connecting to a public Wi-Fi access

point, or acombination thereof.

21 A circuit asrecited in any one of claims 14-20, further comprising:

a synchronization unit configured to launch one or more applications installed on the
computing device, the synchronization unit further configured to cause the one or more
applications to respectively synchronize with one or more remote servers; and

a connection management unit coupled to the synchronization unit, the connection
management unit configured to communicatively establish a network connection with the one or

more remote servers.

22. A circuit as recited in claim 14, wherein the wireless communication unit employs

Near Field Communication (NFC) technology.
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23. At least one computer accessible medium having stored thereon a set of
instructions that, when executed by one or more processors, direct the one or more processors to

execute operations as recited in claims 1-13.
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