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(57) Abstract: Systems, methods, devices, and instrumentalities are described herein related to NEF-based PDC creation and operation
(e.g., by an enabler server, such as an edge enabler server (EES)). A device (e.g., an enabler server) may include a processor configured
to perform one or more actions. The device may receive a session request message from a second network node, receive a session
request message from a second network node. The session request message may indicate a request for a session. The session request
message may include a protocol data unit set handling (PSH) data channel (PDC) setup information element (IE) and an indication of
a Quality of Service (QoS) associated with the session. The device may determine a PDC should be established based on the request

for the session, the PDC setup IE, and the indication of the QoS.
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SYSTEMS, METHODS, AND APPARATUS FOR NEF-BASED PDC CREATION

CROSS-REFERENCE TO RELATED APPLICATIONS

[G601]  This application claims the bensfit of U.S. Provisional Application No, 63525591, filed July 7,

2023, the contents of which i incorporated by reference herein,

BACKGROUND

60021 Mobile communications using wireless communication continus {o evolve. A fifth generation may
be referred o as 5G. A previous {legacy) generation of mobile communication may be, for exampls, fourth

generation (4G} long-term evolution (LTE).

SUMMARY

[G303]  Systems, methads, devicss, and instrumentalities are described herein related io NEF-based
PDC creation and operation {e.q., by an enabler server, such as an edge enabler server (EES)).

[0004] A device (8.q., an enabler server) may includs a procassor configured to perform one or more
actions, The davics may recelve a session request message from a second network node. The session
reguest message may indicale a raquest for a session and may include & protocel data unit set handling
(PSH} data channel (PBC) setup information elemant {(1E) and an indication of a Qualily of Service {Go8)
associated with the session. The devica may determine that 3 PDC should be sstablished based on the
request for the session, the PDC ssfup IE, and the indication of the QoS. The davice may send a service
request messags i a third network node when it is determinad that the PDC should be established. The
service requsst messags may include the indication of the QoS and PDC setup IE. The davice may recsive
a service responss message from the third network nods, The sacond massage may indicats the PDC has
heen eslablished based on the PDC setup Ik, The device may send a session response message o the
second natwork nods, The session response message may indicate that the PDC is associated with the
requested session and that the PDC has been established based on the PDC setup ik,

06051 The PDU setup & may indicate at least ons of a PDU protocol, an internet protocol (IP) address
for a PRC endpoint, a part for a PDC endpoint, a security paramster, an authentication method, an

authentication parameter, an identity associated with a security ceriificate or key, or a protocol peramster,

-
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or & Muitiplexed Application Subsirate over QUIC Encryplion (MASQUE] tunnel connaction paramster. The
PLU establishmeant request messags may indicate a requast 10 creale a session with a Quality of Servics
{CoS). The service massage may be associated with al least one of an application function, a nabwork
funclion (NF), a policy creation funclion (PCF), or a palicy authorization. The PDC setup IE may be a firsi
PDC setup 1, At least the service response message of the session response message may include a
second PDC satup 1.

00081  The device may receive a selup request message from the second network node. The request
magsage may include one or mare candidate PDC setup iks. The device may determine the PDC setup |k
from the cne or mors candidate PDC setup ks, The device may send a selup response message to the
second natwork node. The selup response message may include &l least the PDC gefup 1

106077 A method performed by a first network nods may include receiving a session request message
from a sacond network node. The session request message may indicate a request for a session and
include a protocol data unit sel handiing data channel (PDC) sslup information slement {IE) and an
indication of a Quality of Sarvice (QoS) associated with the ssssion. The method may includs delermining
a PDC shouid be esiablished based on the requsst for the session, the PDC sstup IE, and the indication of
the QoS. The method may include sending a servics request message to a third network node when it is
determined that the PDC should be established. The service request message may includs the indication
of the GoS and PDC setup IE. The method may include receiving a service response message from the
third network node. The second message indicates the PDC has been established based on the FDC
getup Ik, The method may include sending a session response message o the sacond network node. The
session response message may indicate that the FDC is associated with the requested session and thet
that the PDC has been established based on the PDC setup ik

6008l  The PDU sstup IE may indicate at lsast one of a PDU protocol, an internet protocol (IP) address
for a DO endpoint, a port for a PDC endpeint, a securily parameter, an authentication method, an
authsntication parameter, an identity associated with a securily certificate or kay, a protocol parameter, or a
Multiplexed Application Substrate over QUIC Encryplion (MASQUE) tunne! connection parameter.

00081 The PDU establishment request message may indicate arequest to create a session with a
Quality of Service (QoS). The service message may be associatad with af least one of an application
function, a network function (NF), a policy creation function (PCF}, or a policy authorization. The PDC selup
IE may bs afirst PDC sslup IE. Alleast the service responss message or the session response messags
may include a second PDC setup 1B

106101  Tha method may include receiving a setup request message from the sscond network node. The
request message may include one or more candidate PDC setup iEs. The method may include defermining

-
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the PDC setup |E from the one or mors candidate PDC sstup {Es. The method may include sending a
setup responss message o the second network node. Tha selup responss massage may includs at lsast
the FDC setup IE.

[0011] A firel network node may provide an snabler application seiver. The Tirst nelwork nods may
include a processor configurad to perform one or more actions. The first network nods may include
determining one or more candidate protocol data unit set handling (PSH) data channe! (FDC) setup
information elements (|Es) associated with a service flow or an appiication. The firsi network node may
includs sending a sstup request message 1o the sscond netwark node. The selup request massage may
includs the one or more candidate FDO selup iEs. The first network node may include recelving & satup
regponse message from the sscond network node. The selup response message may include a PDC sefup
IE from the one or more candidate PDC setup 1s. The firet natwork nods may include sending a session
request message 10 a second natwork node, The session request message may indicate a request for a
session and may include the PDC sstup 1E and an indication of a Qualily of Service {QoS) assceiaied with
the session. The first network nods may include recsiving a session rasponse massage from the second
network node. The session response message indicates that the PDC may be associatad with the
requesied session and that the PDC may have been astablished based on the PDC setup B

[0612]  Tha PDU setup & may indicate at least ons of a FDU protocol, an internet protocal (1P} address
for a PDC endpoint, & port for & PDC endpoint, a security paramester, an authentication method, an
authentication parameter, an identity associated with & security ceriificate or key, a prolocol parameter, or a
Multiplaxad Application Substrate over GUIC Encryption (MASGQUE) funnel connaclion paramsisr,

106131  The PDU establishment request message may indicale arequest io create a session with a
Guality of Service {QoS). The PRC setup I may be afirst PDC setup 1. The session response message

may include a second PDC setup IE

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIG. 1Ais a system diagram lllustrating an example communications sysiem in which one or
more disclosed embodiments may be implameniad.

106157 FIG. 1B is a system diagram illusirating an example wirsless transmitfrecsive unit (WTRU) that
may be used within the communications system illustraied in FIG, 1A acoording fo an embaodiment,

10616  FIG 10 is a system diagram #Hlustrating an example radic acesss network (RAN} and an example
core network {CN) that may be used within the communications system illustrated in FIG. 1A according to

an embodiment,
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[00171  FIG. 1D is a system diagram illustrating a further example RAN and a further sxampls CN that
may be used within the communications system illustrated in FIG. 1A according fo an embodiment,
100181  FIG. 2 depicts example processes for protocol data unit (PDU) set (FS) identification of downlink

encrypled traffic,

106181  FIG. 3 depicts an example of configuring, establishing, and opsrating PDCs.

00201 FIGS. 4A-4B depici an example of PDC aperation on the data plane.

[G021]  FIGS. SA-ER depict an sxample method for astablishing and operating a PRC.

060221 FIGS. 6A-6E depict an example method for WTRU-initiated PDC establishiment and oparation,
10623 FIG. 7 depicts an example methad for WTRU-initiated PSH tunnel security establishmant.
00241  FIG. 8 depiots an example method for AF-iniiated PSH tunnel securily esiablishment.

60251  FIG. @ depicts an example mathod for PSH funnel security establishment using an EAP-bassd

authentication method between WTRU, SMF, and AF

DETAILED DESCRIPTION

[0628] FIG. 1Ais a diagram illustrating an sxampls communications system 100 in which ons or more
disciosed embodiments may be implementsd. The communications systern 100 may be a mulliple access
gyster that provides content, such ag voice, data, video, messaging, broadceast, ete., to mulliple wireless
users. The communications system 100 may enabls multiple wireless users to accass such content
through the sharing of system resourcss, including wireless bandwidth. For example, the communications
systems 100 may employ one o more channel access methods, such as code division multiple access
(COMA), time division multipls access (TDMA), frequency division multiple access (FDMA), orthogonal
FOMA (CFDMA), single-carrier FOMA {SC-FDMA), zero-tall unigue-word DFT-Spread OFDM (ZT UW
D7S-s OFDMY, unique word OFDM (UW-OFDMY, resource block-filterad OFDM, filter bank muiticarrier
{(FBMC), and the like.

[00277  Asshown in FIG. 1A, the communications sysism 100 may indlude wireless transmilfreceive
units (WTRUS) 1023, 102b, 102¢, 102d, a RAN 104/113, a CN 106/115, a public swilchad tslephone
natwork (PSTN} 108, the Internet 110, and other networks 112, though it will be appreciated that the
disciosed embodiments contemplate any number of WTRUs, base stations, networks, andfor network
slements, Each of the WTRUs 102z, 102k, 102¢, 102d may be any type of device configured (o operate
andfor communicate in a wireless environment. By way of exampls, the WTRUs 102a, 102k, 102¢, 1024,

any of which may be referred o as a “station” andfor a “STA”, may be configured to fransmit andfor receive
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wireless signals and may includs & user equipment (UE), a mobile station, a fixed or mobile subscribar unit,
a subseription-hased unit, a pager, a cellular islephone, a personal digital assistant (PDA), a smartphons, a
laptop, a netbook, a perscnal computer, a wireless sensor, a hotspot or Mi-Fi devics, an internet of Things
{loT} devics, a watch or other wearable, a head-mounted display (HMD), a vehicle, a drons, a medical
devics and applications {e.q., remots surgsry), an industrial device and applications {8.q., a robot andior
other wirsless devicas operating in an industrial andfor an automated processing chain contexis), a
consumer alectronics device, a devics operaling on commercial andfor industrial wirsless networks, and
the like. Any of the WTRUs 102a, 102b, 102¢ and 102d may be interchangeably referred to as a Uk,
106287  The communications systems 100 may also include a base station 1144 andfor a base station
114b. Each of the bass stations 114a, 114b may be any typs of device configured to wirelessly inlterface
with at least one of the WTRUs 1023, 102b, 1020, 1024 to facilitate access i one or more communication
networks, such as the CN 106/115, the Internet 110, andfor the other networks 112, By way of example,
the base stations 114a, 114b may be a base franscsiver station (BTS), a Node-B, an eNode B, a Home
Node B, a Homs sNods B, a gNB, a NR NodsR, a sils confroller, an access point (AP), a wireless routar,
and the like. While the base stations 114a, 114b are sach depictad ag a single elament, it will be
appreciated thal the base stations 1144, 114b may include any number of interconnacisd bage stations
andior network elemants,

106281 The bese station 114a may be part of the RAN 104/113, which may alsc include other bass
slations andior network slemenis {not shown), such as a base staiion controller (BSC), a radio network
controfler (RNC), relay nodes, efe. The base station 114a andior the base station 1140 may be configured
to transmit andfor receive wireless signals on one or more carrier frequencies, which may be referred to as
a call {not shown). These frequencies may be in licansed spectrum, unlicensed specirum, or a combinalion
of licensed and unlicensad spectrum. A cell may provide coverage for a wirelass servics io a spedific
geographical area that may be relatively fixed or that may change over time. The cell may further be
divided into call sectors. For exampie, the cell associated with the base station 114a may be divided info
three sectors. Thus, in one embodiment, the base station 114a may include thres transosivers {s.g., ong
for each seclor of the calf), In an embodiment, the base station 114a may employ multiple-input multiple
outpui {(MIMO} technology and may utilize muliiple franscsivers for each secior of the csll. For example,
beamforming may be used 1o transmit andior recsive signals in desirad spatial directions.

003017 The base stations 114e, 114b may communicate with one or mors of the WTRUs 1023, 102k,
1020, 102d over an air interface 116, which may be any suitable wirsless communication link {8.q., radic
frequency (RF}, microwave, centimeter wave, micromstar wave, infrared (iR}, ultraviglet (LV), visible light,

gte.). The air interface 116 may be established using any suitable radio access technology (RAT).

-5-
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[0031]  More specifically, as noted abovs, the communications systemn 100 may be a mulliple access
gystem and may employ one of mors shannel acesss schemes, suich as COMA, TDMA, FDMA, CFDMA,
SC-FOMA, and the iike. For example, the base siation 114a in the RAN 104/113 and the WTRUs 1023,
102b, 1020 may implement a radio technology such as Universal Mobile Telscommunications Sysism
(UMTS) Terrestrial Radio Access {UTRA), which may astablish the air interface 115/118/117 using
widsband COMA (WCDMA). WCDMA may include communication protocols such as High-Spaed Packet
Acoess (HSPA) andfor Evolved HEPA (HEPA+), HSPA may include High-Speed Downlink (DL) Packet
Acoess (HSDPA) andior High-Spsed UL Packet Access (HSUPAL

106321  In anembodiment, the base station 1143 and the WTRUs 102a, 102b, 1020 may implement a
radio technology such as Evolved UMTS Terresirial Radio Access (E-UTRA), which may establish the air
interface 116 using Long Term Evolution (LTE) andfor LTE-Advanced (LTE-A) andfor LTE-Advancad Pro
{LTE-A Pro).

00331  In anembodiment, the base station 114a and the WTRUs 1028, 102b, 102¢ may implement a

radio technology such as NR Radio Access , which may establish the air interfacs 116 using New Radio

160341 In an embodimant, the base stalion 114a and the WTRUs 102a, 1020, 102¢ may implement
multipls radio access fechnadlogias. For exampls, the bage station 114a and the WTRUs 102a, 1020, 1020
may implement LTE radio access and NR radio access togsther, for instancs using dual connectivity {(DC)
nrinciptes. Thug, the alr interface utilized by WTRUs 102a, 1620, 102¢ may be characterizad by multiple
typas of radic access technologies andior transmissions sent toffrom multipls types of base stations {e.g,
an eNB and a gNB}.

06351  In other embodimeants, the base station 114a and the WTRUs 1023, 102h, 102¢ may implement
radio tschnologias such as IEEE 80211 (ie., Wirsless Fidelity (Wi}, IEEE 80216 {i.e., Worldwide
Interoperability for Microwave Access (WiMAX)), COMAZ000, CDMAZG0Q 1X, CDMA2000 EV-DO, Intsrim
Standard 2000 (18-2000), interim Standard 95 {i5-85), Interim Standard 856 {(15-855), Global System for
Mohbile communications {GSM), knhanced Data rates for GSM Evolution (EDGE}, GSM EDGE (GERAN],
and the like,

160381  The base station 114b in FIG, 1A may be a wirsless router, Homes Node B, Homs eNode B, or
ancess poind, for axampls, and may utilize any suitable RAT for facilitating wireless connectivity ina
localized area, such as a place of business, a home, a vehicls, a campus, an indusirial facility, an air
gorridor {8.q., for uss by drones), a roadway, and the like. In one embodimsnt, the base station 114b and
tha WTRUs 10Z¢, 102d may implement a radic tschnology such as 1EEE 802,11 to establish a wireless
local area natwork (WLAN). In an embodiment, the base sialion 114b and the WTRUs 1020, 102d may

-8 -
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implement a radio technology such as [EEE 802.15 to establish & wirsless personal area nefwork (WPAN],
In yat ancthar embodiment, the base station 114h and the WTRUsz 102¢, 102d may utilize a cellular-based
RAT {e.q., WODMA, CDMAZOOO, GSM, LTE, LTE-A, LTE-APro, NR stc.) io estabiish a picocsl or
femiccell, As shown in FIG, 1A, the bass station 114b may have a direct connaction to the internet 110,
Thus, the base slation 114b may not be required o access the Intemnat 110 via the CN 106/115,

00371 The RAN 104/113 may be in communication with the CN 106/115, which may be any type of
network configurad lo provide voics, data, applicalions, and/or voics over internel protocol (VoiP) services
{o one or more of the WTRUs 1023, 1020, 10Z2¢, 102d. The data may have varying quality of service (QoS)
requirements, such as differing throughput requirements, latency requirernents, error tolerance
requirements, reliability requirements, data throughput requirements, mobility requirements, and the like.
Tha CN 106/115 may provide call conlrol, billing services, mobile location-based servicss, pre-paid calling,
Internet connectivity, video disiribution, efo., andfor parform high-fevel security functions, such as user
atthentication. Although nol shown in FIG. 1A, it will be appraciated that the RAN 104/113 and/for the CN
1067115 may be in direct of indirect communication with other RANs that employ the same RAT asthe
RAN 104/113 or a different RAT, For example, in addition to being connected to the RAN 104/113, which
may be ulilizing & NR radio technology, the CN 106/115 may also be in communication with another RAN
{not shown) employing a GSM, UMTS, CDMA 2000, WIMAX, E-UTRA, or WiFi radio technology.

100387  The CN106/115 may aiso serve as a gateway for the WTRUs 102e, 102k, 102¢, 102d o ancess
the PSTN 108, the Internal 110, andior the other networks 112, The PSTN 108 may include cireuit-
switched telaphons networks that provids plain old felephone service (POTS). The internet 110 may
include a global system of interconnacted computer networks and devices that use common
communication profocols, such as the transmission conirol profocol (TCP), user datagram protocol (UDF)
andior the internst protocol {IP) in the TCPAR intemat protocol suite. The networks 112 may include wired
andfor wireless communications networks owned and/or oparated by other service providers. For example,
the nefworks 112 may include another CN connscted 1o one or more RANS, which may employ the sams
RAT as the RAN 104/113 or a different RAT,

100381  Some or all of the WTRUs 1024, 102b, 102¢, 102d in the communications sysiem 100 may
include multi-mede capabilities (6.¢., the WTRUs 1024, 102k, 102¢, 102d may includs multiple fransceivers
for communicating with different wireless networks over diffarent wireless links). For exampls, the WTRU
102¢ shown in FIG, 1A may be configured fo communicate with the base station 1143, which may employ a
cellular-based radio technology, and with the base slation 114b, which may smpiloy an [EEE 802 radio

technology.
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[0040] FIG. 1B is a system diagram ilustrating an example WTRU 102, As shown in FIG. 1B, the
WTRU 102 may include a processor 118, a transcelver 120, a transmitfreceive element 122, a
speaker/microphone 124, akeypad 126, & displayftouchpad 128, nonrerovable memory 130, removable
memory 132, a power souree 134, a global positioning syslem (GPS) chinset 136, andfor other peripherals
138, among others. it will be appreciaied that the WTRU 102 may include any sub-combination of the
foregoing elemants while remaining consistent with an embodiment.

[0041]  The processor 118 may be a general purposs processor, a special purposs processor, a
gonventional processar, a digital signal procassor {DSP), a plurality of microprocsssors, one or more
microprocessars in assaciation with a DSP core, a confroller, a microconirclier, Application Specific
Integrated Circuits (ASICs), Fisld Programmabile Gale Arrays (FPGAS) circuits, any other type of integraled
cireult {iC), a slate maching, and the like. The processor 118 may perform signal coding, data processing,
power conirol, inputfoutput procsssing, andfor any other functionality that enables the WTRU 102 to
operale in & wirsless environmenl. The procsssor 118 may be coupled to the ransceiver 120, which may
be coupled to the tfransmilirecaive element 122, While FIG. 18 depicts the processor 118 and the
transceiver 120 as separate components, it will be appreciated that the processor 118 and the fransceiver
120 may be infegrafed together in an elsotronic paskage or chip,

[0642]  The ransmitireceive element 122 may be configurad to transmit signals to, or recelvs signals
from, a base station {8.9., the base station 114a) over the air interface 118, For exampls, inone
embodiment, the iransmitireceive element 122 may be an anfenna configurad 1o transmit andior receive
RF signals. in an smbaodiment, the transmilireceive element 122 may be an emitlaridsiactor configured to
transmit andlor receive IR, UV, or visible light signals, for example. In yel another embaodiment, the
transmitfraceive element 122 may be configured to transmil andfor recelve both RF and light signals, it will
be appreciated that the fransmitireceive element 122 may be configurad {o transmit andior racsive any
combination of wireless signals.

[0043]  Although the transmilfreceive slement 122 is depicled in FIG. 1B as a single slement, the WTRU
102 may include any numbsr of tranamitirecsive slements 122, More specifically, the WTRU 102 may
smploy MIMO technology. Thus, in ons embaodiment, the WTRU 102 may include twe or more

fransmilfreceive slements 122 {a.q,,

muitiple antennag) for ransmitting and recelving wireless signals over
the air interfacs 116,

[0044]  The fransceiver 120 may be configured to modulate the signals that are io be transmiltad by ths
franemitiracsive elemant 122 and to demodulate the signals that are received by the transmitirecelv

elament 122, As noled above, the WTRLU 102 may have multi-mode capabiiiies. Thus, the fransceiver 120

-8-
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may include muitiple transceivers for enabling the WTRU 102 o communicate via multipls RATSs, such as
NR and IEEE 802,11, for exampie.

100457  The processor 118 of the WTRU 102 may be coupled to, and may receive user input data from,
the speakerfmicrophone 124, the keypad 126, andfor the displayftouchpad 128 {8.g., a liguid crystal display
{(LCD) display unit or organic light-emitting dieds {OLED) display unit). The processor 118 may also outpid
user deta io the speaker/microphons 124, the keypad 126, and/or the displayftouchpad 128. In addition,
the processor 118 may acosss information from, and slore datain, any typs of suitable memory, such as
the non-removable memory 130 and/or the removable memory 132, The non-removable memory 130 may
includs random-accass memary (RAM), read-only memary (ROM), a hard disk, or any other type of
mamory storage device, The removable memory 132 may includs a subsoriber identity module (SIM) card,
a memory stick, a sacurs digital (5D) memory card, and the like. In other embaodiments, the processor 118
may access information from, and store data in, memary that is not physically located on the WTRU 102,
such ag on a server of a home compuier (not shown).

{00461  The processor 118 may receive powsr from the power source 134, and may be configured o
distribute and/or control the powsr 1o the other components in the WTRU 102, The power source 134 may
be any suitable device for powsting the WTRU 102, For example, the power source 134 may include ons
or more dry cell batieries (e.q., nicksl-cadmium {NICd}, nicksl-zinc (NiZn), nickel metal hydride (NiMH},
lithium-ion {Li-lon), etc.), solar cells, fuel calis, and the like,

06471  The processor 118 may also bs couplad fo the GPS chipset 136, which may be configured fo
provide location information {8.g., longituds and [atitude) regarding the currant focation of the WTRU 102,
In addition to, or in lisu of, the information from the GPS chipsat 136, the WTRU 102 may receive location
information over the alr interface 116 from a base stafion (8.q., bass stations 114a, 114} andior determine
its lonation based on the timing of the signals being received from two or more nearby base siations. 1t will
be appreciated that the WTRU 102 may acquirs location information by way of any suitable location-
determination method while remaining consistent with an embodiment,

[0048]  The processor 118 may further be coupled fo other peripherals 138, which may include ons or
more software and/or hardware modules that provide additional features, functionality andfor wired or
wiraless connectivity, For example, the peripharals 138 may include an accelerometer, an e-compass, a
satellite transcaiver, a digital camara {for photographs andior video), a universal sarial bus (USE) port, a
vibration device, a telavision transceiver, a hands free headssi, a Bluslooth® module, & frequency
modulated (FM) radio unit, a digital music player, a media player, a video game player module, an Internet
browser, a Virtual Reality andfor Augmentsd Raality (VR/AR) devics, an aclivity tracker, and the like. The

peripherals 138 may include one of more sensars, the sensors may be one or more of a gyroscops, an
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acceleromsisr, a hall effect sensor, a magnelometer, an orientation sensor, a proximily sensor, a
fermperature sensor, a fims sensor; a gaologation sensor; an alfimeter, a fight sensar, a touch sensor, a
magnstomeier, a barometer, a gesturs sensor, & blometric sensor, andfor a humidity sensor.

[0048] The WTRU 102 may include a full duplex radio for which transmission and receplion of some or
all of the signals (8.9., associated with particular subframes for both the UL {e.g., for fransmission} and
downlink {e.q., for reception} may be concurrent andfor simultaneous. The full duplex radic may include an
interfarence management unit fo reduce and or substantially sliminals self-inisrferencs via sither hardware
{e.g., a choke) or signal processing via a processor {8.G., 2 separate procassor {not shown) or via
orocessor 118}, In an embodiment, the WRTU 102 may include & half-duplex radic for which transmissicn
and recsption of sorme or all of the sighals {8.¢., associated with particular subframes for either the UL
{.g., for transmission) or the downiink {e.q., for reception}).

106501  FIG. 10 is a systern diagram Hlusirating the RAN 104 and the CN 106 acoording to an

embodime

nt. As noled above, the RAN 104 may employ an E-UTRA radio technology io communicals with
the WTRUsg 102a, 102b, 102¢ over the air inferface 116, The RAN 104 may also be in communication with
the CN 106.

00511  The RAN 104 may include eNode-Bs 1604, 160b, 160¢, though it will be appreciated that the
RAN 104 may include any number of eNode-Bs while ramaining consistent with an smbaodiment. The
sNode-Bs 1604, 160b, 160c may each include one or mors transceivers for communicating with the
WTRUs 1024, 102b, 102¢ over the alr interface 116, In one smbodiment, the eNode-Bs 160a, 160k, 160¢
may implement MIMC technology. Thus, the eNode-B 160a, for example, may use muttiple antennas fo
transmit wirsless signals to, andfor receive wireless signals from, the WTRU 1023,

065821  Each of the sNode-BEe 160a, 1600, 160c may be associated with a particular cell {not shown)
and may be configured 1o handle radio resourcs managsment dacisions, handaver decisions, schaduling of
users in the UL and/or DL, and the like. As shown in FIG. 1C, the eNode-Bs 160a, 160b, 160¢ may
communicate with one ancther over an X2 interface,

106537  The CN 106 shown in FIG. 1C may include a mobility management entity (MME) 162, a serving
gateway (SGW) 164, and a packel daia network (PDN) gateway {or PGW) 166, While sach of the
foregoing slements are depicted as part of the CN 106, it will be appreciated that any of these elements
may be owned andfor opsrated by an entity other than the CN operator,

00541 The MME 162 may be connecled {0 each of the eNode-Bs 1603, 160b, 160¢ in the RAN 104 via
an 51 interface and may sarve as a conirol node. For example, the MME 162 may be rasponsible for
authenticating usears of the WTRUs 1023, 102b, 10Z¢, bearer activation/deactivation, selecting a particular
seiving gateway during an inilial attach of the WTRUs 102a, 102b, 102¢, and the like. The MME 162 may
-0 -
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provide a control plane function Tor swilching between the RAN 104 and other RANS {not shown) that
employ other radio ischnologiss, such as GSM andior WCDMA,

106557  The SGW 184 may be connectad to sach of the eNode Bs 160z, 1600, 160c in the RAN 104 via
the 51 interface. The SGW 164 may generally route and forward user data packels {offrom the WTRUs
1023, 102b, 10Z¢. The SGW 164 may perform other funclions, such as anchoring user planss during inter-
eNode B handovers, triggering paging when DL data is avallable for the WTRUs 1024, 102b, 102,
managing and storing contexts of the WTRUs 1073, 102b, 102¢, and the like.

{06561 The SGW 184 may be connecled to the PGW 166, which may provide the WTRUs 1023, 102b,
102¢ with acosss to packet-switched networks, such as the Internst 110, o facifitate communications
betwsen the WTRUs 102a, 102b, 102¢ and iP-enabled devicss.

00577 The ON 106 may facilitate communications with other natworks. For example, the CN 108 may
provide the WTRUs 102a, 102b, 102¢ with access to circuil-switched networks, such as the PSTN 108, {o
facilitate communications between the WTRUs 102a, 102k, 102¢ and traditional land-line communications
devices. For example, the CN 106 may include, or may comimiunicate with, an 1P galeway {s.g., an iP
multimadia subsystem {IMS) seiver) that seives as an interface between the CN 106 and the PSTN 108, In
addition, the CN 106 may provide the WTRUs 102a, 102b, 102¢ with access 1o the other networks 112,
which may include other wired and/or wirsless networks that are owned andfor operated by othar service
providers,

[a0581  Although the WTRU is described in FIGS. 1A-1D as a wireless terminal, it is contemplated that in
certain representative embodiments that such a terminal may use (8.9, temporarily or permanently) wired
communication interfaces with the communication network,

[G0658]  Inrepresentative embodiments, the other network 112 may be a WLAN,

106807 A WLANn Infrastruciure Basic Service Set {(BSS) mode may have an Access Foint {AP) for the
BSS and one or mors stations (5TAS) asscciated with the AP. The AP may havs an access of an interface
to a Distribution System (B8) or another typs of wirediwireless network that carries traffic in to andfor cut of
the BSS. Traffic to STAs that originates from oulside the BSS may arrive through the AF and may be
deliverad to the STAs. Traflic originaling from STAs to deslinations oulsids the BSS may be seni to the AP
{o be delivered to respective destinations. Traffic between STAs within the BSE may be sent through the
AR for example, whars the source STA may send fraffic to the AF and the AP may deliver the trafficfo the
dastination STA. The fraffic between STAs within 2 BSS may he considered andior refarred {0 as pesr-io-
paer traffic. The peer-to-peer fraffic may be sent batwesn (8.g., directly bstwesn) the source and
destination STAs with a direct link setup (DLS). In ceriain representative embodiments, the DLS may use
an 802.11e DLS or an 802.11z tunneled DLS (TDLS), A WLAN using an Independent BSS (IBSS) mods

S
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may nol have an AF, and the STAs (8.9, all of the STAs) within or using the IBSS may communicale
directly with each other. The IBSS mode of communication may sometimes be referred {o herein as an “ad-
hoc¢” mods of communication.

[0081]  When using the B0Z2 11ac infrastruciurs mods of operation or a similar mode of operations, the
AP may transmit a beacon on a fixad channsl, such as a primary channel. The primary channel may be a
fixed widih (e.q., 20 MHz wide bandwidih) or a dynamically set width via signaling. The primary channsl
may be the operating channel of the BSS and may be used by the STAs {o establish a connection with the
AR n certain representative embodiments, Carrier Sanse Multipls Access with Collision Avoidance
(CSMAJCA) may be implementsd, for example in in 80211 systems. For CSMAICA, the STAs (e.g., evary
STA), including the AP, may sense the primary channel, If the primary channel is sensedidetected andfor
determined to ba busy by a particular STA, the particular STA may back off, One STA {e.q,, only one
station) may franemit at any given tims in a given BSS,

00821  High Throughput (HT) STAs may use a 40 MHz wide channal Tor communication, for example,
via a combination of the primary 20 MHz channel with an adjacent or nonadjacent 20 MEz channsl to form
& 40 MHz wida channel.

00631 Very High Throughput (VHT) STAs may support 20MHz, 40 MHz, 80 MHz, and/or 160 MHz wide
channsis, The 40 MHz, andfor 80 MHz, channsls may bs formed by combining contigucus 20 MHz
channsis, A 160 MHz channel may be formed by combining 8 contiguous 20 MHz channsls, or by
gombining two non-contiguous 80 MHz channels, which may be referred 1o as an 80-+80 configuration. For

the 80+80 configuration, the data, after channel encoding

b2

may be passed through a segment parser that
may divide the data into two streams. Inverse Fast Fourier Transform (IFFT} processing, and time domain
processing, may be done on each sfream separately. The streams may be mapped on o the two &) MHz
channsis, and the data may be fransmitted by a transmitting STA. Al the recsiver of the recalving STA, the
above described operation for the 80+80C configuration may be reversaed, and the combined data may be
sent 1o the Madium Accass Control (MAC),

[G0364] Sub 1 GHz modes of operation are supporied by 802.11af and 802.11ah. The channs! operating
bandwidths, and carriers, are reduced in 802.11af and 802.11ah relative to those used in 802.11n, and
802.11ac. 802 11af supports & MHz, 10 MHz and 20 MHz bandwidths in the TV White Spacs (TVWS)
spactrum, and 802.11ah supports 1 MHz, 2 MHz, 4 MHz, 8 MHz, and 16 MHz bandwidths using non-
TVWS spectrum. According to a representalive embodiment, 802.11ah may support Meter Type
ControliMachine-Typs Communications, such as MTC devices in 2 magcro coverage area. MTC devices

may have certain capabiliies, for exampls, limited capabilities including support for {8.g., only support for)
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cartain andfor limited bandwidths, The MTC devices may includs a battery with a battery Iife above &
thrashold {(e.q., to maintain a very long baitery life}.

100857  WLAN systems, which may support muliipls channels, and channel bandwidths, such as
802.11n, 802.11ag, 802.114f, and 802.11ah, include a channal which may be designated as the primary
channsi, The primary channel may have a bandwidth equal to the largest common operating bandwidth
supported by all STAs in the BSS. The bandwidth of the primary channel may ba set and/or limited by a
STA, from among &ll STAs inoperaiing in a BSS, which supports the smallest handwidth operating mode.
In the axample of 802, 11ah, the primary channel may be 1 MHz wide for STAs {e.g., MTC type davices)
that support {e.g., only support) a 1 MHz mode, even if the AP, and other STAs in the BSS support 2 MHZ,
4 MHz, 8 MHz, 16 MHz, and/or olher channsl bandwidth operating modes. Carrier sensing andfor Network
Allocation Vector (NAV) seltings may depend on the status of the primary channel. If the primary channal is
busy, for example, due io a STA (which supports only a 1 MHz operating mode), transmitling to the AP, the
shtire availabie frequency bands may be considsred busy even though & majorily of the frequency bands
remains idle and may be available,

03681  In the United Stales, the avaliable frequency bands, which may be used by 802.11gh, are from
8902 MHz to 928 MHz. in Korea, the available frequency bands are from 917.5 MHz to 823.5 MHz. in
Japan, the availabls frequency bands are from 918.5 MHz to 927.5 MHz, The total bandwidth available for
802.11ah is 6 MHz to 26 MHz depending on the country code,

06871 FIG. 1D is a system diagram illustrating the RAN 113 and the CN 115 acoording fo an
smbodiment. As noted above, the RAN 113 may employ an NR radio tachnology to communicate with the
WTRUs 102g, 102k, 1020 over the air interface 116, The RAN 113 may alsc bs in communication with the
CN 115,

06687  The RAN 113 may include gNBs 1803, 180b, 180¢, though it will bs appreciated that the RAN
113 may includs any number of gNBs while remaining consistent with an embodiment, The gNBs 180z,
180h, 180¢ may sach include one or more transceivers for communicaling with the WTRUs 104a, 104b,
102¢ over the air interface 116, In one embodiment, the gNBs 180a, 180b, 180¢ may implament MIMO
technology. For example, gNBs 180a, 108b may utilize beamforming fo fransmit signals to andfor receive
signals from the gNBg 180a, 180b, 180c. Thus, the gNB 1803, for example, may use multiple antennas fo
fransmit wiraless signals to, and/ior receive wirelsss signals from, the WTRU 102a. In an embodimeant, the
gNBs 180a, 180b, 180¢ may implermnsnt carrier aggregation technology. For example, the gNB 180a may
franemit multipls component carriers to the WTRU 102a (no‘f shown). A subsst of these component carriers
may be on unlicensad spectrum whils the remaining component carriers may be on licensed specirum. in

an smbodiment, the ghEs 1803, 180b, 180c may implement Coordinated Mulli-Point (CoMPY technoiogy.
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For example, WTRU 102a may recsive coordinaled iransmissions from gNE 180a and ghNB 180b {andfor
gNB 180¢).
1068917 The WTRUs 102g, 102k, 102¢c may communicate with gNBs 180a, 1806, 180¢ using
fransmissions associated with a scalable numerology. For example, the OFDM symbol spacing andfor
OFDM subcarrier spacing may vary for different transmissions, different cells, andfor differsnt portions of
the wirelass transmission spectrum. The WTRUs 102a, 102b, 1020 may communicate with gNBs 1804,
180b, 1800 using subframe or fransmission time intervals (TTie) of various or scalable lengths (e.g.,
sontaining varying number of OFDM symbols andfor lasting varving lengths of absolute time).

06701 The gNBs 1803, 180b, 1800 may be configured to communicate with the WTRUs 1023, 102,
102¢ in a slandalone configuration and/or a non-standalons configuration. In the siandalone configuration,
WTRUs 102a, 102b, 1020 may communicate with gNEs 180a, 180b, 180c without aisc accassing other
RANs {8.g., such as eNode-Bs 1603, 1600, 160¢). In the standalone configuration, WTRUs 1023, 102b,
102¢ may uitilize one or mors of gNBs 180a, 180b, 180¢ as a mobilily anchor peint. in the standalons
configuration, WTRUs 102a, 102b, 102¢ may communicate with gNEg 180a, 180b, 180c using signals in an
unlicensed band. in a non-standalons configuration WTRUs 102, 102b, 102¢ may communicate
with/connect to gNBs 1804, 1806, 180c while also communicaling withiconnecting to another RAN such as
sNods-Bs 160a, 160b, 160c. For example, WTRUs 1023, 1020, 1020 may implemant DC principles to
communicate with one or more ghBs 1803, 180b, 180c and one or more eNode-Bs 1603, 160b, 160¢
substantigily simultansously. in the non-standalone configuration, eNode-Bs 160a, 160k, 160c may serve
a3 a mobility anchor for WTRUg 1024, 102b, 102¢ and gNBs 18Ca, 180h, 180c may provids additional
coverags andfor throughput for servicing WTRUs 102s, 102k, 102¢.

106741 Each of the gNBs 180a, 180b, 180c may be associated with a particular cell {not shown) and
may be configured to hande radio rescurce management degisions, handover decisions, scheduling of
users in the UL andfor DL, support of netwerk slicing, dual connediivity, interworking between NR and E-
UTRA, routing of user plane data towards User Plane Function {UPF} 184a, 184b, routing of control plane
information towards Accass and Mobility Management Function (AMF) 1822, 182b and the like. As shown
in FIG. 1D, the gNBs 1803, 180b, 180c may communicate with one another over an Xn interface.

06721 The CN 115 shown in FIG. 1D may include at least one AMF 182a, 182, al least one UPE
184a,184b, at lsast one Session Management Function (SMF} 1833, 183b, and possibly a Data Network
(DN} 18543, 185h. While each of the foregoing slements are depicied as pari of the CN 115, L will be
appreciated that any of these elements may be owned andfor oparated by an entity other than the CN

operator,
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[0073]  The AMF 1824, 182b may be connecled to one or more of the gNBs 1804, 180b, 180 in the
RAN 113 via an N interface and may cerve as a control node. For example, the AMF 1823, 182b may bs
responsibie for authenticating users of the WTRUs 1025, 102b, 1020, suppoert for network slicing (e.g.,
handling of different PDU sessions with different requirements), selecting a particular SMF 1834, 183b,
management of the registration area, termination of NAS signaling, mobility managemsnt, and ths like.
Network slicing may be used by the AMF 1823, 182b in order to customize CN support for WTRUs 1023,
1020, 102¢ basad on the types of services being utilized WTRUs 1024, 102b, 1020, For exampls, different
natwork slicas may be established for differant use casss such as services relving on ulira-reliable low
latency (URLLC) agcess, sarvicas relying on enhanced massive mabile broadband (eMEE) access,
sarvices for maching type communication {(MTC) access, andior the like. The AMF 162 may provide a
gonirol plang function for switching between the RAN 113 and othar RANS (noi shown) that smploy other
radio tschnologiss, such as LTE, LTE-A, LTE-A Pro, andior non-3GPP access technologies such as Wik,
[0074]  The SMF 1832, 183b may be connscted o an AMF 1823, 182b In the CN 115 via an N11
interface. The SMF 183a, 183b may also be connectad to a UPE 1844, 184b in the CN 115 via an N4
interface. The SMF 183a, 1830 may selact and control the UPF 1843, 184b and configurs the routing of
fraffic through the UPF 1844, 184b. The SMF 1833, 183b may perform other funclions, such as managing
and allocating Uk 1P address, managing PDU sessiong, controlling policy enforcemant and QoS, providing
downlink data notifications, and the liks, A PDU session type may be 1P-based, non-iP bassed, Ethernet-
based, and the like

[60758]  The UPF 1843, 184b may be connactad o one or more of the gNEs 1804, 180h, 180cin the
RAN 113 via an N3 interface, which may provide the WTRUs 102a, 1020, 1020 with access o packet-
swiiched networks, such as the intemnet 110, io faciitale communications belween the WTRUs 102g, 102b,
102¢ and [P-enabled davices. The UPF 184, 184b may perform other funclions, such as routing and
forwarding packets, enforcing user plane policies, supporiing multi-homed FDU sessions, handling user
plane QoS, buffering downlink packsts, providing maobility anchoring, and the like.

106767  The CN 115 may facilitats communications with other networks. For example, the CN 115 may
includs, or may communicate with, an I gateway (&.¢., an IF multimedia subsystern (IMS) server) that
serves as an interface belwesn the CN 115 and the PSTN 108, in addition, the CN 115 may provide the
WTRUs 1024, 102h, 1020 with access to the other networks 112, which may include other wired andfor
wireless networks that are owned andfor operated by other service providers. In one embodiment, the
WTRUs 1023, 102b, 1020 may be connectsd 10 & local Data Network (DN) 1853, 185b through the UPF
184a, 184b via the N3 intarface to the UPF 184a, 184b and an N& interface betwaen the UPF 15843, 184b

and the DN 1853, 185k,
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100771 Inview of Figures 1A-1D, and the corresponding description of Figures 1A-1D, one or more, or
all, of tha funclions describad herain with regard to one or more of WTRU 102a-d, Base Station 114a-h,
ehode-B 160a-c, MME 162, SGW 164, PGW 186, gNB 180a-c, AMF 182ab, UPF 184a-b, SMF 183a-b,
DN 185a-b, andior any other device{s) described herain, may be parformed by one or more emulation
devicas {not shown}. The smulation devices may be one or mare devicas configurad fo emulate ona or
mars, or g, of the functions describsd herein. For example, the esmulation devices may be used {o test
other devices andfor o simulate natwork andfor WTRU funclions.

[0678] Ths emulation devices may be dasigned o implemant ong or more tests of other devices in alab
snvironiment andfor in an operalor network environment, For example, the one or mors emulation devices
may parform the one or more, or all, functions while being fully or partially implemented andfor deployed as
part of a wired andior wirgless communication network in order to test other devicas within the
comminication network. The ons or more emulation devices may periorm the one of mare, or all, funclions
whils being lemporarily implementedideploved as parl of a wired andior wireless communication netwaork,
The emulation devics may be directly coupled to another device for purposes of testing andior may
nerforming testing using over-the-air wireless communications.

06791  Ths ons or more emulation devices may perform the one or more, including all, functions while
not being implemented/deployed as part of a wired and/or wirsless communication network. For exampie,
the emulation devices may be ulilized in a testing scenario in a testing laboratory andfor a non-deployed
{.9., tesiing) wirsd and/or wirsless communication nefwork in order to implement testing of one or mors
components. Tha one or more emulation devicss may be testing equipment. Direct RF coupling andfor
wirgless communications via RF dircuitry {8.g., which may include ong or more antennas) may be used by
the emulation devices o transmit andfor receive data,

[G0380]  The following abbreviations and acronyms ars usad hersin:

5GS 5G System

AF Application Function

AKMA Authentication and Key Management for Applications
AR Application Programing Interface

AS Appiication Server

CDN Content Delivery Network

DN Data Network

DNAI Data Network Access 1D

DNN Data Network Name
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MASQUE
MEC
MOQ

PSA UPF
PSDR
PSER
PSH

PSli

ok

QoS
QUIC
RAN

Edge Application Server
Fdge Data Network

Edge Confiquration Server
Edge Enabler Clisnt

Edge Enabler Server

Fully Gualified Domain Name

Generic Tunnsling Protocol User Flane

Hypertext Transfer Protocol
Identifier

information Element

Internat Key Exchange protocol

Internet Protocol

Multiplexed Application Substrate over QUIC Encryption

Mobile Edge Computing
Media over QUIC

Maudmum Transmission Unii
Negative Acknowledgemsnt
PSH Data Channel

Frotocol Data Unit

PDU Set

PDU Session Anchor UPF
DU Set Delay Budgst

PDU Sel Error Rate

PDU Set Handling {e.g., QoS)
PDU Set Integrated Indication
Quality of Experisnce

Quality of Service

The QUIC protocol {QUIC is a nams)

Radio Access Network

PCT/US2024/036804
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RAT Radio Acosss Taechnology

RTP Real-Time Protocal

SDAF Saervice Data Adaptation Protocol
SEAL Sarvice Enabisr Architecture Layer
SMF Session Management Funclion
SPE Secure Proxy Function {ihe ferm SPF s dafined herain)
SRTF Sacure Real-Time Protocel

TEID Tunnel Endpoint 1D

UpP User Datagram Protocol

UE User Equipment

URF User Plane Funclion

URI Universal Resource identifier
URSF UE Rotte Ssiection Policy

xR Exisnded Reality

[G0381]  The terms application servar (AS) and Application Function (AF) may be used interchangeably
herein, Edge application server (EAS) and edge snabler server (EES) funclions may be hosted on the
same hardware piatform, or may be hosled on different hardware platiorms. The ferms AS and EAS may
he used interchangeably harsin,

00821  The term “certificats” may refer to a public key certificate {(a.g., X.509 certificale) as usad hersin,
The terms " protocol data unit (PDU) set 1E8" and "PDU set metadata” ars used interchangeably herein,
00831  The term information elemnent {E) may refer to or represent one of more parameters herein. An
IE may include one of more iEs {s.g., other IEs).

[0084] Systems, methods, devicss, and instrumentalities are described herein related o wirsless
transmitfracaive unit (WTRU) based FDC operations, such as creation.

00851 A dsvice (8.q., a wirsless transmitirecaive unit (WTRUY may include a processor configured to
parform one or more actions. The device may send a first protocol data unit (PDU) msssage to a first
network nods, wherein the first PDU session message indicates a request for a protocol data unit (PDU)
36t handling dala channel (PDC) The device may receive a second PDU messags from the firel nstwork
node, wharsin the second PDU massage indicalss a second network nods, indicates a FDU session, and
comprises one or more candidate PDC setup ks, The device may send a third PDU messags to the

second network node using the PDU session. The second PDU request message may indicate the request
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for the PDC and comprises the one or mors candidale PDC sstup [Es. The device may receive a fourth
PLU message from the second network node using the PDU session. The fourth PDU message may
indicats a third network node and comprises one of mors accepted PDU setup [E5 based on the ons or
mors candidate PDC {Es. The device may delermine a FDU selup IE based on the one or more candidals
PDU iEs. The device may send a fifth PDU message {0 the third network node using the PDU session,
wharain the fifth message indicatss the request for the PBC and comprises the PDU ssiup 1k

foo8s]  Inexamples, the discovery operation performed by the device i determine the EES information
may include a determination of a trigger associated with a WTRU application and performing the discovary
operation based on the trigger.

06871  Thes trigger may indicate an establishmant of an extended reality (XR) application esssion. The
received PDU may be associated with the XR application ssssion,

00881 The PDU session operation may include recelving one or more of a candidate PDC setup
information element, a PDC, or a Multiplexsd Application Substrate gver QUIC Encryption (MASQUE)
proxy.

[0088] Ths PDC establishment operation may include madifying the established PDU session with a
Muitiplexed Application Subsirate over QUIC Encrypiion (MASQUE] proxy. The PDC establishment
operation may includs sending the POC sstup IE to the UPF via the MASQUE proxy.

062801 Ths PDC setup & may be a first PDC setup Ik, and the devics may perform the PDU session
opsration to send a second PDC setup IE to the UPRF (8.9, via a session managsment function (SMEF)
[0091]  Systerns, methods, devices, and instrumentalities are described hersin related to NEF-based
FDRC craation and operation {a.q., by an enabler sarver, such as an edge enabler servar (EES)).

00921 A device (2.g., an enabler server) may include a processor configured to perform ona or more
aofions, The device may receive a session request message from a second network node. The session
request massage may indicals a request for a session. The session request messags may inciude a
orotocol data unit set handling (PSH) data channsl (PDC) setup information element (IE) and an indication
of a Quality of Service {QoS) associated with the session. The device may deisrmine a PDC should be
establishad basad on the request for the session, the PDC selup ik, and the indication of ths Qo8. The
device may send a servics request message o a third network node when it is determined that the PDC
shiould be established, wherein the service request messags comprisss the indication of the GoS and PDC
seiup . The device may receive a service response message from the third nslwork nods. The saocond

~

massage may indicate the PDC has been established based on the PDC setup IE. The device may send a

session rasponse message io the second network node. The session responss message may indicsis that
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the PDC is associated with the requesied session and ihat the PDC has been established based on the
PLC sslup IR,

~

106831  The device may recelve a PDC provisioning £, The device may recsive arequsst for aFDC
configuralion from the EAS. The request for the PDC configuration may include a candidate PDC
configuration iE. The device may determine an accapted FDC configuration I based on the PDC
indicating the accepted PDC configuration 1k,

[60394]  The PDC provisioning Ik may inciuds cne or more paramsters that may be supportad by the
network for PDCs. The candidate PDC configuration i may indicate a protocol identiiying a PDC
suppaorted by the EAS,

00857  The PDC setup & may inciude &l least one of a profocol, an IF address, a port used o initiate a
Multiplexad Application Substrate over QUIC Encrypiion (MASQUE) tunnal connection, an authenticalion
mathod, of an authentication paramsier,

00981  Systerns, methods, devices, and instrumentalities are desoribed herein related to PDC creation
and cperation (2.9, by a user plana function ({UPF)).

00971 A davice (8.g., a UPF) may include a processar configured {o perform one of mors actions. The
device may receive a first message from a second network node. The first message may be assodiated
with a protocol data unit (PDU) session and include a PDU ssf handling data channel (PRC) ssiup
information element (k). The devics may send a second message 0 a third network node. The second
massage may indicate arequest to areate a FDC and include the PDC setup |E. The device may receive a
third message from the third network node. The third message may indicate the PDC has been
establishad. The device may determine that the PDIC is associated with the PDU sassion based on the
PDC setup IE. The devics may recelve a fourth message from the third network nods using the PDC. The
fourth message may include a PDU sel IE and a downlink (DL) PDU. The device may determine that the
FDU set Ik is assogiated with the DL PDU, The device may sand a fifth messags to the second natwork
node. The message may includs the DL FDU and a header that includes the PDU set Ik

[0098] The message may include a header. The header may include the associated protocol data unit
(PDU) set (PS} IE.

[0098] Ths message may be a first messags including the PSIE. The device may send & second
massage to the natwork node. The second message may include the DL PDU,

[0100]  Systerns, methods, devices, and instrumentalities are described hereln related to establishing a

secure tunnel with a usser plane function (UPF),
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[0401] A device (8.q., awirsless transmilfreceive unit (NTRUY may inciuds & processor configured to
parform one or more actions. The device may defermine a shared key. The shared key may be associated
with a first network node. The device may send a first protocol data unit (FDU) massage to & second
network node. The PDU message may indicals a request for & PDU session and include a PDU ssf
handling (PSH} tunnel security parameter based on the KAF. The device may receive a second PDU
massage from the sscond network node. The second PBU massage may inciude a PSH channel security
paramster. The device may send a connection request message 1o a third network node using the FDU
gession, The connection rsquest message may includs a request to sstablish a PSH funnel based on the
PSH channs! security parameter. The device may recelve a connestion response message from the third
network nods using the PDU session. The connsclion response message may indicate thal the PSH tunnel
has besn esfablished. The davice may send a PDU o ths first network node using the securs PSH tunnsl,
01021  With the sacond network node, the device may authenticate a hash based on the FSH tunns!
security parameter and an indication that a digest-based authenticalion method has been selected.

[B103]  With the second network node, the device may authenticate a transport layer sacurity (TLS)
shared seorat based on the PSH tunne! security parameter and an indication that a TLS with a shared-key
mutual autheniication mathod has been selected.

[M104]  The davice may authenticate the second nstwork nods based on the PSH channat security
paramsler and an indication thal a certificale-based authenticalion method is selected.

101051  The device may authenticate the second network nods based on the PSH tunnel security
parameter and an indication that a transpart layer security {TLS) with a shared-key mutual authentication
method is selected.

[0108] A device (8.g., 2 wirsless transmitfracaive unit {WTRUY may inciuds a processor configured fo
perform one or more actions. The davice may esiablish a shared key (KAF) with an application function
{AF}. The devics may send a protocol data unit (PDU) session request to a first network node. The first
network node may provide a session managemsnt function {SMF). The PDU session request may indicate
a request o communicate with the AF and include a PDU set handling (PSH} tunne! security parameter
based on the KAF, The device may receive a PDU session response, including a PSH channel security
parameter. Tha device may send a connection request 1o a second network node to establish a secure
PSH tunnel. The second netwoerk nods may include a user plane function (UFF} The connaction request
may include a PSH tunnel key basad on the KAF and a PSH tunnal key identifier based on the PSH lunnel
security parameter, Using the securs PSH tunnel, the device may send a PDU o the first network node.

The second network node may be configured with the PSH tunnel security parameter,
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01071  Feature(s) assodiated with WTRU-based PDU set handling data channs! (PDC) creation are
provided herein {e.g., as may be applied to WTRU-based PDCs).

101087 A WTRU may host an enabler client andfor an XR application. The WTRU may estabiish a PDC
betwaen a UPF and EAS (2.9, s0 the UPF may dstermine PDU Ssl information that may be associsied
with downlink traffic, for example, to the WTRL),

101081  The WTRU may provide one or more PDC sstup iEs o a user plans function (UPF) {e.g, via a
multiplexed application substrate over QUIC encryption (MASQUE) proxy that may be coliocated with the
UPF}Y, The WTRU may provide {s.g., altematively) the PDC selup 1E{s) to the UPF via a session
management function (SMF}.

4101 inexamples, one or more of the following may ba performad (8.9, for a WTRU fo provide one or
more PDC sstup 1E3 to a UPF),

04111 AWTRU (a.g., an enabler client on the WTRU) may receive a trigger from a WTRU application.
The trigger may be for establishing an extended reality (XR) application session, The WTRU may use
policies andfor rules to determine that a PDC may {e.¢. nesds 1o} be requestad for the appiication traffic.
01121  The WTRU enabler client may parform a discovery operation {s.g., with an edge configuration
server (ECS), The WTRU enabler client may request to bs provisioned with information about an EES
{a.g., multipls EESs) that may support PDCs {8.9., as part of the discovery operation). The WTRU enabler
glient may racsive information about the EES (e.q., multiple EESs) that may support PRCs {e.q., as parf of
the discovery aperation).

[0113]  Ths WTRU application or enabler client may lrigger the WTRU fo send {e.q., to an SMF) a PDU
session establishment and/or modification request. The request may include a request to communicate
with an EAS and may include an indication that a2 FDC andfor MASQUE Proxy may be providsed (.., may
be needad).

[0114]  The WTRU may recsive {e.g., from the SMF) a PDU session establishmant andior modification
response that may inciude PDU Setup 1E(s). For example, the PDU Setup 1E(s) may be MASQUE proxy
IEs (8.g., an IP address, a porl, sscurity informalion, and the like). In examples {e.¢., when the WTRU
provides the PDC sefup ks through the SMF), MASQUE prosy 1Es may not be received {e.g., MASQUE
proxy iEs may not be requesied andfor reguired by the WTRU}L

[0115]  The WTRU may send (s.9., to the discovered EES) a PDC configuration reguest that may include
a candidats FDC setup 1E(sh The PDC setup 1E{s} may be based on policias, rules, andfor WTRU

capabiiiies (e.g., the capabilitiss of the WTRU sending the FDUC configuration request).
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(01181  The WTRU may receive (8.q., from the EES) a PDC configuration response that may include an
accepted PDC setup 1E{s},

[0117]  The WTRU may send (e.g., to the UFF) 2 MASQUE connection request that may include the
MASQUE proxy 1E(s) and PDC setup IE(5). The WTRU may {e.g., alternalively) send (e.q., lo the SMF) the
PDC sstup 1E(s) {8.g., in another messags, for example, a PDU sassion modification request to the SMFL
[0118]  The WTRU may receive a MASQUE connection response andfor a PDU session modification
response,

101181  The WTRU may receive PDU(s) (.., on the PDU session andfor, if applicable, over the
MASQUE connagtion). The PDU{s) may correspond to the XR application session {8.g., that may have
racaived a PS QoS handling service from the nefwork).

10120] Featurs(s) associated with NEF-based PDC oreaiicn andior operation (8.4, by an EES) are
provided herein, NEF-based PDC oreglion andfor operation may be {&.g., similarly) implemented by one or
more of an BES, a SEAL enabler server, a slandalons PSH snabler server, or an YR enabier server,
01211  Inexamples, an enabler server (8.q., an EES) may perform one or mors of the following (8.9, Io
create andfor operate NEF-basad PDCs). The EES may be provisioned with PDC provisioning 1E(s) {a.g.,
inciuding methods and paramsaters supported by the netwark for PDCs, such as protocols (MASQUE, GTF,
stc.} and security |E(s), such as certificate(s)). The EES may {s.g., allernatively) receive the PDC
provisioning 1E{s) from an EAS.

[0122] The EES may receive {8.g

b AR

from an EAS) a request for PDC configuration. The requsst for PDC
configuration may include candidale PDC configuration 1E(8) {6.¢., that may includs the proiocol{(s) andfor
parameler(s) identifying PDC(s) supported by EAS (.., the reguesting EAS). A PDC may be, for example,
a standard andfor protocal enabling the EAS to sand {e.q., to the UPF) PDU{s) that may be associated with
FDU set lE{s)

101231  Ths EES may use local policies fo determing acespted PRC configuration 1k(s) from PLC
nrovisioning 1E{s) andfor candidate PDC configuration [E(s). The EES may send (e.¢., lothe EAS) a PDC
configuralion responss thal may include aceepted PDC configuration 1E{s}.

[0124] Ths EES may receive {e.q., from the EAS) a request {o trigger PDC establishment. The requast
{0 trigger PDC establishment may include PDC setup 1E(s), which may indicate how o communicats with a
FDC endpoint on the EAS {e.q., & prolocol, an IP address, and/or a port that may be used {o inilials a
MASQUEIGTP tunnst connection with EAS andfor authentication methads and parameters).

[0425] The EES may send PDC sstup IE{8) 1o the network {e.g., NEF or PCF). For example, the EES

may invoke a NEF AP for a session with QoS that may be enhanced {o include PDC setup 1E{g).
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[0128] The EES may receive aresponss {8.q., from the nelwork) indicating thai the request (8.9,
including PDC 1E(s)) was acoepted by the natwork. The EES may send a response (8.¢., {0 an EAS)
indicating that the network has been configured with PDC 1E(s). The EAS may send dowriink PDU(s) and
PSIE(s) {e.g., io the WTRU) over the PLC. Seni downlink PDU(g) may recsive a PS QoS handling service
by the network.

01271 Fealure(s) associated with PDC creation andfor operation {e.q., by a UPF) are provided herein.
PDC creationioparation may apply io NEF-based or WTRU-based PDCs. In examples, a UPF may perform
ong of more actions, such as the actions described herain (8.g., during PBC creation andfor cperation).
01281 The UPF may receive g PDC establishment message with PDC seiup &(s) {e.¢., N4 sassion
modification from the SMF and/or a MASGUE connestion massage from the WTRU). The UPF may initiate
FDC creation with an application server (AS). The UPF may send FDC setup IE(s) (8.0, to the AS).

[0128] Ths UPF may configure itsslf to associate the PDC with the corresponding PDU session, The
corrasponding PDU session may be identified based on the PDC establishment massage (8.¢., the PDU
session corresponding io the N4 session andfor the DU session used fo iransport the MASQUE
connection message). For example, the UPF may configure itssif to forward the DL PDU{s) {8.q., received
over the PDC) toward the RAN along with associated PS E(s) (e.q., iv a GTP-U header},

101307  The UPF may receive S IE{s) from the AS through the FDC. The UFF may recsive a DL PDU
from the AS through the PDC. The UPF may associate PS 1E(s) {e.q., the received PS 1E(s)) with the DL
PLU For example, PS 1E{s) present in the sams message carving the DL PDU may be associated with
the DL PDU. For example, PS 1E(s) and DL PDUs that are caried in different messages and contain the
same PDU Sel 1D may be assodialed iogether,

[0431]  The UPF may forward the DL PDU to the RAN {e.g., in a GTP-U message that may include the
corresponding PS 1E(s) in its GTP-U header). This may ensure that the DL PDU is forwarded fowards the
WTRU {e.q., while receiving PS QoS Handling service from the network), Media flow UL PDUs may bs
forwarded through the tunnel or (e.q., diternatively) may be forwarded towards the AS {s.g., using IP
reuting).

[0132] Fealurs(s) associated with a ssours tunnel with UPF {8.g., on the WTRU and AF side) are
provided herain. In examples, a WIRU may perform ong or more actions described herain, for example, 1o
exchange tunnel keying material with a UPF, The WTRU may sstablish a shared key (KAF) with an
application function (e.g., XK enabled sarver).

101331  The WTRU may send (e.q., to the SMF) a PDU session sstabiishment or modification reguest to

communicate with an AF. The request from the WTRU may includs PSH tunnel sscurity parameters {e.g.,
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PSH tunnel kevfidentifier). A PSH tunnel key may be ssito the KAF, or a key derived from the KAF. The
key identifier may be ssi to A-KID.

101341  The WTRU may receive a PDU session esiablishment or modification response {e.g., from the
SMF). The response may includs PSH channel sscurity parameters (8.9, authsentication method{s)
supporiad, such as certificate andlor shared key based authentication methodi(s}, or a PSH server
certificata).

4358] The WTRU may send {8.g., to a UPF) a conneclion request {e.g,, for the PSH tunnel securily
establishment). The WTRYU may parform ons or more of the following: the WTRU may authenticate with ths
UPF using a PSH tunne! key and an identifier {8.9., as a password and a usemname, respectively) to
generate a hash to be verified by the UPF {e.q,, if a digest-bassed authantication method is seleciad); the
WTRU may authenticate with the UPF using a PSH tunnal key and an identifier to generate a TLS shared
secret (6.g., If a TLS with shared-key mutual authentication method is selected); or the WTRU may
authenticate with the UPF using the PSH seiver cerlificate {s.g., If ceriificate-basad authentication is
selected) or using a PSH tunnel kay and an identifier (e.q., if TLS with shared-key mutual authentication is
selected). The WTRU may send andior receive PDU over the securs PSH tunnsl,

[438]  Inexamples, a WTRU may perform one or more actions described hersin to, for example,
estabiish a tunnel shared key with 2 UPF {e.g., with AF assistance}, The WTRU may establish a shared
key (KAF) with an Applicalion Function {g.g., an XR snabled server). The WTRU may send a PDU session
sstablishment or medification request (e.q., 1o an SMF). The reguest may he a requast for the WTRU to
sornmunicats with an AF. The request may include PSH tunnel sseurity parameter(s) {e.g., KAF IB). The
UPF may be configured {(8.q., by the SMF) with PSH tunnel security parameters (8.g., a PSH tunnel
kevfidentifier) provided by the AF {8.q., via a PCF/NEF). The PSH tunnal key may be satio the KAF, or a
key hased on {e.q., derived from) the KAF, The kay identifier may bs set to AKID.

[04377  The WTRU may receive {s.g., from the SMF} a PDU session sstablishment or modification
rasponss including PSH channel sscurity paramelars {e.9., may include a supported authentication method
such as a certificate-bassd andlior shared key-bassd authentication mathod, or a PSH server certificate).
[0438]  The WTRU may use KAF or a derivation thereof as a PSH tunnel key. The WTRU may use the
KAF 1D as a PSH tunnel key identifier. The WTRU may send (8.q., fo the UPF} a connection request for the
PSH tunnel security establishment {6.g., as described above).

04381  The WTRU may send and may receive PDU over the sscurs PSH tunnsl. The establishmeant of a
secure funnel between the URF and the AF may occur as desoribad herein, For example, the UPF may use

a key that may be provisioned from the AF (e.q., via NEF/PCHSMF) to authenticale with the AR, Different
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UPF-AF tunnels {e.qg., based on common KAF

101401 Featurs(s) associaied with PDC Creation/Cperation (e.g., by an SMF) are provided herein, PDC
craationfoperation may be performed by an SMF and may apply to NEF-based or WTRU-based PDCs.
[0141]  Tha SMF may receive UPF capabilities that may include, for example, PDC capabilitiss of the
UPFs {e.g., in management plane messages or UPF capabilities messages). The SMF may receive a FDU
session establishmeant messags from the WTRU {e.g., thal may include a PSH indication or PDC
indication}. The SMF may determine that a PDC may be used for this session, for example, based on the
presence of a FSH and/or PDC indication in a message from the WTRU {e.g., a PDU session
astablishment message, such as dasoribed herein), andior from the PCF (e.g., in a PCC rule).

[0142] The SMF may select a UPF that is PSH-capable and, using this UPF, may proceed with the FDU
session sstablishment method. The SMF may receive a message with PDC setup IE{s) (.9, in aPCC ruls
from PCF, in a PDU ssssion modification request from the WTRLU, etc.). The SMF may send a message fo
the UFF that may inciude the PDC selup {E(s} (8.g., a N4 session modification request message). The UPF
may use the PDC setup 1E{s} to esiablish the PDC with the AS.

[0143] Ths SMF may receive, from the UPFE, a response message {8.q., an N4 session madification
response messags) indicating the status {e.g., success or failure} of the PDC establishment opsration. The
SMF may send a response message indicating the status (8.9., success or fallure) of the PDC
establishment operation (8.¢., fo the WTRU or to the PCF).

10144] Featurs{s) assodiated with PDC orealicnfoperation (e.q., by an EAS or AS) ars provided harain,
PDC crealion/opseration may be performed by an EAS or AS and may apply to NEF-hased or WTRU-based
PDCs.

101457 The EAS may receive an application session initiation request from a WTRU, The EAS may use
information {e.g., from the application session initiation request) to determine whether {0 use a PDC,
[0148] I the \ EAS-initiated, the EAS sends a request for PDC configuration (e.q., including candidate
PDC configuration 1£8) to an EES. The EES may be a SEAL enabler server, a standalons PSH enabler
servar, an XR enabler server, or the tike,

101477 The EAS may receive {e.g., from the EES), a FDC configuration message with accepted PDC
configuralion iE{(s). The EAS may configurs a PDC sndpoini {e.q., using the accepted PDC configuration
lE=(s)). The EAS may send {e.g., o the EES) a PDC establishment messags {e.g., including PDC setup
t=(s)). The EES may provide PDC setup [E(s) 1o a WTRU or network. PDC sstup 1E(s) {e.q., provided by

the EES to a WTRU or nefwork) may reach the UPF.
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[0148] The EAS may receive {g.9., from UPF) arequest fo estabiish a PDC (8.¢., a conneciion
establishment requast of key generation request). The EAS may perform an establishment method {a.g,, 2
protocel-dependent establishment msthod), which may include sending andfor recelving additional
massaga(s). The EAS may send media data PDUs and associaled FS 1Es through the PDC. The PDUs
may be lransporied by the network to the WTRU application {8.¢., while applying the PDU get Qo8
handling service),

[0148] Fealurs(s) associated with the seivice provisioning of an EES with PSH Support (8.9, by an
ECS) are provided herein. Service provisioning of an EES with PSH Support (8.9, by an ECS) may apply
{o NEF-based or WTRU-based PLCs.

01801  Ths EES may be configured for PSH or PDC support {8.q., the EES may host software
supporting PDC-related msthods as describad hersin). The EES may be daploysd in a DN accesssd
through UPF{g) that supports PDC. Such an EES may be referred 1o as a PSH-enabled or PDC-enabled
EES,

101517 The WTRU may be configured with a PSH or 2 FDC indication (s.g., FOC
requesisdipreferrad/diowedidisaliowed indication) for media flow (8.9., in a policy rule such as a UE Roule
Selection Policy (URSP) rule).

101521 The ECS may receive EES registration. The recaived EES registration mey include a PSH or
PDC support indicalion. The ECS may store the PSH or PDC support indication with other EES registralion
stats information. The ECS may receive a discovery requast (a.g., from the WTRU), including a PSH or
PDC indication {8.g., such as a requested, preferred, allowed, or disaliowad indication).

[0183] The ECS may select one or more EES using EES regisiration state information {e.q., thal may
include a PSH or PDC support indication), The ECS may respond {e.g., o the WTRU) with a list of sslected
EES and related EDN information {8.g., including PSH or PDC support indications).

[0154] Feature(s) associated with XR traffic handling by wireless natworks and PDU sels ars provided
harein, Wirsless networks may carry media flows (2.¢., for applications with high-throughput and low
latency requirements, such as vidso conferencing and XR). Wireless networks may implemant techniques
to improve network capacity and energy efficiency. Wirslsss nelworks may implement ischnigues lo reduce
the impact of packst losses on user experience. For example, wirsless networks may handle groups of
nackats based on how ariticd the groups of packsts are to the user experience. Some groups of data
packets may hold application data units that are handled together {8.q., decodad} by the application, which
may be referred 1o as PDU sst. A FDU set may, for exampls, correspond to the PDUs carrying a Network

Application Layer (NAL) unit (&.g., a single complsts NAL unit).
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[0185]  The nelwork {e.g., RAN) may perform differsntiatedfiniegrated QoS handiing of XR traffic io
support high-throughput, low-latency media flows. This may include prictitizing PDU sets over others (e.q.,
cther data packets) in cass of congestion. The network handling may be basad parily on the dependenoy
of application data unifs {e.g., on cther application data unite) to be handled or decoded by the application
{e.g., P-framas dapand on iframas, and enhancament layers depsnd on base layers). The network may
{e.q., selactively) drop data packets that depend on an application data unit that has already besn lost, The
network may limit wake-up ime {8.9., of radios) to transmil and receive data. For example, the packst
scheduler {e.q., in RAN nodas) andfor WTRUs may synchronize thelr transmission and listening times
using information on ons or more of a traffic size, a periodicity of traffic, a delay budget, andfor an expsoted
jitter specific to the application,

101561  The RAN may perform differeniiatediintegrated QoS handiing of XR traffic based on
differentiatedfintegrated handiing (s associated with a flow andfor PDU sets inside the fow,
Differentiated/inisgrated Handiing tEs may inciude PDU Set QoS paramslsr{s) (8.9, received via the
conirol plane} and PBU set information {(e.q., received via the user plane). For downlink traffic, PDU set

information may be sent by the UPF fo the RAN nods (e.qg., via a GTP-U header of a user plane packst)

For uplink traffic, PDU set information may be provided by a WTRU application (e.q., through the SDAP
interface).

101577 The term protocel data unit set information slement (PDU setiE) may be used to represent 1E(s)
described herein as POU selinformation and PDU set QoS parameters. The term PDU set ik may be
abbreviated PS I&.

1015817 PDU set information may include one or more of the following: PDU St iD; starfend of a PDU
get indication; PDU ssquence number; PBU set size; PDU sat importance; snd-of-burst indisation; XR
application session ID; XR sassion priority; XR flow 1D; XR flow priority; XR synchronization group D, list of
appiicable network sarvices; PDU set type; PDU FEC paramsters; PDU parent set D) and/or fiming lks,
4581 PDU set D may be an IE that is an identifier of a PDU set, which may identiy {e.g., uniquely
identify) the PDU set within a flow {s.q., o lsast for a duration corrasponding 1o the transmission time of
PDUs betwesn sender and receiver). PDU sat 1D may be, for example, a numstical 1D, a imestamp, &
gombination thereof, and/or the like.

01601  StarVend of a PDU set indication may be 1Es that identify the firstflast PDU(s) of a PDU sat,
101841 A PDU ssquence number within a PBU Sef may be an [k that identifies a PDU within 2 PDU saf

(2.9, a numerical ID starting at 0 for the first PDU and incrementsd by 1 for each PDU in the set),

-978-
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01621 PDU set size may be an IE that holds one or more of the fofal numbar of PDUs, the cumuiative
length of all the PDUs in a set, or the cumulative length of all PDU pavioad(s} (s.g., transport payioad) in
the PDU set.

[0183] PDU setimporiance may be an IE thatis a value {8.¢., numerical valus) indicative of the
imporiancs isvel of a PDU set within a service flow (8.g., from highest priority value 0 1o lowast pricrity
value 255). RAN may use FDU set importance for PDU set level packet discarding (e.q., during a period of
congestion).

[0164] An end-of-burst indication may be an [ that indicates a PDU or 2 PDU set is the last FDU or
PDU set of a burst, The end-of-burst indication may alse include ks indicating an amount of time before a
next burst, PDU set information may include XR session information andfor XR paramsters.

01657 An XR appiication sassion D may identify the session {g.g., ic provide a scops for prioritizing,
scheduling, and synchronizing flows, packets, and PDU sels), An XR agpplication session priority may
nrovide a priority for inter-session prioritization. In examples, pricrity may be used o prioritize betwsen
flows belonging to different application sessions (8.g., that have a same flow priority}.

01881 An XR flow ID may identify the flow (.., Tor applying XK service on the flow). An XR flow iD may
bie provided by the mobils network {(8.g., it may be a PDU Sassion [D). An XR flow priorily may provide a
oriority for inter-flow pricritization. A data type {8.g., audio, video, haptic, data) may be used for inter-flow
synchronization {e.q., to delermine the acceptable synchronization delay between flows). An XR
gynchronization group 1D may indicate which flows of the application session may be synchronized {e.g.,
with sach cther}.

[01871  Alist of applicable network services may Indicals which network services {s.g., including PDU
305 set handling) may be applicable andior may include additional services, such as increasad reliability
{2.g., using multipath conneativity such as provided by access traffic stesring, switching, and splitting
(ATSSS)), low-laiency delivery, elc. The list of applicable network services may be used by the network to
determing which level of sarvice may be provided o a given PR set.

[0168] A PDU set type may be used to associate a domain-specific meaning with a PDU set (a.g,, |-
frame, P-frame, B-frame). PDU sei type may be ussful to provids XR seivicss (8.q., where spacialized
processing may be required for selected typas of PDU sats).

[0189] PDU FEC parameters may include an FEC dlgorithm and iis paramsters. PDU FEC paramsiers
may be used {e.q., by WTRUUPHAS) to recover lost packsts in a PDU set protected by FEC.

(01707 APDU parent set 1D may identify a parent PDU set that is to be recelved {8.¢., is required io be

received) by the application {8.q., for the child PDU set fo be usable by the application).

-29.
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04711 Timing IEs may include ons or more of a media unil mestamp, a presentalion iimestamp, &
gending time fimestamp, an accumulated transmission delay, or a PDU synchronization 1D, A PDU
synchronization D may identify a group of inter-related PDUs that may be presented o the user at @ similar
time, within the same flow (e.0., a s&l of frames thal must be presenisd to the user gl the same lims in a
multi-screen saiup), andior betwaen different flows {e.q., a video PDU that must be presented to the user
together with a haptic PDUY.

[0472] PDU ssl GoS paramelers may be a ssl of parameters to configure the QoS handling of & flow,
FDU set QoS parameters may include one or more of. a PDU set error rats, a PRU set delay budgst, PDU
set integrated indication (PSH}, and/or a burst periodicity.

101731 A PDU set error rate may be an |k value that corrssponds to ermor rafes applicable to POU sels
{e.g., whers a FDU set loss corresponds to an svent whers at least a PRU of the sat couid not be
fransmiitad successiully). A PDU set error rate may be used to configure the acceptable error rate for POU
sefs of a service flow or QoS flow in the RAN,

10174] A PDU sel delay budget may be an IE valus that corresponds to the acceptable delay for
fransmilting a Tull PDU set (8., from the reception of the first PDU of the set {o the fransmission of the last
PLU of the ssl), PDU set delay budgst may be used to configure the delay budget for a servics flow or
QoS flow in the RAN, A PDU sst integrated indication (PSH) may be an I that indicates whethsr cne or
more PDUs {s.q., all PDUs) of the sef are neaded by the application.

104751 Aburst periodicity may be an Ik valus that dasignates the period of a data burst for this flow
{2.g., ransmission period for consscutive independent frames in a video stream; 8.4, transmission pariod
for a group of pictures).

{01761 A PS identification may indicate which PDU sat a PDU belongs to and may include the
identification of PS ks that may be associated with the PDU set. For media over the RTP protocol, The
LIPF may perform this operalion for downlink flows. dentification of PS 1Es may include one or mors of
inspecting traffic, dstecting information elements, or determining the value of iks that may be associated
with the PDU set,

[177]  PS QoS handling (also called hereln, for simplicity, PS Handling or PSH) may designais the
opsration (e.g., in RAN andior in UPF) that includss providing differentiated handling depending on PS ks
{e.g., dropping PDUs of lower PS importancs in case of congestion).

[0178] Fealurs(s) associated with encrypted media transport are provided herein, An encrypled media
fransport protocol may prevent certain intermediaries (e.q., intermediaries not explicity trusted by an
endpoint and inserted in the connaction) from parforming PDU set identification. Encrypled media protocols

may include HTTP-based stream protocols {8.¢., when using TLS for transport}, SRTP when used with
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encrypled RTF extensions (8.4., such as desoribed in RFC8335), and media over QUIC protocols (MOQ).
MOQ protocels may be a family of protocols that carry media over QUIC, including WARP and RTP over
QUIC. An intermediate node that terminates the QUIC connactions and ralays the MOQ protcool between
these connections may be called a MOQ relay or (8.¢., equivalenily) a MOQ proxy. A MOG relay may be
an intermediary frusted by an sndpoini, which may access transport-layer metadata in the fow and may
perform PDU set identification.

[0179] Fealurs(s) associated with multiplexed application substrale over GUIC encryplion (MASQUE)
are provided hersin, The MASQUE protocol may be used to configurs and run mulliple proxied flows in an
HTTF connection {8.g., using HTTF/3 over QUIC). The MASQUE services may include a CONNECT-UDF
service, which enables transporting UDF traffic between & clisnt and a proxy, or between two proxies. The
fransported UDP traffic may be, for example, an MOGQ fraffic. To initiate a CONNECT-UDP service, the
cliant may send an HT TR CONNECT request to a proxy {e.q., using a URl such as
hilps:/imasqus.example.orgi{larget_hostifiarget_portl, where masque.example.org is an FQDN resolving
into a MASQUE proxy, where {target_hosf} is a ramote server FQDN or [P address, and whers
{target_port} is the target UDP port on the remote server), The HTTP CONNECT may include a
CONNECT-UDP service label (8.9, as a prolocol pseudo-header value or ag an upgrade header value). A
MASQUE proxy may send a CONNECT-UDP rsquest to the naxt proxy (2.q., in a chain of proxisg), or, if
there is no additional proxy, the MASQUE proxy may forward UDP traffic bstwesn the client and the ramote
server (8.4, ubon accspting such a request). During operation, the UDP payload may be sent over the
prodied connection {8.¢., between dlient and proxy, and/or betwesen proxy and proxy), in an HT TP
datagram or in a datagram CAPSULE message in cases where HTTP datagrams may not be supported.
The UDP payload may be sent over UDP belween the last proxy and the server. Dala traffic betwsen the
MASQUE proxy and the remote server may be typically fransmitted over UDPAP. A MASQUE proxy may
provide other services: for example, [P proxying may be initiated with a CONNECT request (e.q., indluding
g CONNECT-IP servics label).

101801  Feature(s) associated with edge computing and service enabler architeciurs laysr (SEAL)
framework are provided herein. The edgs computing capabilities may be supported by mobile natworks.
Edge computing capabilities may allow WTRU applications to locate and connsct with the most suitable
application server available in an edge data nslwork. An edge enabler layer in mobile networks may
axpose APls to support such capabiiitiss. The edge enabler layer may be snhanced (e.g., to support the
mathods defined herein), and the neiwork functions defined as part of the architecture for enabling edgs
applications in mobile networks may be used (.., iy the methods definad harain). The architecturs that

may enable adge applications in mobila networks may define one or more of the Toliowing natwork
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functions; an application dlieni (AC); an Edgs Enabler Client (EEC) {8.9., in the WTRU); or an edgs
configuration server (ECS).

101811 An AC (also referred to herein as a WTRU application) on & WTRU may need to communicate
with an edge application server (EAS) localsd in an edge data network (EDN).

[0182] An EEC (a.g., in the WTRU) may provide supporting functions that may be needed for ACs, such
as supporting refrieval of configuration information to enable the exchange of application data traffic with
EAS, discovery of EAS, andfor datecting WTRU mobility events. in the EDN, an edge enablar server (EES)
may provide supporting functions for EAS and EEC, such as provisioning of configuration information o
FEC, providing AFis to EAS for acoessing mobile network services and events, facilitating WTRU mobility
suppaort, registering with ECS to enable discovery by WTRU, andior the like.

01831 ECS may provide supporting functions for an EEC o discover and connect with an EES.

[0184] Feature(s) assodialed with enabling edge applications in mobile networks are provided herain. In
examples, one or more of the following may be performad when enabling edge applications in maobile
networks: service provisioning, EES ragistration, EEC registration, andlor EAS discovery.

01831  Sewvics provisioning may inciude an EEC requesting service provigioning from an ECS, Seivice
provisioning may includs ECS identifying suitabls EES{s} (e.g., using information such as WTRU lgcation
and AC profile}. Service provisioning may provide the EEC with a list of suitable EES(s). Related EDN
configuration information, which may include one or more of an identification {e.q., DNN}, an EDN service

13

arsa, o information for establishing a connaction to the EES {a.g., URI 1P addrsss), may be provided {a.g,,
for each EEG).

[0186] EES registration may include an EES sending a registration request to an ECS. The ECS may
store the ragistration information provided in the request (8.¢., EES profile and EES security credentials) for
fullre use {e.g., for service provisioning methods).

01871 EEC registration may include an EEC ssnding a registration reguest {o the EES {s.g., which may
includs security credentials and may inciuds other information, such as an AC Profiie), The EES may

craate an EEC context. The EES may refturn an EEC context 1D fo the EEC. The EEC context ID may be

naw location).

[0188] EAS discovery may inciude an EEC sending an EAS discovery request io an EES {e.g., including
a requestor identifisr, security credentials, andior other information, such as WTRU location). The EES may
validate the request. The EES may identify EAS(s) and may send a responss including information about
the disocovered EAS(S), such as endpoint information {8.g., IP address, FQDN, port, prolocol, andfor URi to

gnable communication sstablishment)
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[0188] SEAL mav bs a framework and a set of services fo support vertical applications (s.q., over the
3GPP system). SEAL sarvices may include management services for groups, configurations, locations,
identitiss, kays, network resources, notifications, andfor enablement services for network slice capabilitiss,
data delivery, andfor application data analvtics. SEAL architecture may request (8.0, require) a SEAL dlient
{e.g., on the WTRL) and a SEAL ssrver {e.q., in the network), which may be communicating with each
other and with, respsctively, an application clisnt (8.9., on the WTRU) and an application server {e.g., in the
network). SEAL may be used independently to support an application. SEAL may be used with an edgs
computing framework fo support an application,

101801 Featurs{s) associated with authentication and key management for applications {AKMA) are
provided hersin, AKMA mechanisms may be provided o allow a WTRU and an application function (AF) o
establish a shared key (KAF) based on subscription credentials, The WTRU may generale an AKMA key
andfor an identifisr {A-KID) following a primary autheniication with an authentication server funcion
(AUSF). The AKMA key may be stored {2.q., in the WTRU and in an AKMA Anchor Funciion {AAnF)). Ths
WTRU may establish the shared application key KAF with the AF by providing the A-KID. The AF may
obtain a KAF from the AARF, The WTRU and AF may establish the application layer security based on the
KAF (2.0, using TLS hased protocols with shared key).

10191 FIG. 2 depicts axample processes {e.q., process families) for PE idsntification of downlink
snorypted traffic. The depicted example processes may be used alons or in combination fo perform PS
identification of downlink encrypied traffic,

[0192] AL 201, which may be referred to as procsss family one, the UPF may act as a proxy for MOGQ
traffic. The proxy may be usad fo have access to ransport signaling, which may be used to perform FDU
set identification.

[0193] AL 202, which may be referred to as process family two, the proxy or the AS, located in a DN,
may parform PDU set ideniification. The proxy or the AS may fransmit PDU ssi informalion {o the PSA UPF
{2.9., with encrypted PDUs}, for example, using header fields accessible by the UPF (8.q., sither without
encryption or with encryption that is decryptable by the UPF),

[0194] A 201 (e.g., procsss family ong) the nelwork may be reguested {e.q., UPF) to be a media
intermediary node trusted by the application client and server, Al 202, the trust relationship {2.g., of process
family two) may be associated with the exposure of spacific metadata betwesn the AS and the UPF,

[01858] At 202, (e.q., process family two) an AS may provide the nacessary matadala 1o the network
{2.9., 5G system) without requesting the network o be an intermadiary frusted by the endpaints. This may

include one or more of the following use cases: when the AS is an edge CDN node {8.g., MOG relay

-33-



WO 2025/014775 PCT/US2024/036804

operated by an entily in the 5G operalor’s sdge network); when the AS is a media sarver al the edgs; or
when the AS is a madia server or CDN nods in the distant dloud.

101981 The EAS may use UDP transpaort layer options to carry unenarypted PDU set information to the
FPSA UPFE. The PDU ssi informalion iEs may be placed in a UDP option in a UDP datagram (.., whers
the payioad of the UDP datagram may be a PDU associated with the PDU set information 1Es), The EAS
may establish a tunnel with a UPF whose identity and IF Address may be known by configuration.

101971 Feature(s) associated with a secure and flexible provision of PDU set information {8.q., by the
EAS) fo the PSA UPE that may be used for a connection are provided hersin. Feature(s} associated with
PDC establishment and operation ars provided herain.,

01881 A PDC may be alogical connsction between a first node and a second node. The first node may
use the connection to send PDU sets andfor PS iEs io the second node. The S iEs may be associated
with the PDU ssfs. The PS IEs may be identified by the sscond node. The second node may use the PS
IEs to determine what QoS treatment is requested {e.g., required) for the PDUs of the PDU sal.

01881  When the PDC connection between the first and second nodes uses a tunneling preionol, the
PDC may be refarred to as & PSH Tunnel, A PDC may be describsed by a combinaiion of ong or more of
the protocols that may bs used by the first and second nodes {o communicate, the security protocols that
may be used by the first and second nodes, a tunnel identifier, or the format of the media data thet is sent
betwaen the first and second nodes.

102001  Ths first node and second node may participate in methods to configure and establish the PDC,
Configuring and establishing the FDC may mean that the first and second nedes determine the desoription
of the dala channel. The description of the data channel may include ons or mors of the protocols that may
bs used, the format of the madia that may be sent in the PDC, or the IF addresses of where data may bs
sent.

06201 A third node may participale in the methods to configure and esiablish the PRC. For example, the
third node may be known or trusted by both the first and sacond nodas. Tha first and sscond nodss may
comminicate with the third node {o discover capability information and establish the PDC

102021  The firsl nods may be an application server or an application function, such as an EAS. The first
node may be an application that is hested (s.q., on a WTRLY), such as an application dlient or an enabler
client. The first node may be a proxy funclion.

[6203] The second node may be a UPF, The second node may be a proxy function.

[06204]  The third node may be an enabler server, such as an EES.
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[0208] A PDC may be established on-demand beltween the AS (8.¢., a media server or a proxy CDN
nade) and the PSA UPF. Multipls typas of PDC may be used. Feature(s) associated with some exemplary
PDC implernentations are providad herein, Gnce the PDC is estebiished, the AS may send media data
glong with related PS ks over the PDC, and the nefwork (.., 5G sysfem) may use PS IEs o provide a
P53 QoS handling service on downlink media traffic.

02081 The mechanisms and methods described herein may use a PSH enabler server component and
a PSH enabier dlient component. The PSH enabler server componsnt may be in the same DN as the
application sarver and intsrwork with a PSH enabler client {e.q., on the WTRU), The PGH snabler
components’ role may be to faciitate the configuration and establishment of a PDC. The PSH enabler
server component may be infegrated with other enabler functions, such as an EES or a SEAL server. The
PSH enabler client compaonent may be integrated with other enabler functions, such as an EEC or a SEAL
ciient,

02071 The machanisme and methods described herein may be described in the context of the edge
computing framework, and the terms EES and EEC may be used {o designate, respsctively, an EES
enhanced o include a PSH enabler server component, and an EEC enhanced fo include a PSH enabler
client component. In exampies, the mechanisms and methods described herein may be applied {o other
types of enabler servers and clients (e.q., a SEAL server and clisnt, or an XR snabler server and olient). It
should be appreciated that the terms EEC, EES, EAS may be repiaced with enabler cllent, enabler server,
and AS, fo dascribe these machanismes and methods as used here.

[0208] FIG. 3 depicts an example of configuring, establishing, and opsrating PDCs. At 1, the natwork
operator andfor application provider may provision PDC provisioning {Es {s.g., in the network and EES} o
enabls fuiure decisions to use PDCs and {0 snable getiing up PDCs.

[0208] AL 2, the WTRU andfor EAS may decide to use a PDC for media delivery (8.q., based on
application logic andior policy). The WTRU may indicate a parameter (8.g., reguiremsnt) for PDC when
discovering EES andior EAS,

~

102107 AL 3, the EAS andfor EES may configure the PDC (e.g., by determining the PDC configuration
IEs based on PDC provisioning 1E3). The PDC sndpoint may be ready for connection on EAS, and PDC
setup tks may be availabls for the next process {e.q., as an outcome of the EAS andfor EES configuring
the PDCY.

[214]  At4, the PDC may be esiablished. For example, | establishiment may be initiated by tha PBA
UPF or by the WTRU through the PGA UPF. The establishment of the PDC may be basad on PDC setup
lEs.
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[0212] Al 5, the EAS may identify a PDU sei and send PDUs and associated PDU sst iEs ovar the PDC,
Tha UPF may receive (e.q., from the PDC) PDUs with associated PDU set fs. The UPF may forward
PDUs toward the RAN. The RAN may apply (e.q., using the PDU sat lks) a PDU st QoS handling service
whils forwarding the PDUs foward the WTRU, Al 6, the PDC may be closed {e.g., from sither side of the
gonnection).

02131 Typesof lEs may include PDC provisicning 1Es, PDC configuration IEs, PDC satup |5, and URF
MASQUE proxy IEs. NEF-basaed PDC sstablishment and operation may be performed {s.g., where FDC
setup IEs may be provided 1o the network through a NEF AP or through a PCEF AP, WTRU-based PDC
sstablishment and operation may be performad {8.g., where PDC setup 1Es may be provided to the
network through the WTRU}. A PDC may be eslablished for a single flow, multiple flows, andfor one or
more types of PDU sets. Traffic {e.q., for an ¥R application) may be carried over one or more PDCs. A
POC {a.g., each FDC) may carry a set of flows or PDU sets, which may enable different QoS fo be applied
{2.g., on the PDCs). in examples, a single PDC may carry all PDU sets between the AS and the UPF {8.g.,
for all flows corresponding 1o a WTRU application}.

[0214] FIGs 4A-4B depict an example of PDC opsration on the data plane. The operational state of a
PDC {a.g., asrepresentad at 5 in FIG. 3) may be depicled as the flow B in FIG. 4A. At A-B, PDU set iEs
may be identified by the application on EAS, associated with downlink PBUs, and sent (e.q., along with
their corresponding PDUs) towards the UPF through the PDC endpoint on the EAS. The term "FRC
endpoint” may correspend to a nelwork node funchionalily, such as a funnel endpoint, which may exposs &
natwork interface fo the nelwork {e.q., to sendireceive PDUs toffrom a remote PDC endpoint), and may
exposa an interface (e.g., network interface or programmatic interface) to an EAS application. At C-D, the
LIPF miay obtain the PDUs and related PDU set IEs from the PDC. The UPF may forward the PDUs and
related PDU st IEs toward the RAN (e.q., over the PDU session GTP tunnel). At E, the RAN may ues the
FDU set lEs to apply PDU sst handiing. The RAN may forward the PDUs toward the WIRUL

02151  Asdescoribed herein, the PDUs and PDU set IEs sent in A and B of FIG. 4A may use different
massages (8.4, a saquence of one PDU sat Iks message associated with a PDU set D, and one or more
FDUs each associated with the sams PDU set D), of use assodiated PDU set lEs and PDUs inone
massage {8.9., the same message) {8.q., sach FDU is sent with a header confaining the PDU set |Es),
[0216] Featurs{s) associated with PBC provisioning are providsd herein. A PDC may be a transport
machanism ihat enables fransporling FDUs associated with metadata such as PS 1Es. The PDC may be
batwesn the UPF, or a node collocated with the UPF and an AS {e.q., EAS, or MEC platform hosting an

EAS), Fealure(s) associated with several exemplary PDCs and with PDC setup information are provided
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herein (s.q., GTP, MASQUE, UDF option based PDC, and ofhar techinologies may be used o securely
franeport PDUs and related PS iks between AS and UPF),

102177  APDC may be a GTF twnnel {a.q., between UFF and AS) using a FDU set metadata extension,
which may define new fislds in the GTP packst header to hold PS {Es. IPSec or other mechanisms may be
used to secure the GTP tunnel.

102181 Toselup a GTP-basad PDC {e.g., betwesn AS and UPF}, both endpoinis may obtain {s.g., from
the other endpaint} a tunna! endpoint identifisr (TEID). Certificates may be configured on endpoinis (s.g.,
UPF and AS) to enabls the establishment of a securlly association for the secure tunnel (8.9, using the
IKEv2 protocal).

6218] A PDC may be 2 "CONNECT-UDP” MASQUE connsction {e.g., between UPF and AS) using a
P set metadata extension. "CONNECT-UDP” MASQUE may be well suited for carrying UDP-based
madia traffic such as MOQ and SRTP. An sndpoini {8.9., UPF) may send an HTTF CONNECT {&.g., HTTF
axiended CONNECT request with *connect-udp” profocol peeudo-header) to the MASQUE proxy (..,
ASY, indicating the targst URI, for example, a URI pointing to an AS or an origin server beyond the AS. ina
fyplogl example, the AS may aol as a MASQUE proxy and a target server. If the request is accepted by the
MASQUE proxy, UDP payioad PDUs may be carried between the UPF and AS {e.q., in datagram
messagas). A MASQUE sxtension for carrying PS Ik may be used. When the application on the AS sends
a downlink madia PDU {o the WTRU, the AS may perform PS identification and may oblain the PS tEsfor
the POUL Acting as a MASQUE proxy, the AS may send (8.¢., 1o the UPF) the PS5 iEs and the associated
UDP pavicad PBU In a datagram message. The AS may (e.g., altarnativaly) send the PS iks and
associated UDP paylcad PDU in separale messages (8.¢., using the same value in an 1D field in sach
messags o allow the UPF to retrieve the association hetwaen the PDU and related PS tEs). When the
UPF receives the UDP payload PDU and associated PS ks, the UPF may add an 1P header and UDP
headar to re-create the IP packet PDU to send io the WTRU. The UPF may send the 1P packet PDU and
associated PS {Egin a GTP-U message toward the RAN. The RAN may obtain and use the GTP-U
massage (6.9, as usual} to provide the P8 QoS handling service, The RAN may forward the PDU toward
the WTRU.

02201  APDC may be a CONNECT-IP MASQUE connaction using a PDU sef metadata extension.
CONNECTHP MASQUE may carry a (e.g., any) IP-based media proiccol. The CONNECT-IP MASQUE
connection may be similar to the “CONNECT-UDP” MASQUE connection scenarios. The CONNECT-F
MASQUE connection may use a CONNECT-IP protocol pseudo-header in the initial CONNECT reguest,
and the MASQUE connection may carry [P packet PDUs in datagram messages {(e.q., instead of UDP

payload FDUs).
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[06221]  Toset up a MASQUE-based PDC between AS and UPF, the initial sender of the HTTP
CONNECT (also called the MASQUE dlient) may bs configured with some [Es, which are used (o oraale
the HT TP CONNECT request and send it to the MASQUE proxy. These |Es may includs the IF address or
FQDN and port of the MASGQUE proxy, a ismplats URI {e.g., that describes how 1o build the targst URI),
targat server iP address or FGDN, port, and rasource path (8.9., used along with the template to build the
targat URD. Certificatas may be configured on endpaints {(8.¢., 1o enable pesar authentication between AS
and UPF).

102227 APDC may use a UDP option to carry (e.g., betwsen UPF and AS) PDU set matadata
associated with the FDU present in the corresponding UDP payload. Carrying PDU set mstadata in
clearisxt may be a securily vulnsrability. A secure funnal {8.g., IPSec) may be used to provide
confidentiality. In an example, another PDC may use an IF oplion {e.q., instead of a UDP pavioad option).
102237 Tosetup a UDP or 1P option-based FDC batween AS and UPF, certificates may be configured
on AS and UPF (8.9., to enabis peer aulhentication when esiablishing a seourily associalion for the secure
tunnel},

[0224] A PDC may be a CONNECT-UDP MASQUE connection initiated by the WTRU through UPF and
may use a PDU sef matadata sxtension befween the UPF and EAS. The WTRU {s.q., afier discovering the
EAS) may initiate the establishment of a MASQUE connection with UPF, The UPF may send a CONNECT-
LIDP request to the EAS {0 create a MASQUE connection with two legs (e.g., WTRU-UPF and UPF-EAS).
Cn the UPF-EAS Isg, a PUU sel metadata extension may be used. This scanario operates similarly to the
MASQUE scenaric described hersin, For example, this scenario may include one or mors of the following:
a MASGUE proxy may be instantiated on the UPF, and the WTRU may (e.g., should} be made aware of
the UPF MASQUE proxy IP address and port; the WTRU may directly or indirectly provide {8.g., to the
UPF} the EAS 1P address and port (8.9, obtained from EES) {8.g., for example using the CONNECT-UDPF
message o UPF) using a PDU session maodification request to SMF,; the URF may send a CONNECT-UDP
massage fowards the EAS o eslablish the second leg of the MASGUE connection, and may include a PDU
set metadata extension indicator in the CONNECT-UDF messags o request this extension to be used on
this leg; during operation, the UFF may obtain PS {Es associaied with DL PDUs, and may forward FDUs
betwaen the MASQUE connsclion legs {8.9., placing PS8 IEs in GTP-U hsaders encapsulating DL PDUs
forwarded o the RAN). In examplas, the WTRU-UPF leg of the MASQUE connaction may also support a
PDU sat metadata extension, and the UPF may send the PDU set iEs o the WTRU, This may gliow the
WTRU to perform a PDU Sei QoS handling operation {8.9., whers the WTRU is not the final destination of
the PDUs, such as when the WTRU is used ae arelay). For exampls, in case of congestion, the WTRU

may drop PDUs from low importance PDU sels to presseive the application Qok.
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[0225] Feature(s) associaisd with PDC provisioning |Es are provided hersin.

102267 PDC provigioning lEs may include PDC sacurity provisioning ks and PDC capabilitiss ks, PDC
nrovisioning 1Es may be used to determine whather a PDC may be used (e.¢., a WTRU may dedide & use
a PDC i the mobile network supports PDCs), andior to delermine the PDC configuraiion {e.g., which
protocol and which certificates to use for a spedific channal}.

102277  PDC sscurity provisioning [Es may include one or mere of the following: a list of supported
methods for authenticating and securing PDC, a list of public key certificates, and/or a list of ideniifiers.
102287 PDC sscurity provisioning tEs may inciude a list of supported methods for authenticating and
securing PDC, e.q., that may include public key cerfificates and shared key msihods. The supported
methods may be associated with a UPF, DN, EES, EAS, AS, or AF {8.¢., one method 1o authanticate UPF
to EAS, another method for authenticating EAS o UPF, afc,; a method associated with an EES may apply
to ail EAS associated with this EES; a method associaied with & DN may apply fo all EAS deployed in this
DN

02281 FDC security provisioning tes may inciude a list of public key cerlificates {e.g., X509 certificates)
and relaled private keys, that may be deployed on UPF and EES (8.¢., fo enable EES and UPF fo
authenticate each other, for example, a public key certificats A and related private key may be deployed on
EES, and UPF may be provisionad with A as a trusted certificale, which may enable UPF to authenticate
EES, and vics-varsa with public key ceriificate B and relaisd privals key deployed on UFF, and EES
provisioned with B ag a trusted cartificate}. The elemeni(s) of the list of certificates and relatad private keys
may be associated with a preference order (8.g,, to progressively phase out or replace & certificats). PDC
security provisicning may be made by the UPF and EES {e.q., directly on the UPF and EES) or may be
indirectly configured. For example, PDC security provisioning tEs may bs configured in the UPF by the
SMF. The SMF may be provisioned hy the operator {e.g., through a network management system).

[0230] PDC sscurity provisioning [Es may includs a list of identifiers that may be usad {.g., by UPF, AF)
{o sstablish sharad keys with the network {e.q., from an AANF) or with a third-party system (e.q., an AAA

server).

[6231]  PDC capabiliies 1Es may include an indicator that PDCs may be supporied, andior alist of
supported FDC protocols {e.g., GTR, MASQUE, UDP option). The elements of this list may, in soms casss,
he associated with a preference order {e.g., this may make it possible to progressively phase out or phase
in a protocol in a network). The PDC capabilities of UPF and EAS and their undearlying platform may bs
configursd by network cperators in EES, EAS, UPF, SMF, andfor PCF. The SMF may use the FRC
capabiliies of UPFs during UPF seledtion {e.q., 1o select a PSH-enabled UFF). The SMF may determine to
select a PSH-enabled UPF based on inpui from the WTRU (.., PSH indication present in a PDU session

M
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estabiishment or modificalion message) and/or based on policy (e.g., PSH indication present in a PCC
rule).

102321 PDC provisioning iEs may be provisioned {8.g., by a network operator) in the network {e.g., SMF,
UPF, PCF}, in the edge network {8.q., EES), andfor in WTRUs {8.q., UEs). PDC provigioning may be
parformed by the 5G network operator, or (e.g,, for EES} by an edge network operator with a business
agreement with the 5G network operator. FDC provisioning may be performed through a network
management operation {8.9., using & protocol such as NETCONF or SNMP) or through a policy
gonfiguration AR {e.q., network exposure function (NEF} AP, Based on an agreemsnt with an application
nrovider, the natwork operator may provision somea PDC provisioning |Es in policy entries {e.g., PCC rules),
for exampie, fo indicats thal an application may be used with a PDC. The application provider may also be
involved in provisioning {e.q., a WTRU application or EAS application may be provisioned with a *PDC
supported” indication, which indicates to the application that it may attempt to set up a PDC),

[0233] Feature(s) assodiaied with defermining to uss a PDC and EES/EAS discovery are provided
harein. The decision fo uss a FDC may originate from the WTRU and/or the EAS.

[0234] A WTRU may determing that a PDC may bs ussd or not (2.49., should be allowsd, disallowed
required, or praferred) for a given service data flow through policy, andéor based on an indication from the
WTRU application.

02351  Inexamples of policy-based deiermination, the WTRU may determine that & service data fliow
{2.9., basad on traffic descriptor ik such as application descripior, 1P descripior, domain descripfor, eto.)
malches a URSP rule that may include a FDC required, FDC preferred, FDC allowad, or PDC disallowsd
indication. The PDC indication {e.g., PDC required/preferred/aliowad/disaliowsd indication) may be
configured by an AF by associating the PRUC indication with a servics data flow or QoS flow in a NEF AP,
The PDC indication may be configurad by the natwork operator in a PCC rule in PCF {e.g,, in assaciation
with & service data flow or a QoS flow) based on AF configuration or based on an operator determination
{2.9., an operator may by default always configure a PUC requiredipreferred/aliowedidisallowed indication
for specific XR applications or media protocols served from edge networks). The operator may also
consider subscriber information when datermining whether a PDC is required, preferred, allowed, andfor
disallowed {e.q., a PDC required/praferred/aliowedidisaliowad indication may be sfored in the subscriber
profile to refiect a business agraement between the subscribsr and the operator),

[0238] In examples of WTRU application-basad determination, the WTRU applicalion may delerming
that a downlink XR flow is eligible for PS QoS handling by the network bacause the downlink XR flow
transpaorts live XR madia to be displayed in real-time to the user. An enabler client {8.g., EEC) may maks
the determination to use PSH andior fo use a PDC, based on the WTRU applications in uss, user
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preferance, user profils, or basad on the media proloco! used by the WTRU application. Based on this
datarmination, the WTRU application or enabler client may use a local AP o convey a "PDC requested” or
"FEH requested” indication to the WTRU {e.g., the indication may be a socket option),

02377  The WTRU may set a PDC indication IE or a PSH indication [E in a message(s) to provision an
EES andior discovar an EAS, For example, when a PDC is required, the WTRU may discover a nearby
EAS that supports a PDC. For example, when FSH is required, the WTRU may discover a nearby EAS that
supports PSH {8.g., in this lasi case, the EAS may decides, based on ifs capabilities, touse aPDC or
another way 1o support PSH, such as by using a non-encrypled protocol enabling PSH, for example RTP.
02381  Inexampies, the WTRU may send a PSH or FDOC indication {s.g., PDC

requiradipreferred/ allowedfdisaliowed indication) to the EAS.

02381 A PSH or PDC indication may be sent at the application layer (a.q., using a pre-existing
connection between the WTRU and EAS), or betwaen the WTRU and a remiote cloud AS. In this lasi cass,
the remote cloud AS may convey the PSH indication (e.q., a P3H required/preferredialiowed/disaliowed
indication) to EAS over a backend AS-EAS application connsction,

02401 A PSHor PDC indicalion {8.¢., FSH or PDC requiredipreferrediaiiowsd/disaliowsd indication)
may be sent through the EES {8.g., the EEC on the WTRU may send the indication when registering with
the EES, and the EES may send the indication to the EAS).

02411  Ths EAS may determing it a PDC is requiredipreferred/aliowsdidisaliowsd based on WTRU input
or bassed on an indication from the EAS application (8.9, an EAS application may send to EAS a FDC
requested indication for live XR downlink flows; e.g., an EAS application could additionally take into
account the user's applicalion preferences and ssivice level agresment when determining whether (o send
a PDC requested to EAS).

102421 Featurs(s) associaied with configuring a PDC and definition of PDC configuration tks are
provided herein, PDC configuration ikEs may hold the same ks as PDC provisioning iks. Diffarent names
for these sets of Iks may be used because the PDC provisioning |Es may reflect the long-term capabilities
of a system or nods, while the FDC configuration 1Es may be selecied for a specific connection. For
sxampls, a set of PDC configuration 1£s may, in some examples, include a single proiocol, a client
certificate, and a server certificate, while a sat of PDC provisioning 1Es may include lists of supported
nrotocols, clisnt, and server ceriificatss.

02431 The term PDC Configuration Hks may be used when refarring to information slements that

describs the characteristics of a FDC. The lerm PDC provisioning 1Es may be used when referring to the

capabilities of a clienl or & server. For example, an information slement may indicate that aclisnt or a

server is capable of using the MASQUE and GTP protocols to comimunicate, and another information
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elsmeni may indicals that one or more communications {e.q., all communications) in a PDC use the
MASGUE protocal,

1024417 PDC configuration may follow one of more processes {8.g., two phases). In afirst process {e.g.,
phase onej, the PDC configuralion 1Es may be dslermined. A node {6.g., WTRU or EAS) may send a
message o an EES including its PDC provigioning 1Es (8.g., that may be named candidate PDC
configuration iEs). The EES, based on the received message and its own PDC provisioning ks, may
determineg & set of accepted PDC configuration 1Es. In a sscond process {8.9., phase two), the PDC
sonfiguration iks may be provided to the EAS. The EAS may use the PDC configuration 1Es to configure
the PDC endpoint,

[0245]  The EAS may inifiate PDC configuration {as shown at 7-10 in FIG.8). The EAS may deleming
{e.g., as a pre-requisite) that a FDC is required/preferred/allowed/disallowed {e.g., as desaribed herain).
The EAS may determine a sei of candidate PDC configuration 1Es; for exampls, the 1Es may include a list
of supported PDC prolocols (8.q., PDC protocols supported by EAS, such as MASQUE or GTP) and a
security configuration already configured in the EAS (8.¢., a set of certificates instalied on EAS), The
slamentis of thase lisls may be associated with a preference order, The EAS may send a PDC configuration
reguest message to the EES (8.9, including the candidate PDC configuralion iEs). The EES {e.g., upon
receiving the PDC configuration request massage} may determine accepted PDC configuration iks. For
example, the EES may accept a PDC protocol that is common and, if applicable, preferred, betwesn the
PDC capabiliies provisionsd earlier by the EES {8.g., a set of PDC protocols supportad by the 5G
operator) and the PDC capabilities provided by ths EAS in the configuration request message {.g., a ssf of
POC protocols supported by the EAS). For example, the EES accepts security configurations that may be
common and, if applicable, preferred betwaen the PDC security information configured earlier by the EES
{e.g., a sel of cartificates trusted by the 5G operator) and the PDC security information provided by the
EAS in the configuration request message (e.q., a set of certificatas irusted by the EAS). The EES may
send a PDC configuration regponss messags 1o the EAS, indluding the accepted PDC configuration 1Es.
Tha EAS, using the accepied PDC configuration 1Es, may perform the local {8.g., server-side) configuration
of the PDC endpoint (e.g., the EAS may creals a (e.g., PDU set meladata-enabled) MASQUE proxy
inslancs, & (8.0, PDU set metadata-enabled) GTP tunnel endpoint, IPSec lunnel endpoint, andfor may
gonfigure the EAS application o send PDU ssl metadata UDP-options),

02487 The WTRU may initiate a PDC configuration (as shown at 6-10in FIG, B8A), The WTRU may
determing (8.4, &8 a pre-requisite) that a PDC is requirsdipreferred/allowsdidisallowad, as described
herein. The WTRU {8.g., the EEC) may determins the candidate PDC configuration Iks, for sxampls,

hased on & URSP rule including PRC configuration tes andfor based on WTRU configuration andfor an
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indicaiion from the WTRU appiication. The WTRU may send a PDC configuration request to the EES {a.g.,
including the candidate POC configuration ikze). The EES may delermine the accepiad PDC configuration
les (8.0, as may be done with EAS-initisied FDC configuration}, The EES may send a PDC configuration
reguest message o EAS, including the acoepted PDC configuration 1Es (8.9, 1o enable the EAS to perform
PDC local endpoint configuration). The EAS may gather information neaded fo communicate with the
sndpoint. The gathered information may be referrsd to herein as the FDC setup {Es. Ths EAS may send
the PDC setup 1Es in response {o the EES. The EES may send the PDC setup [Es in a PDC configuration
ragponss to the WTRU {s.g., EEC on WTRLU),

102477 A PDC endpoint may be locally configured on the EAS {s.g., alter configuring & PDC
configuration using the EAS-initiated or WTRU-intiated method). The PDC may be ssiablishad.

[0248] Featurs(s) associated with astablishing a PDC and definition of PDC selup ks are provided
herein. PDC setup [Es may describa a PDC endpoint {e.g., on EAS) and may include IEs needed to
estabiish a PDC with this endpoint. The PDC endpoint may be locally configured on the EAS. The EAS
may determing the PDC sstup 1ks for this andpoint. The EAS may provide the PDC satup iEsto the EES in
a message {as represented at 11 in FIGS, 5 and 6). PDC seiup 1ks may include one or more of the
following: a PDC profocol (8.4, MASQUE using a PS metadata extension, GTP using a PS metadaia
axtension, UDP option-based protocol); an iP address and port for the PDC endpaint (e.g., on EAS),
security parameters for FDC establishment {8.g., an authentication method andior identities for the
selection of a certificals or shared key), or any other protocol paramsier {8.g., tunnel endpoint iD, TEID, for
GTP).

102487 FIGS. 5A-5B depict an example method for PDC establishment and opsration. An example NEF-
basad establishment method is represented in FIGS. SA-BE at 11-24. The EES may convey the PDC selup
lts to the nstwork {8.g., via NEF or PCF}. The NEF-based establishmant method may be initiated when the
EAS sends a PDC establishment request message to EES. For exampls, the ssiablishment request
massage may be a Session with QoS create request message, which may be enhanced 1o hold PDC setup
lzs, The EES may determine (e.q., upon receplion of the sstablishment raquest message) that a FDC may
he established {s.g., because PDC sstup 1Es may be provided). The EES may start implementing the

session with QoS method (a.g., including packet flow dsscription (PFD) management and invoking event

session with the QoS service message may include existing 1Es, such as iF flow description and requested
08, andfor [Es, such as PDC setup 1Es. The NEF may send a policy authorization oreale service
massage to the PCF {e.q,, including IP flow description requested QoS and PDC setup IEg). In examples,

the EES may directly send a polioy authorization create service message to the PCF {s.g., a5 an alternaiive
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fo passing through the NEF). The PCF may configure a polioy rule including the PDC seiup 1Es (8.g., upon
receiving the message from the EES or the NEF). Then the PCF may send a response massage o the
NEF. The NEF may send a response message fo the EES. The EES may send a response message to
the EAS. The response messags(s) may hold status information thai indicates if the operation was
successiul. Tha response message(s) may hold additional 1Es to enable sefling up the PRC {e.g., for a
GTP-based PDC, a TEID may be reserved by the NEF or the PCF, added in the PDC setup lEs setin the
policy rule, and sent back io the EAS to enable the EAS to accept the TEID, such as shown gl 22 in FIG.
5B}, The PCF may send {e.g., 1o the SMF) a notification messags including PDC selup IEs{a.g., a
Npof_SMPalicyConirol_UpdateNotify message). The SMF may send an N4 messags fo request UPF o set
up the PDC, including PDC seiup 1Es {8.9., a N4 ssssion modification request message). The UPF may
{e.g., upan reception) trigger a PDC establishmsnt using the PDC setup 1ks. PDC eslablishment may
depend on the PLC protocol. For sxample, PDC establishment may be a MASQUE connection
estabiishment, an IPSec securily association used to protect a GTP session or UDP dalagrams. The UPF
may configure iteelf {e.q., downlink and/or uplink) to forward PDUs and related POU set 13 betwesn the
PDU sassion and the PBC. For example, the UPF may configure Haelf to forward downlink PDUs, and
ralated FDU set |Es, from the WTRU, over the PDU session {8.g., through the GTP tunnel towards the
RAN, with PDU set lEs in the GTP header). The UPF may send a regponse messags o the SMF {e.g., an
N4 session modification respanse messaga).

[0250] FIG. 8 depicts an example method for WTRU-initiated PDC establishment and operation. FIGS,
BA-6B depict a WTRU-based esiablishment method at 12-22. The EES may convey the PDC setup lEsto
the network via the WTRU (e.q., via EEC on the WTRUY. The WTRU-based establishment msthod may be
initiated when the EES sends, to the WTRU {e.g., EEC), a msssags (e.q., PDC configuration response),
including PDC estup [Es. The WTRU {8.g., EEC) may check that this request is valid (e.q., it originates
from a known EES and corresponds o a known PBC configuration request). The WTRU may trigger the
PO establishment, which may be a MASQUE request. The UPF MASQUE proxy 1Es may inform the
WTRU how to communicate with a MASQUE proxy collocated with the UPF. MASQUE proxy s may be
an example of PDC setup iks, The WTRU may send {s.g., to the UPF) a first MASQUE connection
request, The first MASQUE connsciion request may include the UPF MASQUE proxy iEs {.q., the request
destination 1P address and port may be the UPF MASQUE proxy 1P address and port; the farget URImay
ba built using a template URI that is includad in the UPF MASQUE proxy i), andfor the PDC setup tks
{8.0., the target URI may include the IP address and port of g MASQUE proxy on EAS), The MASQUE
proxy on the UPF may receive the first MASQUE conneclion request, Based on the PDC setup IEs in the
request, the MASQUE proxy on the URF may send a second MASQUE connsction request {o the

»os

MASQUE proxy on the EAS. The UPF may indlude an explicit "PDU set meladaia indication” (8.g., a new
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IE in the transport parameiers) in the second MASQUE connection request {e.q., 1o request PDU set
metadata messages suppart for this connection), The EAS {e.q., upon receipt of the second MASQUE
connection request) may complete the PDC endpoint configuration (8.9., the EAS may indicate to the EAS
appiication that the MASQUE connection is available for sending and recsiving PDUs and relaled PDU sst
lze). The EAS may send a MASGQUE connection respongse (8.q., indicaling suiccess, such as with a 200CK
status code) io the UPF. The UPF may configure iiself to forward (e.q., downlink andfor uplink} PDUs and
related PDU set IEs between the first and second MASQUE conneclion legs, where the first leg WTRU-
UPF may be over the PDU session, and the second leg UPF-EAS may carry PDU set metadaia alongside
related FDUs, For example, the UPF may configurs itself to forward downlink PDUs and related PDU set
[Es from the EAS over the WTRU-UPF MASQUE connection {(e.g., downlink PDU is encapsulated in an
HTTP messags and sent through the GTP tunna! toward the RAN, with PDU set [Es in the GTP header).
The UPF may send a MASQUE connection response to the WTRU.
[0251]  Inexampies, the WTRU may send the PDC setup {Es to the SMF over the control plane (2.9., In
a PDU session madification requsst instead of passing the PDC sslup ks fo the UPF in ths MASQUE
request). Upon raceiving the PDU session modification request, the SMF may send the PDC sslup ks to
the UPF {8.q., in an N4 session message).
102521 Tha UPF may establish the PDC using the PDC setup lEs. There may be no need for the WTRU
{o esiablish the MASQUE connection through UPF. Traffic from the AS may be sent through the PDC and
forwarded by the UPF aver the PDU session.
102531  Tha UPF may store the PRO setup ks (8.¢., instead of immediately establishing the PDC). When
the WTRU establishes a MASQUE connection with the UPF, the UFF may use the stored PDC setup lEs to
datermine fo use a MASQUE proxy as a next hop for the connection. The rest of the method may be similar
to the WTRU-based sstablishment method dsscribed herein.
[0254] The several propossd esiablishment methods have different sels of usage.
[0255] When the EAS inftiates the PDC configuration and usss a "NEF-based” establishment methad,
the EAS may have more control over the usage of a PDC. In some cases, the WTRU may be left unawars
of the usage of a PDC.
1025617 When the WTRU initiates the configuration and establishmant of the PDC, the WTRU (s.g., and a
user) may have more control over PDCs and the Qok of the application. in cases where the WTRU initiales
a MASGUE connection (e.g., as depicted in case A in FIGS, 6A-6R), the WTRU-UPF leg of the MASQUE
connection simplifies the network conirgl plane {8.q., because PDC related IEs may be exchangad direcily
batween WTRU and UPF over the user plans). For example, the MASQUE connection allows for downlink
PDU set lEs {o be forwarded by the UPF to the WTRU and for PSH on the WTRU.
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02577 A MASQUE proxy instance may be created on the UPF or collocated with the UPF {s.q., for the
WTRU-based sstablishment method), UPF MASQUE proxy iEs, such as UPE MASQUE proxy 1P address,
port and profocal, andfor a tlemplate URI understood by the MASQUE proxy, may be provided to the WTRY
for the WTRU {o connact {o the UPF MASGUE proxy. UPF MASQUE proxy 1Es may be provided to the
WTRU during the PDU sassion establishment {e.g., as shown al 3in FIG. 6A). The WTRU may sef a
MASQUE proxy requestad, or PDO requested indication in a PDU set establishment requsst or
modification message based on a URSP ruls (8.9, & URSP rule including a MASQUE proxy indicalich or a
URSP ruls including a PDC indication), alocal configuration, and/or an indication by the WTRU application.
The SMF may determine that a MASQUE proxy may be requestad, based on one or more of the following:
a MASQUE proxy requesied indication or a PDC requested indication in a PDU session esiablishment
request or modification messags; andfor a policy {e.g., PCC) rule, which may include a MASQUE proxy
indication or PDC indication, The indication may be configurad in the rule by the natwork operator andior by
an AF {8.q., through NEF or PCF).

[0258] Ths SMF may defermine that a MASQUE proxy instance may be created by the UPF. The SMF
may send to the UPF an N4 massage (8.9, including a MASQUE proxy requested indication). Based on
the indication, the UPF may create the MASQUE proxy insiance or may ssiect an exisling MASQUE proxy
instance. The UPDF may send the UPF MASGQUE proxy 1Es corresponding fo the instance to the SMF. The
SMF may send the UPF MASQUE proxy {Es to the WTRU {e.g,, in a PDU session sstablishment or
modification response).

02591  After using the NEF-basad or WTRU-based eslablishmant method, the PDC may bs used for
carrying PDUs and refated POU set iEs {e.g., between the UPF and the EAS). The EAS may send media
fiows through the PDC. The UPF may forward media flows over the corresponding PDU session downlink
towards the WTRU, The same PDU ssssion may carry differant flows {e.q., soime of which may be carried
ovar a PDC and some of which may not).

02801 Uplink PDUs may be forwarded by the UPF through or outside of the PDC (a.q., using IP
routing). Forwarding uplink PBUs through PDC may not be raquestad (8.g., required) because PDU sst
matadata may not be used in uplink from UPF 10 EAS {8.g., as there may be no RAN betwsen UPF and
EAS). Forwarding uplink PDUs outside of the PDC may be more afficient (8.g., as thers is no nesd o
encapsulateldecapsulate PDUs),

[0281] Forwarding uplink PDUs outside of the PDC may resull in an asymmslric path belwesn UPF and
EAS, for example, where uplink and downlink FDUs may be forwarded over a differant path. The UPF may

detarmine to use PDC for uplink PRUs based on an N4 massage from the SMF. The N4 msssage may be
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sent by SMF based on a policy ruls including a "use PDC for uplink” indication. The N4 message may be
configured in PCC rulas by the operator {e.q., based on an AF request).

102821 Featurs{s) associated with operating a PDC are provided hersin. The EAS may perform PDU sat
identification. The EAS may be an origin server with media data and metadata access. The EAS may use
media metadata to identify PDU sets (e.q., as individual temporal or spatial layers within ons frame} and
PDU sat lks (2.¢., by using the sncoder-provided metadata to obtain the size of a PDU set, caloulating
imporiance based on laysr IDs and dependency betwesn PDU sets, identifving stari/end PDUs of a PDU
set, and numbering the PDUs in a PDU set}. The EAS may dstermine, based on application logic,
additional related 1Es such as an "end of burs? indication {8.9., that indicates that no other PDUs may be
sent for a pericd, such as until the starl of the next frams), and/or other PDU ssl iEs {e.q., as desoribed
harain),

102831 The EAS may be a media proxy (e.g., operated by a CON provider in an sdge network), such as
a MOQ relay or an RTP madia proxy, which may accsss media franspord metadata but may not have
access to media data (e.q., may only have access to media PDUs, which may be encrypted end-io-end}. In
this example, the EAS may derive PDU set [Es from the media transport mstadata associated with PDUs
{e.g., MOG transpori meladata including media object priority, or RTP headsr extension for PDU set
matadata); the EAS may then send the PDUs and associated PDU sat ks over the PDC.

[0284] The EAS may send PDU set iEs in association with the PDUs. For example, the EAS may
ancode the PDU sat ks and related Iks in the GTP header that encapsulates the associated PDU. For
gxampls, EAS may send PDU sst lks in an HT TP message inciuding a PDU sst D, and the EAS may send
FDU in another HTTP message including a PDU set ID {8.g., &ll PDUs that belong o the same PDU set
may be seniwith the same PDU set iD, and another massage, holding the same PDU set D, may include
the PDU set iks related 1o this PDU sst). For example, EAS may encode the PRU set fks in UDP options
in the same UDP datagram that carries a related POUL

02851 The UPF may receive PBU set ks, related Iks, and associated PDUs. The UPF may use the
PDU sat lks for local processing {(e.q., to detect the end-of-burst). The UPF may forward a PDU using a
GTP-U packst toward the RAN. The UPF may encode the related PDU set 1Es in the header of the GTP-U
nacket, The RAN may uss the PDU set IEs in the GTP-U header to apply the PS5 QoS handling service,
including, for axampls, determining which PDU to drop in case of congsstion {e.q., using PDU sat
importancs) andfor placing the WTRU in a low-power sfate (8.g., based on end-of-burst indication). The

RAN may forward the PDUs toward the WTRUL

[0268] Featurs{s) associated with closing a PDC ars provided herain,
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02871 Ifthe EAS application tears down the service data Tlow, the EAS application may close the PDC
{2.9., close the GTP tunnel, dose the CONNECT siream on the MASGUE connection, or closs the UDP
socket), The UPF may detact that the PDC is closed {e.g., when recsiving a messags fo close the
connection or when receiving a messags indicating that a port is nol reachable). The URPF may
comimunicale to the WTRU as {f the fraffic was no longer routable {8.q., the UPF may send a “hogt
unreachable” ICMP messags back to the WTRU in responses o an uplink PDU from the WTRUL

[0288] I the WTRU or network tsars down the PDU session or the QoS flow carrying the traffic recsiving
FSH (e.9., XK media traffic), the UPF may tear down the PBC corresponding o the FDU session or QoS
fiow {8.., closa the GTF tunnel, close the CONNECT stream on the MASQUE connection, or close the
UDP socket). The EAS may delect the conneciion loss and procesd accordingly. P8 identification of
downlink sncrypted traffic may be performed, NEF-Based PDC astablishment and operation may bs
performed,

[0288] FIGS. HA-BR depict an example method for establishing and operating a PDC (8.9, to enable FS
305 handiing to bs applied to an encrypied media flow). At 0a-(b, PDC provisioning may bs performed,
Tha UPF and the EES may be configured with PDC security information and PDC capabilities. AL 16,
decision aspects and servics provigioning aspects may be performed.

02701 At1, the WTRU application may triggsr the establishment of an XR application session. The
WTRU may determine that a PDC is requesiedipreferred/aliowedidisaliowed. The WTRU may (6.9,
alternatively) determing that PSH may be used or regussted {8.q., from a URSP ruls including a PSH
indication, without necassarily baing aware that PIC is needed).

[G271] AL Z, the WTRU may trigger a service provisioning method involving an ECS io identify an EES
for the XR application session. The WTRU may include a PSH-enabled indication in the service
provisioning request to the £ECS o identify PSH-enablsd EES,

[0272]  AL3, the WTRU may trigger a PDU Session establishmentimodification method to communicate
with the EES and the EAS, For example, the DNN usad for this PDU session may have been received from
tha ECS in the service provisioning method (e.¢., at 2). During the PDU session establishment/modification
mathod, the SMF may determine thal PSH may be used for this PDU session {8.¢., based on an indication
from the WTRU andior from a policy). The SMF may select a UPF that has the capability to use PDCs. The
SMF may send to the WTRU an indication of the UPF selaction {8.g., an indication of whether PDCs may
be supporisd or not in the PDU session). The indication of UPF salection may depend on whether a PSH-
snabled UPF was selected or, respactively, thatl the selected UPF does not suipport PBCs. The SMF may
have oblainsd the UPFs capabiliies from the configuration by the operator (.g., through a network

management system). The UPFs may be provisioned with PDC capabilities {e.q., through a network
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management system), and the UPFs may send thelr PDC capabllities {0 the SMFs {8.q., at SMF-UPF
communication session initiation time),

102737 At 4, the WTRU may initiate the edge computing session setup {e.q., this may include EEC
regisiration and EAS discovery), AL S, the WTRU may send an application service request lo EAS (8.¢., an
application layer messags that requests an XK media ssssion to be creatsd). AL 6, the EAS may decide to
use PG,

02741 At 7-16, PDC configuration may be performad (8.9, the EAS may initiale PDC configuration), and
candidats iks and acceptsd tEs may be dstermined. At 7, the EAS may send a PDC configuration requsst
to the EES, including candidate PDC configuration 1Es. At 8, the EES may determine acceptsd PDC
configuration tks. AL 9, the EES may send, to the EAS, a PDC configuration response including the
accepted PDO configuration ks, At 10, the EAS, using the accepled PDC configuration |Es, may configure
the local endpoint of the FDC.

02751 Al 11-22 PDC establishment may be performed {8.q., using a NEF-based establishment method}.
02781  AL11, the EAS may send, fo the EES, a Session with QoS create request message, including
PDC setup 1Es. AL 12, the EES may perform processes ralated to the session with a QoS method (8.g.,
including PFD management and invoking event monitoring servics). At 13, the EES may send, io the NEF,
an AF Session with a Qo8 service message (8.¢., including IP flow description, requested GoS, FDC setup
IEs). Al 14, NEF may ssnd, io the PCF, a policy authorization create service {8.9., including IP flow
dascription, requested QoS, POC selup 1ks). Al 15, PCF may configure a policy rule that may include PDC
setup iEs

[02777  AL16-18, the PCF may send, lo the NEF, a Folicy Authorization Create service response. The

20, the SMF may send, io the UPF, an N4 Session modification reguest {e.g., including PDC seiup 1Es).
02781 AL 21-22, the UPF may trigger a PDC establishment sub-methed using PDC setup lks. The FDC
sstablishment sub-method may be based on the PDC protocol, Al 23, the UPF may configure iseif fo
forward PDUs and PS ks betwsen the FDC and the FDU (2.g., using the session estabilished at 3},
[0279] Al 24, the UPF may send, fo the SMF, an N4 Ssession modification response (8.9, indicating the
success of the PO establishment). The SMF may send a {not depicted) response or notification messags
{e.g., indicating the success of the FDC establishment, for example, to the PCF).

02801 AL25-30, PDC cperation may be performed. Al 25-26, the EAS, which may perform PDU sel

identification on the downlink traffic, may send a downlink media data flow PDU and associatad PS ks, At
249 -
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27-28, the UPF may forward the PDU and asscciaied PS IEs from the PDC onto the PDU session GTP
funnel fo the RAN, At 28, the RAN may provide the PS QoS Handling service to the PDU, using PS ks, At
30, the RAN may send the PDU toward the WTRU.
[0281] Featurels) associated with WTRU-based PDC establishment and operation are provided herein,
As depictad in FIGS. 6A-88, the WTRU may initiate the establishmant of the PDC through a proxy at the
UPF {e.g., instead of having the UFF initiate the PDC establishment). The establishment of the FDC may
be performed using a tunneling method supporting lunnsl establishment through a proxy {8.q., a MASQUE
gonnaction). The WTRU-nitiated PDC establishment may not requsst (s.g., raquire) a network NEF APl o
he used and may not request {6.¢., require) policy rules 1o be enhanced to include PDC ks, simplifying the
deployment of this process
[0282] FIGS. 8A-6B dapict an example of WTRU-initiated PDC establishment and operation. At 8a-0b
FDC provisioning may be performed. At 1-6, decision aspecis and service provisioning aspects may bs
performed. These aspects may be similar io the corresponding phase in FIGS. BA-5B, with one or more of
the following diffarences.
[0283] A3, a MASQUE proxy may be oreated in the UPF, and the corresponding UPF MASQUE proxy
IEs may be providad fo WTRU {e.g., IP address and port of the MASQUE proxy). A MASQUE proxy may
bs created if MASQUE is used betwean WTRU and URF {8.g., as desoribad in case "A” below). For
example, the WTRU may send a PDU session astablishment {or modification) request fo communicale with
EAS. The WTRU may includs a PDC indication or a "MASQUE reguested” indication in the PDU sassion
sstablishment/maodification requast. The SMF, bassd on PDRC indication or MASQUE requssted indication
in the PDU session establishment/modification request andfor in a policy rule {8.g., PCC ruls), may request
the UPF 1o create a MASQUE proxy. The SMF may send an N4 message fo the UPF thal may include a
MASQUE proxy indication. The UPF may create a MASQUE proxy instance, The UPF may send the
corresponding UPF MASQUE proxy tEs o the SMF. The SMF may send {o the WTRU a PDU session
sstablishment/imedification response that may include the UPF MASQUE proxy IEs,
[0284] Whan the EAS inslancs is created, e.q., at 4 or (-3, the EAS may subscribe with the EES for
receiving notifications relaled o PDCs. AL G, the WTRU may determine to use a PDC (e.g, instead of the
EAS ags depicted in FIGS, 5A-5R).
02857 AL7-12, PDC configuration may be performad {8.g., the WTRU may initiate PDC configuration),
and candidate IEs and accepted |Es may bs determined. At7, the WTRU may send, to the EES, s PDC
configuration request that may include candidate PDC configuration [Es. The message may be seni over
the PDU session sstablished at 3. AL 8, the EES may determine the accepied PDC configuration ks, At S,

the EES may send, (o the EAS, a PDC configuration nofification or request message that may include the
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acceptad PDC configuration ks, Al 10, the EAS, using the accepisd PDC configuration 1Es, may configure
the local endpoint of the PDC. At 11, the EAS may send, to the EES, a PDC configuration message,
including PDC satup 1Es. At 12, the EES may send, o the WTRU, a PDC configuration response message,
including PDC setup IEs. A stalus code or the presance of PDC setup 1Es may indicate the sucecsss of the
configuration operation,

02881 AL13-22, PDC establishment {s.g., a WIRU-based establishment mathod) may be performed.
AL 13, the WTRU {a.g., the EEC) may trigger PDC eslablishment {8.q., based on the sucesss of the
sonfiguration phass indicated by the message at 12},

02871  Inexample A {e.g., case A), the WTRU may use a MASQUE connsction to convey the FDC
selup tEs to the UPF. Al 144, the WTRU may send {o ths UPF {s.g¢., fo the MASQUE proxy on the UPF) a
MASQUE connection request {(8.g., including UPF MASQUE proxy 1ks and PDC setup iks).

[0288] Inexampie B {e.g., case B, which may be an alternative o case A), the WTRU may use the
gonirol plang 1o provide the PDC setup 1Es o the UPF {s.g., through SMF in a PRU session madification
request message). Al 14b1, the WTRU may send, to the SMF, a PDU session modification request
massage {8.9., including FDC sslup 1Es). The PDU session modificalion request message may request &
modification of the PDU session estabiished at 3. Al 14b2, the SMF may send, to the UPF, a N4 sassion
modification message, related to the modified FDU session, including PDC sstup 1ks.

02881 At15, the UPF {e.q., MASQUE proxy on UPF) may dsisrmine the EAS PDC endpoint [P
address, porf, and URI based on PDC setup 1Es. The PDC endpoint may be another MASQUE proxy. The
PDC endpoint may {e.g., alternatively} use another profocol {8.g., GTP with PDU set metadata extension,
or UDP-options). The UPF may determine how to reach the EAS endpoint and what prolocol o uss based
on the PROC estup Iks included in the sndpoint connection ks {profocol, 1P address, port, efe.).

02907 Ai16 and 18 MASQUE may be used between UFPF and EAS. AL 18, the UPF may send, to EAS,
a MASQUE connection requsst {s.g., including a PS metadata indicalion indicating that a PS meladata
axtension should bs usad on this connection). At 17, the EAS complstas the PDC local endpoint
sstablishment. PDC locdl endpoint establishment may inciude creating a socket interface and notifying the
EAS application that the socket interfacs may be used to send madia PDUs and associated PDU set IEs.
Al 18, the EAS may send, fo the UPF, a MASQUE connection response {e.q., indicaling success with a
000K status code). AL 19, the UPF may configure itself to forward PDUs and FS ks betwesn the PDC
and the PDU session.

[0291]  Inexample A{e.g, cass A, asinfroduced at 14a}, at Z0a, the UPF may sand, to the WTRU, a

I

MASQUE connection response {e.g., indicaling success with a 200 OK siatus cods).
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[0202] Inexample B (8.¢., cass B, asinfroduced ai 14b1 and 14b2), at 2001 the UPF may send an N4
session modification response o the SMF, At 2002 the SMF may send 2 PDU session modification
response to the WTRU

[0293] A 25-30, PDC operation may be performed. PDC operation may be similar {o the corresponding
‘FDC operation” phase depictad in FIGS. 5A-88.

[0294] A28 PDus and related PDU set iEs may be sent over the UPF-EAS leg of the MASQUE
connection. At 28 and 30, PDUs may be sent ovar the WTRU-UPF leg of the MASQUE connection. At 28,
the P set Iz may be sent in the GTP-U header of the GTF packet that encapsulates the MASQUE
connection packet that carmies the PDUL

[0295]  Featurels) associated with service provisioning of PSH-enabled EES, and discovery of PSH-
enabled EAS are provided hersin, FSH-enabled EES andior EAS support PDC sstablishment and
operation may be performed. A WTRU may requesl a PSH-snabled EES andior EAS when performing
3ervics Provigioning andfor EAS discovery to receive XR traffic over an enciypted media fransport protocal
that receives PS QoS handling service by the natwork. Service provisioning of PSH-enabled EES may be
performed. Discovery of PSH-enabled EAS {8.q., where the WTRU sends fo EES an EAS discovery
request including a "PRC requested” indication, and whers the EES sslecis and may send back fo the
WTRU a ligt of EAS that support PDCs) may be performed,

[0298] ALQ, the EES may be configured with PDC securily information and PDC capabiliiss. Al 1, the
EES may send io the ECS a registration message that may includs a P3H support indication,

1025977 AL 2, the ECS may store the PSH support indication {e.q., along with any other EES registration
slate information provided in the regisiration message). At 3, the WTRU may delermine {o communicate
with an EAS to obtain a media service using a PS QoS Handling by the natwork. The WIRU may
determine thet the media transport profocol is encrypled andfor may not uss the UPF-based PDU sat
identification. For example, the WTRU may make this determination when the WTRU delermines & MOQ
gonnaction for an XR application may be used. For example, the WTRU may determine that the madia
fransport protocol is encrypted andfor may not use the UPF-based PDU set identification when the URSF
rules corresponding lo the session include a PDC requirad or PDC preferrad indication,

[0298] Al 4, the WTRU may send, (o the ECS, a servics provisioning request message that may include
a PDC requested indication. At 5, the ECS may select one or more EES using EES registration stale
information {e.g., including P3H support indication associaied with sach EES based on registration at 2).
1029817 AL, the ECS may send a service provisioning responss message o the WTRU, including a list

of selecied EES identities that indlude, for a EES (8.9, each EES), relaisd EDN information and associated
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FPSH suppori indication (8.g., where the presencs of such an indication indicates that the EES is a PSH-
enablad EES),

103007 ALY, the WTRU may select a PSH-enabled EES using the list provided by the ECS. i no suitable
FPSH-enabled EES is available, the WTRU may decide o selsct a non-PSH-snabled EES (s.g., affer
prompting the user to ask fo procsed with a possibly lower Qo if the user accepts). i the WTRU selecis a
PSH-enabled EES, the WTRYU may proceed with PDC sstablishment and operation (8.g., as described with
regard lo FIGS. BA-5B and FIGS. 6A-6B).

[0301] Fsature{s) associated with PSH tunnel security establishment are provided harsin, FIG. 7 dapicts
an example mathod for WTRU-initiated PSH tunnsl sscurity establishment. FiG. 8 depicis an exampis
mathod for AF-inifiated PSH funnel security establishment. FIG, 9 depicts an example method for PSH
tunnsl security establishment using an EAP based authentication mathod between WTRU, SMF, and AF.
[0302]  Inthe methods represented in FIGS. 7-3, securlly paramelers may be estabiished and may be
gommunicated {0 snable a secure connection {&.¢., unnel) o be astablished. The secure connesction may
he established over two legs, with one leg betwaen WTRU and UPF and a second leg betwsen UPF and
AF, or over a single leg between UPF and AF. The methods represented in FIGS. 7-8 may be desaribad for
establishing two legs or establishing a UPF-AF leg (a.g., a2 UPE-AF leg).

103031 The methods represeniad in FIGS, 7-8 may be used ic enabis PDC establishment over two legs
{8.g., using & MASQUE connection from WTRU through UPF to AS) or over one feg (8.g., using a
MASQUE connection or GTP funnel or IPSec tunnal between UPF and AS).

103041  The methods represeniad in FIGS, 7-9 may be used ic enable a media transport proxy (8.9, a
MOQ relay) af the UPF, such as the process family one depicled in FIG, 2. The media transport proxy al
the UPF may perform PDU set ideniification on downlink media traffic from the AS (8., by using madia
transport metadata accessible by proxies). The methods reprasented in FIGS. 7-8 may be used to enable
other types of fransport or application proxies through the UPF. For example, the methods may shable a
MASQUE proxy to be deployad in a network to provids services such as transport optimization (e.q., using
a UPF MASQUE proxy to optimize transpart protocol efficiency over some accass network such as non-
ferrestrial nefworks or high-loss access networks),

10305 FIGS. 7-9 describe how the UPF may receive security parameters, The security paramaters may
he used by the UPF to astablish a PDC with an AF. For example, in each of FIGS, 7-9, a function in the
natwork may be used to configure the securily parameters in the UPF. The secure communication
connections of the network may be used o securely configure the security paramsters in the UPF, The
LPF may then use them to establish a secure connaction with an Application Server, which may be hosted
5

outside of the 5G Syslem and may be oulsids of the
-83
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that the securily parameiers may be recsived and used by a proxy function hosted in the UPF or
associated with the UPF,
103081  FIG. 7 depicts an example method to establish a securs twnnael with & UPF initiated by a WTRLU,
The UPF may act as a secure proxy function (SPF) Tor handling encrypisd transpori or application fraffic
(2.9, for acting as a trangport proxy o application proxy) between the WTRU and the AF over the secure
tunnel.
103077 At1, the WTRU may paricrm a regisiration method with the network. The WTRU may indicals its
capability to communicate via a network sscure proxy in a registration request massage. The WTRU may
derive an AKMA key and its identifier A-KiD o be usad {o establish an application key with AF (&g,
following the primary authentication).
03081 Al Z the WTRU may estebiish a PDU Session io comimunicate with the AR, The WTRU may
include an indication 1o use a nelwork provided SPF for the communication in the PDU Session
astablishment request message. The WTRU may include the indication at 4. The AMF may select an SMF
that supports secure tunneling functionality based on a DNN/S-NSSAI combination provided in the PDU
Sesgion establishment request message.
03081 A3, the WTRU may establich an application session with the AF, The WTRU and AF may
sstablish an application key KAF using the AKMA key and A-KID. The WTRU and AF may exchangs
keving maierial {8.q9., freshness paramelsrs) to be used 10 esiablish a seoure tunnel with the network {8.q.,
derive tunnel specific kays using KAF),
103107 At 4, the WTRU may send a PDU Session modification message o the SMF. The message may
inciude iunnal security parameters, The tunnel securily parameters may include oneg or mora of the
following (e.q., for authentication and security establishment for the tunnel with the UPF). a tunnel end point
key {e.q., KAF or a key derived from KAF using the keying material); a tunnel end point key identifier (8.0.,
A-KIDY, or unnsling security capabiiilies (s.g., authenlication methods supported).
[0311] At S the SMF may verify sassion managsment subscription data {8.q., to determine if secure
tunneling is authorized for the WTRU), The SMF may send tunnal securily parameters in a request
meassags o the UPF. The UPF may allocals addressing information {a.g., IP address/port) for the
SPFtunnel end point, The UPF may associate the SPHunns! end point with the recelved tunnel security
naramsters. The SMF may provide aroot or infermediate CA certificate 1o the UFF to verily the AF
certificate,
103121 A6, the UPF may send aresponse message that may inciude the SPF addressing information
andfor the authentication methods supported by the SPF (8.9., cerlificals based, shared key based, none)
fo the SMF. The response message may include arcot CA certificals {e.q., if server-side certificate-based

- 54 -



WO 2025/014775 PCT/US2024/036804

authentication is supported). Security policy for the funnel {8.9., whether iraffic belwesn the WTRU and
UPF is encrypled/integrity protected) may be included in the response messags.

103137  At7, the SMF may send a PDU session modification response messéage (o the WTRU that may
include one or more of the following: an indication of acceptance of secure unnsling, SPF addrassing
information, authentication methods supported by the SPF and security policy, or any SPF credentials
{8.g., root CA certificats),

[0314] At g, the WIRU may send a connection requast ioward the SPF. The connaction request may
include AF addressing information for the establishment of the tunnel leg betwsen the URF and the AF,
[0315] AL Q, the WTRU may perform mutual authentication with the SPF, The WTRU may select an
authentication method based on its own support and the authentication methods supported by the SPF,
Dapending on the authantication method selecied, the WTRU may perform any one of the following: a
passwordidigest based authentication method; shared key mutual authentication; or SPF server certificale
hased authentication,

[0318] A password/digest based authantication mesthod may be performed by the WTRU, The WTRU
may provide the UPF/SPF with a digest {e.0., MD5 hagh) and tunnel end poini key ideniifier. The hash may
be generated using the tunnel end point key. The WTRU may provide the UPFSPE with tunnel end point
key identifier as a username. The UPF may verify the hash using the tunnel end point key and identifier,
03171  Shared key mutual authentication may be performed by the WTRU. The WTRU and the SPF may
use the wnnel end point key 1o generate a TLS shared secret, which they may use fo perform mutual
authertication. The WTRU may identify the tunne! key to the UPHSFF using the tunnal end point key
identifier,

10318  SPF server certificate-based authentication may be performed by the WTRLUL The WTRU may
authenticats the UPFF using the root CA server certificate recaived from SMF. This authentication may be
parformed in combination with WTRU authentication {e.q., a password/digesi-basad authentication method
or with shared key mutual authentication).

[0318]  AL10, security keys may be derived and used based on the selacted securily policy. At 103, the
UPHSPE may connect with the AR, Al 10b, the UPF/SPF may perform a mutual authentication with the AF,
Tha UPF may perform one of the authentication methods described above (e.q., with the UPF behaving as
the WTRU). The UPF may verily the AF server cerlificate {6.g., using the rool cerlificate provided by SMF).
At 10¢, the AF may send a connection response 1o the UPFSPE,

03287  At11, the UPF/SFF may send a connsclion response to the WTRU indicating successiul secure
tunnel establishment with the AF. At 12, the WTRU and the AF may exchange enciypted application traffic

via the secure tunnel provided by the SFF/UPE.
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103211 A secure connection (8.9., a single secure conneclion) between UPF and AF may be eslablished.
To establish a single securs connection between the UPF and the AF, the messages at 8-9 and 11 may not
be sent {e.¢., because the WTRU does not need the tunnel security parameters), and the connection at 8
may not be established. The UPF may establish the ssoure connection &t 10a/10b/10c {e.g., as depicted),
At12, the WTRU and the AF may exchange application fraffic over a PDU sassion between WTRU and
UPF, and over a secure connection (e.q., tunnel, between UPF and AF).

[0322] FIG. 8 depicts an example method initiated by an AF for esiablishing a secure tunnel with a UPF.
The UPF may act as a secure proxy for handling encrypted application traffic batween the WTRU and the
AF (a.q., over the sacurs tunnal).

03231 AL Q, the WTRU may register with the network. The WTRU may establish an AKMA key and a
FDU Session to communicate with the AF {a.g., as desaribed herain}.

[0324] AL1, the WTRU may establish an application session with the AF. The WTRU and ths AF may
astablich an application key KAF using the AKMA key and A-KID. The WTRU and AF may exchange
keving material {e.g., freshness parameters) to be used o establish a senure tunnel with the network {e.q.,
derive tunnel-specific Keys using KAF),

03251 Al 2 the AF may send arequest massage fo the NEF for the network to update the PDU Sesgion
associated with the WTRU. The request message may include tunnel securily parameters. The AF may
spacify an indication or policy {8.¢., whether authentication of the WTRU by the SPF andior a securs tunnsl
batwesn the WTRU and the UPH/SPF are required).
103287 Al 3, the NEF may send a response message to the AF that may indlude an acceptance of the
secure unneling. Al 4, the PCF may initigle the policy update for the PDU Session with the SMF. The PCF
may forward the tunnel securily paramsters {o the SMF.

103277 Al b, the SMF may verily session management subscription data {e.q., o determine if secure
funneling is authorized for the WTRUY, The SMF may send tunnal security parameters in a request
messags o the UPF,

[0328] A, the UPF may send aresponse message thal may includs the SPF addressing information
andfor the authentication methods supported by the SPF (8.g., cerlificate-based, shared key-based, nons)
to the SMF. The response message may include a root CA certificals {e.q., if server-side certificate-based
authsntication is supported).

[03258] At7, the SMF may send a PDU Session modification massage to the WTRU that may include
one of more of the following: an indication of secure funneling enablement, SPF addressing information,
authentication methods supportad by the SPF and sscurity policy, or any SPF credeniials {8.q., root CA

certificate)
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[0330] A8, the WTRU may sstablish a connsction with the UPF/SPF and the UPFISPF with the AF
{2.9., a5 described above with regard to 8-11 of FIG. 7). The WTRU may perform authentication and
establishment of security basad on an authentication method and a sscurity policy {e.g., no authentication
is parformed with SPF if no authentication is ragquired).

[0331]  At9 the WIRU and the AF exchangs sncrypted application traffic via the securs tunnal provided
by the SPFUPF,

03321 A dingls secure connection may be sstablished hetwaen the UPF and the AF, The messags at 7
may not be sent {e.g., becauss the WTRU may not nsed the tunnal security parameters), and the
connection at 8a may not be established. The UPF may establish the secure connection at 8b {e.g., as
describad with regard to FIG. 8). AL 9, the WTRU and the AF may exchange application traffic gver a PDU
session between ths WTRU and the UPF and over a secure connaction (e.qg., tunnal} batwean the UPF
and the AF.

[0333] FIG. 8 depicts an example method initiated by a WTRU fo establish a secure funnal with a UPE,
The UPF may act as a secure proxy for hendiing sncrypled application traffic batwsen the WTRU and the
AF {8.q., over the sacure tunnel). The SMF may act as an EAP authenticalor in an EAP authentication
method betwesn the WTRU and the AF, which may act as an authsentication server,

103341  ALQ, the WTRU may register with the natwork. At 1, the WTRU may establish a PDU Session to
communicate with the AF. The WTRU may include an indication to use a nsiwork provided SPF in the PDU
Session esfablishment requast message. The WTRU may include an indication of an EAP idantity in the
PDU Session establishment request message. The EAF identity may include the FQDN of AFDN-AAA
The usemame may correspond to AKMA key id A-KID IF AKMA is used with the AF.

[0335] Al 2, the SMF may verify the WTRU ssssion management subscription data (8.g., whethar
secura tunneling is authorized for the WTRU). The SMF may initiste an EAF authentication for the WTRLL
[0338] At 3, the SMF may retrieve the EAP identity {e.q., I not provided at 1). At 4, the SMF may sstup
N4 ssssion management with the UPF {0 exchange EAP msssages with the AF/DN-AAA,

03377 Al b, the SMF may send the EAF identity from the WTRU to the AF/DN-AAA, AL G, the WTRU
and AF/DN-AAA may exchange EAP messages via the SMEUPFE {e.q., as many messages as requirad by
the EAP-method supported). At 7, the SMF may receive, from the AF/DN-AAA, an EAP-sucosss including
a masier key and an identifier io be used for the sscure tunnsl.

[0338] AL g the SMF may configure the UPF/SPF with a tunnel end paint key derived using the master
key from the AF. The UPF may allocate addressing information {8.g., IP address/port) for the SPF/iunne!

snd point, which the UPF may assodiale with the recelved tunnel securily paramsilers.

-
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[0338] AL D, the SMF may send a PDU Session esiablishment accept message thal may includs an
EAP-succsss and SPF addressing info. At 10, the WTRU may send a connaction request towards the SPE,
Tha connection requsst may include AF addressing information for the establishment of the tunnel leg
between the UPF and the AF. The UPF/SPF may connect with the AF and may establish a secure
gonnection using the tunnel end point key provided by SMF. Al 11, the WTRU and AF may exchange
appilication traffic via the sacurs tunns! provided by the SPHURE.

[0340] A sscure connection (8.9., a single seoure connaction) batwesn the UPF and the AF may be
sstablished. 10a may be omitted {e.q., sincs the WTRU may not need to establish a sscirre connection with
UPF}. At 11, the WTRU and the AF may exchange application traffic over a PDU session betwesn the
WTRU and the UPF and over @ sacure connaction {8.q., tunnal) between the UPF and the AF.

[0341]  Although features and elements described above are describad in particular combinations, each
featurs or element may be usad alone without the other features and elements of the preferred
embodiments, of in various combinations with or withoui other fealures and elements.

103421 Although the implementations described harsin may consider 39 Generation Partnership Project
(3GPP} spacific protocols, it is undersiood that the implemsntations descoribed herein are nol restricted lo
this scenario and may be applicable to other wireless systams. For exampls, although the solutions
described hersin consider LTE, LTE-A, New Radio (NR} or 5G spacific protacols, itis understood that the
solutions described herein are not restricted to this scenaric and are applicable io other wireless systems
as well,

03431 The processes described above may be implemented in a computer program, softwars, andfor
firmware incorporaied in a compuler-readable medium for execution by a computer andfor processor,
Examples of computer-readable media inciuds, but are not limited o, elactronic signals {transmitied over
wirad and/or wirsless connections) andfor computer-readable siorage media. Examples of computer-
readable storage media includs, bui are nol limited 1o, a read only memory (ROM), & random acoess

memory (RAM), a register, cachs memary, semiconductor memory davices, magnetic media such as, but

not imited o, internal hard disks and removable disks, magnelo-optical media, andior optical madia such
as compact disc (CD)-ROM disks, and/or digilal versatile disks (DVDs). A procsssor in association with
softwars may be used to implement a radio frequency transceiver for use in a WTRU, terminal, bass

station, RNC, andfor any host computsr,
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CLAIMS
What is claimed is:
1. Adirst network node for providing an enabler server, the first network node comprising:

a processor configured to!

receive & session requsst message from a second network node, wherain the session request
messags indicates a requast for a session and comprises a protocs! data unit set handling (PSH) data
channst {(PDC) satup information elemant (IE) and an indication of a Quality of Senvice {QoS) associated
with the session;

deiermine a PDC should be established basad on the request for the session, the PDC setup ik,
and the indication of the QoS

send a sarvics request message to a third network node when it s determined that the PDC should
ba established, whereln the service request message comprises the indication of the QoS and PDC setup
&

receive a service regponge message from the third network node, wherein the second messags
indicatss the PDC has been established based on the PRC sstup IE; and

send & session response message o the second network nods, wherein the session response
messags indicates that the PDC is asseciated with the requested session and that the PDC has hesn

establishad basad on the PDC selup 1k,

2. The first natwork node of glaim 1, wherein the PDU selup Ik indicates at lsast ons of a2 PRU protocel, an
intarnet protocal (IP) address for a PDO endpoint, a port for a FDC endpoint, a seourlly parameler, an
authentication method, an authentication parameter, an ideniity associated with a securily certificals or key,
or a protocol paramater, o a Multiplexed Application Substrate over QUIC Encryption (MASQUE) tunnel

connection parameter,

3. The first network noda of any one of claims 110 2, wherein the PDU sestablishment request message

indicales a request to create a session with a Quality of Service (QoS),

4 The first network node of any one of claims 110 3, wherein the service request message and service
response messags ars assaclated with at least ons of an application function, a network function (NF), a

nolicy creation funciion (PCF), or a policy authorization.
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5, The first network node of any one of daims 1 to 4, wherein the PDC setup 1E is a first PDC seiup |E, and
wherein at least the service regponse massage or the sassion response messags further comprises a

second PDC setup IE.

8. The first nstwork node of any one of claims 1 1o 5, wherein the processor is further configurad to!
receive a setup request message from the second nsiwork node, wherain the requsst messags
comprises one or more candidats PDC setup ks,
determine the PDC setup IE from the one or more candidate PDC selups {Es; and

send a selup response message {o the sscond network node, whersin the sefup regponss

7. A methad performed by a first network node, the method comprising:

recelving a session request message from a second network nods, wherein the session request
massage indicates a request for a session and comprises a protocol data unit set handiing data channel
(PDC) setup information element (k) and an indication of a Quality of Service {Q05} assodiated with the
sassion;

determining a PDC should be established based on the request for the session, the PDC setup Ik,
and the indication of the GoS;

sending a servics request message o a third network node when it is determined that the PDC
should be establishsed, wharain the service requsst message comprises the indication of the QoS and PRC
setup Ik

receiving a service responss message from the third network node, wharsin the second message
indicates the PDC has bean establishad basad on the PDC setup Ik, and

sending a session response message 16 the seoond network nods, whersin the session response
massage indicates that the PDC is associated with the requested session and that that the PDC has besn

sstablished based on the PDC sstup IE.

& The mathod of claim 7, wherein the FDU setup Ik indicates at lsast one of a PDU protecol, an intermst
profocol (IP) address for a PDC endpoint, a port for a PDC endpoint, a security parameter, an
authsntication method, an authenticalion paramatar, an identity asscciated with a ssourity certificate or key,

or a profocol parameter, or a Multiplexsd Application Substrate over QUIC Encryption (MASQUE) tunnel

connection parameter,
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9, The methad of any one of claims 7 to § whersin the PDU establishment requsst messags indicates a

request to creale a session with a Quality of Service {(QoS).

10. The method of any one of claims 7 to 9, wharsin the service messags is associated with at least one of

an application function, a network function (NF), a policy creation funciion (PCF), or & policy authorization.

11. The method of any one of claims 7 to 10, wherein the PDC setup 1E is a firsi PDC setup IE, and
wherein af least the service responss massage o the session response messags further comprises a

second PDC setup k.

12. The method of claim of any one of claims 7 to 11, wherein the method further comprisss:

receiving a selup request massage from the second network nods, whersin the request message
comprises cne or more candidate PDC setup iks;

determining the FDC sefup ik from the one of more candidate PDC setups IEs; and

sending a setup response messags o the second network nods, wherein the ssiup responss

messags comprises at least the PDC setup Ik

13. Afirst network node for providing an snabler application server, the first network node comprising:
a procsssor configured to:

datermining one or more candidate protocol data unit set handling (PSH) data channel (PDO)
{FDC) setup information slements ({Es) associated with a service flow or an application;

sending a setup request messags to the second nebwork node, wherein the setup request
messags comprises the one or more candidate PDC ssiup ks,

receiving a setup response message from the second network nods, wherein the setup responss
messags comprises a PDC esfup 1E from the one or more candidate PC sstup IEs;

sending a session request messags 1o a second network node, wherein the session request
massage indicates a request for g session and comprises the PDC setup IE and an indication of a Quality

of Service {(oS) associated with the sassion; and
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receiving a session response message from the second network node, wherein the session
ragponss massage indicales that the PDC is associated with the requested session and that the PDC has
been sstablished based on the PDC setup |k

13. The first network node of claim 13, wherain the PDU sstup IE indicates at lsast one of a PDU protocal,
an internet protocol {IF) address for a PDC endpeint, a port for a PDC endpeint, a securily paramster, an
authentication method, an authentication parameter, an identity assaciaiad with a security certificals or key,
or a profocol parameter, or a Multiplexed Application Substrate over QUIC Enaryption (MASQUE) tunnel

connection parameter.

14. The first network node of any cne of daims 12 1o 13, whersin the PDU establishment request maessage

indicates a raquest o creale a session with a Quality of Service (QoS).

15, The first network node of any one of claims 12 1o 13, wherein the PDC ssiup 1E s afirst PDC selup IE,

and wharein the sassion response message comprisas a second PDC setup ik

-B2 -
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