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METHOD AND APPARATUS FOR SECURE
COMPUTING DEVICE START UP

FIELD OF THE INVENTION

[0001] The present invention pertains to the field of computing device security and in

particular to a method and apparatus for secure computing device start up.

BACKGROUND

[0002] As is known, Secure Boot is a security standard developed by members of

the PC industry to help ensure that a PC boots using only software that is trusted by

the PC manufacturer. Secure boot is designed to attempt to prevent root kits from

being installed at boot time in memory using mechanisms like option read only memory

(ROM) and master boot records (MBRs) to get loaded in to the OS, hijacking system

control and remaining hidden from anti-malware programs. This problem has grown

over time to play a significant role in data loss/corruption and theft.

[0003] Unified extensible firmware interface (UEFI) is a standard of

hardware/software interface for modern server platforms with modularity and standard

interfaces for independent hardware vendors (IHVs) to develop device drivers in UEFI

that work seamlessly in a pre-boot environment. UEFI adoption across operating

systems and platforms continues to grow, with many of the major client and server OS

versions supporting it.

[0004] The UEFI standards body identified a way to prohibit boot time malware root

kits from being installed using a mechanism of loading and executing binaries that are

un-modified and known to the platform. This mechanism is called Secure Booting.

[0005] Secured UEFI platforms load only software binaries, such as option ROM

drivers, boot loaders, OS loaders, that are unmodified and trusted by the platform. The

UEFI specification defines the infrastructure required for secure booting. Secure Boot

does not protect the system or its data while the system is operating. Secure Boot

stops booting to the OS if any component is not authenticated in the boot process,

thereby attempting to prevent systems from running hidden malware.

[0006] UEFI platform firmware will load the third party drivers, option ROMS, and OS

loaders that are signed by the Certification Authority (CA). Original equipment



manufacturers (OEMs) can install the public part of the key in the platform database

(DB) and the UEFI loader protocol service validates the signature of the binary against

the authorized DB before it is allowed to run on the platform. This chain of

authentication continues from the UEFI to the OS loader and OS. OS loaders that are

signed and whose key is present in the DB are allowed to run based on UEFI. This

key mechanism ensures that the OS loader or option ROMs are allowed to execute

only if they are authorized and not modified by any party.

[0007] However, Secure Boot devices are challenged when it comes to certificate

authentication in several aspects. Firstly, the root of trust for the secure boot process

is permanently incorporated in the device. Secondly, there is no network connection

available during the boot process to check certificate revocation status in real time, and

thirdly there is no reliable real-time clock source available during the boot process to

check certificate expiry.

[0008] Due to the above restrictions, if a malicious actor is able to acquire the private

key associated with any level of the Secure Boot public key infrastructure (PKI), they

will be able to sign malware that will be accepted by the Secure Boot device in

perpetuity. As such, even though it is the root of trust that is permanently incorporated

into the device, and the corresponding private key for that root can be very closely

guarded, for example, stored offline in a locked and supervised vault with very strict

policies and procedures regarding access to the vault, theft of the lowest level private

key, which must be used frequently and is therefore inherently more vulnerable, can

render the entire PKI compromised.

[0009] At present there are a few potential solutions to this problem. A first potential

solution includes the use a certificate revocation list (CRL). For example, if a

compromise of a signing key is detected, the intermediate certificate(s) can be revoked

and added to a CRL that can be pushed to Secure Boot devices via firmware update.

There are considered to be several potential issues with this solution. This solution

implies that a compromise must be detected, which is not always true. In addition, it

may take considerable time to push a CRL update out to potentially billions of Internet

of Things (loT) devices, thereby leaving a large window of opportunity for a malicious

actor to exploit a stolen key.

[0010] Another potential solution is to have multiple roots of trust. Some processors

provide multiple one-time-programmable registers (OTPRs) for storing roots of trust

and a mechanism to invalidate expired/compromised roots. For example the Freescale

iMX-6 provides 4 such OTPRs and fuses which can be blown to prevent reading of 3 of



the 4 (the 4 cannot be "revoked" in this manner because that would render the device

unbootable). There are considered to be several potential issues with this solution.

This solution implies that a compromise must be detected, which is not always true. In

addition, it may take considerable time to push a CRL update out to potentially billions

of loT devices, thereby leaving a large window of opportunity for a malicious actor to

exploit a stolen key. Furthermore, extra OTPRs can make a device more expensive

and as such many loT devices would not include this capability due to it being cost

prohibitive. In addition, if the hacker is able to compromise one PKI they are likely able

to compromise all of them, so there is a strong likelihood of concurrent compromise of

all N roots.

[001 1] Therefore there is a need for a method and apparatus for secure computing

device start up that is not subject to one or more limitations of the prior art.

[001 2] This background information is provided to reveal information believed by the

applicant to be of possible relevance to the present invention. No admission is

necessarily intended, nor should be construed, that any of the preceding information

constitutes prior art against the present invention.

BRIEF DESCRIPTION OF THE FIGURES

[001 3] Further features and advantages of the present invention will become

apparent from the following detailed description, taken in combination with the

appended drawings, in which:

[001 4] FIG. 1 illustrates a method of secure computing device start up in accordance

with embodiments of the present invention.

[001 5] FIG. 2 illustrates a method for signing a software image, in accordance with

embodiments of the present invention.

[001 6] FIG. 3 illustrates a method of booting a computing device wherein the

software image has been signed as illustrated in FIG. 1, in accordance with

embodiments of the present invention.

[001 7] FIG. 4 is a schematic diagram of a hardware device, according to

embodiments of the present invention.

[001 8] It will be noted that throughout the appended drawings, like features are

identified by like reference numerals.



DETAILED DESCRIPTION

[0019] The present invention provides a method for secure computing device start

up. The method includes generating a public / private key pair and signing a software

image and obtaining a first time stamp and a second time stamp. The method further

includes combining the signed software image, the first time stamp and the second

time stamp into a bundle and deploying the bundle. During secure start up, the

method includes authenticating the signed software image, the first time stamp and the

second time stamp and booting the computing device if authentication passes. The

computing device aborts booting the computing device if the authentication process

fails.

[0020] FIG. 1 illustrates a method of secure computing device start up in accordance

with embodiments of the present invention. As illustrated in FIG. 1, the overall secure

start up of a computing device includes signing a software image for use during

computing device start up and secure device start up based on the signed software

image.

[0021] According to embodiments, there is provided a method for signing a software

image for use during computing device start up. The method includes generating 110

a public / private key pair and signing a software image and obtaining 120 a first time

stamp and a second time stamp. The method further includes combining the signed

software image, the first time stamp and the second time stamp into a bundle and

deploying the bundle 130.

[0022] According to embodiments, there is provided a method for secure computing

device start up. The method includes obtaining a bundle, the bundle including a signed

software image, a first time stamp and a second time stamp. During secure start up,

the method includes authenticating the signed software image 140, the first time stamp

and the second time stamp and booting 150 the computing device if authentication

passes. The computing device aborts 160 booting the computing device if the

authentication process fails.

[0023] According to embodiments, there is provided a device for signing a software

image for use during computing device start up and a device for secure computing

device start. Each of these devices include a processor and machine readable

memory storing machine executable instructions which when executed by the

processor configure the device to perform the respective method as defined above.



[0024] According to embodiments of the present invention, the method for secure

computing device start up is intended to be used to improve the security of a Secure

Boot procedure by limiting the window of opportunity a malicious actor has to sign

malware that will be accepted by a Secure Boot device should the private signing key

and associated certificate be stolen. According to embodiments, this method for

secure computing device start up can be applicable to substantially all nature of

devices that employ a Secure Boot feature. According to some embodiments, the

method for secure computing device start up can be applicable to cellular modems or

gateways or other communication network devices.

[0025] FIG. 2 illustrates a method for signing a software image for use during

computing device booting according to embodiments of the present invention.

[0026] According to embodiments, the method for signing a software image for use

during computing device booting can include the following steps. Initially, ephemeral

private keys are used when a software image is to be signed. The method includes

generation 210 of the ephemeral keys which includes generating a public / private key

pair. The method further includes using the private key to sign 220 the software

image. The subsequent step is to format a certificate signing request (CSR) which

contains the public key 230 and signing the CSR using the private key 240.

Subsequently the private key is discarded or destroyed 250. According to

embodiments, it is considered to be critical that the private key is not committed to

persistent storage.

[0027] According to embodiments, the method for signing a software image for use

during computing device booting also includes computing a secure hash of the signed

software image and submitting the hash to a time stamp authority (TSA) in order to

acquire a first time stamp (TS1) 260. Subsequently, the CSR is submitted 270 to an

intermediate certification authority (CA) and acquires 280 a time stamped signing

certificate which has a second time stamp (TS2). Subsequently, the software image,

software image certificate, TS1 and the certificate authentication chain are bundled.

According to embodiments, the certificate authentication chain includes the signed

certificate including TS2, the intermediate CA certificate (e,g, time stamped signing

certificate) and the root CA certificate. This bundle is subsequently deployed for using

during the start up or booting of a computing device.

[0028] According to embodiments, at the time of start up of a computing device,

namely at boot time, and prior to authentication of the software image signature with



the certificate chain, the following checks are performed, wherein the outcome of these

checks determine if booting of the computing device is enabled or if booting of the

computing device is aborted. FIG. 3 illustrates a method for secure start up of a

computing device according to embodiments of the present invention.

[0029] According to embodiments, an initial check is to determine if TS1 is present

and trusted 310. A pre-requisite of this check can be that the TSA root of trust is

securely stored on the computing device for use in validation of TS1 . If TS1 is not

present or not trusted, then the booting of the computing device is aborted. If TS1 is

present and trusted, the computing device proceeds to a subsequent check.

[0030] According to embodiments, a second check is to determine if TS2 is present

and trusted 320. According to embodiments, it is expected that the same TSA will be

used to generate both TS1 and TS2. According to embodiments, if the TSA providing

TS1 is different from the TSA providing TS2, it is required that the two TSA roots of

trust are securely stored on the computing device. If TS2 is not present or not trusted,

then the booting of the computing device is aborted. If TS2 is present and trusted, the

computing device proceeds to a subsequent check.

[0031] According to embodiments, a third check is to determine if TS1 is less than

TS2 330. If TS1 is greater or equal to TS2, then the booting of the computing device is

aborted. As defined above with respect to the method for signing a software image for

use during computing device booting, TS1 is requested before TS2. As such TS2

must always be newer than TS1 . For example, if TS1 is greater than TS2, it is a sign

that TS1 was captured during its existence and was used to sign another software

image. According to embodiments, this third check can ensure that the window of

exploitation for a malicious actor to steal the signing keys is limited to the interval

between the provision of TS1 and TS2.

[0032] According to some embodiments, there can be a fourth check to determine if

booting of the computing device is to proceed. The fourth check includes a

comparison between TS1 and TS2. According to embodiments, the fourth check

includes evaluation of whether TS2 minus TS1 is greater than a predetermined value

340. If TS2 minus TS1 is greater than the predetermined value, the booting of the

computing device is aborted 350 otherwise the booting 360 of the computing device

can proceed. According to embodiments, this fourth check can determine if a

malicious actor is able to stall the process of obtaining TS1 and TS2 to expand the

window of exploitation (e.g. the time between the generation of TS1 and TS2) and this

stalling of the process has a time frame longer than X , the certificate will not be



accepted and the booting of the computing device is aborted. According to

embodiments, the value of X can be defined by a security policy associated with the

computing device, or an associated security policy of the method for secure computing

device start up.

[0033] According to embodiments, the methods defined above can be extended to a

variety of certificate-based authentication in order to assist in situations where a

reliable clock source to check certificate expiry and/or a network connection to check

certificate revocation status may not be available.

[0034] FIG. 4 is a schematic diagram of a hardware device that may for example

perform any or all of steps of the above methods and features described herein,

according to different embodiments of the present invention. As shown, the device 400

includes a processor 410, memory 420, non-transitory mass storage 430, I/O interface

440, network interface 450, and a transceiver 460, all of which are communicatively

coupled via bi-directional bus 470. According to certain embodiments, any or all of the

depicted elements may be utilized, or only a subset of the elements. Further, device

may contain multiple instances of certain elements, such as multiple processors,

memories, or transceivers. Also, elements of the hardware device may be directly

coupled to other elements without the bi-directional bus.

[0035] The memory may include any type of non-transitory memory such as static

random access memory (SRAM), dynamic random access memory (DRAM),

synchronous DRAM (SDRAM), read-only memory (ROM), any combination of such, or

the like. The mass storage element may include any type of non-transitory storage

device, such as a solid state drive, hard disk drive, a magnetic disk drive, an optical

disk drive, USB drive, or any computer program product configured to store data and

machine executable program code. According to certain embodiments, the memory or

mass storage may have recorded thereon statements and instructions executable by

the processor for performing any of the aforementioned method steps described

above.

[0036] Through the descriptions of the preceding embodiments, the present

invention may be implemented by using hardware only or by using software and a

necessary universal hardware platform. Based on such understandings, the technical

solution of the present invention may be embodied in the form of a software product.

The software product may be stored in a non-volatile or non-transitory storage

medium, which can be a compact disk read-only memory (CD-ROM), USB flash disk,

or a removable hard disk. The software product includes a number of instructions that



enable a computer device (personal computer, server, or network device) to execute

the methods provided in the embodiments of the present invention. For example, such

an execution may correspond to a simulation of the logical operations as described

herein. The software product may additionally or alternatively include a number of

instructions that enable a computer device to execute operations for configuring or

programming a digital logic apparatus in accordance with embodiments of the present

invention.

[0037] Although the present invention has been described with reference to specific

features and embodiments thereof, it is evident that various modifications and

combinations can be made thereto without departing from the invention. The

specification and drawings are, accordingly, to be regarded simply as an illustration of

the invention as defined by the appended claims, and are contemplated to cover any

and all modifications, variations, combinations or equivalents that fall within the scope

of the present invention.



WE CLAIM:

1. A method for secure computing device start up, the method comprising:

generating a public / private key pair and signing a software image;

obtaining a first time stamp and a second time stamp;

combining the signed software image, the first time stamp and the

second time stamp into a bundle;

deploying the bundle;

during secure start up, authenticating the signed software image, the

first time stamp and the second time stamp;

booting the computing device if authentication passes.

2 . The method according to claim 1, wherein the software image is signed using a

private key of the public / private key pair.

3 . The method according to claim 2 , further including formatting a certificate

signing request (CSR) which includes a public key of the public / private key pair and

signing the CSR with the private key.

4 . The method according to claim 3 , further including discarding or destroying the

private key.

5 . The method according to claim 1, wherein the first time stamp is received from

a time stamp authority.

6 . The method according to claim 1, wherein the second time stamp is received

from an intermediate certification authority.

7 . The method according to claim 1, wherein authenticating the signed software

image includes determining if the first time stamp is present and trusted.

8 . The method according to claim 7 , wherein authenticating the signed software

image includes determining if the second time stamp is present and trusted.

9 . The method according to claim 8 , wherein authenticating the signed software

image includes determining if the first time stamp is less than the second time stamp.



10. The method according to claim 9 , wherein authenticating the signed software

image includes determining if the second time stamp minus the first time stamp is less

or equal to a predetermined value.

11. A method for signing a software image for use during computing device start

up, the method comprising:

generating a public / private key pair and signing a software image;

obtaining a first time stamp and a second time stamp;

combining the signed software image, the first time stamp and the

second time stamp into a bundle;

deploying the bundle for use during computing device start up.

12. The method according to claim 11, wherein the software image is signed using

a private key of the public / private key pair.

13. The method according to claim 12, further including formatting a certificate

signing request (CSR) which includes a public key of the public / private key pair and

signing the CSR with the private key.

14. The method according to claim 13, further including discarding or destroying the

private key.

15. The method according to claim 11, wherein the first time stamp is received from

a time stamp authority.

16. The method according to claim 11, wherein the second time stamp is received

from an intermediate certification authority.

17. A method for secure computing device start up, the method comprising:

obtaining a bundle, the bundle including a signed software image, a first

time stamp and a second time stamp;

during secure start up, authenticating the signed software image, the

first time stamp and the second time stamp;

booting computing device if authentication passes.

18. The method according to claim 17, wherein authenticating the signed software

image includes determining if the first time stamp is present and trusted.



19. The method according to claim 18, wherein authenticating the signed software

image includes determining if the second time stamp is present and trusted.

20. The method according to claim 19, wherein authenticating the signed software

image includes determining if the first time stamp is less than the second time stamp.

2 1 . The method according to claim 20, wherein authenticating the signed software

image includes determining if the second time stamp minus the first time stamp is less

or equal to a predetermined value.

22. A device for signing a software image for use during computing device start up,

the device comprising:

a processor; and

machine readable memory storing machine executable instructions which when

executed by the processor configure the device to:

generate a public / private key pair and sign a software image;

obtain a first time stamp and a second time stamp;

combine the signed software image, the first time stamp and the second

time stamp into a bundle;

deploy the bundle for use during computing device start up.

23. A device for secure computing device start up, the device comprising:

a processor; and

machine readable memory storing machine executable instructions which when

executed by the processor configure the device to:

obtain a bundle, the bundle including a signed software image, a first

time stamp and a second time stamp;

during secure start up, authenticate the signed software image, the first

time stamp and the second time stamp;

boot computing device if authentication passes.
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