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(57) ABSTRACT 

When Write processing once interrupted is restarted, if new 
data is stored in a nonvolatile memory 34 and regeneration 
of parity is impossible because data can not be read out 
normally from a third disk device (for instance 32-2) other 
than a disk device (for instance 32-1) in which new data is 
to be Written and a disk device (for instance 32-5) for parity, 
a data Writing unit 113 in a special write executing unit 110 
Overwrites the new data stored in the nonvolatile memory 34 
at a Specified Write position of an appropriate disk device 
(for instance 32-1). 
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DISKARRAY DEVICE 

FIELD OF THE INVENTION 

0001. The present invention relates to a disk array device 
adapted to execution of data I/O processing by concurrently 
accessing a plurality units of disk device, and more specifi 
cally a disk array device adapted for maintenance of con 
Sistency of data by executing, when write processing is 
interrupted due to, for instance, power failure, recovery 
processing for data write using the data Stored therein. 

BACKGROUND OF THE INVENTION 

0002. A disk device having nonvolatability of record, a 
large capacity, a capability for high Speed data transfer or 
other excellent features Such as a magnetic disk or an optical 
disk device has been widely used as an external Storage 
device for a computer System. Demands for a disk device 
include those for a capability for high Speed data transfer, 
high reliability, a large capacity, and a low price. As a disk 
device Satisfying the requirements as described above, now 
hot attentions are put gathered on a disk array device. The 
disk array device comprises a plurality of compact disk 
devices for recording therein data distributedly and also for 
enabling concurrent access to the data. 
0003. With the disk array device, by concurrently execut 
ing data transfer to a plurality of disk devices, data transfer 
can be executed at a rate higher by the number of disk 
devices as compared to a data transfer rate in a case of a 
Single disk device. Further, by recording, in addition to data, 
redundant information Such as parity data, it becomes poS 
Sible to detect and correct a data error caused by, for 
instance, a failure of a disk device, and the reliability as high 
as that obtained in the method of recording duplicated 
contents of a disk device with a lower cost as compared to 
that requiring for duplicating. 
0004. It is generally recognized that a disk array device is 
a new recording medium simultaneously Satisfying the three 
requirements for low price, high Speed, and high reliability. 
For this reason, it is not allowable that any of the three 
requirements is not satisfied. What is most important and 
most difficult to maintain is high reliability. For, a signal disk 
itself constituting a disk array is a cheap one, and So high 
reliability is not required to a single disk itself. Accordingly, 
to realize a disk array device, it is most required to maintain 
the high reliability, and the present invention relates to a disk 
array device, So that the factor of high reliability is espe 
cially important. 

0005 David A. Patterson of Barkley school, California 
University, et al. have published reports in which disk array 
devices each for distributing a large Volume of data to a 
number of disks at a high Speed for realizing redundancy of 
data in preparation for a failure of any disk are classified to 
levels 1 to 5 (ACM SIGMOD Conference, Chicago, Ill., Jun. 
1-3, 1988, p.109 to p116). 
0006. The levels 1 to 5 used for classification of disk 
array devices proposed by David A. Patternson et al. is 
abbreviated as RAID (Redundant Arrays of Inexpensive 
Disks). Next brief description is made for RAID 1 to 5. 
0007 FIG. 32 shows a disk array device not having data 
redundancy, and this category is not included in the levels 
proposed by David A. Patterson et al., but this level is 
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described herein as RAID0. In a RAID0 disk array device, 
as shown by data A to I, a disk array control unit 10 
distributes data to disk devices 32-1 to 32-3 according to an 
I/O request from a host computer 18, and data redundancy 
for disk error is not insured. 

0008. A RAID1 disk array device has, as shown in FIG. 
33, a mirror disk device 32-2 in which copies A to C of data 
A to C stored in the disk device 32-1 are stored. In a case of 
RAID1, use efficiency of the disk device is low, but data 
redundancy is insured, and can be realized with Simple 
controls, So that this type of disk array device has widely 
been used. 

0009 A RAID2 disk array device stripes (divides) data 
by a unit of bit or byte, and concurrently executes data write 
or data read to and from each disk device. The Striped data 
is recorded in the physically Same Sectors in all the disk 
devices. AS error correction code, hamming code generated 
from data is used. The RAID2 disk array device has, in 
addition to disk devices for data Storage, a disk device for 
recording the hamming code therein, and identifies a faulty 
disk from the hamming code to restore data. By having data 
redundancy based on hamming code, data can be insured 
even if a disk device goes wrong, but the use efficiency of 
disk devices is rather low, So that this type of disk array 
device has not been put into practical use. 
0010 ARAID3 disk array device has the configuration as 
shown in FIG. 34. Namely, as shown in FIG. 35, for 
instance, data a, b, c are divided by a unit of bit or Sector to 
data a1 to a3, b1 to b3, and c1 to c3, and further parity P1 
is computed from the data a1 to as, parity P2 is computed 
from the data b1 to b3, and also parity P3 is computed from 
data c1 to c3, and the disk devices 32-1 to 32-4 shown in 
FIG. 34 are concurrently accessed to write data therein. 
0011. In a case of RAID3, redundancy of data is main 
tained with parity. Further a time required for data write can 
be reduced by concurrently processing divided data. How 
ever, a concurrent Seek operation is required for all the disk 
devices 32-1 to 32-4 for each access for data write or data 
read. This Scheme is effective when a large Volume of data 
is continuously treated, but in a case of, for instance, 
transaction processing for accessing a Small Volume of data 
at random, the capability for high-Speed data transfer can not 
effectively be used, and the efficiency goes lower. 
0012. A RAID4 disk array device divides one piece of 
data by Sector and then writes the divided data in the same 
disk device. For instance, in the disk device 32-1, data a is 
divided to sector data a1 to a 4 and the divided data is written 
therein. The parity is stored in a disk device 32-4 univocally 
decided. Herein parity P1 is computed from data a1, b1, and 
c1, parity P2 from data a2, b2, c2, parity P3 from data a3, 
b3, c3, and parity P4 from data a 4, b4, ca. 
0013 Data can concurrently be read from the disk 
devices 32-1 to 32-3. As for an operation for reading data a 
to b, in a case of the data a, Sector data a1 to a 4 are 
Successively read out and Synthesized by accessing Sectors 
0 to 3 of the disk device 32-1. When writing data, data prior 
to write processing and the parity are read and then new 
parity is computed to write the data, So that it is required to 
access the disk device 32-1 totally 4 times for one operation 
for writing data. 
0014 For instance, when sector data a1 in the disk device 
32-1 is updated (rewritten), in addition to data write up 
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updating, an operation for reading old data (al) old at an 
updated position and old parity (P1) old of the correspond 
ing disk device 32-4, computing new parity (P1) new 
consistent to new data (al) new, and then writing the data is 
required. 
0.015 Also when writing data, access to the disk device 
324 for parity is always executed, So that data can not be 
written in a plurality of disk devices Simultaneously. For 
instance, even if it is tried to simultaneously write data a1 in 
the disk device 32-1 and data b2 in the disk device 32-2, as 
it is required to read the parities P1, P2 from the same disk 
device 32-4 and then write the data after computing new 
parities, So that the data can not simultaneously be written in 
the disk devices. 

0016 RAID4 is defined as described above, but this type 
of disk array device provides few merits, So that there is no 
actual movement for introduction of this type of disk array 
device into practical use. 
0017. In a RAID5 disk array device, a disk device for 
parity is not fixed, So that operations for data read and data 
write can concurrently be executed. Namely, as shown in 
FIG. 37, parities for sectors are written in different disk 
devices respectively. Herein parity P1 is computed from data 
a1, b1, cl, parity P2 from data a2, b2, d2, parity P3 from data 
a3, c3, d3, and parity P4 from data b4, c4, d4. 
0.018. As for concurrent operations for data read and data 
write, for instance, data a1 for sector 0 of the disk device 
32-1 and data b2 for sector 1 of the disk device 32-2 are 
placed in the disk devices 32-4 and 32-3 having parity P1 
and parity P2 different from each other respectively, so that 
the operations for reading data and writing data can con 
currently be executed. It should be noted that overhead 
required for accessing 4 times in all is the same as that in 
RAID4. 

0.019 AS described above, in a case of RAID5, operations 
for data read and data write can concurrently be executed by 
accessing a plurality of disk devices asynchronously, So that 
this type of disk array device is Suited to transaction pro 
cessing executed by accessing a Small Volume of data at 
random. 

0020. In the conventional types of disk array devices as 
described above, when power Supply is interrupted for Some 
reasons while data write to a disk device is being executed, 
the System control can be started from the same operation for 
writing data after recovery of power supply in RAID1 to 
RAID3 disk array devices, but the same write operation can 
not be restarted after recovery of power Supply in RAID4 
and RAID5 disk array devices for the following reasons. 
0021) When writing data in a RAID4 or a RAID 5 disk 
array device, a parity is decided by computing exclusive-OR 
(expressed by the exclusive-OR symbol) for data in a 
plurality of disk devices through the equation (1) below and 
the parity is Stored in a disk device for parity. 

0022 Data a (+) datab (+)=Parity P (1) 
0023 Sites for storage of data and parity are fixed, in a 
case of RAID4, to particular disks 32-1 to 32-4 as shown in 
FIG. 36. In contrast, in a case of RAID5, sites for storage of 
parity are distributed to the disk devices 32-1 to 32-4 as 
shown in FIG. 37 to dissolve concentration of access to a 
particular disk or particular disks due to operations for 
reading and writing parity. 
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0024. When reading data from these RAID4 and RAID5 
types of disk array devices, data in the disk devices 32-1 to 
32-4 cannot be rewritten, So that consistency of parity is 
maintained, but also parity must be rewritten according to 
data when writing data therein. 

0025 For instance, when old data (al) old in the disk 
device 32-1 is rewritten to new data (al) new, parity P1 for 
all the data in the disk device can be maintained by updating 
parity by computing through the equation (2): 

0026 Old data (+) old parity (+) new data=New 
parity (2) 

0027 As shown by this equation (2), it is necessary to 
read out old data and old parity in the disk device first, and 
then an operation for writing new data and operations for 
generating and writing new parity are executed. 

0028 Next detailed description is made for a method of 
rewriting data in a RAID5 type of disk array device with 
reference to FIG. 38. FIG. 38 is a simulated view for 
illustrating a sequence for rewriting data, and in this figure, 
an array controller 50 is connected to 5 units of disk devices 
(Devices 0, 1, 2, 3, 4) 32-1, 32-2, 32-3, 32-4, and 32-5 for 
the purpose to control the disk devices 32-1 to 32-5, and a 
host computer 18 is connected to the array controller 50 via 
a control unit 10 for controlling the array controller 50. 

0029. For instance, when rewriting data (D0) in the disk 
device 32-1, at first the control unit 10 issues a write 
command to the array controller 50, and also transfers write 
data (D0 new) 40 to the array controller 50. The array 
controller 50 receives the write command from the control 
unit 10, and reads out old data (D0 old) 40-1 from the disk 
controller 32-1. Also the array controller 50 reads out old 
parity (Dp old) from the disk device 32-5. 
0030) Then the array controller 50 writes the new data 
(D0 new) in the disk device 32-1. Then the array controller 
50 computes exclusive-OR (EOR) with a logic circuit 12 
among old parity (DP old) 48, old data (D0 old) 40-1, and 
new data (D0 new) 40 to generate new parity (Dp new) 48-1, 
and write the new parity in the disk device 32-5. Then the 
array controller 50 reports to the control unit 10 that the 
write operation has been finished normally, and the control 
unit 10 acknowledges the report, thus data updating being 
finished. 

0031) If power is cut off while writing new data or new 
parity in a RAID4 or a RAID5 type of disk array device, it 
becomes impossible to check up to where data has been 
written normally, and consistency of parity is lost. If the 
processing for writing the same data is executed after 
recovery of power, old data and old parity are read from a 
disk device or disk devices with consistency of parity having 
been lost therefrom, So that inconsistent parity is generated 
and the data write operation is disadvantageously finished. 

0032) To solve the problem described above, the present 
inventors proposed RAID4 and RAID5 types of disk array 
device in which, even if power is cut off during an operation 
for writing new data or new parity, the interrupted operation 
for writing the same data or Same parity can be restarted 
(Refer to Japanese Patent Laid-Open Publication No. HEI 
6-119126). The disk array device according to this invention 
is shown in FIG. 39. 
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0033. In this disk array device, at least processing state 
data 38 indicating a processing State of a writing unit 60 as 
well as of a parity updating unit 70 and new data 40 
transferred from an upper device 18 are Stored in an non 
Volatile memory 34 in preparation for a case where power 
goes down, and when power is turned ON, a restoring unit 
80 executes the processing for recovery using the new data 
40 maintained in the nonvolatile memory 34 with reference 
to the processing state data 38 in the nonvolatile memory 34 
when the write processing has been interrupted. 
0034. However, out Subsequent study showed that, in the 
invention disclosed in Japanese Patent Laid-Open Publica 
tion No. HEI 6-119126, if any one of a plurality of disk 
devices goes wrong, Sometimes the processing for recovery 
can not be executed. Namely, in the configuration shown in 
FIG. 38, for instance, if the disk device 32-2 is faulty, when 
power is cut off and the operation for writing data is 
interrupted while rewriting new data (D0) new) or new 
parity (Dp new), not only data (D0) in the disk device 32-1 
and parity (Dp) in the disk device 32-5 are broken, but also 
it becomes impossible to reconstruct data (D1) during data 
Stripe and constituting the same parity group in the faulty 
disk device 32-2, thus the data being lost. 
0.035 Also it is conceivable that the invention disclosed 
in Japanese Patent Laid-Open Publication No. HEI 
6-119126 is applied to a RAID5 disk array device having a 
plurality of array controllerS. Namely, an nonvolatile 
memory is provided in a disk array device having a plurality 
of array controller, new data and processing State data are 
Stored in the nonvolatile memory, and the processing for 
data recovery is executed, when the data write processing is 
not finished normally due to power failure or for any other 
reason, using the data. 
0036) However, when a plurality of array controllers are 
booted up with independent power Supply units respectively, 
time delay is generated. For this reason, if power Supply is 
restarted after processing for writing data has not been 
normally finished in a plurality of array controllers, the 
processing for recovery is executed to data in a parity group 
updated immediately after data recovery by an array con 
troller using data Stored in an nonvolatile memory in another 
array controller, and the last data is disadvantageously lost. 

SUMMARY OF THE INVENTION 

0037. It is an object of the present invention to provide a 
disk array device which can restart, even if power goes down 
during data write processing, the interrupted data write 
processing after recovery of power to complete the process 
ing, especially a disk array device in which data can be 
restored even if any of a plurality of disk devices is faulty, 
or a disk array device having a plurality of array controllers 
in which data can be restored. 

0.038 FIG. 1 is an explanatory view showing an opera 
tional principle of a disk array device according to the 
present invention. As shown in FIG. 1, the disk array device 
belongs to the category of RAID4 or RAID5, and comprises 
a control unit 10, an array controller 50, and a plurality unit 
(for instance, 5 units in FIG. 1) of disk devices 32-1, 32-2, 
32-3, 32-4, and 32-5. 

0039) Provided in the control unit 10 are a channel 
interface adapter 16, an nonvolatile memory 34, a special 
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write executing unit 110, and a data reproducing means 120. 
An upper device 18 Such as a host computer is connected via 
the channel interface adapter 16 to the disk array device. The 
nonvolatile memory 34 stores therein new data transferred 
from the upper device. 
0040. When the write processing is interrupted once and 
then restarted, if regeneration of parity is impossible because 
new data is Stored in the nonvolatile memory 34 and data can 
not is read out normally from a third disk device (for 
instance, 32-2) excluding a disk device (for instance, 32-1), 
to which it has been instructed for new data to be written in, 
and a disk device for parity (for instance, 32-5), the special 
write executing unit 110 executes the processing for restor 
ing data by generating new parity using new data Stored in 
the nonvolatile memory 34, and writes the new data, new 
parity and other data in the disk device by means of Special 
write processing. 
0041 Namely, the special write executing unit 110 has a 
data write unit 113 and a parity generating unit 116, and the 
data write unit 113 overwrites a preset Special value or 
preferably new data stored in the nonvolatile memory 34, 
when executing the Special write processing, at a specified 
write position in the specified disk device (for instance, 
32-1). 
0042. Also when executing the special write processing, 
the parity generating unit 116 generates new parity using 
data and parity Stored at positions corresponding to disk 
write positions for new data in a disk device (for instance, 
32-1), to which it has been instructed for new data to be 
written in, and a disk device for parity (for instance, 32-5) 
and also using new data Stored in the nonvolatile memory 
34, and writes the new parity in the disk device for parity 
(for instance, 325). 
0043. The data reproducing unit 120 issues a request for 
shift to the Special write processing mode to the Special write 
executing unit 110 when there is a third disk device (for 
instance, 32-2) from which data can not be read out normally 
in processing for recovery). 
0044 Provided in the array controller 50 are a plurality 
(for instance, 5 units in FIG. 1) of device interface adapters 
54-1, 54-2, 54-3, 54-4, and 54-5. Data error detecting units 
154-1, 154-2, 154-3, 154-4, 154-5 are provided in the device 
interface adapters 54-1, 54-2, 54-3, 54-4, and 54-5, respec 
tively. The data error detecting units 154-1, 154-2, 154-3, 
154-4, 154-5 detects generation of an error when reading out 
data from the disk devices 32-1, 32-2, 32-3, 32-4, and 32-5, 
and reports generation of the error to the data reproducing 
unit 120. 

0045. In a disk array device having the configuration 
described above, the processing for data recovery is 
executed as described below. After processing for writing 
new data is interrupted due to power failure or for other 
reasons, when the write processing is restarted because 
power Supply is restarted or for other reasons, at first parity 
Stored at a position corresponding to a disk write position for 
new data in a disk device for parity (for instance, 32-5) is 
read out. In this Step, a read error is detected by the data error 
detecting unit (for instance, 154-5) because consistency of 
parity with that of data has been lost due to interruption of 
the previous write processing. 
0046) Then the data error detecting unit (for instance, 
154-5) reports generation of an error to the data reproducing 
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unit 120. When the data reproducing unit 120 receives the 
report, it reads out data, for reproducing the parity data, from 
disk devices (for instance, 32-2,32-3, 32-4) other than a disk 
device as a target for new data write (for instance, 32-1) and 
a disk device for parity (for instance, 32-5) each belonging 
to the parity group in which the read error was generated. 

0047. In this step, if a further read error is detected by the 
data error detecting unit (for instance, 154-2) while reading 
out data from a third disk device (for instance, 32-2), the 
data error detecting unit reports generation of the error to the 
data reproducing unit 120. With this operation, the data 
reproducing unit 120 issues a request for shift to the Special 
write processing mode to the Special write executing unit 
110. 

0.048 When the special write executing unit 110 receives 
a request for shift to the Special write processing mode, the 
data write unit 113 overwrites a preset Special value or 
preferably new data stored in the nonvolatile memory 34 at 
Specified write positions in the specified disk device (for 
instance, 32-1). 
0049. The parity generating unit 116 generates new parity 
using data and parity Stored at positions corresponding to 
Specified write positions in a disk device (for instance, 32-1), 
to which it has been instructed for new data to be written in, 
as well as in a disk device for parity (for instance, 32-5), and 
writes the new parity in the disk device for parity (for 
instance, 32-5). Then the special write processing mode is 
terminated. 

0050. It should be noted that, when a preset special value 
is overwritten at a specified write position in a specified disk 
device (for instance, 32-1) (for instance, when new data is 
not stored in the nonvolatile memory 34), the data write unit 
113 memorizes that the special value was overwritten, for 
instance, by providing a flag in the memory, and Simulatedly 
reports a read error when a read request is issued to the data. 
0051 AS described above, a disk array device according 
to the present invention is a disk array device adapted to data 
updating by reading out old data Stored at a write position of 
a specified disk device, then writing new data transferred 
from a upper device at the write position, and writing a new 
parity generated according to an old parity Stored at a disk 
write position for the new data on a disk device for parity, 
the old data as well as to the new data at a disk Storage 
position for the old parity, comprising an nonvolatile 
memory for Storing therein new data transferred from a 
upper device; and a special write executing unit for execut 
ing processing for recovery, in a case where, when write 
processing is interrupted once and then the interrupted write 
processing is restarted, it is impossible to restore a parity 
because required data can not normally be read out from a 
third disk device other than a first disk device in which the 
new data is Stored in the nonvolatile memory thereof and 
also in which new data is to be written and a Second disk for 
parity, by generating a new parity by means of using data 
and parity Stored at a position corresponding to a disk write 
position for the new data on the first disk device and the 
Second disk device and new data Stored in the nonvolatile 
memory. 

0.052 With the disk array device according to the present 
invention, when write processing interrupted once due to 
power failure or for other reason is restarted, processing for 
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recovery of data is executed, even when there is any faulty 
disk, by generating new parity (Dp new) using data (D0 old, 
Dp old) Stored at positions corresponding to disk write 
positions for new data (D0 new) in the disk device, to which 
it has been instructed for new data (D0 new) to be written in 
as well as in the disk device for parity and new data (D0 
new) stored in the nonvolatile memory. 
0053 A disk array device according to the present inven 
tion characterized in that the data Stored at positions corre 
sponding to disk Write positions for the new data on all disk 
devices other than the first disk device, Second disk device, 
and third disk device, and the generated new parity are 
Stored in the nonvolatile memory, and the Special write 
executing unit concurrently writes the new data Stored in the 
nonvolatile memory, the data Stored at corresponding posi 
tions of all disk devices excluding the first disk device, 
Second disk device, and third disk device, and the generated 
new parity in corresponding disks. 
0054 With the disk array device according to the present 
invention, when restarting the write processing once inter 
rupted, new data (D0 new), other data (D2, D3), and new 
parity (Dp new) are concurrently written into corresponding 
disk devices, So that the processing for recovery of data can 
be executed even if there is any faulty disk. 
0055. A disk array device according to the present inven 
tion is characterized in that, a write flag indicating that write 
processing is being executed and management information 
indicating progression of the write processing are Stored in 
the nonvolatile memory in a period of time from a time when 
a write processing instruction is received from an upper 
device until the write operation is finished in the normal 
State. 

0056 With the disk array device according to the present 
invention, as a write flag indicating whether an operation for 
Writing data into a disk device has been finished normally or 
not and a Status indicating a stage of the write processing are 
Stored in an nonvolatile memory, if the write processing has 
not been finished normally, when power Supply is restarted, 
whether any data not having been written in the normal State 
is remaining or not can visually and easily be checked by 
referring to the write flag, and also the recovery processing 
can be restarted from the point where the write processing 
was interrupted by referring to the Status, So that the recov 
ery processing can rapidly be executed. 
0057. A disk array device according to the present inven 
tion is a disk array device comprising a plurality of array 
controllers each driven by an independent power Supply unit 
for writing and reading data and parity to and from a 
plurality of disk device, and a control unit for controlling the 
array controller, and executing data updating by reading out 
old data Stored at a write position on a specified disk device, 
then writing new data transferred from an upper device at the 
write position, and further writing a new parity generated 
according to an old parity, old data, and new data read from 
Storage positions corresponding to disk Write positions for 
the new data in a disk device for parity at disk Storage 
positions for the old parity; wherein the control unit com 
prises a nonvolatile memory for Storing therein at least the 
new data, old data, and old parity, when write processing is 
instructed from an upper device, before the write processing 
is executed to a disk device; a task generating unit for 
generating, when it is reported that an array controller, to 
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which power Supply has been Stopped, is included in the 
plurality of array controllers, a task for allocating the write 
processing being executed by the array controller with 
power Supply having been Stopped thereto or write process 
ing to be executed by the array controller but not having 
been completed to other array controllers, and a task infor 
mation table for Storing therein the task generated by the task 
generating unit; and further the plurality of array controllers 
each comprise a power monitoring unit for mutually moni 
toring the power Supply State, a power Supply Stop reporting 
unit for reporting to the control unit the fact that Stoppage of 
power Supply to other array controller or controllerS has 
been detected; and a parity generating unit for generating a 
new parity according to data read from a Storage position 
corresponding to a disk write position for the new data on all 
diskS eXcluding the disk device in which it has been Speci 
fied to write new data and the disk device for parity as well 
as to new data transferred from the nonvolatile memory. 
0.058 With the disk array device according to the present 
invention, when a write instruction is issued from an upper 
device, new data (D0 new), old data (D0 old), and old parity 
(Dp old) are stored in a non volatile memory prior to 
execution of the write processing to a disk device, So that, 
when a trouble is generated in the write processing by one 
of array controllers, another array controller can continue the 
write processing in Stead of the faulty array controller, and 
for this reason consistency of data is maintained. 
0059 A disk array device according to the present inven 
tion is characterized in that, management information indi 
cating progression of write processing is Stored in the 
nonvolatile memory, and the task generating unit generates 
a task according to the management information Stored in 
the nonvolatile memory. 

0060. With the disk array device according to the present 
invention, a status indicating a Stage of the write processing 
and an ID flag indicating an array controller having executed 
the process indicated by the Status are Stored in a nonvolatile 
memory, and a task for alternative processing is generated 
according to the Status, So that the write processing can be 
restarted from the interrupted point. 

0061 Adisk array device according to the present inven 
tion is a disk array device comprising a plurality of array 
controllers each driven by an independent power Supply unit 
for writing and read data and parity to and from a plurality 
of disk device, and a control unit for controlling the array 
controller, and executing data updating by reading out old 
data Stored at a write position on a Specified disk device, then 
Writing new data transferred from an upper device at the 
write position, and further writing a new parity generated 
according to an old parity, old data, and new data read from 
Storage positions corresponding to disk Write positions for 
the new data in a disk device for parity at disk Storage 
positions for the old parity; wherein each of the plurality of 
array controllers comprises a nonvolatile memory for Stor 
ing, when write processing is instructed from an upper 
device, and before the write processing to a disk device is 
executed, at least the new data, old data, and old parity 
therein; and a communicating unit for executing transaction 
of data and parity with another array controller, transmitting, 
when the new data, old data, and old parity have been Stored 
in the nonvolatile memory in one of the array controllers, the 
new data, old data, and old parity Stored in the nonvolatile 
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memory from the one array controller to the other array 
controller before write processing is executing to a disk 
device, and also receiving the new data, old data, and old 
parity Sent from the one array controller to the other array 
controller and Storing them in the nonvolatile memory of the 
other array controller. 
0062. With the disk array device according to the present 
invention, when an instruction for write processing is issued 
from an upper device, new data (D0 new), old data (D0 old), 
new parity (Dp old) or new parity (Dp new) are stored in the 
nonvolatile memory of one of the array controllers before 
execution of the write processing to a disk device, and 
further new data (D0 new), old data (D0 old), and old parity 
(Dp old) are copied into a nonvolatile memory of another 
array controller, So that, even if the processing for writing 
data and parity is not finished in the normal Status due to 
power failure or for Some other reasons, when power Supply 
is restarted, the recovery processing can easily be executed 
by using new data (D0 new) stored in a nonvolatile memory 
in one of the array controllers or in the other one. 
0063 A disk array device according to the present inven 
tion is characterized in that, management information indi 
cating progression of write processing is Stored in the 
nonvolatile memory. 
0064. With the disk array device according to the present 
invention, a Status indicating a Stage of write processing is 
Stored in the nonvolatile, So that, after the write processing 
is not finished in the normal State, when power Supply is 
restarted, the write processing can be restarted from the 
interrupted point by referring to the Status. 

0065. A disk array device according to the present inven 
tion is characterized in that, when write processing is 
interrupted in the one of the array controllers and then the 
array controller interrupted as described above is restored to 
a stable allowing the normal operation, the one of the array 
controllers, or the other array controller having received the 
new data, old data, and old parity from the one of the array 
controller before interruption of the write processing 
executes the interrupted write processing again according to 
the new data, old data, and old parity Stored in a respective 
nonvolatile memory. 
0066. With the disk array device according to the present 
invention, write processing once interrupted is restarted 
according to new data (D0 new), old data (D0 old), and old 
parity (Dp old) Stored in a nonvolatile memory, So that the 
recovery processing can easily be executed. 

0067. A disk array device according to the present inven 
tion is a disk array device comprising a plurality units of disk 
devices, and an array controller for writing and reading data 
and parity to and from the disk devices and adapted for data 
updating by reading old data Stored at a write position of a 
Specified disk device and then writing new data transferred 
from an upper device at the write position, and also writing 
a new parity generated according to an old parity, old data, 
and new data read from a storage position corresponding to 
a disk Write position for the new data on a disk device for 
parity at a disk Storage position for the old parity; charac 
terized in that the disk array device further comprises a 
non-failure power Supply unit for baking up power Supply to 
the plurality units of disk device as well as power Supply to 
the array controller. 
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0068. With the disk array device according to the present 
invention, even when AC input to a power Supply unit is 
Stopped, or when power Supply between a power Supply unit 
and an array controller or that between a power Supply unit 
and a disk device is down for Some reasons or other, power 
Supply is executed continuously, So that the write processing 
by an array controller is not interrupted with consistency of 
data maintained. 

0069. A disk array device according to the present inven 
tion is a disk array device adapted for data updating by 
reading out old data Stored at a write position of a Specified 
disk device and then new data transferred from an upper 
device at the write position, and also writing a new parity 
generated according to an old parity, old data, and new data 
Stored at a write position corresponding to the disk write 
position for the new data on a disk device for parity at the 
disk Storage position for the old parity; and the disk array 
device further comprises a special write executing unit for 
executing processing recovery, when, of a data group as a 
basis for a parity, data in at least two disk units can not be 
read out normally, by writing arbitrary data in the two disk 
devices from which data can not be read out normally and 
generating a new parity using the data arbitrarily written and 
data normally read out from the data group as a basis for a 
parity; and a data error detecting unit for issuing a data check 
response to read to the data arbitrarily written by the Special 
write executing unit. 
0070. With the disk array device according to the present 
invention, although data written in a disk device, from which 
data can normally be read out, can not be reproduced, by 
generating new parity by means of writing arbitrary data in 
the disk device, the disk device can normally be operated 
according to a write instruction from an upper device. For 
this reason, the recovery processing from an upper device 
can be executed. 

0071 Also with the disk array device according to the 
present invention, by memorizing that arbitrary data has 
been written at a place where unreadable data is Stored in a 
disk device from which data can not normally be read out, 
and also by Sending an error or the like in response to a read 
instruction from an upper device for the written arbitrary 
data, it is possible to prevent the arbitrary data from erro 
neously be sent to the upper device. 
0.072 Other objects and features of this invention will 
become understood from the following description with 
reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.073 FIG. 1 is an explanatory view for illustrating 
principles of a disk array device according to the present 
invention; 
0.074 FIG. 2 is a block diagram showing Embodiment 1 
of the disk array device according to the present invention; 
0075 FIG. 3 is a functional block diagram showing a 
case where one of the disk devices in Embodiment 1 of the 
disk array device according to the present invention is 
faulty, 

0.076 FIG. 4 is a functional block diagram showing a 
case where no disk device in Embodiment 1 of the disk array 
device according to the present invention is faulty; 
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0077 FIG. 5 is a simulated view showing an example of 
contents Stored in a management table Stored in a nonvola 
tile memory in Embodiment 1; 
0078 FIG. 6 is a flow chart showing a general flow of 
operations in Embodiment 1 of the disk array device accord 
ing to the present invention; 
007.9 FIG. 7 is a flow chart showing details of the 
processing for writing data as well as for updating parity in 
Embodiment 1 of the disk array device according to the 
present invention; 
0080 FIG. 8 is a flow chart showing details of special 
data write processing in Embodiment 1 of the disk array 
device according to the present invention; 
0081 FIG. 9 is a flow chart showing details of ordinary 
data write processing in Embodiment 1 of the disk array 
device according to the present invention; 
0082 FIG. 10 is a flow chart showing details of recovery 
processing in Embodiment 1 of the present invention; 
0.083 FIG. 11 is a flow chart showing details of recovery 
processing in NFT in Embodiment 1 of the disk array device 
according to the present invention; 
0084 FIG. 12 is a flow chart sowing details of recovery 
processing in FT in Embodiment 1 of the disk array device 
according to the present invention; 
0085 FIG. 13 is a flow chart showing details f the data 
read-out processing in Embodiment 1 of the disk array 
device according to the present invention; 
0086 FIG. 14 is a block diagram showing Embodiment 
2 of the disk array device according to the present invention; 
0087 FIG. 15 is a functional block diagram showing a 
case where one of disk devices in Embodiment 2 of the disk 
array device according to the present invention; 
0088 FIG. 16 is a functional block diagram showing a 
case where there is no faulty disk device in Embodiment 2 
of the disk array device according to the present invention; 
0089 FIG. 17 is a block diagram showing Embodiment 
3 of the disk array device according to the present invention; 
0090 FIG. 18 is a functional block diagram showing 
Embodiment 3 of the disk array device according to the 
present invention; 

0091 FIG. 19 is a flow chart showing details of write 
processing in Embodiment 3 of the disk array device accord 
ing to the present invention; 

0092 FIG. 20 is a flow chart showing details of the 
processing in response to a write instruction to other disk 
device issued before generation of abnormality to an array 
controller in which abnormality has been generated in 
Embodiment 3 of the disk array device according to the 
present invention; 
0093 FIG. 21 is a functional block diagram showing 
Embodiment 4 of the disk array device according to the 
present invention; 

0094 FIG. 22 is a simulated view showing a case in 
which a management table, new data, and new parity are 
Stored in a nonvolatile memory in Embodiment 4, 
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0.095 FIG. 23 is a simulated view showing a case in 
which a management table, new data, and intermediate 
parity are Stored in a nonvolatile memory in Embodiment 4, 
0096 FIG. 24 is a flow chart showing details of write 
processing in Embodiment 4 of the disk array device accord 
ing to the present invention; 
0097 FIG.25 is a flow chart showing details of recovery 
processing in Embodiment 4 of the disk array device accord 
ing to the present invention; 
0.098 FIG. 26 is a functional block diagram showing 
Embodiment 5 of the disk array device according to the 
present invention; 
0099 FIG. 27 is a simulated view showing an example 
of contents of a management table Stored in a nonvolatile 
memory in Embodiment 2; 
0100 FIG. 28 is a flow chart showing details of write 
processing in Embodiment 5 of the disk array device accord 
ing to the present invention; 
0101 FIG. 29 is a functional block diagram showing a 
variant of Embodiment 5 of the disk array device according 
to the present invention; 
0102 FIG. 30 is a flow chart showing details of write 
processing in the variant; 
0103 FIG. 31 is a functional block diagram showing 
Embodiment 6 of the disk array device according to the 
present invention; 
0104 FIG. 32 is an explanatory view showing a disk 
array device according to RAID0; 
0105 FIG. 33 is an explanatory view showing a disk 
array device according to RAID1; 
0106 FIG. 34 is an explanatory view showing the disk 
array device according to RAID3; 
0107 FIG. 35 is an explanatory view showing data 
division according to RAID3; 
0108 FIG. 36 is an explanatory view showing a disk 
array device according to RAID4; 
0109 FIG. 37 is an explanatory view showing the disk 
array device according to RAID5; 
0110 FIG. 38 is an explanatory view showing a 
Sequence for rewriting data according to RAID5; and 

0111 FIG. 39 is a functional block diagram of a disk 
array device according to a previous invention applied by 
the present inventors. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0112 Next detailed description is made for embodiments 
of the disk array device according to the present invention 
with reference to FIG. 2 to FIG. 31. 

0113 FIG. 2 is a block diagram showing Embodiment 1 
of a disk array device according to the present invention. In 
FIG. 2, provided in a control unit 10 is a microprocessor 
(described as MPU hereinafter) 12. Connected to an internal 
bus of this MPU 12 are a ROM 20 in which control program 
or Specified data is Stored, a volatile memory 22 using a 

Jan. 17, 2002 

RAM, a cache memory 26 provided via a cache function 
engine 24, a nonvolatile memory 34 operable even during 
power failure because of a backup power Supply unit 36, a 
resource manager module 13 managing internal resources or 
internal jobs, and an Service adapter 14 for managing the 
hardware environment. 

0114. Also a channel interface adapter 16 is provided in 
the control unit 10, and a host computer 18 functioning as an 
upper device is connected via the adapter 16 to the control 
unit 10. Further, a device interface adapter 17 is provided in 
the control unit 10, and an array controller 50 controlling a 
plurality units (for instance, 5 units in FIG. 2) of disk 
devices 32-1, 32-2, 32-3, 32-4, and 32-5 is connected via the 
adapter 17 to the control unit 10. 
0115 Provided in the array controller 50 are an upper 
interface 52 connected to the device interface adapter 17 in 
the control unit 10, and a plurality units (for instance,5 units 
in FIG. 2) of device interface adapters 54-1, 54-2, 54-3, 
54-4, and 54-5 as functioning as lower interfaces with a 
plurality units of disk devices 32-1 to 32-5 connected 
thereto. 

0116. Of the 5 units of disk devices 32-1 to 32-5, for 
instance, 4 units of the disk devices are used for Storage of 
data, and one unit of the devices is used for parity. In the disk 
array device according to the present invention, the same 
function as that in the RAID4 type of disk array device 
shown in FIG. 36 or in the RAID5 type of disk array device 
shown in FIG. 37 is realized, so that, in a case of the RAID4 
type of disk array device, for instance, disk devices 32-1 to 
32-4 are used for storage of data, while the disk device 32-5 
is used for parity. On the other hand, in a case of the RAID5 
type of disk array device, like in a case of the RAID4 type 
of disk devices, any of the disk devices 32-1 to 32-5 is not 
used dedicatedly for parity although one disk device Stores 
therein data having the same format in batch, and the disk 
devices are Successively used as a disk device for Storage of 
parity according to a prespecified Sequence in response to a 
SectOr. 

0117 FIG. 3 and FIG. 4 are functional block diagrams 
each showing the disk array device according to Embodi 
ment 2, and FIG. 3 shows a case where one of the disk units 
is faulty, and FIG. 4 shows a case where no device is faulty, 
namely where all the disk devices are normally working. 

0118 FIG. 3 and FIG. 4 assume a case where, of a 
plurality unit (5 units in FIG. 3 and FIG. 4) of the disk 
devices 32-1 to 32-5, for instance, a disk device 32-5 is used 
as a disk device for parity. It is needless to say that, if the 
disk device 325 is of the RAID4 type, the disk device is used 
only for storage of parity, and in a case of the RAID5, the 
disk device is used for Storage of parity in current data 
CCCSS. 

0119 When updating data (D0) in the specified disk 
device 32-1 to new data (D0 new) while one disk device 
32-2 is faulty, as shown in FIG. 3, stored in a nonvolatile 
memory 34 in the control unit 10 are new data (D0 new) 
transferred from the host computer 18, a management table 
41 showing progression of the write processing or the like, 
a write flag 44 indicating that an operation for writing is 
being executed, old data (D0 old) 40-1 read out from the disk 
device 32-1, data (D2, D3) 46, 47 read out from the normal 
disk devices 54-3 and 54-4, old parity (Dp old) 48 read out 
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from the disk device for parity 32-5, and new parity (Dp 
new) 48-1 computed through exclusive-OR (EOR) among 
old data (D0 old) 40-1, new data (D0 new) 40, and old parity 
(Dp old) 48. 
0120) The processing for generating new parity (Dp new) 
481 is executed in a parity generating unit 116 (Refer to 
FIG. 1) in the special write executing unit 110. It should be 
noted that the special write executing unit 110 is realized 
with the MPU 12 shown in FIG. 2. 

0121 To prevent generation of data loss, the special data 
write processing is executed. Namely, the new data (Do 
new) 40 stored in the nonvolatile memory 34, other data 
(D2, D3) 46, 47, and new party (Dp new) 48-1 are sent to 
and stored in device interface adapters 54-1, 54-3, 54-4, 54-5 
in the array controller 50. 
0122) The new data (0 new) 40-2, other data (D2, D3) 
46-1, 47-1, and new parity (Dp new) 48-2 stored in the 
device interface adapters 54-1, 54-3, 54-4, 54-5 are concur 
rently written in the disk devices 32-1, 32-3, 32-4, 32-5 
according to the RAID3 system. The processing for over 
writing the new data (D0 new) in the disk device 32-1, to 
which the write processing is specified, is executed by the 
data write unit 113 in the special write executing unit 110. 
0123. A stage (status) of the write processing 42 and a 
Self-System flag 43 indicating, when a plurality of array 
controllers are provided, whether the write processing is 
being executed by the System or by any other System are 
Stored in the management table 41. 
0.124 Computing for exclusive-OR is executed, for 
instance, by the MPU 12. 
0.125 When the write processing not having been fin 
ished in the normal state is to be restored, the new data (Do 
new) 40, other data (D2, D3) 46, 47, and new parity (Dp 
new) stored in the nonvolatile memory 34 are concurrently 
written via the device interface adapters 54-1, 54-3, 54-4, 
54-5 of the array controller 50 in the disk devices 32-1,32-3, 
32-4, and 325 according to the RAID3 system. 

0126 When data (D0) in the specified disk device 32-1 is 
to be updated to new data (Do new) in the state where all the 
disk devices 32-1, 32-2, 32-3, 32-4, 32-5 are operating, as 
shown in FIG. 4, the new data (D0 new) 40 transferred from 
the host computer 18, management table 41 showing a status 
of the write processing, and write flag 44 indicating that the 
write processing is being executed are Stored in the non 
volatile memory 34 of the control unit 10. 
0127. Also stored in the nonvolatile memory 22 of the 
control unit 10 are old data (D0 old) 40-1 read out from the 
disk device 32-1 and old parity (Dp old) read out from the 
disk device for parity 32-5. 
0128. In this case, the ordinary write processing is 
executed. Namely, the new data (D0 new) stored in the 
nonvolatile memory 34 is sent to and stored in the device 
interface adapter 54-1 of the array controller 50, and the 
stored new data (D0 new) 40-2 are written in the disk device 
32-1. 

0129 Computing for exclusive-OR (EOR) is executed in 
the MPU 12 depending on the new data (D0 new) 40 stored 
in the nonvolatile memory 34 and old data (D0 old) stored 
in the nonvolatile memory 22, and old parity (Dp old) 48 
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also stored in the nonvolatile memory 22 to obtain new 
parity (Dp new) 48-1, and the new parity (Dp new) 48-1 is 
stored in the nonvolatile memory 22 in the control unit 10. 
This new parity (Dp new) 48-1 is stored in the device 
interface adapter 54-5 of the array controller 50, and the 
stored new parity (Dp new) 48-2 is written in the disk device 
32-5. 

0.130. When write processing not having been finished in 
the normal State is to be restored, the new data (Do new) 
stored in the nonvolatile memory 34 is written via the device 
interface adapter 54-1 of the array controller 50 in the disk 
device 32-1. Also because the write processing was not 
finished in the normal state, old data (D0 old) and old parity 
(Dp old) have not been fixed yet, and for this reason data 
(D1, D2, D3) is read out from the disk devices 32-2, 32-3, 
32-4 to generate new parity (Dp new) and are stored in the 
device interface adapters 54-2, 54-3, and 54-5. 
0131) The data (D1, D2, D3) 45-1, 46-1, 47-1 stored as 
described above are Sent to and Stored in the nonvolatile 
memory 22 in the control unit 10. And, new parity (Dp new) 
48-1 is obtained from the data (D1, D2, D3) 45,46, 47 stored 
in the nonvolatile memory 22 and new data (Do new) stored 
in the nonvolatile memory 34, and is written via the device 
interface adapter 54-5 of the array controller 50 in the disk 
device 32-5. 

0132 FIG. 5 shows an example of contents stored in the 
management table 41, which is Stored in the nonvolatile 
memory 34. As shown in the figure, the items of “op-id”, 
“status” corresponding to the status 42 in FIG.3 and FIG. 
4, “Self System/other System’ corresponding to the Self 
system flag 43 in FIG. 3 and FIG. 4, and “address” are 
Stored in the management table 41. 
0133. The “op-id” is an ID for controlling write process 
ing by the array controller 50; “status' indicates to which 
State the write processing has progressed; “Self System/other 
System’ indicates, where there are provided a plurality of 
array controllers, whether the controller having executed the 
processing shown in the Status is in the System or in other 
System; and "address' indicates a Site for Storage of data or 
parity stored in the nonvolatile memory 34. 
0.134 FIG. 6 is a flow chart showing the entire operating 
sequence in the disk array device shown in FIG.3 and FIG. 
4. In FIG. 6, when power for the disk array device is turned 
ON, a prespecified operation for initialization is executed 
according to the initial program routine (IPL) in Step S1, and 
then checking as to whether power down has occurred or not 
is executed in Step S2. When System control is started upon 
logging-on after the power is turned OFF by means of an 
ordinary operation for logging off, it is determined that 
power down has not occurred with the system control shifted 
to Step S3, and reception of a command from the host 
computer 18 is waited. 
0.135 When a command is received from the host com 
puter 18 in step S3, system control shifts to step S4, where 
the command is decoded. When a demand for write access 
is detected in step S5, system control shifts to step S6 to 
execute data write and parity updating, and on the other hand 
when a demand for read access is detected in Step S5, System 
control shifts to step S7 to execute data read. 
0.136. On the other hand, when system control is started 
upon power ON, if it is determined in step S2 that power 
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down has occurred, the processing for recovery is executed 
in Step S8, and then the ordinary operating Sequence from 
Step S3 and on is executed. The program for executing this 
operating sequence is stored in a ROM 20 (Refer to FIG. 2) 
in the control unit 10, and the program is executed by the 
MPU 12 (Refer to FIG. 2). 
0137 FIG. 7 is a flow chart showing details of the data 
write processing and parity updating shown in Step S6 in 
FIG. 6. In FIG. 7, when a write command is received from 
the host computer 18, at first the write flag 44 is prepared in 
step S61 in the nonvolatile memory 34 in the control unit 10. 
Then System control shifts to Step S62, and an operating 
state of all the disk devices 32-1, 32-2, 32-3, 32-4, and 32-5 
is checked. 

0138 When there is any faulty disk (for instance, the disk 
device 32-2 in FIG. 3) (NFT), system control shifts to step 
S63 to execute the Special data write processing, and if all 
the disk devices 32-1, 32-2, 32-3, 32-4, 32-5 are operating 
(FT), system control shifts to step S67 to execute the 
ordinary data write processing. 
0139 When data write is finished in step S63 or step S67, 
the controller 10 receives in step S64 a report indicating that 
the write processing was finished in the normal State from 
the array controller 50 with the write flag 44 deleted in step 
S65, and it is confirmed in step S66 that the write processing 
was finished. With this operation, the processing for writing 
data and updating parity is complete. 
0140 FIG. 8 is a flow chart showing details of the special 
data write processing shown in step S63 in FIG. 7. It should 
be noted that contents of the processing shown in FIG. 8 is 
the same as those in the functional block diagram in FIG. 3. 
In FIG. 8, new data to be written in the disk device is 
transferred from the host computer 18 in association with the 
write command, so that new data (D0 new) from the host 
computer 18 is stored in the nonvolatile memory 34 in the 
control unit 10 in step S631. 
0141. Then in step S632, old data (D0 old) 40-3, other 
data (D2, D3) 46-1, 47-1, and old parity (Dp old) 48-3 are 
read out from all the disk devices 32-1, 32-3, 32-4, 32-5 
excluding a faulty disk device (Disk device 32-2 in FIG. 3) 
according to instructions from the device interface adapters 
54-1, 54-3, 54-4, and 54-5 and are stored in the device 
interface adapters 54-1, 54-3, 54-4, and 54-5. The stored old 
data (D0 old) 40-3, other data (D2, D3) 46-1, 47-1, and old 
parity (Dp old) 48-3 are transferred in step S633 to the 
control unit 10 and stored in the nonvolatile memory 34. 
0142. Then system control shifts to step S634, and new 
parity (Dp new) 48-1 is generated from exclusive-OR 
among the old data (D0 old), old parity (Dp old) 48, and new 
data (D0 new) 40 each stored in the nonvolatile memory, and 
the new parity is stored in step S635 in the nonvolatile 
memory 34. 

0143. Then system control shifts to step S636; the new 
data (D0 new) 40 and other data (D2, D3) 46, 47, and new 
parity (Dp new) 48-1 each stored in the nonvolatile memory 
34 are transferred and Stored in the device interface adapters 
54-1, 54-3, 54-4,54-5; in step S637 new data (D0 new) 40-2, 
other data (D2, D3) 46-1, 47-1, and new parity (Dp new) 
48-2 are transferred to the disk devices 32-1, 32-3, 32-4, 
32-5; in step S638 new data (D0 new) 40-2, other data (D2, 
D3) 46-1, 47-1, and new parity (Dp new) 48-2 are concur 
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rently written in the same regions as those for new data to 
be written in of the disk devices 32-1, 32-3, 32-4, and 32-5. 
With this operation, the Special data write processing is 
finished. 

014.4 FIG. 9 is a flow chart showing details of the 
ordinary data write processing shown in step S67 in FIG. 7. 
It should be noted that contents of the processing shown in 
FIG. 9 is the same as those shown in the functional block 
diagram in FIG. 4. In FIG. 9, at first, in step S671, the new 
data (D0 new) 40 transferred from the host computer 18 in 
asSociation with a write command is Stored in the nonvola 
tile memory 34 of the control unit 10. Then in step S672, if 
the disk device 32-1 is specified as a disk device for data 
write, the new data (D0 new) is transferred to and stored in 
the device interface adapter 54-1. 
0145 Then in step S673, according to an instruction from 
the device interface adapter 54-1, contents of a region, in 
which the new data is to be written, of the disk device 32-1 
is read as old data (D0 old) 40-3 and is stored in step S674 
in the device interface adapter 54-1. 
0146) When the old data (D0 old) 40-3 has been stored, 
in step S675, new data (D0 new) in the device interface 
adapter 54-1 is transferred to the disk device 32-1, and in 
step S676, the new data (D0 new) 40-2 is written in the 
region in which the new data is to be written. 
0147 Then, contents of the same region of the disk 
device for parity 32-5 as the region, in which new data is to 
be written, of the disk device 32-1 is read as old parity (Dp 
old) 48-3 in step S677, and in step S678 the old parity (Dp 
old) 48-3 is stored in the device interface adapter 54-5. 
0148. Then in step S679, the old data (D0 old) 40-3 and 
old parity (Dp old) 48-3 stored in the device interface 
adapters 54-1, 54-5 are transferred to the nonvolatile 
memory 22 of the control unit 10 to stored therein, and 
further new parity (Dp new) 48-1 is generated from exclu 
sive-OR among the old data (D0 old) 40-1 and old parity 
(Dp old) 48 stored in the nonvolatile memory 22 and new 
data (D0 new) stored in the nonvolatile memory 34, and the 
new parity is Stored in the nonvolatile memory 22. 
0149 Then system control shifts to step S680; the new 
parity (Dp new) 48-1 stored in the nonvolatile memory 22 is 
transferred to the device interface adapter 54-5 and stored 
therein; further in step S681, the new parity (Dp new) 48-2 
is transferred to the disk device 32-5; and in step S682, the 
new parity (Dp new) 48-2 is written in the same region of the 
disk device 32-5 as a region, in which new data is to be 
written in, of the disk device 32-1. With this operation, the 
normal data write processing is finished. 
0150 Herein, new parity (Dp new) is basically generated 
from exclusive-OR among new data (D0 new), old data (D0 
old), and old parity (Dp old), but new parity (Dp new) may 
be generated after intermediate parity is generated as 
described in (1) to (3) below. 
0151 (1) At first intermediate parity is generated from 
exclusive-OR between new data (D0 new) and old data (D0 
old), and new parity (Dp new) is generated from exclusive 
OR between the intermediate parity and old parity (Dp old). 
Namely, the computing according to the following equations 
is executed: 

0152 New data (+) old data=Intermediate parity 
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0153 Intermediate parity (+) old parity=New parity 
0154) (2) Intermediate parity is generated from exclu 
sive-OR between old data (D0 old) and old parity (Dp old), 
and new parity (Dp new) is generated from exclusive-OR 
between the intermediate parity and new data (D0 new). 
Namely, computing according to the following equations is 
executed. 

0155 Old data (+) old parity=Intermediate parity 
0156 Intermediate parity (+) new data=New parity 

0157 (3) Intermediate parity is generated from exclu 
sive-OR between old parity (Dp old) and new data (D0 
new), and new parity is generated from exclusive-OR 
between the intermediate parity and old data (D0 old). 
Namely, the computing according to the following equations 
is executed: 

0158 Old parity (+) new data=Intermediate parity 
0159) 

0160 It should be noted that the generated intermediate 
parity is Stored in the nonvolatile memory 22 or nonvolatile 
memory 34 of the control unit 10. 
0161 FIG. 10 is a flow chart showing details of the 
recovery processing shown in step S8 in FIG. 6. In step S2 
in FIG. 6, if it is determined that power down has occurred, 
as shown in FIG. 10, at first in step S81, checking is 
executed as to whether the write flag 44 is provided in the 
nonvolatile memory 34 of the control unit 10 or not. If it is 
determined that the write flag 44 is not provided, it is 
regarded that no data nor parity was being written when 
power went down, and the processing for recovery is ter 
minated immediately. 
0162. In step S81, if it is determined that the write flag 44 
has been provided therein, system control shifts to step S82, 
and checking is executed as to whether all the disk devices 
32-1, 32-2, 32-3, 32-4, and 32-5 are operating or not. If it is 
determined that there is any faulty disk device (disk device 
32-2 in FIG. 3) (NFT), system control shifts to step S83 to 
enter the special write operation mode for NFT and execute 
the processing for recovery, and on the other hand, if it is 
determined that all the disk devices 32-1, 32-2, 32-3, 32-4, 
and 32-5 are operating normally (FT), system control shifts 
to step S86 to enter the special write operation mode for FT 
with the processing for recovery executed. 

Intermediate parity (+) old data=New parity 

0163 When the recovery processing is complete in step 
S83 or step S86, system control shifts to step S84, the host 
computer 18 instructs the control unit 10 to issue an instruc 
tion for shifting from the Special write operation mode to the 
ordinary mode to the array controller 50, and when the 
control unit 10 receives the instruction, the control unit 10 
issues an instruction for shifting to the ordinary mode to the 
array controller 50. Then in step S85 the array controller 50 
receives the command, and shifts to the ordinary mode. With 
this operation, the recovery processing is finished. 
0164 FIG. 11 is a flow chart showing in details the 
recovery processing in NFT in step S83 in FIG. 10. It should 
be noted that contents of the processing shown in FIG. 11 
corresponds to the functional block diagram shown in FIG. 
3. In FIG. 11, at first in step S831, the control unit 10 gives 
an instruction for shifting to the Special write operation 
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mode in NFT to the array controller 50. The array controller 
50 receives the command in step S832 and shifts to the 
Special write mode. 
0.165. Then in step S833, new data (D0 new), other data 
(D2, D3) 46, 47, and new parity (Dp new) 48-1 are read out 
from the nonvolatile memory 34 of the control unit 10, and 
in step S834 the new data (D0 new) 40, other data (D2, D3) 
46, 47, and new parity (Dp new) 48-1 are transferred to and 
stored in the device interface adapters 54-1, 54-3, 54-4, and 
54-5. 

0166 Further in step S835, new data (D0 new) 40-2, 
other data (D2, D3) 46-1, 47-1, and new parity (Dp new) 
48-2 are transferred to the disk devices 32-1, 32-3, 32-4, and 
32-5, and in step S836 the new data (D0 new) 40-2, other 
data (D2, D3) 46-1, 47-1, and new parity (Dp new) 48-2 are 
concurrently written in the same regions of the disk devices 
32-1, 32-3, 32-4, and 32-5 as the region, in which new data 
is to be written in, according to the RAID3 system. 
0167. Then in step S837, the control unit 10 receives the 
report that the write processing was finished in the normal 
state from the array controller 50, and in step S838, the write 
flag 44 is turned OFF, and it is confirmed in step S839 that 
the write processing was finished in the normal State. Then 
checking is executed as to other write flag 44 is effective or 
not, the operations from the steps S833 to S839 are repeat 
edly executed until there is no effective write flag 44, and 
when there is not effective write flag 44, the recovery 
processing in NFT is finished. 
0168 FIG. 12 is a flow chart showing in detail the 
recovery processing in FT shown in step S86 in FIG. 10. It 
should be noted that contents of the processing in FIG. 12 
corresponds to the functional block diagram shown in FIG. 
4. In FIG. 12, at first in step S861, the control unit 10 issues 
an instruction for Shifting to the Special write operation 
mode in FT to the array controller 50. The array controller 
50 receives the command in step S862 and shifts to the 
Special write processing. 

0169. Then in step S863, new data (D0 new) is read out 
from the nonvolatile memory 34 of the control unit 10, and 
the new data is transferred to and Stored in the device 
interface adapter 54-1. Also in step S864, data (D1, D2, D3) 
is read out from the disk devices 32-2, 32-3, 32-4 excluding 
the disk device 32-1, in which new data (D0 new) is to be 
stored, and the disk device for parity 32-5, and the data (D1, 
D2, D3) 45-1, 46-1, 47-1 are stored in the device interface 
adapters 54-2, 54-3, 54-4. 

0170 Then in step S865, new data (D0 new) 40-2 in the 
device interface adapter 54-1 is transferred to the disk device 
32-1 and the new data (D0 new) 40-2 is written in a region 
in which new data is to be written. 

0171 Then in step S866, the data (D1, D2, D3) 45-1, 
46-1, 47-1 stored in the device interface adapters 54-2, 54-3, 
54-4 are transferred to and stored in the nonvolatile memory 
22 of the control unit 10, new parity (Dp new) 48-1 is 
generated from exclusive-OR among the data (D1, D2, D3) 
45, 46, 47 stored in the nonvolatile memory 22 and the new 
data (D0 new) 40 stored in the nonvolatile memory 34, and 
the new parity is Stored in the nonvolatile memory 22. 
0172. Then system control shifts to step S867, the new 
parity (Dp new) 48-1 stored in the nonvolatile memory 22 is 
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transferred to and stored in the device interface adapter 54-5, 
and the stored new parity (Dp new) 48-2 is transferred to the 
disk device 32-5 and is written in the same region of the disk 
device 32-5 as a region, in which new data is to be written 
in, of the disk device 32-1. 
0173 Then in step S868, the control unit 10 receives a 
report that the write processing was finished in the normal 
state from the array controller 50, and in step S869 the write 
flag 44 is invalidated and it is confirmed in step S870 that the 
write processing was finished in the normal State. Then 
checking is executed as to whether any other write flag 44 
is effective or not, and the operations in the steps S863 to 
S870 are repeatedly executed until there is no effective write 
flag 44, and when there is not effective write flag 44, the 
recovery processing in FT is finished. 
0.174 FIG. 13 is a flow chart showing details of the data 
read processing in step S7 in FIG. 6. In FIG. 13, when a 
read command from the host computer 18 is decoded, in Step 
S71 data is read out from a disk device via a device interface 
adapter Specified in Step S71 as a target for data read, and 
after the data is stored in step S72 in the device interface 
adapter, and in step S73 the data is transferred to the host 
computer 18. 

0175 With the embodiment described above, the non 
volatile memory 34 is provided in the control unit 10, and 
when any disk devices goes wrong during the processing for 
writing data, the new data (D0 new) 40 transferred from the 
host computer 18 for updating, Status 42 indicating progres 
Sion of the data write processing, write flag 44, data read out 
from disk devices which are not faulty, namely old data (Do 
old) 40-1, old parity (Dp old) 48, other data (D2, D3) 46,47, 
and new parity (Dp new) 48-1 generated from exclusive-OR 
among the new data (D0 new) 40, old data (D0 old) 40-1, 
and old parity (Dp old) 48 are stored in the nonvolatile 
memory 34, So that, if the write processing is not finished in 
the normal State due to power failure or for Some other 
reasons during the processing for writing data and parity, 
when power supply is restarted, the new data (D0 new) 40 
and other data (D2, D3) 46, 47, and new parity (Dp new) 
48-1 stored in the nonvolatile memory 34 are written in a 
disk device, thus the data being easily recovered. 
0176 With the embodiment described above, the non 
volatile memory 34 is provided in the control unit 10, and 
when the data write processing is to be executed, if there is 
not faulty disk device, the new data (D0 new) 40 transferred 
from the host computer 18 for updating, Status 42 indicating 
progression of the data write processing, and write flag 44 
are stored in the nonvolatile memory 34, so that, if the write 
processing is not finished in the normal State due to power 
failure or for Some other reasons during the processing for 
Writing data or parity, when power Supply is restarted, the 
data can easily be recovered by reading out data (D1, D2, 
D3) belonging to the same parity group from disk devices 
other than the disk device in which data is to be updated and 
the disk device for parity, generating new parity (Dp new) 
48-1 from exclusive-OR between the data (D1, D2, D3) and 
the new data (D0 new) 40 stored in the nonvolatile memory 
34, and writing the new parity (Dp new) 48-1 and new data 
(D0 new) stored in the nonvolatile memory 34 in a disk 
device anew. 

0177) Further with the embodiment described above, the 
write flag 44 is stored in the nonvolatile memory 34, after 
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write processing is not finished in the normal State, when 
power Supply is restarted, it can easily and Visually be 
checked by referring to the write flag 44 whether there is left 
any data not written in the normal State or not, and for this 
reason, the processing for data recovery can rapidly be 
executed. 

0.178 Further with the embodiment described above, as 
the status 42 is stored in the nonvolatile memory 34, after 
write processing is not finished in the normal State, when 
power Supply is restarted, processing for data recovery can 
be continues from a Section where the write processing in 
interrupted by referring to the Status 42, and for this reason 
the processing for data recovery can be executed more 
rapidly. 
0179 FIG. 14 is a block diagram showing a disk array 
device according to Embodiment 2 of the present invention. 
The disk array device shown in FIG. 14 is different from that 
shown in FIG. 1 in the points that there is not provided in 
the control unit 10 the nonvolatile memory 34 operable 
depending on a backup power Supply 36 even when power 
is down, that there are provided in the array controller 50 the 
nonvolatile memory 34 and backup power supply 36 in 
place thereof, and that there are provided a volatile memory 
23 and a logic circuit 37 for computing exclusive-OR (EOR) 
in the array controller 50. As other portions of the configu 
ration are the same as those in Embodiment 1 above, So that 
the same reference numerals are assigned to the same 
components as those in the disk array device shown in FIG. 
1 and description thereof is omitted herein. 
0180 FIG. 15 and FIG.16 are functional block diagrams 
each showing the disk array device according to Embodi 
ment 2 shown in FIG. 14, and FIG. 15 shows a case where 
there is one faulty disk device, while FIG. 16 shows a case 
where there is not faulty disk device, namely a case where 
all the disk devices are operating normally. Like in Embodi 
ment 1 described above, in FIG. 15 and FIG. 16, of a 
plurality units of disk device (5 units in the figures) 32-1 to 
32-5, for instance, the disk device 32-5 is used for storage of 
parity. 

0181. In the state where one disk device 32-2 is faulty, 
when data (D0) in the specified disk device 32-1 is to be 
updated to new data (D0 new), as shown in FIG. 15, new 
data (D0 new) 40, management table 41 for storing therein 
the status 42 and the self-system flag 43, write flag 44, old 
data (Do old) 40-1, other data (D2, D3) 46, 47, old parity 
(Dp old) 48, and new parity (Dp new) 48-1 are stored, like 
in Embodiment 1, in the nonvolatile memory 34 of the array 
controller 50. 

0182 The new parity (Dp new) 48-1 is obtained by 
computing exclusive-OR (EOR) among the old data (D0 
old) 40-1, new data (D0 new) 40, and old parity (Dp old) 48 
in the logic circuit 37 provided in the array controller 50. 
0183 Also in this Embodiment 2, like in Embodiment 1, 
when the processing for data write is to be executed, new 
data (D0 new) 40-2, other data (D2, D3) 46-1, 47-1 and new 
parity (Dp new) 48-2 are concurrently written in the disk 
devices 32-1, 32-3, 32-4, 32-5 according to the RAID3 
System. 

0184. When write processing not finished in the normal 
state is to be recovered, new data (D0 new) 40, other data 
(D2, D3) 46, 47, and new parity (Dp new) 48-1 stored in the 
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nonvolatile memory 34 are concurrently written via the 
device interface adapters 54-1, 54-3, 54-4, 54-5 in the disk 
devices 32-1, 32-3, 32-4, 32-5 according to the RAID3 
System. 

0185. When data (D0) in the specified disk device 32-1 is 
updated to new data (D0 new) in the state where all the disk 
devices 32-1, 32-2, 32-3, 32-4, 32-5 are operating normally, 
as shown in FIG. 16, the new data (D0 new) 40, manage 
ment table 41, and write flag 44 are stored in the nonvolatile 
memory 34 of the array controller 50. Also the old data (D0 
old) 40-1 and old parity (Dp old) 48 are stored in the volatile 
memory 23 of the array controller 50. 
0186 The new data (D0 new) 40 stored in the nonvolatile 
memory 34 is written via the device interface adapter 54-1 
in the disk device 32-1. Also computing for exclusive-OR 
(EOR) among the new data (D0 new) 40 stored in the 
nonvolatile memory 34, old data (D0 old) 40-1 stored in the 
volatile memory 23, and old parity (Dp old) 48 is executed 
in the logic circuit 37 to obtain new parity (Dp new) 48-1, 
and the new parity is stored in the volatile memory 23. This 
new parity (Dp new) 48-1 is written via the device interface 
adapter 54-5 in the disk device 32-5. 
0187 When write processing not having been finished in 
the normal state is to be recovered, the new data (D0 new) 
40 stored in the nonvolatile memory 34 is written via the 
device interface adapter 54-1 in the disk device 32-1. Also 
data (D1, D2, D3) are read out from the disk devices 32-2, 
32-3, 32-4, sent to and stored in the volatile memory 23. 
0188 Then new parity (Dp new) 48-1 is generated from 
the data (D1, D2, D3) 45, 46, 47 stored in the volatile 
memory 23 and new data (D0 new) 40 stored in the 
nonvolatile memory 34, and the new parity (Dp new) 48-1 
is written via the device interface adapter 54-5 in the disk 
device 32-5. 

0189 Operations of the disk array device shown in FIG. 
15 and FIG. 16 are the same as those shown in the flow 
charts shown in FIG. 6 to FIG. 13. For this reason descrip 
tion thereof is omitted herein. 

0190. In Embodiment 2 shown in FIG. 14 to FIG. 16, the 
nonvolatile memory 34 is provided in the array controller 
50, and if there is any faulty disk device when data is to be 
written, new data (D0 new) 40, status 42, write flag 44, old 
data (D0 old) 40-1, old parity (Dp old) 48, other data (D2, 
D3) 46, 47, and new parity (Dp new) 48-1 are stored in the 
nonvolatile memory 34, So that, even if processing for 
Writing data and parity is not finished in the normal State due 
to power failure or for Some other reasons, when power 
Supply is restarted, the data can easily be recovered by 
writing the new data (D0 new) 40, other data (D2, D3) 46, 
47, and new parity (Dp new) 48-1 stored in the nonvolatile 
memory 34 in a disk device. 
0191) With the Embodiment 2 above, the nonvolatile 
memory 34 is provided in the array controller 50, and when 
data is to be written in, if there is no faulty disk device, new 
data (D0 new) 40, status 42, and write flag 44 are stored in 
the nonvolatile memory 34, So that, even if the processing 
for writing data and parity is not finished in the normal State 
due to power failure or for Some other reasons, when power 
Supply is restarted, data (D1, D2, D3) belonging to the same 
parity group is read out from disk devices other than a disk 
device, in which data is to be updated, and a disk device for 
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Storage of parity, new parity (Dp new) 48-1 is generated 
from the data (D1, D2, D3) and new data (D0 new) 40 stored 
in the nonvolatile memory 34, the new parity (Dp new) 48-1 
and new data (D0 new) 40 are written anew in a disk device, 
thus the data being easily recovered. 

0192 With the Embodiment 2 above, as the write flag 44 
is stored in the nonvolatile memory 34, after write operation 
is not finished in the normal State, when power Supply is 
restarted, whether any data not having been written normally 
is left or not can visually be checked by referring to the write 
flag 44, So that the processing for data recovery can rapidly 
be executed. 

0193 Further with the Embodiment 2, the status 42 is 
Stored in the nonvolatile memory 34, after write processing 
is not finished in the normal State, when power Supply is 
restarted, the processing for recovery can be continued from 
the Section where the write processing is interrupted by 
referring to the Status 42, So that the processing for data 
recovery can rapidly be executed. 

0194 FIG. 17 is a block diagram showing the disk array 
device according to Embodiment 3 of the present invention. 
In the disk array device according to this embodiment, as 
shown in FIG. 17 connected to the control unit 10 with the 
host computer 18 connected thereto are two units of array 
controller A50 and array controller B51 driven by indepen 
dent powerS 62, 64 respectively, and for instance 5 units of 
disk device 32-1, 32-2, 32-3, 32-4, 32-5 are controlled by the 
array controller A50 and array controller B51. It should be 
noted that the same reference numerals are assigned to the 
Same components as those in the disk array device shown in 
FIG. 1 and detailed description thereof is omitted herein. 

0195 Provided in the control unit 10 are, like in Embodi 
ment 1, the MPU 12, ROM 20, volatile memory 22, cache 
function engine 24, cache memory 26, nonvolatile memory 
34, back-up power Supply unit 36, resource manager module 
13, Service adapter 14, and channel interface adapter 16. 
0196. Also to independently control the two units of array 
controller A50 and array controller B51, provided in the 
control unit 10 are a group A consisting of a device interface 
adapter A17 and a device adapter module All, and a group 
B consisting of a device interface adapter B15 and a device 
adapter module B19. These groups A and B are driven by the 
independent power Supply units 27, 28 respectively. 

0197) The array controller A50 has the same configura 
tion as that of the array controller B51, and although not 
shown in the figure, there are provided, like in Embodiment 
1 shown in FIG. 1, a plurality of device interface adapters 
functioning as an upper interface connected to the device 
interface adapter A17 or device interface adapter B15 in the 
control unit 10 and a lower interface with a plurality units of 
disk devices 32-1 to 32-5 connected thereto. 

0198 FIG. 18 is a functional block diagram showing the 
disk array device according to Embodiment 3 shown in FIG. 
17. In FIG. 18, it is assumed that, of the plurality units of 
disk devices 32-1 to 32-5 (for instance 5 units in the figure), 
the disk device 32-5 is used for storage of parity. It is 
needless to Say that, in a case of the RAID4System, the disk 
device 32-5 is always used for Storage of parity, and that, in 
the RAID5 system, the disk device is used for storage of 
parity in data access at the current point of time. 
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0199 The nonvolatile memory 34 in the control unit 10 
is shared by the group A consisting of the device interface 
adapter A17 and device adapter module All and the group B 
consisting of the device interface adapter B15 and device 
interface module B19. Namely the data or parity stored in 
this nonvolatile memory 34 can be written via any of the two 
array controllers 50, 51 into the disk devices 32-1, 32-2, 
32-3, 32-4, and 32-5. 

0200. In the state where all the disk devices 32-1, 32-2, 
32-3, 32-4, and 32-5 are operating normally, when data (D0) 
in the instructed disk device 32-1 is to be updated to new 
data (D0 new), as shown in FIG. 18, stored in the nonvola 
tile memory 34 of the control unit 10 new data (D0 new) 40 
transferred from the host computer 18, old data (D0 old) 
40-1 read out from the disk device 32-1, old parity (Dp old) 
48 read out from the disk device for parity 32-5, manage 
ment table 41 showing progression of the write processing, 
and write flag 44 indicating that write processing is being 
executed. Although there is no particular limitation, the 
write flag 44 is Stored in the management table 41. 

0201 Also the control unit 10 has a task generating 
Section 72 for generating a task for writing back the new data 
(D0 new) stored in the nonvolatile memory 34 into a disk 
device. The task generating Section 72 is realized by, for 
instance, the MPU 12 in the control unit 10. The task 
information generated in the task generating Section 72 is 
stored in a task information table 74 stored in a memory in 
the resource manager module 13, and execution of the task 
processing is instructed to an appropriate device adapter 
modules 11, 19 by the resource manager according to the 
task information. 

0202 Also stored in the task information table 74 is an 
alternative path processing request flag 76 indicating, when 
an abnormal State is generated in one of the array controllers, 
that write processing is executed by using an array controller 
working normally in place of the array controller in which 
the abnormal State has been generated. 

0203 The device adapter modules 11, 19 read out, when 
instructed by the resource manager, task information from 
the task information table 74, reads out new data (D0 new) 
40 stored in the nonvolatile memory 34 according to the task 
information, and issues a write instruction to the array 
controllers 50, 51 in the system. Also the device adapter 
effects the write flag 44 in the management table 41 stored 
in the nonvolatile memory 34. 
0204 Each of the array controllers 50, 51 monitors, with 
a power Supply monitoring Section 55, power Supply State to 
the another array controller 51 or 50, and when one of the 
array controllers 50 (or 51) detects that power supply to 
another array controller 51 (or 50) has been stopped, it is 
reported by a power Supply stop reporting Section 56 via the 
device interface adapter 17 (or 15) in the system to the 
device adapter module 11 (or 19) that power supply to 
another array controller 51 (or 50) has been stopped. The 
power monitoring Section 55 and power Supply Stop report 
ing section 56 are realized by a microprocessor (MPU) or the 
like provided in the array controllers 50, 51. 
0205 Also provided in the array controllers 50, 51 is a 
parity generating Section 57 for reading out other data in the 
same parity group, to which the new data (D0 new) 40 
transferred from the nonvolatile memory 34 in the control 
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unit 10 belongs, and generating new parity (Dp new) from 
the data and new data (D0 new) 40. 
0206 Reconstruction of parity by this parity generating 
Section 57 is executed when a Special mode is Set with a flag 
in response to a write instruction. The parity generating 
section 57 is realized with a microprocessor (MPU) pro 
vided in the array controllers 50, 51 or the like. 
0207 Next description is made for a flow of processing 
operations by the disk array device shown in FIG. 18. The 
entire operation flow in this disk array device, a flow of 
operations for reading data, and a flow of recovery proceSS 
ing are almost the same as those shown in flow charts shown 
in FIG. 6, FIG. 13, and FIG. 12, respectively. For this 
reason, description of the entire operation flow, a flow of the 
recovery processing, and that of the processing for reading 
data in the disk array device shown in FIG. 18 is omitted 
herein. 

0208 FIG. 19 is a flow chart showing details of the write 
processing in the disk array device shown in FIG. 18. In 
FIG. 19, when a write instruction is received from the host 
computer 18, at first a device adapter module All belonging 
to group A in the control unit 10 issues a data write command 
to the array controller A50 in the system in step S1671. 
0209. With this operation, in step S1672, the array con 
troller A50 writes new data (D0 new) according to the 
ordinary write processing sequence shown in FIG. 9 in the 
disk device 32-1, and also generates new parity (Dp new) 
from the new data (D0 new) 40, old data (D0 old), and old 
parity (Dp old), and writes the new parity in the disk device 
for parity 32-5. 
0210. During the ordinary write processing in step 
S1672, namely before the control unit 10 receives a write 
complete signal from the array controller A50, if the control 
unit 10 receives an abnormal end signal in step S1673 and 
it is determined in step S1674 that a cause for abnormal 
termination is Stop of power Supply to the array controller 
A50, system control shifts to step S1675. 
0211. In step S1675, the device adapter module All in 
which an abnormal State has been detected Sets an alterna 
tive path processing request flag 76 in the task information 
table 74 to have the write processing task, in which the 
abnormal State has been generated, executed by another 
device path, namely by the array controller B51. Then in 
step S1676, the device adapter module A11 issues a request 
for the alternative path processing for the task to the resource 
managerS. 

0212. The resource manager, to which the alternative 
path processing is requested, issues a request for execution 
of the write processing task interrupted due to generation of 
an abnormal State to the device adapter controlling the 
alternative array controller B51 in step S1677. 
0213 The adapter having received the request recog 
nizes, in Step S1678, that contents of the accepted processing 
is write processing and at the same time, the alternative 
device path processing to be executed in place of the array 
controller A50 with any abnormality having been generated 
therein, and in step S1679, the adapter issues write instruc 
tion with a special flag called herein as a parity generation 
flag for reconstruction of parity data added thereto to the 
array controller B51. 
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0214. The array controller B51 having received the write 
instruction with the parity generation flag added thereto 
reads out new data (D0 new) stored in the nonvolatile 
memory 34 in the control unit 10, and writes the data in the 
disk device 32-1. 

0215. Then in step S1681, the array controller B51 reads 
out data (D1, D2, D3) belonging to the same group to which 
the update data belongs from other disk devices 32-2, 32-3, 
324 excluding the disk device 32-1 in which data is to be 
updated and the disk device for parity 32-5, generates new 
parity (Dp new) by computing exclusive-OR (EOR) among 
the data (D1, D2, D3) and new data (D0 new), and writes the 
new parity (Dp new) in the disk device for parity 32-5. 
0216 Finally in step S1682, the alternative path process 
ing request flag 76 is invalidated, thus the data write 
processing being finished. 

0217. In step S1674, if it is determined that a cause for 
abnormal termination of the write processing is not due to 
stop of power supply to the array controller A50, system 
control shifts to step S1683. In step S1683, if it is determined 
that a cause for abnormal termination of the write processing 
is due to an abnormal operation, Such as hung-up, of the 
array controller A50, system control shifts to step S1684 to 
reset the device interface adapter A17 and array controller 
A50, and then in S1685 the parity generation flag for 
reconstruction of parity data is added to the write instruction, 
which is again issued to the array controller A50. 
0218. On the other hand, if it is determined that the cause 
for abnormal termination of the write processing is inter 
ruption of the write processing by the array controller A50 
into a disk device, System control directly shifts to Step 
S1685 without resetting the array controllers, a write 
instruction with the parity generation flag for reconstruction 
of parity data added thereto is again issued to the array 
controller A50. 

0219. The array controller A50 having received the write 
instruction with the parity generation flag added thereto 
reads out new data (D0 new) 40 stored in the nonvolatile 
memory 34 in the control unit 10 in step S1686, and writes 
the read-out data in the disk device 32-1. 

0220) Then in step S1687, the array controller A50 reads 
out data (D1, D2, D3) belonging to the same parity group to 
which the data to be updated belongs from other disk devices 
32-2, 32-3, 32-4 excluding the disk device 32-1 in which 
data updating is executed and the disk device for parity 32-5, 
generates new parity (Dp new) by computing exclusive-OR 
(EOR) among the read-out data (D1, D2, D3) and new data 
(D0 new), and writes the new parity in the disk device for 
parity 32-5. With this operation, the data write operation is 
finished. 

0221) In step S1673 in FIG. 1, if an abnormal termination 
Signal is not received, it means that data updating by the 
array controller A50 was executed normally, and the write 
processing is finished immediately. 

0222 FIG. 20 is a flow chart showing detailed of the 
processing for a write instruction to the other device issued 
to the array controller A50 by a device adapter which has 
detected an abnormal state in the array controller A50 in the 
disk array device shown in FIG. 18. In FIG. 20, in step 
S1691 determination is made as to whether there is a write 
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instruction not having received a normal termination com 
plete signal from the array controller A50 or not, and if it is 
determined that there is a write instruction not having 
received the signal, in step S1692 time-out is detected by the 
logic for monitoring the task execution time by the resource 
manager. 

0223) Then in step S1693, the resource manager sets an 
alternative path processing request flag 76 in the task 
information table 74 to have a write processing task for the 
write instruction not having received the normal termination 
complete Signal executed by another device path, namely by 
the array controller B51. 

0224. Also the resource manager issues a request for 
processing the write processing task for the write instruction 
not having received the normal termination complete Signal 
to the device adapter module B19 controlling the alternative 
array controller B51 in step S1694. The device adapter 
received the request recognizes in step S1695 that contents 
of the received processing is write processing and also 
alternative device path processing in place of the array 
controller A50 in which an abnormal state was generated, 
and issues in step S1696 a write instruction with a special 
flag described herein as a parity generation flag for recon 
Struction of parity data added thereto to the array controller 
B51. 

0225. The array controller B51 having received the write 
instruction with the parity generation flag added thereto 
reads out new data (D0 new) 40 for the current write 
processing stored in the nonvolatile memory 34 in the 
control unit 10, and writes the read-out data in the disk 
device 32-1. 

0226) Then in step S1698, the array controller B51 reads 
out data (D1, D2, D3) belonging to the same parity group to 
which the data to be updated belongs from other disk devices 
32-2, 32-3, 32-4 excluding the disk device 32-1 in which 
data is to be updated and the disk device for parity 32-5, 
generates new parity by computing exclusive-OR (EOR) 
among the read-out data (D1, D2, D3) and new data (D0 
new), and writes the new parity in the disk device for parity 
32-5. 

0227 Finally in step S1699, the alternative path process 
ing request flag 76 is invalidated, and the data write pro 
cessing is finished. 

0228. In step S1691, it is determined that there is any 
write instruction not having received the normal termination 
complete signal from the array controller A50, the proceSS 
ing is terminated immediately. 

0229. With the Embodiment 3 shown in FIG. 17 to FIG. 
20, the nonvolatile memory 34 is provided in the control unit 
10, and when data is written in, the new data (D0 new) 40, 
a status indicating a Stage of write processing, and a man 
agement table 41 Storing therein a flag indicating an array 
controller having executed the processing shown in the 
status, old data (0 old) 40-1 and old parity (Dp old) 48 are 
Stored in the nonvolatile memory 34, So that, even if any 
abnormal State is generated in one of the array controllers, 
the write processing can be continued by another array 
controller in place of the array controller in which the 
abnormal State was generated, and for this reason data 
consistency can be maintained. 
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0230. With the Embodiment 3 above, new data (D0 new) 
40 and management table 41 Storing therein a Status of write 
processing and a flag indicating an array controller are 
stored in the nonvolatile memory 34, so that, after the write 
processing for writing data and parity is not finished in the 
normal State, when power Supply is restarted, data can easily 
be recovered by reading out data (D1, D2, D3) belonging to 
the same parity group from disk devices other than the disk 
device in which data is to be updated and that for parity, 
generating new parity (Dp new) 48-1 from the data (D1, D2, 
D3) and the new data (D0 new) stored in the nonvolatile 
memory 34, and writing the new parity (Dp new) 48-1 and 
new data (D0 new) anew in a disk device. 
0231 FIG. 21 is a functional block diagram showing a 
disk array device according to Embodiment 4 of the present 
invention. In this disk array device according to Embodi 
ment 4, as shown in FIG. 21, connected to the control unit 
10 with the host computer 18 connected thereto are two units 
of array controller A50 and array controller B51 driven by 
independent power Supply units 62, 64 respectively, and for 
instance five units of disk devices 32-1,32-2, 32-3, 32-4, and 
32-5 are controlled by the array controller A50 and array 
controller B51. It should be noted that the same reference 
numerals are assigned to the same components as those in 
the disk array device shown in FIG. 2 and detailed descrip 
tion thereof is omitted herein. 

0232 Although not shown in the figure, provided in the 
control unit 10 are, like in Embodiment 1, an MPU, a ROM, 
a volatile memory, a cache function engine, a cache memory, 
a resource manager module, a Service adapter, and a channel 
interface adapter. 
0233 Configuration of the array controller A50 is the 
same as that of the array controller B51, and although not 
shown herein, like in Embodiment 1 shown in FIG. 2, a 
plurality units of interface adapter functioning as an upper 
interface connected to a device interface adapter not shown 
in the control unit 10, and as a lower interface to which a 
plurality units of disk devices 32-1 to 32-5 are connected are 
provided therein. 

0234. Also provided in the array controller A50 and array 
controller B51 are nonvolatile memory 34 and back-up 
power Supply units (not shown) for Supplying power to the 
nonvolatile memory 34 respectively (not shown). The new 
data (D0 new) 40 transferred when data is to be written in 
a disk device, for instance, from the control unit 10, old data 
(D0 old) 40-1 and old parity (Dp old) 48 read out from the 
disk device, new parity (Dp new) 48-1 newly generated, a 
Status 42 indicating a Stage of write processing, and a 
management table 41 storing therein a Self-System flag 
indicating the array controller having executed the proceSS 
ing shown in the Status are Stored in the nonvolatile memory 
34 in the array controller A50. 
0235 Stored in the nonvolatile memory 34 of the array 
controller B51 are, for instance, at least new data (D0 new) 
40-4, old data (D0 old) 40-5, and old parity (Dp old) 48-4. 
0236 Also a communicating section 82 for communica 
tion with a controller in another device is provided in each 
of the array controller A50 and array controller B51. Trans 
action of new data (D0 new), old data (D0 old) and old parity 
(Dp old), and a report of the normal termination of write 
processing is executed through this communicating Section 
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82. The communicating Sections 82 are connected to each 
other via a PCI bus generally employed, for instance, in 
personal computers or the like. 
0237 Also provided in each of the array controller A50 
and array controller B51 is a logic circuit 37 for preparing 
new parity (Dp new) by computing exclusive-OR (EOR) 
among the new data (D0 new), old data (D0 old), and old 
parity (Dp old). 
0238 Either one of the array controller A50 and array 
controller B51 can write data or parity in the disk devices 
32-1 to 32-5. 

0239). In the example shown in FIG. 21, it is assumed 
that, of a plurality units of disk devices 32-1 to 32-5 (for 
instance, 5 units in the figure), for instance the disk device 
32-5 is used for Storage of parity. It is needless to Say that 
the disk device 32-5 is always used for storage of parity in 
the RAID4 system, and that the disk device 32-5 is posi 
tioned as a disk device for Storage of parity in the current 
data access. 

0240 FIG.22 shows a case where the management table 
41, new data (Do new), and new parity (Dp new) 48-1 are 
stored in the nonvolatile memory 34 in the array controller 
A50. In this case, although not shown in the figure, new data 
(D0 new) and new parity (Dp new) are stored in the 
nonvolatile memory 34 in the array controller B51. 
0241 FIG. 23 shows a case where the management table 
41, new data (D0 new) 40, intermediate parity (Dp int) 48-5 
generated by computing exclusive-OR (EOR) among old 
data (D0 old) and old parity (Dp old) are stored in the 
nonvolatile memory 34 of the array controller A50. In this 
case, although not shown in the figure, new data (D0 new) 
and intermediate parity (Dp int) are Stored in the nonvolatile 
memory 34 in the array controller B51. 
0242 Next description is made for a flow of operational 
sequence in the disk array device shown in FIG. 21. This 
entire operational flow in this disk array and a flow of 
operations for reading out data are Substantially the same as 
those in FIG. 6 and FIG. 13. So description of the entire 
operational flow and an operational flow in data read pro 
cessing in the disk array device shown in FIG. 21 are 
omitted herein. 

0243 FIG. 24 is a flow chart showing details of the write 
processing in the disk array device shown in FIG. 21. It 
should be noted that a status of each step (a stage of write 
processing) is also shown in the right side of the figure. In 
FIG. 24, at first in step S2671, the array controller A50 
receives new data (D0 new) together with a write instruction 
from the control unit 10 and stores the new data (D0 new) 
40 in the nonvolatile memory 34 in the array controller A50. 
The status in this step is “Receive new data”. 
0244. Then in step S2672, the array controller A50 trans 
fers new data (D0 new) via the communicating section 82 to 
the other array controller B51, while the array controller B51 
receives the new data (D0 new) transferred thereto and 
stores the new data (Do new) in the nonvolatile memory 34 
in the array controller B51. With this operation, the new data 
(D0 new) 40-4 is copied into the array controller B51. The 
status at this point of time is “Receive new data”. 
0245. Then in step S2673, the array controller A50 reads 
out the old data (D0 old) and old parity from the disk devices 
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32-1, 32-5, and stores the old data (D0 old) 40-1 and old 
parity (Dp old) 48 in the nonvolatile memory 34 in the array 
controller A50. The status at this point of time is “Read old 
data & parity'. 

0246 Then in step S2674, the array controller A50 trans 
fers old data (D0 old) and old parity (Dp old) via the 
communicating section 82 to the array controller B51, and 
on the other hand, the array controller B51 receives and 
stores the old data (D0 old) and old parity (Dp old) trans 
ferred thereto in the nonvolatile memory 34 in the array 
controller B51. 

0247 With this operation, the old data (D0 old) 40-5 and 
old parity (Dp old) 48-4 have been copied. The status at this 
point of time is “Read old data & parity”. 
0248. Then in step S2675, the array controller A50 gen 
erates new parity (Dp new) 48-1 from the new data (D0 new) 
40, old data (D0 old) 40-1, and old parity (Dp old) 48 stored 
in the nonvolatile memory 34 in the array controller A50, 
and stores the new parity in the nonvolatile memory 34 in 
the array controller A50. The status at this point of time is 
“Generate new parity”. 
0249. Then in step S2676, the array controller A50 writes 
new data (D0 new) 40 and new parity (Dp new) 48-1 at 
appropriate places in the disk devices 32-1, 32-5. The status 
at this point of time is “Write new data & parity”. 
0250) Then in step S2677, the array controller A50 
reports to the control unit 10 that the write processing was 
finished in the normal state. The status at this point of time 
is changed from “Write new data & parity” to “Finish' after 
the report of normal termination is complete. 
0251) Then in step S2678, the array controller A50 
reports that the write processing was finished in the normal 
state to the array controller B51. The status at this point of 
time is “Finish. 

0252) Then in step S2679, the array controller A50 
releases the region occupied by the new data (D0 new) 40, 
old data (D0 old) 40-1, old parity (Dp old), new parity (Dp 
new) 48-1 and status 42 stored in the nonvolatile memory 34 
in the array controller A50. The status at this point of time 
is “Finish. 

0253) In step S2680, the array controller B51 releases, 
when having received the report of normal termination from 
the array controller A50, the region occupied by the new 
data (Do new) 40-4, old data (D0 old) 40-5, and old parity 
(Dp old) 48-4 stored in the nonvolatile memory 34 in the 
array controller B51. The status at this point of time is 
“Finish”. With this operation, the write processing is fin 
ished. 

0254. It should be noted that, when write processing is 
interrupted due to generation of abnormal State Such as Stop 
of power supply to the array controller A50, abnormal 
operations of the array controller A50 Such as hanging-up, or 
interruption of write processing into a disk device by the 
array controller A50, like in the write processing in Embodi 
ment 3 shown in FIG. 19, the write processing may be 
continued by the array controller B51 in place of the array 
controller A50. 

0255 FIG. 25 is a flow chart showing details of the 
recovery processing in the disk array device shown in FIG. 
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21. In FIG. 25, when power is turned ON, at first in step 
S2861, the array controller A50 (or B51) determines 
whether a controller in another System, namely the array 
controller B51 (or A50) is operating normally or not. 

0256 When the array controller B51 (or A50) is operat 
ing normally, in Step S2862, whether the write processing in 
the system, namely by the array controller A50 (or B51) has 
been finished by the array controller B51 (or A50) or not. 
0257. When the write processing in the system has not 
been finished, in step S2683, arbitrary is made as to which 
of the array control A50 and array controller B51 should 
execute the write processing not finished yet. This arbitra 
tion may be executed, for instance, in the way where either 
one of the array controller A50 and array controller B51 
Started first becomes a master and the one started later 
becomes a slave one (contrary one is also allowable), and the 
controller positioned as a master executes the write proceSS 
ing. At previously priority orders of primary and Secondary 
ones are assigned to the array controller A50 and array 
controller B51, and the primary controller may execute the 
write processing. 

0258 When a controller, which executes the write pro 
cessing, is fixed through arbitration, the array controller 
taking charge for the write processing reads out in Step 
S2864 new data (D0 new) from the nonvolatile memory 34 
in the array controller, and also reads out the Status 42 from 
the nonvolatile memory 34 in the array controller A50, and 
in step S2865 restarts the write processing from the inter 
rupted Section according to the read-out status. 

0259 When the write processing is finished, in step 2866, 
the array controller having restarted the write processing 
reports to the control unit 10 that the write processing was 
finished in the normal state, and also reports in step S2867 
to the other array controller that the write processing was 
finished in the normal State. 

0260 Then in step S2868, the array controller having 
restarted the write processing releases a region for new data 
(D0 new), old data (D0 old), old parity (Dp old) each stored 
in the nonvolatile memory 34 in the array controller, or a 
region for new parity (Dp new) when new parity is stored 
therein, or a region for Status when a status is Stored therein. 

0261 Also in step S2869, also the array controller not 
having taken charge for restart of the write processing 
releases a region for new data (D0 new), old data (D0 old), 
old parity (Dp old) each stored in the nonvolatile memory 34 
in the array controller, or a region for new parity (Dp new) 
when new parity is Stored therein, or a region for Status when 
status is stored therein. With this operation, the recovery 
processing is finished. 

0262. In step S2862, if the write processing in the system 
has been finished, the write processing is not restarted, 
system control shifts to step S2866 to report normal termi 
nation of the write processing (step S2866 to S2867) and 
also releases a region in the nonvolatile memory 34 (Step 
S2868 to S2869), and the recovery processing is finished. 

0263. Also in step S2861, if the array controller B51 (or 
A50) in the other System is not operating normally, System 
control shifts to step S2864, the array controller A50 (or 
B51) in the current System restarts the write processing to 
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execute the operations in step S2864 to S2869, and the 
recovery processing is finished. 

0264. It should be noted that the same operational 
Sequence is followed when the management table 41, new 
data (D0 new) 40, and new parity (Dp new) 48-1 are stored 
in the nonvolatile memory 34 as shown in FIG.22, or when 
the management table 41, new data (D0 new) 40, interme 
diate parity (Dp int) 48-5 are stored in the nonvolatile 
memory 34 as shown in FIG. 23. 

0265). With Embodiment 4 shown in FIG. 21 to FIG.25, 
the nonvolatile memory 34 is provided in each of the array 
controller A50 and array controller B51, and when data is 
written in, new data (D0 new) 40, status 42 indicating a stage 
of write processing, old data (D0 old) 40-1, old parity (Dp 
old) 48, new parity (Dp new) 48-1 or the like are stored in 
the nonvolatile memory 34 of the array controller A50, and 
further each of the data is copied in the nonvolatile memory 
34 of the array controller B51, so that, even if the processing 
for writing data or parity is not finished in the normal State 
due to power failure or for Some other reason, when power 
Supply is restarted, the data can easily be recovered by using 
the new data stored in the nonvolatile memory 34 in the 
array controller A50 or in the nonvolatile memory 34 of the 
array controller B51. 

0266 Further with Embodiment 4 above, if any abnor 
mality is generated in the write processing by one of the 
array controllers, the write processing can be continued by 
another controller in place of the array controller in which 
abnormality was generated, so that data consistency can be 
maintained. 

0267 FIG. 26 is a functional block diagram showing a 
disk array device according to Embodiment 5 of the present 
invention. In this disk array device according to Embodi 
ment 5, as shown in FIG. 26, connected to the control unit 
10 with the host computer 18 connected thereto are two units 
of array controller A50 and array controller B51 driven by 
independent power Supply units 62, 64, respectively, and for 
instance 5 units of disk devices 32-1, 32-2, 32-3, 32-4, and 
32-5 are controlled by the array controller A50 and array 
controller B51, and a shared device 90 having the nonvola 
tile memory 34, which can be used to write data in or read 
data from by either one of the array controller A50 and array 
controller B51, is connected to the array controller A50 as 
well as to the array controller B51. 
0268 Power is applied to this nonvolatile memory 34 
from a back-up power supply unit 91. It should be noted that 
the same reference numerals are assigned to the same 
components as those in the disk array device shown in FIG. 
2 and description thereof is omitted herein. 
0269. Although not shown in the figure, provided in the 
control unit 10 are, like in Embodiment 1, an MPU, a ROM, 
a volatile memory, a cache function engine, a cache memory, 
a resource manager module, a Service adapter, and a channel 
interface adapter. 

0270 Configuration of the array controller A50 is the 
same as that of the array controller B51, and although now 
shown herein, like in Embodiment 1 shown in FIG. 2, a 
plurality units of device interface adapter functioning as an 
upper interface connected to a device interface adapter not 
shown in the control unit 10, and as a lower interface to 
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which a plurality units of disk devices 32-1 to 32-5 are 
connected are provided therein. 

0271 Also provided in each of the array controller A50 
and array controller B51 is a logic circuit for preparing new 
parity (Dp new) by computing exclusive-OR (EOR) among 
the new data (D0 new), old data (D0 old), and old parity (Dp 
old). 
0272 Both the array controller A50 and array controller 
B51 can write data or parity in the disk devices 32-1 to 32-5. 

0273 When data is written in a disk device, new data (D0 
new) 40-6, old data (D0 old) 40-7, old parity (Dp old) 48-6, 
and management table 41-1 with management information 
Such as Status 42 Stored therein transferred from the array 
controller executing the write processing (array controller 
A50 in the figure) is stored in the nonvolatile memory 34. 
0274. Also in this disk array device, provided in each of 
the array controller A50 and array controller B51 is a power 
monitoring Section 93 for mutually monitoring power Sup 
ply State in the other array controller, So that power Supply 
State in an array controller during write processing can 
always be monitored. The power monitoring section 93 for 
instance periodically sends a message to the other array 
controller, and monitors a response to the message. 

0275. In the example shown in FIG. 26, it is assumed 
that, of a plurality of disk devices 32-1 to 32-5 (for instance 
5 units in the figure), the disk device 32-5 is used for storage 
of parity. It is needless to say that, in a case of the RAID4, 
the disk device 32-5 is always used for Storage of parity, and 
that, in a case of the RAID5, the disk device 32-5 is 
positioned as that for Storage of parity in the current data 
CCCSS. 

0276 FIG. 27 shows an example of contents of the 
management table Stored in the nonvolatile memory 34 in 
the shared device 90. As shown in the figure, stored in the 
management table 41-1 are “op id” indicating for instance 
an identifier for differentiating each write processing; "data 
LBA indicating a logical block address as an object for the 
current write processing, “old data address' indicating an 
address where old data (D0 old) is temporally stored; “new 
data address” indicating an address where new data (D0 
new) is temporally stored; “old parity address' indicating an 
address where old parity (Dp old) is temporally stored; “new 
parity address' indicating an address where new parity (Dp 
new) is temporally stored; “array controller if indicating an 
identifier Such as a number identifying an array controller 
which manages this management table 41-1; and “write 
Status' indicating a current Status of write processing. 

0277 Next description is made for an operational flow in 
the disk array device shown in FIG. 26. The entire opera 
tional flow, a flow of operations for reading out data, and an 
operational for recovery processing in this disk array device 
are Substantially the same as those shown in the flow charts 
in FIG. 6, FIG. 13, and FIG. 12, respectively. For this 
reason, the entire operations, a flow of operations in the 
recovery processing, and that of the data read processing in 
the disk array device shown in FIG. 26 are omitted herein. 

0278 FIG. 28 is a flow chart showing details of the write 
processing in the disk array device in FIG. 26. In FIG. 28, 
when the control unit 10 receives a write command from the 
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host computer 18, at first in step S3671, the control unit 10 
issues a data write instruction to the array controller A50. 
0279. When the array controller A50 receives new data 
(D0 new) 40 together with the write instruction, in step 
S3672 the array controller A50 stores the new data (D0 new) 
40-6, old data (D0 old) 40-7, old parity (Dp old) 48-6, and 
management table 41-1 in the nonvolatile memory 34 in the 
shared device 90, then in step S3673 writes the new data (D0 
new) 40 in the disk device 32-1 and also generates new 
parity (Dp new) from the new data (D0 new) 40, old data 
(D0 old) 40-1, and old parity (Dp old) 48, and starts the 
normal write processing to write the new parity in the disk 
device 32-5 for storage of parity. 
0280. During the normal write processing, if power Sup 
ply to the array controller currently executing the write 
processing, namely power Supply to the array controller A50 
is disconnected, in step S3674 the power monitoring section 
93 detects disconnection of the power, and in step S3675 
reports disconnection of the power to the array controller 
A50 to the other array controller, namely to the array 
controller B51. 

0281. In step S3676, the array controller B51 having 
received the report of disconnection of power reads out new 
data (Do new) 40-6, old data (D0 old) 40-7, old parity (Dp 
old) 48-6, and management information in the management 
table 41-4 from the nonvolatile memory 34 in the shared 
device 90, and in step S3677 the array controller B51 
continues the interrupted write processing in place of the 
array controller A50. 
0282. Then in step S3678, after the write processing by 
the array controller B51 is finished, a region of the nonvola 
tile memory 34 in the shared device 90 is released, and the 
write processing is finished. 

0283. In step S3674, when disconnection of power to the 
array controller A50 is not detected, system control shifts to 
step S3678, a region of the nonvolatile in the shared memory 
90 is released, and the write processing is finished. 
0284 FIG. 29 shows a case where, in place of the power 
monitoring Section 93 for monitoring disconnection of 
power to the array controller as shown in FIG. 26, a 
controller monitoring Section 95 for monitoring operations 
of the array controllers 50, 51 is provided in each of the array 
controllers 50, 51, and power supply to other controller is 
periodically monitored by this controller monitoring Section 
95 at a prespecified time interval. Other portions of the 
configuration are the Same as those in FIG. 26, and detailed 
description thereof is omitted herein. 

0285) The controller monitoring section 95, for instance, 
periodically sends a message to the other array controller, 
and motors a response to the message. 
0286 Next description is made for a flow of operations in 
the disk array device shown in FIG. 29. A general operation 
flow, a flow of operations in the data read processing, and a 
flow of operations in the recovery processing are the same 
as those in the device shown in FIG. 26, namely are 
Substantially the same as those shown in the flow charts in 
FIG. 6, FIG. 13, and FIG. 12 respectively. For this reason, 
description of the general operation flow and flows of 
operations in the recovery processing and in the data read 
processing is omitted herein. 
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0287 FIG.30 is a flow chart showing details of the write 
processing in the disk array device shown in FIG. 29. In 
FIG. 30, when the control unit 10 receives a write command 
from the host computer 18, at first in step S3681 the control 
unit 10 issues a data write instruction to the array controller 
A50. 

0288 When the array controller A50 receives new data 
(D0 new) 40 together with the write instruction, in step 
S3682 the array controller A50 stores the new data (D0 new) 
40-6, old data (D0 old) 40-7, old parity (Dp old) 48-6, and 
management table 41-1 in the nonvolatile memory 34 in the 
shared device 90, and then in step S3683 writes the new data 
(D0 new) 40 in the disk device 32-1, and also generates new 
parity (Dp new) from the new data (D0 new) 40, old data 
(D0 old) 40-1, old parity (Dp old) 48, and starts the normal 
write operation to write the new parity (Dp new) in the disk 
device 32-5 for parity. 
0289. During this ordinary write processing, if power 
Supply to the array controller executing the write operation, 
namely power to the array controller A50 is disconnected, in 
step S3684 the controller monitoring section 95 in the array 
controller B51 monitoring operating State of the array con 
troller A50 at a prespecified interval detects disconnection of 
the power. Then in step S3685, the array controller B51 
determines, by referring to the Status of write processing 
stored in the nonvolatile memory 34 in the shared device 90, 
whether the array controller A50 was executing the write 
processing or not at the point of time when power to the 
array controller A50 was cut. 
0290) If it is determined that the array controller was 
executing the write processing when the power Supply was 
disconnected, in step S3686 the array controller B51 reads 
out the new data (D0 new) 40-6, old data (D0 old) 40-7, old 
parity (Dp old) 48-6, and management information in the 
management table 41-1 from the nonvolatile memory 34 in 
the shared device 90, and in step 3687 restarts the inter 
rupted write processing in place of the array controller A50. 
0291. Then in step S3688, after the write processing by 
the array controller B51 is finished, a region of the nonvola 
tile memory 34 in the shared device 90 is released, and the 
write processing is finished. 
0292. In step S3684, if disconnection of power supply to 
the array controller A50 is not detected, or if it is determined 
in step S3685 that the array controller A50 was not executing 
the write processing when power was cut, System control 
shifts to step S3688, a region of the nonvolatile memory 34 
in the shared device 90 is released, and the write processing 
is finished. 

0293 With Embodiment 5 shown in FIG. 26 to FIG.30, 
the nonvolatile memory 34 is provided in the shared device 
90 accessible from both the array controller A50 and array 
controller B51, and when the data write processing is 
started, the new data (D0 new) 40-6, old data (D0 old) 40-7, 
old parity (Dp old) 48-6, and management table 41-1 includ 
ing Status or the like therein are Stored in the nonvolatile 
memory 34, So that, when any abnormality is generated in 
the write processing by one of the array controllers, the other 
array controller can continue the write processing in place f 
the faulty array controller, and for this reason consistency of 
data can be maintained. 

0294 With Embodiment 5 above, even if write process 
ing is not finished in the normal State due to power failure 
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to the entire System or for Some other reason during the 
processing for writing data and parity, when power Supply is 
restarted, the data can easily be recovered by using the data 
and management information Stored in the nonvolatile 
memory 34 in the shared device 90. 
0295 FIG. 31 is a functional block diagram showing the 
disk array device according to Embodiment 6 of the present 
invention. In this disk array device according to this embodi 
ment, as shown in FIG. 31, connected to the control unit 10 
with the host computer 18 connected thereto is an array 
controller 50, and for instance 5 units of disk devices 32-1, 
32-2, 32-3, 32-4, 32-5 are controlled by the array controller 
50. Power is supplied from a non-failure power Supply unit 
98 to the array controller 50 as well as to all the disk devices 
32-1 to 32-5. It should be noted that the same reference 
numerals are assigned to the same components as those in 
the disk array device shown in FIG. 2, and detailed descrip 
tion is omitted herein. 

0296 Generally, inconsistency in data stored the disk 
devices 32-1 to 32-5 is generated when write processing is 
interrupted due to Stop of power Supply to the disk devices 
32-1 to 325 or to the array controller 50 during the write 
processing to the disk devices. 
0297. The non-failure power Supply unit 98 incorporates 
a battery therein, and in a case where, for instance, Supply 
of AC power is stopped due to power failure or for Some 
other reason, power to the disk devices 32-1 to 32-5 or to the 
array controller 50 is backed up by the battery until the write 
processing being executed by the array controller 50 at the 
point of time when the AC power Supply was stopped is 
finished. 

0298 With Embodiment 6 shown in FIG. 31, power for 
the array controller 50 is backed up by the non-failure power 
Supply unit 98, So that power Supply can continuously be 
executed even when AC input to the power Supply unit is 
Stopped or when power Supply from the power Supply unit 
to the array controller 50 is stopped due to any trouble, the 
write processing by the array controller 50 is not interrupted, 
and generation of inconsistency in data can be prevented. 
0299 Also with Embodiment 6 above, power supply to 
the disk devices 32-1 to 32-5 is backed up by the non-failure 
power Supply unit 98, So that power Supply can be continued 
even when power Supply from a power Supply unit to the 
disk devices 32-1 to 32-5 is stopped due to any trouble, the 
write processing by the array controller 50 is not interrupted, 
and generation of inconsistency in data can be prevented. 
0300. It should be noted that the present invention is not 
limited to the embodiments described above, and it is 
needless to say that various modifications and changes in the 
design are possible within the gist of the invention. 
0301 Description of the embodiments above assumes a 
case of recovery processing executed, after power Supply is 
disconnected during write processing, when power Supply is 
restarted, but the present invention can be applied, in addi 
tion to a case where Some trouble is generated due to 
disconnection of power, to the recovery processing where 
write processing is not finished in the normal State due to 
generation of Some other fatal troubles during write pro 
cessing. 
0302 With the present invention, when write processing 
once interrupted due to power failure or for Some other 
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reason is restarted, processing for data recovery is executed 
by generating new parity using data and parity Stored at 
positions corresponding to disk write positions for new data 
in a disk device in which new data is to be written as well 
as in a disk device for parity and also new data Stored in a 
nonvolatile memory, data can easily be executed even when 
there is any faulty disk device. Namely in the conventional 
technology, if there is any faulty disk device, when it is tried 
to execute processing for data recovery because there is no 
consistency in parity at the restarting of write processing 
once interrupted, in the conventional technology, the parity 
cannot be reproduced because data required for recovery 
cannot be normally read out from the faulty disk device, 
namely processing for data recovery cannot be executed, but 
with the present invention, it is possible to overcome the 
inconvenience. 

0303. This application is based on Japanese patent appli 
cation No. HEI 9-302331 filed in the Japanese Patent Office 
on Nov. 4, 1997, the entire contents of which are hereby 
incorporated by reference. 
0304. Although the invention has been described with 
respect to a specific embodiment for a complete and clear 
disclosure, the appended claims are not to be thus limited but 
are to be construed as embodying all modifications and 
alternative constructions that may occur to one skilled in the 
art which fairly fall within the basic teaching herein set 
forth. 

What is claimed is: 
1. A disk array device adapted to data updating by reading 

out old data Stored at a write position of a specified disk 
device, then writing new data transferred from a upper 
device at Said write position, and writing a new parity 
generated according to an old parity Stored at a disk write 
position for Said new data on a disk device for parity, Said 
old data as well as to Said new data at a disk Storage position 
for Said old parity, comprising, 

an nonvolatile memory for Storing therein new data 
transferred from a upper device; and 

a Special write executing unit for executing processing for 
recovery, in a case where, when write processing is 
interrupted once and then Said interrupted write pro 
cessing is restarted, it is impossible to restore a parity 
because required data can not normally be read out 
from a third disk device other than a first disk device in 
which Said new data is Stored in Said nonvolatile 
memory thereof and also in which new data is to be 
written and a Second disk for parity, by generating a 
new parity by means of using data and parity Stored at 
a position corresponding to a disk write position for 
Said new data on Said first disk device and Said Second 
disk device and new data Stored in Said nonvolatile 
memory. 

2. A disk array device according to claim 1; wherein a 
write flag indicating that write processing is being executed 
and management information indicating progression of the 
write processing are Stored in Said nonvolatile memory in a 
period of time from a time when a write processing instruc 
tion is received from an upper device until the write opera 
tion is finished in the normal State. 

3. A disk array device according to claim 1; wherein Said 
data Stored at positions corresponding to disk write positions 
for said new data on all disk devices other than said first disk 
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device, Second disk device, and third disk device, and Said 
generated new parity are Stored in Said nonvolatile memory, 
and Said Special write executing unit concurrently writes 
Said new data Stored in Said nonvolatile memory, Said data 
Stored at corresponding positions of all disk devices exclud 
ing Said first disk device, Second disk device, and third disk 
device, and Said generated new parity in corresponding 
diskS. 

4. A disk array device according to claim 3; wherein a 
write flag indicating that write processing is being executed 
and management information indicating progression of the 
write processing are Stored in Said nonvolatile memory in a 
period of time from a time when a write processing instruc 
tion is received from an upper device until the write opera 
tion is finished in the normal State. 

5. A disk array device comprising a plurality of array 
controllers each driven by an independent power Supply unit 
for writing and reading data and parity to and from a 
plurality of disk device, and a control unit for controlling 
Said array controller, and executing data updating by reading 
out old data Stored at a write position on a specified disk 
device, then writing new data transferred from an upper 
device at Said write position, and further writing a new parity 
generated according to an old parity, Said old data, and Said 
new data read from Storage positions corresponding to disk 
write positions for Said new data in a disk device for parity 
at disk Storage positions for Said old parity; wherein Said 
control unit comprises, 

an nonvolatile memory for Storing therein at least Said 
new data, old data, and old parity, when write process 
ing is instructed from an upper device, before the write 
processing is executed to a disk device, 

a task generating unit for generating, when it is reported 
that an array controller, to which power Supply has been 
Stopped, is included in Said plurality of array control 
lers, a task for allocating the write processing being 
executed by the array controller with power Supply 
having been Stopped thereto or write processing to be 
executed by Said array controller but not having been 
completed to other array controllers, and 

a task information table for Storing therein the task 
generated by Said task generating unit; 

and further said plurality of array controllers each com 
prise; 

a power monitoring unit for mutually monitoring the 
power Supply State; 

a power Supply Stop reporting unit for reporting to Said 
control unit the fact that Stoppage of power Supply to 
other array controller or controllerS has been detected; 
and 

a parity generating unit for generating a new parity 
according to data read from a storage position corre 
sponding to a disk write position for Said new data on 
all diskS eXcluding Said disk device in which it has been 
Specified to write new data and the disk device for 
parity as well as to new data transferred from Said 
nonvolatile memory. 

6. A disk array device according to claim 5; wherein 
management information indicating progression of write 
processing is Stored in Said nonvolatile memory, and Said 
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task generating unit generates a task according to Said 
management information Stored in Said nonvolatile memory. 

7. A disk array device comprising a plurality of array 
controllers each driven by an independent power Supply unit 
for writing and reading data and parity to and from a 
plurality of disk device, and a control unit for controlling 
Said array controller, and executing data updating by reading 
out old data Stored at a write position on a specified disk 
device, then writing new data transferred from an upper 
device at Said write position, and further writing a new parity 
generated according to an old parity, Said old data, and Said 
new data read from Storage positions corresponding to disk 
write positions for the new data in a disk device for parity 
at disk Storage positions for Said old parity; wherein each of 
Said plurality of array controllers comprises: 

a nonvolatile memory for Storing, when write processing 
is instructed from an upper device, and before the write 
processing to a disk device is executed, at least Said 
new data, old data, and old parity therein; and 

a communicating unit for executing transaction of data 
and parity with another array controller, transmitting, 
when Said new data, old data, and old parity have been 
Stored in Said nonvolatile memory in one of the array 
controllers, Said new data, old data, and old parity 
Stored in Said nonvolatile memory from Said one array 
controller to the other array controller before write 
processing is executing to a disk device, and also 
receiving Said new data, old data, and old parity Sent 
from Said one array controller to the other array con 
troller and Storing them in Said nonvolatile memory of 
said other array controller. 

8. A disk array device according to claim 7 characterized 
in that, when write processing is interrupted in Said one of 
the array controllers and then Said array controller inter 
rupted as described above is restored to a stable allowing the 
normal operation, Said one of the array controllers, or Said 
other array controller having received said new data, old 
data, and old parity from Said one of the array controller 
before interruption of the write processing executes the 
interrupted write processing again according to Said new 
data, old data, and old parity Stored in a respective nonvola 
tile memory. 

9. A disk array device according to claim 7; wherein 
management information indicating progression of write 
processing is Stored in Said nonvolatile memory. 

10. A disk array device according to claim 9 characterized 
in that, when write processing is interrupted in Said one of 
the array controllers and then Said array controller inter 
rupted as described above is restored to a stable allowing the 
normal operation, Said one of the array controllers, or Said 
other array controller having received said new data, old 
data, and old parity from Said one of the array controller 
before interruption of the write processing executes the 
interrupted write processing again according to Said new 
data, old data, and old parity Stored in a respective nonvola 
tile memory. 

11. A disk array device comprising a plurality units of disk 
devices, and an array controller for writing and reading data 
and parity to and from Said disk devices and adapted for data 
updating by reading old data Stored at a write position of a 
Specified disk device and then writing new data transferred 
from an upper device at Said write position, and also writing 
a new parity generated according to an old parity, Said old 
data, and Said new data read from a storage position corre 
sponding to a disk write position for Said new data on a disk 
device for parity at a disk Storage position for Said old parity; 
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characterized in that Said disk array device further comprises a special write executing unit for executing processing 
a non-failure power Supply unit for baking up power Supply recovery, when, of a data group as a basis for a parity, 
to Said plurality units of disk device as well as power Supply data in at least two disk units can not be read out 
to Said array controller. normally, by writing arbitrary data in Said two disk 

12. A disk array device adapted for data updating by devices from which data can not be read out normally 
reading out old data Stored at a write position of a Specified and generating a new parity using Said data arbitrarily 
disk device and then new data transferred from an upper written and data normally read out from Said data group 
device at Said write position, and also writing a new parity as a basis for a parity; and 
generated according to an old parity, Said old data, and Said 
new data Stored at a write position corresponding to the disk 
write position for Said new data on a disk device for parity 
at the disk Storage position for Said old parity; Said disk array 
device further comprising: k . . . . 

a data error detecting unit for issuing a data check 
response to read to the data arbitrarily written by Said 
Special write executing unit. 


