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SECURE COMMUNICATIONS DEVICE

The issue with traditional, common marketplace security alarm systems is that they
rely on communications using the standard Public Switched Telephone Network
(PSTN) which is flawed, in that it suffers a range of vulnerabilities. The alarm dialler
that exists on the alarm panel’s circuit board is the hardware responsible for sending a
telephone communication, through a standard telephone call, to the monitoring
station, server or alarm receiver (to be referred to henceforth as “monitoring server”)
to notify that an event has been triggered. In addition to this, the alarm dialler is
capable (with the alarm being adequately programmed) of sending the monitoring
server a test signal periodically that checks and verifies the communications path’s
integrity. This test signal confirms that the communications path from the alarm panel
to the monitoring server is currently valid (but only up until the time of the test signal
being sent and received). This creates alarm system vulnerability, where if the
telephone line is severed on a system that uses a standard alarm dialler, the
monitoring server is not notified of the severed line until the next expected signal is
not received from the security alarm system. In addition, due to the cost of a phone
call for each and every signal sent from the alarm dialler to the monitoring server
(whether it be an alarm event or a test signal), many sites or premises decide to reduce
the occurrence of test signals being sent in order to reduce on-going costs of their
alarm system. By reducing the quantity of test signals being sent, and therefore
increasing the intervals between each signal sent, the system’s accuracy is
compromised as more time passes before the monitoring server is aware of a fault.
Therefore, if a system is set up to send test signals once a week, and the phone line is
severed the day after the previous test signal was sent to the monitoring server, the
monitoring server will not be notified of the severed communications path until the
next test signal (due the following week) is not received. This creates a breach in
security, as if an alarm is triggered sometime between the phone line being severed
and the monitoring server receiving the following week’s test signal, the monitoring
server is not aware of the event, and hence no immediate action (eg. police attendance
or security patrol) is taken.

Although there have been attempts to circumvent this issue of increasing an alarm
system’s communication integrity, none have been highly successful both in ability
and cost effectiveness. Premises with high security risks in metropolitan areas have
for many years used the Securitel Network, a system operated with the cooperation of
telephone service providers and private security providers. Limited to use within
restricted distances from a limited number of exchanges, the technology has always
been expensive to operate with limited ability. Although Securitel monitors the
integrity of the communications path by polling the PSTN phone line approximately
twice a minute, it is limited to only transmitting a restricted amount of security system
communication signals. Also, even though a security system monitoring server is
notified (through the disappearance of the expected polling) of a severed
communications path, the Securitel system is limited in the respect that once the
communications path is severed, no further signals can be transmitted to the
monitoring server until the communications path is restored. Again, this creates an
alarm system vulnerability as a communications path may be severed, and an event
triggered (eg. an alarm is activated), and the monitoring server is unaware. In
addition, the ongoing cost of security system monitoring must be relatively low to be
viable for the common marketplace, and although the cost of phone calls using the
Securitel system is nil, the monitoring fee payable for the service provision is
considered to be costly and therefore is not accessible by the general market.

PCT/AU2008/000644
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Advancements in recent mobile phone communication technologies such as GSM
(Global System for Mobile Communications) and GPRS (General Packet Radio
Service) have brought forth new communication systems to the security industry and
market. GSM offers the ability to transmit security system signals via the mobile
phone network in the event of a PSTN phone line failure. Due to the expense of
mobile phone calls, this system is usually only used as a backup device to the PSTN
system. The GSM system is also inadequate in that it lacks the ability to constantly
monitor the communications path for integrity, other than identifying if the PSTN
phone line has dropped below the normal operating voltage. The GSM dialler is
flawed for higher risk security system sites, in that there is no regular polling to
confirm the integrity of the communications path. The offering of GPRS mobile
phone technology has greatly increased the ability to both monitor the integrity of
security system communications paths and to transmit signals to a monitoring server
in the event of PSTN phone line failure by using constantly polled data packet
communications over the wireless GPRS network. GPRS mobile phone security
system communications rely on computer data packets being transmitted several
times an hour to a network receiver, however, as with many wireless networks, data
packet signals are often missed or lost, causing further security vulnerabilities. The
ongoing expense associated with using the GPRS system is considered to be
excessive by the general market, as constant wireless data transmissions incur high
expense for connection and the actual data transmission itself. Overall, both GSM and
GPRS as mobile phone technologies are plagued with issues concerning network
coverage, signal quality and expense, making them more of a backup to the PSTN
system, as opposed to being the alarm system’s primary communications source.

The ability to use data packets over the Internet to send security system
communications and constantly monitor communications path integrity is not a new
idea, and with constant Broadband Internet now available to most premises, the use of
such technology to increase security and reduce ongoing expense has never been
greater. Although the security industry has been offered different devices in recent
years for allowing communications via the Internet, none have been designed to work
within the existing market place. All offerings to date have been designed to work
primarily with only the manufacturer’s latest security alarm panel or monitoring
server, or to function as a complicated device that will not fit within the massive
electronic security marketplace. The security system market consists of several
different designs of security alarm systems that vary in technology design by nearly
two decades, which has created an industry consisting of many older security systems
that consumers will not update for many years, and in some cases decades, from now.
Therefore, there is a large market sector of existing alarm installations that are unable
to take advantage of the newer technologies that are proprietary and only available for
new installations.

Many available systems are also not generally available to all security monitoring
station’s control room facilities. Systems such as the Fratech FE3000, Fratech Multi-
Path and the Honeywell 78451 Internet Communicator are designed to work primarily
with their own proprietary systems, and do not offer a solution to the general
marketplace as they cannot be adapted or installed to all existing systems. An
example of a system getting close to industry requirements is the ABN (Alarm
Broadband Network) by NextAlarm.com in the United States of America. This
system however is limited again to only working with NextAlarm.com’s server
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system and is limited in function and reliability, as it requires to be powered
externally from the security system’s power sources, using its own mains power
supply. This means that the system’s reliability can be compromised as it can be
easily disabled by severing power to a premise, a blackout, or simply being
unplugged. If this power interruption happens before the security system has time to
send an alarm signal, the monitoring server is not notified. Therefore, in the event of a
power outage, the system cannot communicate alarm events to a monitoring server at
all. In addition, an Internet connection failure results in a communication termination
as the device does not make use of any backup communication technologies, such as
PSTN. Also, limitations with this system exist in its inability to allow reverse
communications (communications from the monitoring server to the alarm panel), a
function greatly used by alarm monitoring servers to remotely access security alarm
systems for programming changes and to arm systems as required.

The invention development referred to here as the Secure Communications Device
has been created to overcome the shortcomings of existing security alarm system
communication devices claiming to transmit security alarm signals via the Internet.
The invention is uniquely designed to function as an integrated hardware device with
existing common marketplace security alarm systems, and is designed to be installed
directly within the secure housing equipment enclosures of an existing security alarm
system. The invention is designed to function using existing communications
infrastructure and the power supply of the security alarm system, therefore utilising
the security alarm system’s incorporated battery backup supply. Overall, this means
that the Secure Communications Device is backward compatible with existing alarm
systems, is not proprietary and uses the existing communications networks and power
backup.

By design, the Secure Communications Device is able to establish a virtual PSTN
connection from the Secure Communications Device to a standard PSTN alarm
dialler of any alarm system. When the alarm dialler requires communication with the
monitoring server, it sends the signal to the Secure Communications Device along the
virtual PSTN created by the Secure Communications Device. The Secure
Communications Device then receives the alarm transmission from the alarm dialler
and translates the signal into standard, encrypted Internet Protocol (IP) data packets
and transmits these data packets via an Internet connection to a monitoring server.
This allows communications to be sent from the alarm dialler to the monitoring server
without requiring connection to the telephone network for normal condition alarm
transmission purposes, and therefore not incurring call costs to notify of an event.
Unlike Australian Patent Number 772360, this communications method does not use
electronic mail, but rather encrypted packets of data, consisting of the raw alarm
panel’s industry-standard signals.

The Secure Communications Device’s onboard processor is able to receive any
industry standard alarm system’s signal, acting as an alarm receiver, in any industry
standard alarm system communication format (eg. Contact ID, 442, etc.) from the
alarm system dialler, and then transmits this to the monitoring server. The primary
communication method of transmitting data packets from the Secure Communications
Device to the monitoring server is IP data packets, sent via the Internet. However, if
the Internet connection is inoperative, the Secure Communications Device is able to
communicate the alarm’s event by transmitting via a telephone call using PSTN,
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ISDN (Integrated Services Digital Network) or any backup communications
technology associated to these. The Secure Communications Devices integrated
ability to transmit the alarm system’s data by either IP data packets, PSTN or ISDN is
a critical design feature, as it allows the Secure Communications Device to transmit
data by PSTN or ISDN in the event of an IP network failure, hence increasing its
capability. Also, by the primary communications path being IP data packets, the
Secure Communications Device does not use a phone call to transmit the alarm
dialler’s communication event unless the Internet connection is inoperative.

The Secure Communications Device incorporates by design the ability to listen to any
answered incoming call that transmits through it on the supplied backup PSTN or
ISDN phone line. The Secure Communications Device is listening for a specialised
tone generated by a security alarm monitoring server, using remote access software,
that is communicating to the Secure Communications Device. Once the Secure
Communications Device has sensed the specialised tone, the Secure Communications
Device is able to answer the call, hence allowing the monitoring server access to the
Secure Communications Device for the purposes of modifying programming, for
example.

The Secure Communications Device is designed to incorporate a polling feature via
the IP network, constantly polling a control room monitoring server to confirm
communications integrity. This feature allows the Secure Communications Device to
replace existing Securitel technologies for communications path integrity monitoring.
In the event of an IP network failure (determined by successive polling failures) the
Secure Communications Device is able to transfer communications to the backup
PSTN or ISDN phone system. This connection to the security alarm monitoring
server via PSTN or ISDN signal will communicate that the network failure has
occurred and that transmission via PSTN or ISDN is working successfully. This
ensures that in the event of an Internet communication breakdown, the monitoring
server is advised, whilst events are still able to be transmitted to the monitoring server
through the backup PSTN or ISDN phone system.

The Secure Communications Device also incorporates in its design onboard storage
identification known in the security industry as an Account Number or Client ID.
This design feature enables the Secure Communications Device to be installed with
any existing alarm design, without the requirement to reprogram the existing alarm
system’s onboard identification or account number. The Secure Communications
Device is designed to ignore any account information transmitted by the alarm system
dialler to the Secure Communications Device, and only transfers the alarm signal data
to the monitoring server.

The invention may be better understood with reference to the specification
illustrations.

PCT/AU2008/000644
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The Claims defining the invention are as follows:

1. A compact single device invention designed to be installed in conjunction
with any existing industry standard security alarm system, using the
integrated power supply of the security alarm system, to control
communications to a security alarm system monitoring server via the
existing communications infrastructure, consisting of Internet Protocol (IP)
data packets as a primary communications path and by Public Switched
Telephone Network (PSTN) or ISDN (Integrated Services Digital
Network) phone calls as a backup communications path.

2. The compact single device invention of claim one designed to be small in
size so as to be allowed to be installed inside existing security alarm
system enclosures, powered by the said security alarm system’s battery
backup power supply, causing no loss of communications ability in the
event of a mains power outage.

3. The compact single device invention of claim one, designed to manage
communications from existing standard designed security alarm systems,
ensuring by polled data packet on common computer IP network
technology, a constantly verified communications path to a security alarm
monitoring server.

4. The compact single device invention of claim one, able to receive
communications from any existing security alarm system by method of
closed telephone communications. The device creates a virtual PSTN
phone line and dial tone to the security alarm system’s onboard telephone
dialler. The device intercepts any calls made by the said security alarm
system, receives the call and all associated data from the security alarm
system’s onboard dialler, in any recognised format (eg. Contact ID, 442,
etc). The device then acts the same as a security alarm monitoring receiver
and acknowledges receipt of the call to the security alarm system’s
onboard dialler.

5. The compact single device invention of claim one, designed to store
locally within its processor information pertaining to security alarm system
identity via form of account number, without the requirement to process
account data as stored in the connecting alarm system.
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