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PASSWORD PROTECTION FOR FILE 
BACKUPS 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 This invention relates generally to file backup soft 
Ware for backing up files in a computer system. 
0003 2. Description of the Related Art 
0004 Computer systems generally store information as 

files organized by a file system. Each file may be stored on a 
Storage device, such as a disk drive, optical drive, or tape 
drive. It is often necessary to backup files in a file system, e.g., 
by copying them to another storage device. For example, 
backup operations may be performed to guard against data 
loss, to provide a snapshot of files at a particular point in time, 
or to replicate files for other purposes. 
0005. A computer system typically executes backup soft 
ware to backup files. The backup software may provide a user 
interface enabling the user or an administrator to configure 
Various options for file backup operations, such as when or 
how often to perform the backup, which files to back up, 
where to back up the files, etc. 

SUMMARY 

0006 Various embodiments of a system and method for 
performing file backup operations are described herein. 
According to one embodiment of the method, a file to be 
backed up may be received. The received file may be backed 
up, e.g., by storing the data in the file on one or more storage 
devices. The method may further comprise receiving first 
authentication information, such as a password, biometric 
information, or other useable to subsequently verify that a 
person or software agent attempting to access the backed up 
file is properly authorized to do so. The method may operate 
to store information indicating that the first authentication 
information is required to restore the backed-up file. 
0007 According to a further embodiment of the method, a 
request to restore the backed-up file may be received, e.g., 
after the file has been backed up. The method may further 
comprise receiving second authentication information and 
determining whether the second authentication information 
matches the first authentication information. If the second 
authentication information matches the first authentication 
information then permission to restore the backed-up file may 
be granted. Otherwise, permission to restore the backed-up 
file may be denied. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008. A better understanding of the invention can be 
obtained when the following detailed description is consid 
ered in conjunction with the following drawings, in which: 
0009 FIG. 1 is a flowchart diagram illustrating one 
embodiment of a method for performing file backup opera 
tions, where passwords or other authentication information 
are used to protect files that are backed up; 
0010 FIG. 2 illustrates one embodiment of a standalone 
computer system operable to implement one embodiment of 
the method of FIG. 1; 
0011 FIG. 3 illustrates one embodiment of a system in 
which another embodiment of the method of FIG. 1 is imple 
mented; 
0012 FIG. 4 illustrates an example of a backup server 
computer such as illustrated in the system of FIG. 3; 
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I0013 FIG. 5 illustrates an example of a client computer 
such as illustrated in the system of FIG. 3; 
0014 FIG. 6 illustrates an example in which a user of a 
client computer chooses a password at the time when backup 
client software is installed on the client computer, where the 
password is used to protect files that are backed up from the 
client computer in subsequent backup operations; and 
I0015 FIG. 7 illustrates another embodiment of a system in 
which another embodiment of the method of FIG. 1 is imple 
mented, where the system includes a plurality of backup 
SeVCS. 

0016 While the invention is susceptible to various modi 
fications and alternative forms, specific embodiments thereof 
are shown by way of example in the drawings and are 
described in detail. It should be understood, however, that the 
drawings and detailed description thereto are not intended to 
limit the invention to the particular form disclosed, but on the 
contrary, the intention is to cover all modifications, equiva 
lents and alternatives falling within the spirit and scope of the 
present invention as defined by the appended claims. 

DETAILED DESCRIPTION 

0017 Various embodiments of a system and method for 
performing file backup operations are described herein. The 
method may operate to enable a user of a computer system to 
provide a password or other authentication information to 
associate with files on the computer system, e.g., in order to 
protect files that are backed up. For example, when the user 
(or another person or software agent) attempts to restore or 
otherwise access a backup copy of a password-protected file, 
the user may be prompted to enter the password. The method 
may operate to Verify that the entered password matches the 
password associated with the file before granting permission 
to restore the file. 
10018 FIG. 1 is a flowchart diagram illustrating one 
embodiment of the method. The method may be performed 
by backup management software executing on one or more 
computer systems. 
I0019. In 301, the backup management software may 
receive a file to be backed up. For example, the file may be 
received during a backup operation either separately or 
together with one or more other files. In some embodiments 
the backup management software may execute on the same 
computer system as the computer on which the file to be 
backed up is originally stored. In other embodiments the 
backup management software may execute on a different 
computer system than the computer on which the file to be 
backed up is originally stored and may, for example, receive 
the file via a network. 
0020. In 303, the backup management software may back 
up the file. Backing up the file may comprise storing the data 
in the file, e.g., storing the data on one or more different 
storage devices than the storage device on which the file is 
originally stored. For example, one or more backup copies of 
the file may be created on one or more different storage 
devices. 
0021. In 305, first authentication information may be 
received. The first authentication information may be used to 
protect access to the backup copy of the file. The first authen 
tication information may comprise any kind of information 
useable to verify that a person or software agent attempting to 
access the backup copy of the file is properly authorized to do 
so. For example, in some embodiments the first authentica 
tion information may comprise a password. In other embodi 
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ments the first authentication information may comprise bio 
metric information, Such as a fingerprint, Voice information, 
retinal scan, etc. For example, the password or biometric 
information may be provided by a user of the computer sys 
tem on which the file is originally stored. 
0022. In 307, the backup management software may store 
information indicating that the first authentication informa 
tion is required to restore the backed-up file. For example, the 
backup management Software may store information in a 
database or a data structure associated with the file in order to 
indicate that a person or software agent attempting to restore 
the backed-up file is required to provide the first authentica 
tion information. 
0023 The backup management software may also store 
the first authentication information itself or may store infor 
mation derived from the first authentication information. For 
example, where the first authentication information com 
prises a password, the backup management software may 
store the password (possibly in an encrypted form). As 
another example, the backup management Software may 
apply a hashing function or other algorithm to the password 
and store the results of the hashing function. 
0024. In 309, a request to restore the backed-up file may be 
received, e.g., a request to retrieve the file data stored in 303 
and re-create the file or create a new version of the file based 
on the data. For example, the request may be received when a 
restore operation is initiated at Some time Subsequently to 
when the file was backed up. For example, in some embodi 
ments a user may interact with a graphical user interface 
(GUI) of the backup management software in order to request 
to restore the backed-up file. In other embodiments a user 
may interact with another client application to request to 
restore the backed-up file, and the client application may then 
communicate with the backup management software to 
request to restore the backed-up file. 
0025. In 311, the backup management software may 
receive second authentication information. In some embodi 
ments the second authentication information may be received 
as part of the request to restore the backed-up file. In other 
embodiments the backup management software may prompt 
for the second authentication information in response to the 
request to restore the backed-up file, and the second authen 
tication information may then be separately provided to the 
backup management Software. For example, in response to 
the request to restore the backed-up file, the backup manage 
ment software may determine that the first authentication 
information is required to restore the backed-up file, based on 
the information stored in 307. Thus, the backup management 
Software may prompt for the second authentication informa 
tion, which is then used to authorize access to the backed-up 
file, e.g., as described below. 
0026. In 313, the backup management software may deter 
mine whether the second authentication information matches 
the first authentication information. In various embodiments 
any kind of algorithm or technique may be used to determine 
whether the second authentication information matches the 
first authentication information, e.g., depending on the type 
of authentication information. For example, where the first 
authentication information comprises a first password and the 
second authentication information comprises a second pass 
word, the backup management software may determine 
whether the second password is the same as the first pass 
word. As another example, where the first authentication 
information comprises a first fingerprint and the second 
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authentication information comprises a second fingerprint, 
the backup management Software may perform an analysis 
algorithm to determine whether the second fingerprint is the 
same as the first fingerprint. 
0027. As indicated in 315, the backup management soft 
ware may grant permission to restore the backed-up file if the 
second authentication information matches the first authenti 
cation information or may deny permission to restore the 
backed-up file if the second authentication information does 
not match the first authentication information. For example, if 
the second authentication information matches the first 
authentication information then the backup management 
Software may proceed to restore the backed-up file, e.g., by 
creating a copy of the backed-up file on the storage device or 
computer system from which the file was originally backed 
up, or on another requested storage device or computer sys 
tem. 

0028. If, on the other hand, the second authentication 
information does not match the first authentication informa 
tion then the backup management Software may, for example, 
return a response to the request received in 309 indicating that 
the second authentication information did not match and/or 
cause information indicating that the second authentication 
information did not match to be displayed. 
0029. It is noted that in various embodiments, the steps 
shown in FIG.1 may be combined, omitted, or performed in 
different orders. For example, the first authentication infor 
mation may be received at various times in relation to the time 
at which the file is backed up. For example, in some embodi 
ments the first authentication information may be received at 
the time of backup. For example, when the backup of the file 
is initiated the user of the computer system on which the file 
is originally stored may specify the first authentication infor 
mation. 

0030. In other embodiments the first authentication infor 
mation may be received before the time of backup. For 
example, the user of the computer system on which the file is 
originally stored may specify a password or other authenti 
cation information to be used to protect files that are backed 
up in future backup operations. 
0031. In other embodiments the first authentication infor 
mation may be received after the time of backup. For 
example, the user of the computer system on which the file is 
originally stored may specify a password or other authenti 
cation information to be associated with a file that has already 
been backed up. 
0032. It is also noted that the method of FIG.1 may be used 
to protect a backed up file from additional types of access 
other than just restore operations. For example, in some 
embodiments the backup management software may be oper 
able to display a graphical user interface enabling a user to 
view the contents of files that have been backed up, without 
necessarily restoring the files. If a password or other authen 
tication information has been associated with a file then the 
backup management Software may require the user to input 
the authentication information before being allowed to view 
the contents of a backed up file. 
0033. In various embodiments the method of FIG. 1 may 
operate on any type of computer system or in any kind of 
computing environment. For example, in some embodiments 
the method may be used in the context of a single computer 
system, such as the computer system 82 illustrated in FIG. 2. 
The computer system 82 may execute backup management 
software operable to backup files stored on a hard drive or 
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other storage device of the computer system 82, e.g., by 
creating backup copies on another storage device, where the 
backup copies are protected with a password or other authen 
tication information. 
0034. In other embodiments the method of FIG.1 may be 
used in a networked computing environment. For example, 
FIG. 3 illustrates an example in which a plurality of client 
computers 102 are coupled to a backup server computer 100. 
Each client computer 102 may store a plurality of files. The 
backup server computer 100 may execute backup manage 
ment Software operable to communicate with each client 
computer 102 in order to back up the files of the client com 
puter 102 to the backup server 100. 
0035 FIG. 4 illustrates an example of a backup server 
computer 100 according to one embodiment. The backup 
server computer 100 includes a processor 120 coupled to a 
memory 122. In some embodiments, the memory 122 may 
include one or more forms of random access memory (RAM) 
such as dynamic RAM (DRAM) or synchronous DRAM 
(SDRAM). However, in other embodiments, the memory 122 
may include any other type of memory instead or in addition. 
0036. The memory 122 may be configured to store pro 
gram instructions and/or data. In particular, the memory 122 
may store backup management software 190, which may be 
executed by the processor 120. The backup management 
software 190 may be operable to perform various aspects of 
the file backup method described herein, e.g., operations such 
as described above with reference to FIG. 1. As described 
below, each client computer 102 may execute backup client 
software 180 with which the backup management software 
190 on the backup server computer 100 communicates in 
performing the file backup method. 
0037. In some embodiments the backup management soft 
ware 190 may also enable an administrator to perform various 
administration tasks related to file backup operations in the 
system. For example, the backup management software 190 
may be operable to display a graphical user interface enabling 
the administrator to configure times or conditions specifying 
when backup operations on the various client computers 102 
in the system should be performed. 
0038. It is noted that the processor 120 is representative of 
any type of processor. For example, in one embodiment, the 
processor 120 may be compatible with the x86 architecture, 
while in another embodiment the processor 120 may be com 
patible with the SPARCTM family of processors. Also, in one 
embodiment the backup server computer 100 may include 
multiple processors 120. 
0039. The backup server computer 100 also includes or is 
coupled to one or more storage devices 125. Files that are 
backed up from the client computers 102 to the backup server 
computer 100 may be stored on the storage device(s) 125. In 
various embodiments the storage devices 125 may include 
any of various kinds of storage devices operable to store data, 
Such as optical storage devices, hard drives, tape drives, etc. 
As one example, the storage devices 125 may be implemented 
as one or more hard disks configured independently or as a 
disk storage system. As another example, the storage devices 
125 may be implemented as one or more tape drives. In some 
embodiments the storage devices 125 may operate in a stor 
age system or library device with which the backup server 
computer 100 communicates via a communication bus or 
network. 
0040. The backup server computer 100 may also include 
one or more input devices 126 for receiving user input from a 
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user of the backup server computer 100. The input device(s) 
126 may include any of various types of input devices, such as 
keyboards, keypads, microphones, or pointing devices (e.g., a 
mouse or trackball). The backup server computer 100 may 
also include one or more output devices 128 for displaying 
output to the user. The output device(s) 128 may include any 
of various types of output devices, such as LCD screens or 
monitors, CRT monitors, etc. 
0041. The backup server computer 100 may also include a 
network connection 129 through which the backup server 
computer 100 couples to the client computers 102. The net 
work connection 129 may include any type of hardware for 
coupling the backup server computer 100 to a network, e.g., 
depending on the type of network. In various embodiments, 
the backup server computer 100 may be coupled to the client 
computers 102 via any type of network or combination of 
networks. For example, the network may include any type or 
combination of local area network (LAN), a wide area net 
work (WAN), an Intranet, the Internet, etc. Exemplary local 
area networks include Ethernet networks, Fiber Distributed 
Data Interface (FDDI) networks, and token ring networks. 
Also, each computer may be coupled to the network using any 
type of wired or wireless connection medium. For example, 
wired mediums may include Ethernet, fiber channel, a 
modem connected to plain old telephone service (POTS), etc. 
Wireless connection mediums may include a satellite link, a 
modem link through a cellular service, a wireless link such as 
Wi-FiTM, a wireless connection using a wireless communica 
tion protocol such as IEEE 802.11 (wireless Ethernet), Blue 
tooth, etc. 
0042 FIG. 5 illustrates an example of a respective client 
computer 102 according to one embodiment. The client com 
puter 102 includes a processor 120 coupled to a memory 122, 
similarly as described above with reference to FIG. 4. The 
memory 122 may store backup client software 180, which 
may be executed by the processor 120. The client computer 
102 may also include one or more input devices 126 for 
receiving user input from a user of the client computer 102, as 
well as one or more output devices 128 for displaying output 
to the user. The client computer 102 may also include or be 
coupled to one or more storage devices 125 on which files are 
stored. 
0043. In backing up a file from the storage device(s) 125 of 
the client computer 102 to the backup server computer 100, 
the backup client software 180 executing on the client com 
puter 102 may communicate with the backup management 
software 190 executing on the backup server computer 100. 
For example, in some embodiments the backup management 
software 190 on the backup server computer 100 may receive 
a file to be backed up by communicating with the backup 
client software 180 on the client computers 102. The backup 
management software 190 may also receive first authentica 
tion information for protecting the backup copy of the file 
from the backup client software 180. In some embodiments 
the backup management software 190 may also receive a 
Subsequent request to restore the backup copy of the file from 
the backup client software 180, as well as the second authen 
tication information used to authorize access to the backup 
copy of the file. 
0044. In other embodiments the request to restore the 
backup copy of the file may be received from a source other 
than the backup client software 180 on the client computer 
102 from which the file was backed up. For example, in some 
embodiments the backup management software 190 may be 
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operable to display an administration graphical user interface 
(GUI) on the output device 128 of the backup server computer 
100. The GUI may enable an administrator of the computing 
environment to perform various tasks related to file backup 
operations. For example, the administrator may interact with 
the GUI to request to restore a file that was previously backed 
up from one of the client computers 102. 
0.045. In response to the request, the backup management 
software 190 may prompt the administrator for the password 
or other authentication information associated with the file. 
Thus for example, if the password was initially specified by a 
user of the client computer 102 then the user may need to 
inform the administrator of the password or may need to be 
present when the administrator initiates the restore operation 
in order to provide the required password or other authenti 
cation information to the backup management software 190. 
In other embodiments the backup management software 190 
may be operable to communicate with the backup client soft 
ware 180 on the client computer 102 to allow the user to 
provide the required authentication information remotely 
without informing the administrator of the password and 
without being present with the administrator. For example, in 
one embodiment the administrator may initiate the restore 
operation from the backup server computer 100, and the 
backup management Software 190 may communicate with 
the backup client software 180 on the client computer 102 to 
cause the backup client software 180 to display a graphical 
user interface informing the user that the administrator is 
attempting to restore the file and prompting the user for the 
required authentication information on the administrator's 
behalf. 

0046. In other embodiments the request to restore the 
backup copy of the file may be received from software execut 
ing on a computer system other than the client computer 102 
from which the file was originally backed up and other than 
the backup server computer 100. For example, in some 
embodiments the backup server computer 100 may imple 
ment a web interface which enables users to communicate 
with the backup management software 190 on the backup 
server computer 100 to initiate a restore operation from any 
computer with a web browser application. 
0047. In various embodiments of the method, passwords 
or other authentication information may be associated with 
files that are backed up to the backup server computer 100 at 
any desired level of granularity. In some embodiments, a 
single password may be associated with each client computer 
102 coupled to the backup server computer 100 or with each 
user of the system. Thus, for a given client computer 102, the 
same password (or other authentication information) may be 
used to protect all of the files for that client computer 102, or 
for a given user, the same password may be used to protect all 
of the files associated with that user. 

0048 For example, FIG. 6 illustrates an embodiment in 
which a password is chosen by the user of a client computer 
102A at the time the backup client software 180 is installed on 
the client computer 102A. For example, during the installa 
tion process, the user may be prompted to enter a password 
that will be used to protect all files that are backed up from the 
client computer 102A in Subsequent backup operations. 
0049. As indicated by the arrow 1, the password specified 
by the user may be transmitted to the backup server computer 
100 at the time the backup client software 180 is installed on 
the client computer 102A. As indicated by the arrow 2, one or 
more files may subsequently be sent from the client computer 
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102A to the backup server computer 100 during a backup 
operation. As indicated by the arrow 3, the client computer 
102A may later request one or more of the files that were 
previously backed up to be restored. As indicated by the arrow 
4, the backup server computer 100 may prompt the user of the 
client computer 102A to enter a password in response to the 
request. Thus for example, the backup client software 180 on 
the client computer 102 may present the user with a graphical 
user interface requesting the user to enter a password for 
accessing the backup copies of the requested files. As indi 
cated by the arrow 5, the password specified by the user may 
be sent to the backup server computer 100. The backup server 
computer 100 may then determine whether the password 
received in arrow 5 matches the password that was previously 
specified when the backup client software 180 was installed 
on the client computer 102A. If so, then the backup server 
computer 100 may return the data for the requested files to the 
client computer 102A, as shown in 102A. The backup client 
software 180 on the client computer 102A may create a 
restored copy of the requested files based on the data received 
from the backup server computer 100. 
0050. In other embodiments the user may be able to 
specify different passwords or different authentication infor 
mation for different files on the client computer 102A or may 
exclude some of the files on the client computer 102A from 
password protection. For example, the backup client Software 
180 may provide a graphical user interface enabling the user 
to configure different passwords for different folders, e.g., 
such that for a given folder, all the files located in the folder 
are associated with the respective password. Thus, for 
example, if the user Subsequently attempt to restore two files 
that were backed up from different folders with different 
passwords then the user may be required to enter both of the 
passwords. In other embodiments the user may be able to 
configure passwords at other levels of granularity, e.g., on a 
per-file basis, per-drive basis, etc. 
0051. In some embodiments, files may be backed up from 
client computers 102 to multiple backup servers 100. For 
example, FIG. 7 illustrates an example in which there are 
three backup servers 100A-100C. (The client computers 102 
are not shown in this illustration.) In some embodiments, 
when a file is backed up from a given client computer 102. 
multiple backup copies of the file may be stored on multiple 
backup servers 100. For example, three backup copies of the 
file may be stored on each of the servers 100A, 100B, and 
100C. Each backup server 100 may store information indi 
cating that the password or other authentication information 
associated with the file is required in order to restore the 
respective backup copy from the respective backup server 
1OO. 

0052. In other embodiments, instead of storing a complete 
backup copy of the file on each backup server 100, a backup 
copy may be distributed across the multiple backup servers 
100. For example, when a file is backed up, the file may be 
split into a plurality of segments, and the segments may be 
distributed across the backup servers 100. For example, in the 
system of FIG. 7, the file may be split into 12 segments, where 
4 of the segments are backed up to the backup server 100A, 
another 4 of the segments are backed up to the backup server 
100B, and the remaining 4 segments are backed up to the 
backup server 100C. To restore the backed up file, backup 
client software 180 executing on the client computer 102 (or 
other Software executing on another computer system) may 
communicate with the backup management software 190 
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executing on one or more of the backup servers 100, e.g., 
Supplying authentication information to gain access to the 
backed up file similarly as described above. After determin 
ing that the Supplied authentication information matches 
authentication information previously associated with the 
backed up file, the backup management software 190 may 
coordinate with the other backup servers 100 to retrieve the 
backed up segments of the file and return the data to the client 
computer 102. 
0053. It is noted that various embodiments may further 
include receiving, sending or storing instructions and/or data 
implemented in accordance with the foregoing description 
upon a computer-readable memory medium. Generally 
speaking, a computer-readable memory medium may include 
storage media or memory media Such as magnetic or optical 
media, e.g., disk or CD-ROM, volatile or non-volatile media 
such as RAM (e.g. SDRAM, DDR SDRAM, RDRAM, 
SRAM, etc.), ROM, etc. for storing program instructions. 
Such a computer-readable memory medium may store pro 
gram instructions received from or sent on any transmission 
media or signals such as electrical, electromagnetic, or digital 
signals, conveyed via a communication medium Such as net 
work and/or a wireless link. 
0054 Although the embodiments above have been 
described in considerable detail, numerous variations and 
modifications will become apparent to those skilled in the art 
once the above disclosure is fully appreciated. It is intended 
that the following claims be interpreted to embrace all such 
variations and modifications. 
What is claimed is: 
1. A computer-readable memory medium comprising pro 

gram instructions executable to: 
receive a file to be backed up; 
backup the file; 
receive first authentication information; and 
store information indicating that the first authentication 

information is required to restore the backed-up file. 
2. The computer-readable memory medium of claim 1, 

wherein the program instructions are further executable to: 
receive a request to restore the backed-up file; 
receive second authentication information; 
determine whether the second authentication information 

matches the first authentication information; and 
grant permission to restore the backed-up file if the second 

authentication information matches the first authentica 
tion information or deny permission to restore the 
backed-up file if the second authentication information 
does not match the first authentication information. 

3. The computer-readable memory medium of claim 2, 
wherein the program instructions are further executable to: 

prompt for the second authentication information in 
response to the request to restore the backed-up file; 

wherein receiving the second authentication information 
comprises receiving user input in response to said 
prompting for the second authentication information. 

4. The computer-readable memory medium of claim 1, 
wherein the program instructions are further executable to 
perform one or more of: 

storing the first authentication information; and/or 
storing information derived from the first authentication 

information. 
5. The computer-readable memory medium of claim 1, 
wherein said receiving the file comprises receiving the file 

from a first computer system; 
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wherein said receiving the first authentication information 
comprises receiving the first authentication information 
from the first computer system; 

wherein said backing up the file comprises storing the file 
on one or more computer systems other than the first 
computer system. 

6. The computer-readable memory medium of claim 5, 
wherein the program instructions are further executable to: 

receive a request to restore the backed-up file from a second 
computer system; 

prompt for second authentication information in response 
to the request; 

receive the second authentication information from the 
second computer system; 

determine whether the second authentication information 
matches the first authentication information; and 

grant permission to restore the backed-up file if the second 
authentication information matches the first authentica 
tion information or deny permission to restore the 
backed-up file if the second authentication information 
does not match the first authentication information. 

7. The computer-readable memory medium of claim 1, 
wherein said receiving the file comprises receiving the file 

from a first computer system; 
wherein said backing up the file comprises: 

splitting the file into a plurality of segments; and 
distributing the plurality of segments across a plurality 

of computer systems other than the first computer 
System. 

8. The computer-readable memory medium of claim 1, 
wherein the first authentication information comprises a 

password. 
9. The computer-readable memory medium of claim 1, 
wherein the first authentication information comprises bio 

metric information. 
10. The computer-readable memory medium of claim 9. 
wherein the biometric information comprises one or more 

of: 
fingerprint information; 
Voice information; and/or 
retinal scan information. 

11. A computer system comprising: 
one or more processors; and 
a memory storing program instructions; 
wherein the one or more processors are operable to execute 

the program instructions to: 
receive a file to be backed up; 
backup the file; 
receive first authentication information; and 
store information indicating that the first authentication 

information is required to restore the backed-up file. 
12. The computer system of claim 11, wherein the one or 

more processors are further operable to execute the program 
instructions to: 

receive a request to restore the backed-up file; 
receive second authentication information; 
determine whether the second authentication information 

matches the first authentication information; and 
grant permission to restore the backed-up file if the second 

authentication information matches the first authentica 
tion information or deny permission to restore the 
backed-up file if the second authentication information 
does not match the first authentication information. 
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13. The computer system of claim 12, wherein the one or 
more processors are further operable to execute the program 
instructions to: 

prompt for the second authentication information in 
response to the request to restore the backed-up file; 

wherein receiving the second authentication information 
comprises receiving user input in response to said 
prompting for the second authentication information. 

14. The computer system of claim 10, wherein the one or 
more processors are further operable to execute the program 
instructions to perform one or more of 

store the first authentication information; and/or 
store information derived from the first authentication 

information. 
15. The computer system of claim 10, wherein the com 

puter system is a first computer system, 
wherein said receiving the file comprises receiving the file 

from a second computer system; 
wherein said receiving the first authentication information 

comprises receiving the first authentication information 
from the second computer system. 

16. A method comprising: 
receiving a file to be backed up; 
backing up the file; 
receiving first authentication information; and 
storing information indicating that the first authentication 

information is required to restore the backed-up file. 
17. The method of claim 16, further comprising: 
receiving a request to restore the backed-up file; 
receiving second authentication information; 
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determining whether the second authentication informa 
tion matches the first authentication information; and 

granting permission to restore the backed-up file if the 
second authentication information matches the first 
authentication information or denying permission to 
restore the backed-up file if the second authentication 
information does not match the first authentication 
information. 

18. The method of claim 17, further comprising: 
prompting for the second authentication information in 

response to the request to restore the backed-up file; 
wherein receiving the second authentication information 

comprises receiving user input in response to said 
prompting for the second authentication information. 

19. The method of claim 16, further comprising one or 
more of: 

storing the first authentication information; and/or 
storing information derived from the first authentication 

information. 
20. The method of claim 16, 
wherein said receiving the file comprises receiving the file 

from a first computer system; 
wherein said receiving the first authentication information 

comprises receiving the first authentication information 
from the first computer system; 

wherein said backing up the file comprises storing the file 
on one or more computer systems other than the first 
computer system. 


