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(57) Abstract: A method for electronically
processing payments made to a plurality of
merchants in a plurality of payment modes
includes: (a) receiving information on the payments
into a server; (b) processing the information into
an automated clearinghouse file; (c) validating the
automated clearinghouse file; and (d) sending the
automated clearinghouse file from the server to
an automated clearinghouse. Fraud is reduced, and
rules are simplified and standardized.
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SYSTEM AND METHOD FOR ELECTRONIC PAYMENT PROCESSING

Reference to Related Application

[0001] The present application claims the benefit of U.S. Provisional Patent Application No.
60/885,176 (Confirmation No. 5304), filed January 16, 2007, titled “System and Method for
Electronic Payment Processing,” whose disclosure is hereby incorporated by reference in its
entirety into the present disclolsure. |

Field of the Invention

[0002] The present invention is directed to the processing of payments from a payer to a payee.

Descrig' tion of Related Art

[0003] Busingsses receive' payments in a variety of formats, including checks.sent through the
mail, payments over the Internet, payments made through call centers, and payments through
an IVR (interactive voice response) system. Those payments must be cleared, typically
thrbugh an automated clearing house (ACH).

[0004] Rules are applied to determine whether a payment may be fraudulent or otherwise
problematic. For example, information submitted in a payment may refer to a closed bank
account. Those rules have traditionally been applied at the point of capture of the payment.
As a consequence, each point of capture is burdened with devising its own rules, and the
rules across various points of capture may be inconsistent.

[0005] Often, a merchant did not know that a payment was problematic until it was returned for
insufficient funds, a closed bank account, a draft by someone other than the account owner,
or another problem. There was often no way to manage such risks proactively.

[0006] Another problem was that the information regarding the payment was limited to an

identification of a payee. When the payer received the statement, a person reviewing the
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statement might not recall the purpose of the payment and would therefore contest the
payment erroneously but in good faith.

[0007] Still another concern was that a payee might want to establish sub-accounts, each with its
own settlement account for receiving payments. For example, a collection agency might
want to establish an account in trust for each creditor and to have cacﬁ payment routed
automatiéally to thé appropﬁate accoun-t in trust. There was traditionla'ily no .effective way to

_ (_10 50. _Moreovcr,‘payment rules and charactqistics would hav¢ to be established tor each
sub-account separately.

[0008] Yet another concern was the time délay in‘repoﬁing problems with payfnénts. A bank
would have to contact a merchant by a facsimile or telephone call, thus introducing a time

delay.
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Summary of the Invention

[6009] It is therefore an object of at least some embodiments of the invention to centralize the
application of such rules.

[0010] It is another object of at least some embodiments of the invention to centralize the
application of such rules for payments captured in various manners.

[0011] It ié still another bbject of at léast some embodiments of the invention to reduce fraud by
allowing better and more timely information regarding prpblemat_ic payments.

[0012] It is yet another embodiment of at least some embodiments of the invention to allow the
formation and management of sub-merchant accounts.

[0013] To achieve the_above and other object, the present invention is directed to a method for
electronically processing payments made to a plurality of merchants in a plurality of payment
modes, the. method comprising: (a) receiving information on the payments into a server; (b}
.proccssing the information into an automated clearinghbuse ﬁlei {c) validating the autoinated |
clearinghouse file; and (d) sending the automated clearinghouse file from the server to an
automated clearinghouse.

[0014) The present invention offers the advantages of reducing fraud and permitting an
integrated payment system. The rules no longer have to be applied at the point of capture.
Instead, the invention allows a centralized system for payments captured from different
payment modes. It is no longer required to program rules into each payment capture
application; instead, they can be implemented centrally and pushed out to each capture
application.

[0015] As for reduction of fraud, the rules allow a merchant to receive information to establish

risk parameters. Otherwise, the merchant would have to wait until a payment was returned
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for whatever reason. A merchant can make decisions based on return data and proactively
manage risks.

[0016] The invention allows the implementation of a single automated clearinghouse (ACH) file
configuration that dovetails with the fraud reduction. The rules can be applied centrally.
Also, by inclusion of information identifying a payment, thel file permits the payées to
identify. payments and thus réduce the incidence éf EIToneous refums. The merchants can
-manage exceptions in the front end rather than in the back end of such returns.

[0017] The management of the rules can be hierarchical, from a global administrator to a -
processor to a merchant to a sub-merchant. "Péyment proceés'ing characteristics can be
established top-down. Alternatively, they can be customized for each level.

[0018] Payments are often itemized, while a bank may pay in a lump sum. The money can be
disbursed automatically into each desired account,

[0019] As for risk manégement, wamings and errors can be displayed on a review screen. Ursers
can see warnings at all levels. Thus, the time lag while a bank informs a merchant of a bad
payment can be reduced or eliminated.

[0020] Payments of diverse types can be handled. The payment information is normalized into a
standard format for processing. Even unknown formats can be handled through wizards that
recognize such information as bank routing numbers. Traditionally, a bank had to provide
software to allow others to interface with its system.

[0021] An API can be provided to validate payments are they are entered.

[0022] A single merchant may with to set up multiple sub-merchants, each with its own

settlement account. The present invention accommodates that ability.
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Brief Description of the Drawings

[0023] Preferred embodiments of the present invention will be set forth in detail with reference
to the drawings, in which:

[0024] Figs. 1 and 2 are flow charts of a preferred embodiment;

[0025] Fig. 3 shows an exemplary set of portal user interactions;

[0026] Fig. 4 is a state diagram; |

[0027] Fig. 5 shows an input screen display;

[0028] Figs. 6-9 show a user interface for configuring rules;

[0029] Figs. 10-16 show a user interface for a template-type user adapiive system for converting
data of both known and unknqwn configurations; and

[0030] Fig. 17 shows an example of hardware on which the preferred embodiments can be

implemented.
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Detailed Description of the Preferred Embodiments

[0031] The present invention will be described in terms of one or more examples, with reference
to the accompanying drawings. In the drawings, some like reference numbers indicate
identical or functionally similar elements. Additionally, the left-most digit(s) of most
reference numbers may irdentify the drawing inrwhich the reference numbers first appear.

[0032] The présént invention will be exﬁlafned in terms orf exemplary embocll'iments. This
specification discloses one or more embodiments that incorporate the features of this
invention. The disclosure herein will provide examples of embodiments, including examples
of data analysis from which those skilled in the art will appreciate various novel approaches
and features developed by th¢ inventors. These variqus novel approaches and features, as
they may appear herein, may be used individually, or in combination with each other as
desired.

10033 In paﬁicular, the embodirhent(s) described, and réferences in the speciﬁcationr to "one
embodiment”, "an embodiment”, "an example embodiment”, etc., indicate that the
embodiment(s) described may include a particular feature, structure, or characteristic, but
every embodiment may not necessarily include the particular feature, structure, or
characteristic. Moreover, such phrases are not necessarily referring to the same embodiment.
Further, when a particular feature, structure, or characteristic is described in connection with
an embodiment, persons skilled in the art may effect such feature, structure, or characteristic
in connection with other embodiments whether or not explicitly described.

[0034] Embodiments of the invention may be implemented in hardware, firmware, software, or
any combination thereof, or may be implemented without automated computing equipment.

Embodiments of the invention may also be implemented as instructions stored on a machine-
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readable medium, which may be read and executed by one or more processors. A machine-
readable medium may include any mechanism for storing or transmitting information in a
form readable by a machine (e.g. a computing device). For example, a machine-readable
medium may include read only memory (ROM); random access memory (RAM); hardware
memory in PDAs, mobile telephones, and other portable devices; magnetié disk stbrage
media; optical storage media; flash memory defices; electrical, optical, acoustical, or other
forms of propagated sigqals (e.g carrier waves, ir_;frared signals, digital signals, analog
signals, etc.), and others, Further, firmware, software, routines, instructions, may be
described herein as perforfning certain actions. However, it should be appreciafed that such
des.criptions are merely for convenience and that such actions in fact result from computing
devices, processors, controllers or other devices executing the firmware, software, routines,
instructions, etc.

[0035] In a preferféd enhbodirﬁenﬁ, an electronic payment processihg system receives payment
information from payees and electronically generates and transmits data in a format that can
be processed by an Automated Clearing House (ACH). An exemplary flow diagram for one
embodiment of such a system is shown in Fig. 1. Payment orders are generated by call
centers, web input, interactive voice response, mail, and the like. Source files are then
generated by manual input, external processing systems, or exported transaction files. The
file upload process then proceeds through optional validations by a "robot" program and/or a
validation process provided by an external network available by subscription, e.g. the "Star
Network" validation process. The file is then reviewed and authorized by a supervisor prior

to ACH generation and submission.
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[0036] An exemplary embodiment of a process flow for ACH transaction setup and review
processes is shown in Fig. 2. Figure 3 is a diagram of an exemplary set of portal user
interactions with originators, financial institutions, the operator (shown as AutoScribe™) and
automatic robot processes.

[0037] Figure 4 shows a state diagram for processing of an ACH file ih aﬁ exemplary-process
| encompassed‘ by the present invention.. An ACH generator robot creates a file that is then.
| retrieved byla user for review. The user reviews the file, reviews any exceptio_ns reported,

and may then reject the file, authorize submission of the batch, or reset the batch. The
undérl)fing transactions in the file will be cancelled, pfoééssed, or reset to pénding based on
the action of the user.

{0038] In certain embodiments, the software is provided with a token-based system for
dynamically setting parameters in an ACH file. In traditional systems, static values are set for
these parameteré. In embodiments induding dynafnic parameter sétting, upon generétion of a
data batch file for an ACH process, a token or variable identifier can be put in the file, to be
replaced dynamically by actual data specific to the transaction as the batch file is processed.
The token is a place holder for a value to be substituted during actual processing of a
transaction. For example, when batch files are generated for processing, the merchant can
dynamically include information specific to the transaction in a description field which will
be displayed on the payer's bank statement. Figure 5 shows an input screen display
permitting configuration and operation of an exemplary token based system as described
herein.

[0039] In conventional systems, this description field typically displays the name of the payee.

The inventors have found that including additional details or identifiers for each transaction
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helps refresh the memory of the payer regarding his or her approval of the transaction. This
reduces problems with payers returning legitimate transactions because the descriptive
information provided does not include the trade name of the merchant, or other useful
information that will cause them to remember the transaction.

[0040] In further embodiments, the system provides a hierarchy of merchant accounts set up so
i:hat merchants and affiliated sub-merchant accounts can be easily cénﬁgured to inherit
characteristics of the main merchant account or to have customized characteristics as needed.
Typically, a- merchant user of the system may have affiliates or sub-merchants to which
different rules and'.cbnﬁguratio.ns apply. Tb provide maximum flexibility without requiring
repetitive setup for a large number of sub-merchants, a global administrator function is
provided for specifying which setup fields are centrally determined master fields and whicﬁ
may be configured individually for each subaccount.

[0041] Preferably, common setup characteristics can be speéiﬁed once in a main lconﬁ guration.
The sub-merchants inherit master values in a specified group of fields from the parent
merchant configuration file. In an embodiment, if a parent merchant selects a configuration
and a "child" or sub-merchant does not select a configuration, the submerchant preferably
defaults to the parent configuration.

[0042] As an example, the dynamic tokens described previously can be managed for each sub-
merchant individually. As another example, for a merchant with five sub-merchant accounts,
two may select a special configuration while the remaining three, having common operating
characteristics, subscribe to or select a standard or "main" ACH configuration for the

merchant. As another example, flexible configuration can be applied to ACH settlement
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accounts, with the main merchant having more than one settlement account and each
submerchant assigned to a particular desired settlement account.

[0043] A hierarchical account system is useful in some embodiments of the invention. This is an
example implementation and is merely one example of how such systems can be

- implemented within the scope of the present invention.

(0044 In another embodiment, the system‘ may be éonﬁgured to allow multiplé rule authors to
create and view transactional risk assessment parameters and user-defined actions taken
based on those parameters. A rule author may typically be a merchant or licensed processor
serving merchants. Rule authors may be established at multiple levels-fdf exafnple, a global
level for a system operator serving multiple processors, a processor level for processors
serving multiple merchants a merchant level, and a sub-merchant level.

[0045] Risk assessment parameters are established to limit the characteristics of transactions and
to provide either a warning or an outright rejection of a transaction if it doeé not c;onform to
expected parameters. For example, a merchant or a processor may establish a rule that no
transaction for that merchant may exceed $1,000,000, or that for a particular submerchant
account where all transactions are performed through the web, that no "TEL" class
(telephone-authorized transactions) are permitted. A rule can be established at a global level,
at the processor level, at a merchant level, or at a sub-merchant level, and rules applicable to
entities at a particular rule level may be selectively excluded for particular entities. The user-
defined actions in response to violation of a rule are typically either to provide a warning, or
to define the violation as an error and reject the transaction. A waming can be overridden by

supervisory personnel, but an error violation cannot be overridden.

10
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[0046] An exemplary user interface for configuring rules in the system and processing batches is
shown in Figs. 6-9. Fig. 6 shows a primary account rules management interface. Fig. 7 shows
a screen for managing a rule setting. Fig. 8 shows another exemplary rule configuration
screen for a merchant or sub-merchant. Fig. 9 shows an interface screen for supervisory
review of "warning” transactions flagged by the system, which can be approved, rejected, or
removed by the supervisor using this input Vscreen. P.rocessing rules may be created aﬁa

selectively implemented at any of the established control levels in the system.

[0047] In a further embodiment, the system may include a process for providing a template-type
user adaptive éystem that converts data of both known and unknrownr conﬁguratidns iﬁto
payment instructions. This processing method provides a "wizard" interface for receiving
data from other systems and converting the data into usable transaction records. This
facilitates an ability to process payments generated by legacy merchant systems and a variety
of other vendor systéms. The Wizard is conﬁguréble to identify felevant fields in any order,
with any delimiter. The input file is transformed into a payment instruction by having an
operator or an automated process validate a correlation between data in specific fields and the
fields needed for a payment instruction. For example, date fields are validated as having a
date format, ABA number fields are validated as conforming to a known algorithm for such
numbers and as representing a valid institution, transaction class codes are verified, and
amount of transaction fields are validated as having an appropriate numeric format.

[0048] A user interface illustrating the implementation of this process is shown in Figs. 10-16.
Fig. 10 is an annotated example of a main screen for this process. Figs. 11 through 16 show

the steps implemented in the process for managing and selecting the matching of fields from

11
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the input file to a valid payment instruction format, the processing of the file, display of the
results for the operator, and confirmation of the translation and upload.

[0049] In a further embodiment of the invention, an API or gateway is provided to make the
processing rules engine described herein available to outside users processing payments
through alternate methods. In this way, the system can be used to provide a service to other
portéls, internet shopping éarts, veﬁdors, eté. to access and usé the transaction coﬁtroi rﬁle
system described above for their transactions. For example, in an embodiment, a Java applet
may be used to provide a vendor neutral rules engine interface to external systems for risk
assessment of their transactions.

[0050] In another embodiment, the system is provided with a process for verifying a routing
number against a positive database and optionally querying a negative database of return data
connected to the routing number/account number. This feature helps avoid repeated charges
for submission of ﬁncollcctible payments. The ACH system, when it returns a payment as
uncollectible, gives a reason for the return and this data can be recorded in a negative
database for reference in processing future payments against that account. For example, if a
payment is returned because the account is closed, it is virtually certain that future payments
from that account will be dishonored and the system may be programmed to reject such
payments. As another example, if payments have been returned for insufficient funds, the
system may indicate an increased risk in submitting charges to that account, for consideration
by a supervisor or further verification, but will not reject the payments since additional funds
may have been deposited in the account.

[0051] The following description of a general purpose computer system, such as a PC system, is

provided as a non-limiting example of systems on which the disclosed processes can be

12
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performed. In particular, the methods disclosed herein can be performed manually,
implemented in hardware, or implemented as a combination of software and hardware.
Consequently, desired features of the invention may be implemented in the environment of a
computer systerm or other processing system. An example of such a computer system 700 is
shown in FIG. 17. The computer system 700 includes one or fnorc processors, such as
processor 704. Processor 764 éan be a special purpose or a general purpose digital signal
processor. The processor 704 is connected to a communication infrastructure 706 (for
example, a bus or network). Various software implementations are described in terms of this
exemplary computer system. After reading this deécﬁption, it will become épparent to a
person skilled in the relevant art how to implement the invention using other computer
systems and/or computer architectures.

[0052] Computer system 700 also includes a main memory 705, preferably random access
fnemory (RAM), and may also include a secdndary memory 710. The secondary memory
710 may include, for example, a hard disk drive 712, and/or a RAID array 716, and/or a
removable storage drive 714, representing a floppy disk drive, a magnetic tape drive, an
optical disk drive, etc. The removable storage drive 714 reads from and/or writes to a
removable storage unit 718 in a well known manner. Removable storage unit 718, represents
a floppy disk, magnetic tape, optical disk, etc. As will be appreciated, the removable storage
unit 718 includes a computer usable storage medium having stored therein computer software
and/or data.

[0053] In alternative implementations, secondary memory 710 may include other similar means
for allowing computer programs or other instructions to be loaded into computer system 700.

Such means may include, for example, a removable storage unit 722 and an interface 720.

13
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Examples of such means may include a program cartridge and cartridge interface (such as
that found in video game devices), a removable memory chip (such as an EPROM, or
PROM) and associated socket, and other removable storage units 722 and interfaces 720
which allow software and data to be transferred from the removable storage unit 722 to
computer system 700.

[0054] Computer syst.em 700 may | also include a communications interface 724.
Communications interface 724 allows software and data to be transferred between computer
system 700 and external devices. Examples of communications interface 724 may include a
modém, a network interface (such as an Ethernet card), a communications port, a PCMCIA
slot and card, etc. Software and data transferred via communications interface 724 are in the
form of signals 728 which may be electronié, electromagnetic, optical or other signals
capable of being received by communications interface 724. These signals 728 .are provided
to communications intérface 724 Vi-a a communications péth 726. Comrﬁunications path 726
carries signals 728 and may be implemented using wire or cable, fiber optics, a phone line, a
cellular phone link, an RF link and other communications channels.

[0055] The terms "computer program medium" and "computer usable medium" are used herein
to generally refer to media such as removable storage drive 714, a hard disk installed in hard
disk drive 712, and signals 728. These computer program products are means for providing
software to computer system 700.

[0056] Computer programs (also called computer control logic) are stored in main memory 408
and/or secondary memory 710. Computer programs may also be received via
communications interface 724. Such computer programs, when executed, enable the

computer system 700 to implement the present invention as discussed herein. In particular,

14
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the computer programs, when executed, enable the processor 704 to implement the processes
of the present invention, Where the invention is implemented using software, the software
may be stored in a computer program product and loaded into computer system 700 using
raid array 716, removable storage drive 714, hard drive 712 or communications intetface
724,

‘[0057] Althdﬁgh illustrative embodirﬁents have been describéd herein in detail, it should be
noted and understood that the descriptions and drawings have been provided for purposes of
illustration only and that other variations both in form and detail can be added thereupon
without departing from the spirit and scope of the invention. The terms and expressAions have
been used as terms of description and not terms of limitation. Thus, the breadth and scope of
the present invention should not be limited by any of the above-described exemplary
embodiments, but should be defined only in accordance with the following claims and their
equivalénts. The terms'dr eXpressions hereih shduld .not be interpreted to exclude any

equivalents of features shown and described or portions thereof.
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We claim:

1. A method for electronically processing payments made to a plurality of merchants in a
plurality of payment modes, the method comprising:

(a) receiving information on the payments into a server;

(b) processing the information into an automated clearinghouse file;

() \;alidating the automafed cleéringhouse file; and

(d} sending the automated clearinghouse file from the server to an automated
clearinghouse.

2. Thé Vlrnethod of claim 1, wherei.n the'i)‘lurality of pa)ﬁhent modes compﬁse at 1east two
of call center payments, Internet payments, IVR payments, and postal payments.

3. The method of claim 1, wherein step (b) comprises normalizing the information on the
plurality of payment modes into a single data format.

4. The mctﬁod of claim 3, wherein s‘aid norrﬁalizing cbmbrises adaptively normalizing
the information on the plurality of payment modes to accommodate known and unknown data
formats.

5. The method of claim 1, wherein step (c) comprises performing an automated validation
on the automated clearinghouse file.

6. The method of claim §, further comprising authoring rules for the automated
validation.

7. The method of claim 5, wherein step (c) further comprises providing the automated
clearinghouse file to a user to review the automated validation.

8. The method of claim 1, wherein step (c) comprises providing the automated

clearinghouse file to a user for review.

16
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9. The method of claim 1, wherein step (b) comprises inserting tokens into the
information on the payments and replacing the tokens dynamically with values specific to the
payments as the information is processed into the automated clearinghouse file.

10. The method of claim 9, wherein the values specific to the payment are inserted into a
description field that also includes a name of a payee. |

11. The method of claim 1, whérein thé-merchants are organized intol a plﬁrality 6f
~ merchant accounts and a plurality of sub-merchant accounts.

12. The method of claim 11, wherein the plurality of sub-merchant accounts are
éoﬁﬁgured cither to inherit characteristics of corresponding ones of the merchant accounts or to
have customized characteristics.

13. The method of claim 12, further comprising providing a plurality of settlement
accounts for the plurality of sub-merchants and disbursing the payments to the settlement
acéounts.

14. A system for electronically processing payments made to a plurality of merchants in a
plurality of payment modes, the system comprising:

an input for receiving information on the payments into a server;

a processor for processing the information into an automated clearinghouse file and for
validating the automated clearinghouse file; and

an output for sending the automated clearinghouse file from the server to an automated
clearinghouse.

15. The system of ciaim 14, wherein the plurality of payment modes comprise at least

two of call center payments, Internet payments, IVR payments, and postal payments.

17
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16. The system of claim 14, wherein the processor normalizes the information on the
plurality of payment modes into a single data format,

17. The system of claim 16, wherein the processor normalizes the data by normalizing the
information on the plurality of payment modes to accommodate known and unknown data
formats.

| .I 8. The sysfem of claim 14; wherein the processor performs an automated validation on
the automated clearinghouse file.

19. The system of claim 18, wherein the processor provides the automated clearinghouse
file to a user to review the .éutofnéted validation.

20. The system of claim 14, wherein the processor provides the automated clearinghouse
file to a user for review,

21. The system of claim 14, wherein the processor inserts tokens into the information on
the payments and replaces.the tokens dynamically with values specific to the payments as the
information is processed into the automated clearinghouse file.

22. The system of claim 21, wherein the values specific to the payment are inserted into a
description field that also includes a name of a payee.

23. The system of claim 14, wherein the merchants are organized into a plurality of
merchant accounts and a plurality of sub-merchant accounts.

24. The system of claim 23, wherein the plurality of sub-merchant accounts are
configured either to inherit characteristics of corresponding ones of the merchant accounts or to

have customized characteristics.
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