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(57) ABSTRACT 

A semiconductor device includes a serial communication 
interface connector, a non-volatile semiconductor memory, a 
memory controller, and a memory reader/writer. The serial 
communication interface connector is capable of being con 
nected to a serial communication interface terminal of elec 
tronic equipment. The memory controller includes a memory 
interface connected to the non-volatile semiconductor 
memory and a copyright protection function and controls the 
non-volatile semiconductor memory. The memory reader/ 
writer includes a controller interface connected to the 
memory controller and a serial communication interface con 
nected to the serial communication interface connector. 
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SEMCONDUCTORDEVICE WITH 
COPYRIGHT PROTECTION FUNCTION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is based upon and claims the ben 
efit of priority from prior Japanese Patent Application No. 
2007-215983, filed Aug. 22, 2007, the entire contents of 
which are incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. This invention relates to a semiconductor device. 
For example, it relates to a USB memory device with a copy 
right protection function. 
0004 2. Description of the Related Art 
0005 Recently, a universal serial bus (USB) memory 
using a flash memory has been widely utilized as a removable 
recording medium for use in a personal computer (PC). 
0006. The USB memory device, however, has no mecha 
nism for protecting the copyright of content recorded in the 
USB memory device and it cannot record the content which 
requires copyright protection, or even if it can, the content 
cannot be reproduced in a PC and the like. 
0007 Jpn. Pat. Appln. KOKAI Publication No. 2003 
317054 discloses a memory having a USB interface and a 
secure digital (SDTM) interface, which can be switched 
between a USB function and an SDTM function. However, 
when using the USB function, the SDTM function is not avail 
able. 

BRIEF SUMMARY OF THE INVENTION 

0008. A semiconductor device according to an aspect of 
the present invention includes: 
0009 a serial communication interface connector which is 
capable of being connected to a serial communication inter 
face terminal of electronic equipment; 
0010 a non-volatile semiconductor memory; 
0011 a memory controller which includes a memory 
interface connected to the non-volatile semiconductor 
memory and a copyright protection function and which con 
trols the non-volatile semiconductor memory; and 
0012 a memory reader/writer which includes a controller 
interface connected to the memory controller and a serial 
communication interface connected to the serial communica 
tion interface connector. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWING 

0013 FIG. 1 is a block diagram of a USB memory device 
according to a first embodiment of the invention; 
0014 FIG. 2 is a block diagram showing one example of 
the USB memory device according to the first embodiment; 
0015 FIG.3 and FIG. 4 are block diagrams of the USB 
memories according to the first embodiment, showing the 
state of content respectively in the recording time and the 
reproducing time; 
0016 FIG. 5 is a block diagram showing a first constitu 
tional example of the USB memory device according to the 
first embodiment; 
0017 FIG. 6 is an exploded perspective view of FIG. 5: 
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0018 FIG. 7 is a block diagram showing a second consti 
tutional example of the USB memory device according to the 
first embodiment; 
(0019 FIG. 8A is an exploded perspective view of FIG. 7 
and FIG. 8B is a perspective view of a multi chip package; 
0020 FIG. 9 is a block diagram showing a third constitu 
tional example of the USB memory device according to the 
first embodiment; 
(0021 FIG. 10 is an exploded perspective view of FIG.9; 
0022 FIG. 11 is a concept view showing a first logical 
interface example of a USB memory device according to a 
second embodiment of the invention; 
0023 FIG. 12 is a concept view showing one example of 
an SCSI command set at an endpoint EP0 in the writing data; 
0024 FIG. 13 is a concept view showing one example of 
SCSI data set at the endpoint EP1 in the writing data; 
0025 FIG. 14 is a diagram showing a mode of enabling/ 
disabling an extension command; 
0026 FIG. 15 is a diagram showing codes of extension 
commands; 
0027 FIG. 16 is a diagram showing the format of pass 
through mode set command; 
0028 FIG. 17 is a diagram showing the format of data; 
(0029 FIG. 18 is a diagram showing the format of an SDTM 
card execute command; 
0030 FIG. 19 is a diagram showing the format of a 
response get command; 
0031 FIG. 20 is a diagram showing the format of a hard 
ware reset command; 
0032 FIG. 21A, FIG. 21B, FIG. 22A, FIG. 22B, FIG. 
23A, and FIG. 23B are timing charts showing the processing 
example of the command; 
0033 FIG. 24 is a flowchart showing the operation of the 
USB memory device according to the second embodiment; 
0034 FIG. 25 to FIG. 27 are block diagrams of the USB 
memories according to the second embodiment; 
0035 FIG. 28 to FIG. 30 are concept views respectively 
showing the second to fourth logical interface examples of the 
USB memories according to the second embodiment; and 
0036 FIG. 31 is a block diagram of a memory system 
according to a modification of the first and second embodi 
mentS. 

DETAILED DESCRIPTION OF THE INVENTION 

First Embodiment 

0037. A first embodiment of the present invention relates 
to the basic structure of a semiconductor memory device. 
0038 FIG. 1 is a block diagram showing one basic 
example of a USB memory device with a copyright protection 
function according to the first embodiment of the present 
invention. 
0039. As illustrated in FIG. 1, a USB memory device 
according to the first embodiment includes a universal serial 
bus (USB) connector 4, a non-volatile semiconductor 
memory 5, a memory controller 6, and a USB reader/writer 7. 
0040. The USB connector 4 is configured to be connect 
able to a USB terminal 3 of electronic equipment 2. 
0041. The non-volatile semiconductor memory 5 stores 
data. 
0042. The memory controller 6 includes a copyright pro 
tection function (copyright protection circuit) 10, a memory 
interface (memory I/F) 11 connectable to the non-volatile 
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semiconductor memory 5, and a controller interface (control 
ler I/F) 12 connectable to the USB reader/writer 7. 
0043. The USB reader/writer 7 includes a controller inter 
face (controller I/F) 21 connectable to the memory controller 
6 and a USB I/F 22 connectable to the USB connector 4. 
0044. The USB connector 4, the non-volatile semiconduc 
tor memory 5, the memory controller 6, and the USB reader/ 
writer 7 are arranged on the same circuit substrate 1. The 
non-volatile semiconductor memory has a connector (not 
shown) connected to the memory controller. The connector of 
the non-volatile semiconductor memory and the USB con 
nector are also formed on the same circuit Substrate 1. 
0045 FIG. 2 is a block diagram showing one specific 
example of the USB memory device with a copyright protec 
tion function according to the first embodiment of the inven 
tion. 
0046. The electronic equipment 2 here is, by way of 
example, a personal computer (PC). The USB connector 4 of 
the USB memory device is connected to the USB terminal 3 
of the PC 2. 
0047. The USB connector4 is connected to the USB I/F 22 
of the USB reader/writer 7, for example, via two data lines. 
0048. The memory controller 6 is, by way of example, a 
secure digital (SDTM) card controller. The controller I/Fs 12 
and 21 are, for example, SDTM card I/F. The SDTM card I/Fs 12 
and 21 are connected to each other, for example, via four data 
lines. 
0049. The copyright protection circuit 10 is, for example, 
a CPRM (Copy Protection for Prerecorded Media) circuit. 
The CPRM is a technology for use in copyright protection, for 
example, in an SDTM card. 
0050. The non-volatile semiconductor memory 5 is, for 
example, a NAND-type flash memory. The memory I/F 11 is, 
for example, a NAND interface (IVF). The NAND I/F 11 and 
the NAND-type flash memory 5 are connected to each other, 
for example, via eight data lines. 
0051. This time, the processing performed in the record 
ing time and the reproducing time of the content requiring the 
copyright protection will be described in respect of the USB 
memory device with a copyright protection function accord 
ing to this embodiment. 
0052 (Recording Time) 
0053 At first, the processing in recording the content in 
the NAND-type flash memory 5 will be described using FIG. 
3. FIG.3 is a block diagram of the NAND-type flash memory 
5, the SDTM card controller 6, and the USB reader/writer 7 
which are included in the USB memory device, and a host 
device (for example, personal computer (PC)) 2 connected to 
the USB memory device. In FIG.3, the USB connector 4 and 
the USB terminal 3 are omitted. 
0054 As illustrated, the PC 2 includes a media key gen 
erating circuit 60, a function generating circuit 61, a first 
encryption circuit 62, and a second encryption circuit 63. 
Further, the PC 2 stores a device key, a content encryption key 
Kt, and content to be encrypted and recorded in the NAND 
type flash memory 5, in its internal memory. 
0055. The CPRM circuit 10 of the SDTM card controller 6 
further includes an authentication processing unit 13. The 
SDTM card controller 6 stores a media key block (MKB), a 
media ID, and a media unique key Kimu, in its internal 
memory. 
0056. When recording the content, at first, the media key 
generating circuit 60 in the PC 2 reads out the MKB from the 
CPRM circuit 10 of the SDTM card controller 6. MKB is the 
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data recorded in the CPRM circuit 10 when the SDTM card 
controller 6 and the NAND-type flash memory 5 are manu 
factured, which is the media key encrypted, i.e., the secret 
encryption key. The MKB is used for revocation of the host 
device. In other words, the host device's use of the content is 
controlled according to the MKB. Each host device is distin 
guished by each device key assigned to each host device from 
a viewpoint of the SDTM card controller 6. 
0057 The media key generating circuit 60 in the PC 2 
performs the MKB processing using the device key stored in 
the PC 2 itself and the MKB read from the SDTM card con 
troller 6. The MKB processing is performed by decoding the 
MKB using the device key. In the case of that the PC 2 is 
allowed to use the USB memory device, the PC 2 can get a 
media key after the decoding of the MKB. Otherwise, the PC 
2 cannot get the media key or proceed to the next processing. 
In short, this host device is revoked. 
0058. The media key obtained by the media key generat 
ing circuit 60 is given to the function generating circuit 61. 
The function generating circuit 61 reads out a media ID from 
the CPRM circuit 10 of the SDTM card controller 6. The media 
ID is an ID uniquely assigned to each individual USB 
memory device. The function generating circuit 61 generates 
a predetermined function G, using the media key and the 
media ID. 
0059. The first encryption circuit 62 encrypts the content 
encryption key Kt using the function G and gets the encrypted 
content encryption key Kte. The second encryption circuit 63 
encrypts the content using the content encryption key Kt. 
0060. The function G generated by the function generating 
circuit 61 and the Kte obtained by the first encryption circuit 
62 are sent to the authentication processing unit 13 of the 
CPRM circuit 10. In the authentication processing unit 13, the 
authentication and key exchange (AKE) processing is per 
formed. The AKE processing means a procedure for authen 
ticating the other party by exchanging data between the 
devices sharing the secret information. In the AKE process 
ing, a method for exchanging data can be executed by only the 
devices sharing the secret information. The encrypted content 
encryption key Kte is stored in a security area of the NAND 
type flash memory 5. In order to access to the security area, it 
is necessary to be authenticated by the AKE processing. A 
media unique key Kimu is used as the shared secret informa 
tion on which the AKE processing is based. The media unique 
key Kimu means the media ID encrypted by the media key. 
The authentication processing unit 13 performs the AKE 
processing, using the function G and the media unique key 
Kmu, and when the PC 2 is authenticated, it is allowed to 
access to the security area of the NAND-type flash memory 5. 
Consequently, the encrypted content encryption key Kte is 
stored in the hidden area of the NAND-type flash memory 5. 
0061. On the other hand, the content encrypted by the 
second encryption circuit 63 is recorded in the NAND-type 
flash memory 5 without the processing in the CPRM circuit 
10. This is why the encrypted content itself is not recorded in 
the security area of the NAND-type flash memory 5. 
0062 According to the above, the encrypted content and 
the encryption key Kte necessary for decoding the above are 
recorded in the NAND-type flash memory 5. 
0063 (Reproducing Time) 
0064. The processing in reproducing the content recorded 
in the NAND-type flash memory 5 will be described using 
FIG. 4. FIG. 4 is a block diagram of the NAND-type flash 
memory 5, the SDTM card controller 6, and the USB reader/ 



US 2009/0055562 A1 

writer 7 which are included in the USB memory device, and 
the host device 2 (for example, PC) connected to the USB 
memory device. In FIG. 4, the USB connector 4 and the USB 
terminal 3 are omitted. 
0065. Also in the reproducing time of the content, simi 
larly to the recording time, at first, a media key is generated by 
the media key generating circuit 60 and a function G is gen 
erated by the function generating circuit 61. The AKE pro 
cessing is performed in the authentication processing unit 13, 
using the function G and the media unique key Kimu. When 
the PC 2 is permitted to access to the memory, the content 
encryption key Kte read from the security area of NAND-type 
flash memory 5 is read by the PC 2. The encrypted content in 
the NAND-type flash memory 5 is read by the PC 2 without 
the processing by the CPRM circuit 10. 
0066. In the PC 2, a first decoding circuit 64 decodes the 
Kte using the function G and gets the content encryption key 
Kt. A second decoding circuit 65 decodes the encrypted con 
tent using the content encryption key Kt. 
0067. The content obtained as mentioned above is repro 
duced by the PC 2. 
0068. The media key generating circuit 60, the function 
generating circuit 61, the first encryption circuit 62, the sec 
ondencryption circuit 63, the first decoding circuit 64, and the 
second decoding circuit 65 in FIG. 3 and FIG. 4 may be 
formed by hardware or these same functions may be provided 
in the CPU of the PC 2. 

FIRST CONSTITUTIONAL EXAMPLE 

0069 FIG. 5 is a block diagram showing a first constitu 
tional example of the USB memory device with a copyright 
protection function according to the first embodiment of the 
invention and FIG. 6 is an exploded perspective view of the 
USB memory device with a copyright protection function 
shown in FIG. 5. 
0070. As illustrated in FIG. 5, according to the first con 
stitutional example, there are three semiconductor device 
packages on the circuit substrate 1. They are a USB reader/ 
writer chip package 7-2 packaging a USB reader/writer chip 
7-1, an SDTM card controller chip package 6-2 packaging an 
SDTM card controller chip 6-1, and a NAND-type flash 
memory chip package 5-2 packaging a NAND-type flash 
memory chip 5-1. 
0071. These three packages 5-2, 6-2, and 7-2 are arranged 
on the circuit substrate 1, as illustrated in FIG. 6. 
0072 The USB reader/writer chip package 7-2 is con 
nected to the USB connector 4 arranged on the circuit sub 
strate 1 via wiring 31 formed on the circuit substrate 1 and 
also connected to the SDTM card controller chip package 6-2 
via wiring 32 formed on the circuit substrate 1. The SDTM card 
controller chip package 6-2 is connected to the NAND-type 
flash memory chip package 5-2 via wiring 33 formed on the 
circuit substrate 1. 
0073. As illustrated in FIG. 6, for example, the circuit 
Substrate 1 is packaged by the upper package 41 and the lower 
package 42 in a way of exposing the USB connector 4 to the 
outside, and thereby the USB memory device is formed. 

SECOND CONSTITUTIONAL EXAMPLE 

0074 FIG. 7 is a block diagram showing a second consti 
tutional example of the USB memory device with a copyright 
protection function according to the first embodiment of the 
invention, FIG. 8A is an exploded perspective view of the 
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USB memory device with a copyright protection function 
shown in FIG. 7, and FIG. 8B is a perspective view showing 
an example of chip arrangement in a multi chip package. 
0075. As illustrated in FIG. 7, FIG. 8A, and FIG.8B, the 
second constitutional example is different from the first con 
stitutional example in that the NAND-type flash memory chip 
5-1 and the SDTM card controller chip 6-1 are packaged in one 
package 5-3. The package 5-3 is a so-called multi chip pack 
age (MCP) typed semiconductor device and is referred to as 
an SDTM card function MCP 5-3 device in this specification. 
0076. As illustrated in FIG. 8B, the SDTM card controller 
chip 6-1 is arranged on the NAND-type flash memory chip 
5-1 as an example chip arrangement in the MCP. Both are 
mutually connected via bonding wire 51. 
(0077. The USB reader/writer chip package 7-2 is con 
nected to the USB connector 4 arranged on the circuit sub 
strate 1 via the wiring 31 formed on the circuit substrate 1 and 
also connected to the SDTM card function MCP 5-3 via the 
wiring 33 formed on the circuit substrate 1. 
(0078. As illustrated in FIG. 8A, for example, the circuit 
Substrate 1 is packaged by the upper package 41 and the lower 
package 42 in a way of exposing the USB connector 4 to the 
outside, and thereby the USB memory device is formed. 
0079 Compared with the first constitutional example, the 
second constitutional example has such an advantage that the 
USB memory device can be downsized because the circuit 
substrate 1 can be downsized by packaging the NAND-type 
flash memory chip 5-1 and the SDTM card controller chip 6-1 
into one package 5-3. 

THIRD CONSTITUTIONALEXAMPLE 

0080 FIG. 9 is a block diagram showing a third constitu 
tional example of the USB memory device with a copyright 
protection function according to the first embodiment of the 
invention, and FIG. 10 is an exploded perspective view of the 
USB memory device with a copyright protection function 
shown in FIG. 9. 

0081. As illustrated in FIG. 9 and FIG. 10, the third con 
stitutional example is different from the first constitutional 
example in that the function of the USB reader/writer chip 7-1 
and the function of the SDTM card controller chip 6-1 are 
integrated into one chip 7-3 and packaged in the package 7-4. 
The chip 7-3 is simply referred to as a controller chip in this 
specification. 
I0082. The controller chip 7-3 includes a USB I/F 22 and a 
NAND I/F 11 and the controller chip 7-3 converts the data 
transferred from the USB connector 4 into that one writable in 
the NAND-type flash memory chip 5-1. On the contrary, the 
controller chip 7-3 converts the data read from the NAND 
type flash memory chip 5-1 into that reproducible in elec 
tronic equipment, such as PC having a USB terminal. 
I0083 Compared with the first constitutional example, the 
third constitutional example has the same advantage; the USB 
memory device can be downsized easily because the number 
of semiconductor packages to be arranged on the circuit Sub 
strate 1 can be decreased. 

I0084. According to the USB memory device according to 
the first embodiment, it is possible to obtain a USB memory 
device with a copyright protection function which can record 
and reproduce copyright protected content by connecting the 
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USB reader/writer 7 to the memory controller 6 controlling 
the non-volatile semiconductor memory 5 with a copyright 
protection function. 

Second Embodiment 

0085. A second embodiment relates to a logical interface 
on USB for making use of a copyright protection function 
built in the SDTM card also for the USB memory device. 
I0086. The USB terminal is provided in electronic equip 
ment such as a PC (hereinafter, referred to as a host) and is 
used for connecting various kinds of peripheral equipment 
(referred to as target) to the host through high-speed serial 
communication. At present, the USB terminal can be used to 
connectaremovable recording medium such as a non-volatile 
semiconductor memory as the target, to the host. In the USB 
standard, a recording medium capable of reading and writing 
data directly via the USB terminal, between the target and the 
host, is defined as the USB mass storage class. 
0087 Data can be read from and written in a recording 
medium conforming to the standard of the USB mass storage 
class by transferring the command and data described, for 
example, according to the standard format of Small computer 
system interface (SCSI), using the bulk transfer by the USB 
interface (USB I/F) between the host and itself. In the record 
ing medium conforming to the standard of the USB mass 
storage class, the data can be directly written from the host 
and directly read out to the host without using a card reader or 
any special software. As the command described according to 
the standard format of SCSI, there is, for example, an SCSI 
block device command, and an AT Attachment (ATA) block 
read/write command is well known. In this specification, the 
commands described according to the standard of SCSI are 
all referred to as an SCSI command. 
0088. The SCSI command of the USB mass storage class 
provides an access means for directly writing data in a record 
ing medium connected to the host via the USB terminal or 
directly reading data therefrom. The current SCSI command 
is designed to provide the access means for directly writing 
and reading data from the host with respect to the usual user 
data of the recording medium. The current SCSI command 
does not provide an access means to a copyright protection 
function, for example, an access means to the CPRM function 
included in the SDTM card. 
0089. In order to provide the access means to a copyright 
protection function, this embodiment provides an operation 
mode for exclusive use in access to the copyright protection 
function, in a recording medium conforming to the standard 
of the USB mass storage class, for example, in a non-volatile 
semiconductor memory card conforming to the standard of 
the USB mass storage class. 
0090. The logical interface on the USB has to be devised in 
order to realize the operation mode for exclusive use inaccess 
to the copyright protection function. 
0091. Hereinafter, some examples of the devised logical 
interfaces that realize the above exclusive operation mode 
will be described as the second embodiment. 

FIRST LOGICAL INTERFACE EXAMPLE 

0092. The logical interface according to a first example is 
an example which can be applied to the USB memories 
according to the first and second examples in the first embodi 
ment. 
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0093. In this example, there is prepared an operation mode 
for exclusive use in direct access to the memory controller 
from the host via the USB reader/writer. 
0094. In the exclusive operation mode, commands and 
data transmitted from the host are transferred through the 
USB reader/writer in the USB memory device to the memory 
controller, for example, the SDTM card controller. This exclu 
sive operation mode is hereinafter referred to as “pass 
through mode” in this specification. 
0095. In this example, a new command is prepared in order 
to enable the exclusive operation mode. This new command 
will be later described in detail. 
0096 FIG. 11 is a view showing the first logical interface 
example of the USB memory device according to the second 
embodiment of the invention. The logical interface shown in 
FIG. 11 is defined at a communication interface of the target 
(USB memory device), not the host. This communication 
interface is loaded on the USB reader/writer of the USB 
memory device according to the embodiment. 
(0097. As illustrated in FIG. 11, when the USB memory 
device according to the embodiment is connected to, for 
example, the USB terminal of the host, an end point (EP) is 
recognized as the mass storage class interface in the commu 
nication interface, similarly to the general USB memory 
device. In this example, three end points, EP0 to EP2, are 
prepared in the mass storage class interface. The term "end 
point” refers to a theoretical minimum unit of communication 
passage for connecting between the USB memory device and 
the host device and is specified by the USB standard. 
(0098. The end point EP0 is a control end point (control 
EP). That is, the endpoint EP0 is used for control of the USB 
device in, for example, configuration of the USB device, and 
can execute only control transfer. 
0099 Contrary to this, transfer of the SCSI command, data 
and response is all carried out using the end points EP1, EP2 
to enable bulk transfer. Of them, the end point EP1 is an end 
point for downstream (bulk in EP). Data and SCSI commands 
transferred from the host device 10 to the target (USB 
memory device) are sent by bulk transfer and set to the end 
point EP1. The end point EP2 is endpoint for upstream (bulk 
out EP), in which for example, data transferred from the target 
(USB memory) to the host device 10 is set. 
0100. As the SCSI command of this example, as well as 
ordinary commands for use in the USB memory device, for 
example, the aforementioned ATA block read/write com 
mand, the command for exclusive use in pass-through mode 
is defined as an extension command of the SCSI command. 
The extension command is the SCSI command in which a 
memory controller command, for example, an SDTM card 
command, is embedded. The embedded memory controller 
command is a command for enabling the copyright protection 
function, and, for example, in case of the SDTM card com 
mand, the embedded command becomes a command (com 
mand for copyright protection) for enabling the CPRM func 
tion in the SDTM card controller. An example of an embedded 
command is shown in FIG. 12. 
0101 FIG. 12 shows an example of the SCSI command set 
for the end point EP1 in the writing data. A communication 
packet on the USB interface shown in FIG. 12 is set at the end 
point EP1. In this example, the extension command (exclu 
sive command for pass-through mode) is written in the com 
munication packet, and the command and data (command for 
copyright protection, device key, and so on) is embedded in 
the communication packet. The communication packet con 
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forms to the communication protocol of the USB memory 
device. The extension command is described according to the 
SCSI format and the extension command can be read out by 
the USB reader/writer. On the contrary, the embedded com 
mand (SDTM card command) conforms to the communication 
protocol different from the communication protocol of the 
USB memory device; in this example, the communication 
protocol of the memory card. The embedded command can be 
read out by the memory controller. 
0102) When the USB reader/writer in the USB memory 
device reads out the extension command to enable the pass 
through mode, the USB reader/writer enables the pass 
through mode. When the pass-through mode is enabled, 
thereafter, transfer of commands, data, and responses in the 
pass-through mode becomes possible and the SDTM com 
mand embedded in the extension command is transferred to 
the memory controller, for example, the SDTM card controller, 
passing through the USB reader/writer. 
(0103. When the SDTM card controller reads out the com 
mand for copyright protection, which passes through the USB 
reader/writer, the copyright protection function in the SDTM 
card controller starts and, for example, access to the CPRM 
function in the SDTM card controller is granted. The data 
accompanying the command for copyright protection is also 
embedded in the communication packet in addition to the 
command for copyright protection. The representative 
example of the accompanying data is the device key described 
in the first embodiment. Downstream data is the data accom 
panying the command for copyright protection. FIG. 13 
shows one example of downstream data. 
0104 FIG. 13 shows one example of the SCSI data (SCSI 
downstream data) set at the end point EP1 in the writing data. 
The SCSI data shown in FIG. 13 is the copyright protected 
content to be transferred to the USB memory device. The 
content is embedded in one communication packet on the 
USB interface in the example. Although the communication 
packet itself conforms to the communication protocol of the 
USB memory device, the content of the example conforms to 
the communication protocol of the memory card. When the 
pass-through mode is enabled, the content embedded in the 
communication packet is transferred, passing through the 
USB reader/writer, to the memory controller, for example, the 
SDTM card controller. 

0105. The command for copyright protection and the data 
accompanying the command for copyright protection (in the 
example, the device key and the content) are transferred to the 
SDTM card controller, passing through the USB reader/writer. 
When the SDTM card controller receives the command and 
data, the SDTM card controller encrypts the content based on 
the device key, media key block (MKB), and media ID, as 
described in the first embodiment. Thereafter, the SDTM card 
controller writes the encrypted content in the non-volatile 
semiconductor memory, for example, the NAND-type flash 
memory. 

0106. A more detailed example of the above operation will 
be described hereinafter. 

0107 The SCSI command and data (downstream data) set 
at the end point EP1 are transferred from the mass storage 
class interface to the SCSI command interface. The data 
(upstream data) and response from the USB memory device 
according to the embodimentare set at the endpoint EP2 from 
the memory card, in this example from the SDTM card via the 
SCSI command interface. 
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0108. When the SCSI command set at the endpoint EP1 is 
a normal command, for example, an ATA block read/write 
command, the SCSI command interface performs the SCSI 
command processing according to the normal mass storage 
class. The USB memory device according to the embodiment 
has a memory card, for example, an SDTM card, as a recording 
medium. The SCSI command interface in this example con 
verts the command and data described conforming to the 
standard format of the SCSI into the command (SDTM card 
command) and data for access to the memory card, for 
example, a memory area of the SDTM card. When the SCSI 
command is the normal command, for example, an ATA block 
read/write command, the copyright protection function is not 
used. Therefore, the data (downstream data) set at the end 
point EP1 is directly recorded in, for example, the memory 
area of the SDTM card. 

0.109 As mentioned above, when the normal SCSI com 
mand is set at the end point EP1, the USB memory device 
according to the embodiment operates according to the nor 
mal SCSI command similarly to the general USB memory 
device. The USB memory device according to the embodi 
ment can be used in the same way as the general USB memory 
device. The operation when the normal SCSI command is set 
is the same as that of a general USB memory device. 
0110. In contrast, when the SCSI command set at the end 
point EP1 is the extension command, for example, a com 
mand for exclusive use in pass-through mode, the SCSI com 
mand interface performs the SCSI command processing for 
the pass-through mode. Namely, the SDTM card command 
embedded in the SCSI command is taken out and transferred 
to the SDTM card controller. This enables the SDTM card 
controller to have access to the security area of the NAND 
type flash memory. 
0111. The extension command, for example, the com 
mand for exclusive use in pass-through mode can be obtained, 
for example, by defining a vender unique command accord 
ing to the SCSI protocol. The USB reader/writer can obtain a 
function of enabling the operation (pass-through operation) 
of directly transferring the commands and data to the memory 
card, for example, the SDTM card, by supporting the vendor 
unique command. 
0112 The logical interface of the USB memory device 
according to the embodiment has a first access mode of hav 
ing access to the normal data area defined in the above com 
munication interface, and a second access mode of having 
direct access to a copyright protection function in the non 
volatile semiconductor memory. In other words, the above 
logical interface includes an interface used for the first access 
mode and an interface used for the second access mode. 

0113. The above logical interface converts a command for 
use in the USB into a command for use in an electric interface 
included in the non-volatile semiconductor memory in the 
first access mode, and accesses to the non-volatile semicon 
ductor memory according to the converted command. On the 
other hand, in the second access mode, the logical interface 
accesses directly to the non-volatile semiconductor memory 
according to the command for use in the USB. 
0114 Hereinafter, an example of the extension command 
will be described. The recording medium of the USB memory 
device in this example is the SDTM card. The extension com 
mand according to the example can be applied to an example 
of another logical interface describe later, as well as to the 
example of the first logical interface. 
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0115 FIG. 14 is a view showing an example of a mode for 
enabling/disabling the extension command, and a table show 
ing whether each of the normal SCSI command (Normal 
Command) and the extension SCSI command (Extension 
Command) is enabled or not in each media type (Media 
Type). 
0116. As illustrated in FIG. 14, the normal SCSI command 

is enabled when the media type is the SDTM card or other 
media compatible with the SDTM card. 
0117. Further, the extension SCSI command is enabled 
when the media type is the SDTM card, other media compat 
ible with the SDTM card, or media similar to the SDTM card 
(Illegal Media). 
0118. As mentioned above, the normal SCSI command 
itself is not performed on the SDTM card controller but is 
converted into the SDTM card command by the USB reader/ 
writer and then executed, while the SDTM card command 
embedded in the extension SCSI command is directly per 
formed on the SDTM card controller by passing through the 
USB reader/writer. 
0119) Next, specific examples of the extension SCSI com 
mands will be described using FIG. 15. FIG. 15 is a view 
showing a relation between each extension SCSI command 
and each operation code. 
0120. As illustrated in FIG. 15, the following seven codes 
(Command Code) are defined in the extension SCSI com 
mands according to an example. 
0121 (1) Pass-through mode set command (SDTM Card 
Passthrough Mode) 
0122) operation code “DOh” 
(0123 (2) SDTM card execute command without data 
(SDTM Execute (No Data)) 
(0.124 operation code “D1 h” 
0125 (3) SDTM card execute command with read (SDTM 
Execute (read from SDTM Card)) 
0126 operation code “D2h” 
0127 (4) SDTM card execute command with write (SDTM 
Execute (write to SDTM Card)) 
0128 operation code “D3h” 
0129 (5) Response get command (Get Response) 
0130 operation code “D4h” 
0131 (6) Reserved command (Reserved) 
(0132) operation code “D5h” 
0.133 (7) Hardware reset command (SDTM. Hardware 
Reset) 
0134) operation code “D6h” 
0135. In this embodiment, the “h” after each numeral 
shows the hexadecimal of the numeral. For example, the 
operation code “DOh' is described as “1101 0000” in binary 
notation. 
0136. Of the extension SCSI commands, the pass-through 
mode set command is a command for changing the USB 
reader/writer from the normal operating mode to the pass 
through mode. As the operation code, “DOh' is used and this 
“DOh' is given to the USB reader/writer in the USB memory 
device from the host device 10. 
0.137 The SDTM card execution command without data, 
SDTM card execution command with read and SDTM card 
execution command with write are commands for accessing 
the SDTM card without accompanying data or by accompany 
ing data. As the operation code, “D1 h”, “D2h”, “D3h are 
used and those are given from the host device to the USB 
reader/writer in the USB memory device. 
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0.138. The reservation command is allocated to codes of 
illegal commands. 
0.139. The hardware reset command is a command for 
initialization of the SDTM card and its firmware and as the 
operation code, “D6h is used. 
0140 Next, an example of the format of each command 
will be described with reference to FIG. 16 to FIG. 20. FIG. 
16 to FIG. 20 are conceptual diagrams showing the format of 
each command and each row of each diagram shows 1-byte 
data, while a numeral indicated on the abscissa axis indicates 
the bit position of each 1-byte data. 
0141 <Pass Through Mode Set Commandd 
0.142 FIG. 16 is a conceptual diagram showing an 
example of the format of the pass-through mode set com 
mand. When the USB memory device is started, the pass 
through mode is disabled. That is, the USB memory device is 
in the normal operating mode. In this case, when the USB 
memory device receives a command codes other than the 
command code "DOh', the USB memory device sends back 
“illegal command error'. That is, USB memory device does 
not recognize any extension command other than “DOh'. 
0143. As shown in FIG. 16, “DOh' indicating the pass 
through mode set command is set at a head byte (0 byte 
position) of the pass-through mode set command as an opera 
tion code. To disable the pass-through mode, "0000” (“Oh') is 
set in the command mode and to enable the pass-through 
mode, "0001” (“1 h') is set. If with the command mode set to 
“0001, the pass-through mode set command (code "DOh') is 
executed, the pass-through mode is changed from disable to 
enable in the USB memory device. As a result, the pass 
through mode is enabled so that the USB memory device 
becomes capable of executing codes “D1h' to “D6h'. In FIG. 
16, “LUN” indicates a logic drive for use and “Control Byte” 
is a predetermined value to be given to the command format. 
0144) <Responses 
(0145 FIG. 17 shows an example of the format of the 
response. The response is a signal which is given from the 
SDTM card corresponding to a response acquisition command 
and has a meaning of acknowledgement to a command. The 
relation between the response acquisition command and 
response will be described later. 
0146 The response is exchanged between the host device 
and the USB memory device according to the format shown in 
FIG. 17. In FIG. 17, “WP” indicates presence/absence of 
write protect and when WP=“0”, write is permitted, while 
when WP=“1”, write is prohibited. “Media type' indicates 
the type of media, shown in FIG. 14, which sends back the 
response. When Media Type="0, it indicates that medium is 
not present and when Media Type='1', it indicates that the 
media is an SDTM card. When Media type="2", it indicates 
that the media is compatible with the SDTM card. When Media 
type="3”, it indicates that the media is an illegal media which 
resembles an SDTM card. A relative card address (RCA) is 
held at the 6" and 7" byte. The RCA is a value which the 
SDTM card sets up itself at the time of initialization of the 
SDTM card and used as an input parameterfor part of the SDTM 
card command. "Max LUN Number indicates the number of 
logic drives. 
0147 <SDTM Card Execution Commandd 
0148 FIG. 18 shows an example of the format of the SDTM 
card execution command without data, SDTM card execution 
command with read and SDTM card execution command with 
write. If these commands are not classified, they are called 
simply SDTM card execution commands. 
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0149. The SDTM card execution command is a command 
which executes some processing by accessing the SDTM card 
actually. As described above, under the pass-through mode, 
the SDTM card command is buried in the extension SCSI 
command and transferred directly to the SDTM card control 
ler. The SCSI command in which this SDTM card command is 
to be buried is the SDTM card execution command. 
0150. As shown in FIG. 18, an operation code is set at the 

first 0 byte position. If no data is required for accessing the 
SDTM card controller, as the SDTM card execution command 
without data, “D1 his set up. To access the SDTM card con 
troller for reading data, as the SDTM card execution command 
with read, “D2h” is setup. To access the SDTM card controller 
for writing data, as the SDTM card execution command with 
write, “D3h” is set up. “Send cmd12”, “Standby” and 
ACMD are set at lower three bits in next 1 byte position. 
These are pieces of information indicating how to transfer the 
SDTM card command buried in the command to the SDTM card 
controller. “Send cmd12 is information indicating whether a 
predetermined command cmd12 supported by the SDTM card 
30 is to be executed in the SDTM card in which execution of a 
command is completed. The command cmd12 is a command 
indicating that multi-block transfer to the SDTM card by the 
host device is ended. The block mentioned here is a group of 
memory cells which hold data in the NAND type flash 
memory 5 and data held by memory cells in the same block is 
collectively erased. 
0151. “Standby' is information indicating a request com 
mand to the SDTM card in the standby state. 
0152 “ACMD indicates whether the request command is 
ACMD for a special purpose. The command for the special 
purpose is a command which accesses, for example, a lock/ 
unlock function or copyright protection function. Thus, if the 
request command is a command for the special purpose, 
ACMD='1' and if it is a normal command, ACMD='0'. 
0153. Then, the SDTM card command is buried in the lower 
six bits of the 2" bit and 3" to 6" bytes position. The SDTM 
card command contains “SDTM command index’, which indi 
cates the content of a command (read, write, and the like) and 
“SDTM Command Argument', which indicates information 
(address and the like) necessary for executing that command. 
0154 Data (“Data Transfer Length') required for execu 
tion of a command Such as reading data and writing data are 
held at 7" to 9" bytes position. As mentioned in the first 
embodiment, for example, when the security area of the 
NAND-type flash memory is accessed, MKB, media key, 
function G, Kte, and the like are set in this "Data Transfer 
Length. 
0155 “Response type' indicates a response type to be sent 
to the SDTM card. As the response type, “R1”, “R1b”, “R2 to 
“R6” are prepared. The details of such will be given later. If 
“response type' is "0000 0011”, no response is sent (“No 
Res”) and if “0000 0100”, “R1”, “R4” to “R6” are selected. 
If"0000 0101, “R1b” is selected, if “0000 0110, “R2 is 
selected and if "0000 01 11”, “R3 is selected. 
0156 <Hardware Reset Commandd 
(O157 FIG. 19 shows an example of the format of the 
hardware reset command. 
0158. As shown in FIG. 19, “D6h” is set at the first 0 byte 
position as an operation code. 
0159) <Response Get Commandid 
0160 FIG. 20 shows an example of the format of the 
response get command. 
(0161. As shown in FIG. 20, “Dh” is set at the first 0 byte 
position as the operation code. 
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0162 Hereinafter, the relation between the response get 
command and the response will be described. Under the 
pass-through mode, SDTM card command passes through the 
USB reader/writer and is sent directly to the SDTM card con 
troller. On the other hand, at an operation mode other than 
when the pass-through mode is selected, the SCSI command 
is converted to a command readable by the SDTM card con 
troller in the USB reader/writer and sent into the SDTM card 
controller. 

(0163 Some commands of the SDTM card request for a 
response to a command, and other commands do not request 
a response. However, such an action is not expected under a 
normal SCSI command. Therefore, if a command which 
requests for a response is sent to the SDTM card 30, a response 
output from the SDTM card controller is enclosed, for 
example, between the SDTM card controller and the USB 
reader/writer. If the response is enclosed inside of the USB 
memory device, the action of the USB memory device might 
be unstable or the USB memory device might malfunction. 
0164. To eliminate such a fear, in this example, a response 
get code (Get Response) is defined in one extension. Thus, the 
response get code is defined in one of the extension com 
mands and the defined response get code is sent to the USB 
reader/writer. Consequently, a response output from the 
SDTM card controller is never enclosed inside of the USB 
memory device, so that the response can be sent from the 
SDTM card controller to the host device through the USB 
reader/writer and the USB connecter. Consequently, an 
advantage of eliminating one of the causes which make the 
operation of the USB memory device unstable or the USB 
memory device malfunction can be secured. 
0.165 FIG. 21A is a view showing an example of com 
mand processing for a command which does not request the 
SDTM card for any response. 
0166 As the type of the command which does not request 
for any response, addressed (point-to-point) commands (ac) 
and broadcast commands (bc) are available. The response 
type of these commands is “No Res”. That is, in the format 
shown in FIG. 18, the “Response Type' is "0000 0011”. 
(0167. When the SDTM card execution command without 
data (SDTM EXECUTE with no data: “D1 h”) with “No Res” 
is sent from the host device to the USB memory device as 
shown in FIG. 21A, only that command is sent to the USB 
memory device. The USB reader/writer of the USB memory 
device which receives that command transfers the SDTM card 
command (Command) embedded in the received SCSI com 
mand to the SDTM card controller. The processing is ended 
here. 

0.168. On the other hand, as the type of a command which 
requests for a response, broadcast commands with response 
(bcr) is available. The response type of this command 
includes the aforementioned “R1, “R1b”, “R2 to “R6' and 
the like. As for these response types, “R1 is a normal 
response, “R1b is a normal response capable of optionally 
transferring a busy signal to a data line, "R2 is a response 
sent from a card identification number register (CID) or card 
specific data register (CSD) within the SDTM card controller, 
“R3' is a response sent from an operation conditions register 
(OCR) within the SDTM card controller, “R4” and “R5” are 
responses attached to an illegal media which resembles the 
SDTM card, and “R6' is a response sent form a relative card 
address register (RCA) within the SDTM card. In this specifi 



US 2009/0055562 A1 

cation, the response types “R1 to “R6” are generally called 
“With Res’ and their details are omitted. 
0169 FIG.21B is a diagram showing an example of com 
mand processing for a command which requests the SDTM 
card for a response. Although the response types “R4' and 
“R5 are not shown because FIG. 21B shows an example of 
using the SDTM card as a recording medium of USB memory 
device, the processing example for the response types “R4' 
and “R5 is the same as in FIG. 21B. 
(0170. As shown in FIG.21B, when the SDTM card execu 
tion command without data (SDTM EXECUTE with no data: 
“D1h') with the “With Res” is sent to the USB memory 
device from the host, a response get command (Get 
Response: “Dh') is sent after that command is sent. The 
related processing example will be described. 
(0171 The USB reader/writer which receives the com 
mand (“D1 h') with “With Res' transfers the SDTM card com 
mand (Command) embedded in the received SCSI command 
to the SDTM card controller. After the SDTM card controller 
executes a processing following the received SDTM card com 
mand, the SDTM card controller sends back a response. To get 
this response from the USB memory device, the response get 
command (Get Response: “Dah') is sent to the USB memory 
device from the host. The USB reader/writer which receives 
the response get command fetches the response returned from 
the SDTM card controller following the received command 
and sends the fetched out response (Response Data) to the 
host. The processing is ended here. 
0172. As a further command type, addressed (point-to 
point) data transfer commands (adtc) is available. Specific 
examples of adtc are the SDTM card execution command with 
read and SDTM card execution command with write. Further, 
when the command type is adtc., a response is requested. 
0173 FIG.22A is a diagram showing an example of com 
mand processing for the SDTM card execution command with 
read (single block read). As shown in FIG. 22A, when the 
SDTM card execution command with read (SDTM EXECUTE 
read from SDTM card: “D2h) is sent to the USB memory 
device from the host, the response get command (Get 
Response: “Dah') is sent after that command is sent. 
(0174. The USB reader/writer which receives, for example, 
the SDTM card execution command with read transfers the 
SDTM card command (Command) embedded in the received 
SCSI command to the SDTM card controller. The SDTM card 
controller executes data reading from the non-volatile semi 
conductor memory following the received SDTM card com 
mand. After that, the SDTM card controller sends back the 
response and sends data read from the non-volatile semicon 
ductor memory to the USB reader/writer. The USB reader/ 
writer sends the received data (Transfer Data (read from 
SDTM card)) to the host. After sending of the received data is 
ended, the response get command (Get Response: "Dah') is 
sent from the host to the USB memory device. The USB 
reader/writer which receives the response get command 
fetches out a response sent back from the SDTM card control 
ler following the received command, and the fetched out 
response (Response Data) is sent to the host. The processing 
is ended here. 
0175 FIG.22B is a diagram showing an example of com 
mand processing for the SDTM card execution command with 
write (single block write). When the SDTM card execution 
command with write (SDTM EXECUTE write to SDTM Card: 
“D3h) is sent to the USB memory device from the host as 
shown in FIG. 22B, the response get command (Get 
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Response: “Dah') is sent after write data (Transfer Data 
(Write to SDTM Card)) subsequent to that command is sent. 
(0176 For example, the USB reader/writer which receives 
the SDTM card execution command with write and write data 
transfers the SDTM card command (Command) embedded in 
the received SCSI command and the write data (Data) to the 
SDTM card controller. The SDTM card controller sends back 
the response and executes writing of the write data to the 
non-volatile semiconductor memory following the received 
command. After the writing is ended, the USB reader/writer 
sends the response get command (Get Response: "Dah') to 
the SDTM card controller. The USB reader/writer fetches out 
the response returned from the SDTM card controller follow 
ing the received command and sends the fetched out response 
(Response Data) to the host. The processing is ended here. 
0177 FIG. 23A is a diagram showing an example of com 
mand processing for the SDTM card execution command with 
read (multiple block read). 
0.178 The processing example shown in FIG. 23A is dif 
ferent from the processing example shown in FIG.22A in that 
the processing example shown in FIG. 22A is single block 
read while the processing example shown in FIG. 23A is 
multiple block read. In the single block read, the data length 
of read data is equal to or less than the block size of the SDTM 
card, and the data read is done in a single block. Contrary to 
this, in the multiple block read, the data length of read data 
exceeds the block size of the SDTM card and the data read 
extends over plural blocks. This example indicates that the 
block size of the SDTM card is 512 bytes. The multiple block 
read is different from the single block read in that the read data 
is transferred from the SDTM card controller to the USB 
reader/writer dividedly, i.e., not in one go, but is otherwise the 
same as in the single block read. 
0179 FIG. 23B is a diagram showing an example of com 
mand processing for the SDTM card execution command with 
write data (multiple block write). 
0180. In the processing example shown in FIG. 23B, the 
processing example shown in FIG.22B, which is single block 
write, is changed to multiple block write. This example is 
different from the processing example shown in FIG.22B in 
that data write is of multiple block write, but is otherwise the 
same as in the single block write. 
0181. As described above, the pass-through mode can be 
achieved by the first logic interface of this embodiment. Here 
inafter, a difference between the normal operation mode and 
pass-through mode will be described simply with reference to 
FIG. 24. FIG. 24 is a flow chart showing a flow of the opera 
tion of the USB memory device. 
0182. As shown in FIG. 24, unless the USB reader/writer 
of the USB memory device receives a pass-through mode set 
command (step S10, NO), the USB reader/writer still remains 
in the normal operation mode (step S11). This operation 
mode is the same as a conventional USB device. That is, the 
USB reader/writer receives a normal (conventional) SCSI 
command from the host device (step S12). The USB reader/ 
writer converts the received SCSI command to the SDTM card 
command and outputs to the SDTM card controller (step S13). 
Then, the SDTM card controller executes the processing based 
on the received SDTM card command (step S14). Because the 
conventional SCSI command does not support the copyright 
protection function, it can use only commands which agree 
with the communication protocol of the USB, so that it cannot 
access the security area of the NAND type flash memory (step 
S15). 
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0183. When the pass-through mode set command is 
received in step S10 (step S10, YES), the USB reader/writer 
makes the transition to the pass-through mode (step S21). 
This state is shown in FIG. 25. FIG. 25 is a block diagram of 
the USB memory device. As shown in figure, the extension 
SCSI command (pass-through mode set command: “DOh') is 
sent from the host device 2 to the USB reader/writer in USB 
communication protocol format. Consequently, the USB 
reader/writer turns to the pass-through mode. After that, the 
USB reader/writer becomes capable of receiving other exten 
Sion SCSI commands “D1 h to “D6h. 
0184 Next, the USB reader/writer receives the SCSI com 
mand (extension SCSI command) in which the SDTM card 
command is embedded (step S22). Then, the USB reader/ 
writer (MPU of the USB reader/writer) allows the SDTM card 
command of the extension SCSI commands embedded 
therein to pass through and to be output to the SDTM card 
controller (step S24). Then, the SDTM card controller executes 
the processing based on the SDTM card command which 
passes through the USB reader/writer (step S24). 
0185. The state in Step S22 to S24 is shown in FIG. 26. 
FIG. 26 is a block diagram of the USB memory device, which 
shows the state in which the host device 2 reads the MKB and 
the media ID from the SDTM card controller 6. 
0186. As illustrated in FIG. 26, the extension SCSI com 
mand (Execute command: “D2h) is transferred from the host 
device 2 to the USB reader/writer according to the format of 
the USB communication protocol. A reading instruction of 
the MKB and mediaID is embedded in the SCSI command in 
the format of the SDTM card command (refer to FIG. 18). The 
USB reader/writer, which is in the pass-through mode, passes 
the SDTM card command within the SCSI command and 
supplies it to the SD card controller 6. 
0187. The USB reader/writer makes transition to the pass 
through mode, thereby enabling access to the security area of 
the NAND-type flash memory (Step S25). This state is shown 
in FIG. 27. FIG. 27 is a block diagram of the USB memory 
device, showing the state in which the host device 2 writes the 
encryption key Kte in the security area of the NAND-type 
flash memory 5. As illustrated in FIG. 27, the extension SCSI 
command (Execute command: “D3h) is transferred from the 
host device 2 to the USB reader/writeraccording to the format 
of the USB communication protocol. The encryption key Kte 
and its writing instruction are embedded in this SCSI com 
mand in the format of the SDTM card command (refer to FIG. 
18). The USB reader/writer, which is in the pass-through 
mode, passes the SDTM card command within the SCSI com 
mand and outputs it to the SD card controller 6. As the result, 
the SDTM card controller receives the writing instruction of 
the encryption key Kte and writes the encryption key Kte in 
the security area of the NAND-type flash memory 5 accord 
ing to the instruction. Needless to say, the AKE processing is 
performed in the circuit 10 for CPRM, as mentioned in the 
first embodiment. Of course, even in the pass-through mode, 
access to the normal area of the NAND-type flash memory is 
possible, and in this case, the processing in the CPRM circuit 
is not necessary similar to the conventional technology. 

SECOND LOGICAL INTERFACE EXAMPLE 

0188 In the first logical interface example shown in FIG. 
11, the USB reader/writer converts the SCSI command on the 
USB into the SDTM card command and converts the SDTM 
card command into the SCSI command, in reading and writ 
ing data not requiring the copyright protection (normal read 
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and write). Access to the non-volatile semiconductor memory 
in the USB memory device is executed according to the SDTM 
card command. 

0189 A second logical interface example is an example in 
which the USB reader/writer performs conversion between 
the SCSI command and the SDTM card command, in reading 
and writing data not requiring the copyright protection (nor 
mal read and write). 
0.190 FIG. 28 is a view showing the second logical inter 
face example of the USB memory device with a copyright 
protection function according to the second embodiment of 
the invention. 

0191 As illustrated in FIG. 28, in the second logical inter 
face example, in the normal read and write, access to the 
non-volatile semiconductor memory of the USB memory 
device is performed according to the SCSI command. In this 
example, the non-volatile semiconductor memory is the 
NAND-type flash memory, and the USB reader/writer 
directly accesses to the NAND-type flash memory without 
converting into the SDTM card command. 
0.192 On the other hand, in the reading and writing data 
(content) requiring the copyright protection, the SDTM card 
command is embedded in the SCSI command similarly to the 
first logical interface example and access to the non-volatile 
semiconductor memory is performed according to the 
embedded SDTM card command. 

0193 The second logical interface example is the same as 
the first logical interface example as for the logical interface 
on the USB between the host and the USB reader/writer, 
except that the USB reader/writer does not perform the con 
version between the SCSI command and the SDTM card com 
mand in the normal read and write. 

THIRD LOGICAL INTERFACE EXAMPLE 

0194 FIG. 29 is a view showing a third logical interface 
example of the USB memory device with a copyright protec 
tion function according to the second embodiment of the 
invention. 

(0195 As illustrated in FIG. 29, the third logical interface 
example includes a USB interface used for the pass-through 
mode and a USB interface used for the mode other than the 
pass-through mode. 
0196. In the pass-through mode, the data (content) requir 
ing the copyright protection is transferred between the host 
and the USB memory device, and in the mode other than the 
pass-through mode, the data (content) not requiring the copy 
right protection is transferred between the host and the USB 
memory device. 
0.197 In the example, the command format on the USB 
interface in the pass-through mode and the communication 
protocol are the same as those of the first logical interface 
example. The transferred data is set at the added end points 
EP3 and EP4 in this example. 
0198 The USB interface used in the mode other than the 
pass-through mode may be, for example, the standard USB 
interface, for example, mass storage class interface. In this 
example, the transfer data is set at the endpoints EP1 and EP2. 
Further, in this example, the USB reader/writer performs the 
conversion between the SCSI command and the SDTM card 
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command in the normal read/write in the mode other than the 
pass-through mode, similarly to the first logical interface 
example. 

FOURTH LOGICAL INTERFACE EXAMPLE 

0199 FIG. 30 is a view showing a fourth logical interface 
example of the USB memory device with a copyright protec 
tion function according to the second embodiment of the 
invention. 
(0200. As illustrated in FIG. 30, the fourth logical interface 
example includes a USB interface used for the pass-through 
mode and a USB interface used for the mode other than the 
pass-through mode, similarly to the third logical interface 
example. 
0201 The fourth logical interface example is different 
from the third logical interface example; the USB reader/ 
writer accesses the non-volatile semiconductor memory 
according to the SCSI command without command conver 
Sion, similarly to the second logical interface example, 
although in the third logical interface example, it converts a 
command between the SCSI command and the SDTM card 
command in the mode other than the pass-through mode. 
0202 The third and fourth logical interface examples have 
a complicated interface structure, compared with the case of 
using the SCSI command on one mass storage class interface 
like the first and second logical interface examples, but they 
have an advantage of decreasing a restriction on the driver 
structure of a host because the pass-through mode is indepen 
dent in these interfaces. 
0203. In the first to fourth logical interface examples, 
although the pass-through mode is realized by using the SCSI 
command similarly to the mass storage class as the interface 
class for the pass-through mode, the command format can be 
converted into a command format that is not the SCSI com 
mand format. 
0204. In the first and fourth logical interface examples, 
although the class interface example having a bulk endpoint 
has been described as the mass storage class interface for the 
pass-through mode, the logical interface for the pass-through 
mode may be formed by a class interface formed by only a 
control end point (a default end point which can be shared 
with the interface of each device class (HID (Human Interface 
Device: key board or mouse) and audio). In this case, the 
transfer in the pass-through mode is performed at low speed, 
however, the additional end point is not required and it is 
advantageous in the cost performance. 
0205. In the above embodiments, the case of forming the 
USB memory device by the non-volatile semiconductor 
memory 5, the memory controller 6, and the USB reader/ 
writer 7 which are provided in the same case, has been 
described. However, the non-volatile semiconductor memory 
5 and the memory controller 6 may be provided in a case other 
than that of the USB reader/writer 7. Namely, for example, in 
the structure described in FIG. 7, the SDTM card function 
MCP 5-3 and the USB reader/writer chip 7-1 may be sepa 
rated. This will be described using FIG.31. FIG.31 is a block 
diagram of the memory system according to the modification 
of the above embodiments. 
0206. As illustrated in FIG. 31, the memory system 
includes the USB reader/writer 7 and the SDTM card 30. The 
SDTM card 30 has the same structure as that of the SDTM card 
function MCP 5-3 in FIG. 7 and this MCP 5-3 forms the 
memory card (SDTM card) by itself. The USB reader/writer 7, 
having the structure including the USB reader/writer chip 7-1 
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and the USB connector 4 in FIG. 7, further includes the SD 
card connector. The SDTM card I/F 12 of the SDTM card 30 is 
connected to the SDTM card I/F/connector 29. Namely, the 
USB connector 4, the USB reader/writer function, and the SD 
card I/F/connector 29 are formed on the same semiconductor 
substrate. 
0207. The above embodiments can be also applied to the 
structure shown in FIG.31. Namely, the structure in which the 
USB reader/writer 7 is connected to the SDTM card 30 can be 
regarded as the same structure of the USB memory device 
described in the above embodiments, and also in this case, the 
logical interface viewed from the USB I/F 22 can be regarded 
as being similar to the above embodiments. 
0208 Although the above embodiments have been 
described by way of example of the NAND-type flash 
memory used as the non-volatile semiconductor memory, the 
non-volatile semiconductor memory is not restricted to the 
NAND-type flash memory. For example, it may be replaced 
with the AND flash memory. 
0209 Although in the above embodiments, the non-vola 

tile semiconductor memory adopts the CPRM function 
included in the SDTM card function as the copyright protec 
tion function, the copyright protection function is not 
restricted to the CPRM function included in the SDTM card 
function. 
0210 Additional advantages and modifications will 
readily occur to those skilled in the art. Therefore, the inven 
tion in its broader aspects is not limited to the specific details 
and representative embodiments shown and described herein. 
Accordingly, various modifications may be made without 
departing from the spirit or scope of the general inventive 
concept as defined by the appended claims and their equiva 
lents. 

What is claimed is: 
1. A semiconductor device comprising: 
a serial communication interface connector which is 

capable of being connected to a serial communication 
interface terminal of electronic equipment; 

a non-volatile semiconductor memory; 
a memory controller which includes a memory interface 

connected to the non-volatile semiconductor memory 
and a copyright protection function and which controls 
the non-volatile semiconductor memory; and 

a memory reader/writer which includes a controller inter 
face connected to the memory controller and a serial 
communication interface connected to the serial com 
munication interface connector. 

2. The device according to claim 1, wherein the non-vola 
tile semiconductor memory includes the copyright protection 
function, and 

the memory reader/writer includes a communication inter 
face which transfers a command for copyright protec 
tion recognizable by the non-volatile semiconductor 
memory and data accompanying the command for copy 
right protection which are directly embedded in a com 
munication packet used in a communication protocol on 
a communication interface different from an electric 
interface included in the non-volatile semiconductor 
memory. 

3. The device according to claim 2, wherein the non-vola 
tile semiconductor memory includes a connector connected 
to the memory controller, and 

the connector and the serial communication interface con 
nector are formed on the same circuit Substrate. 
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4. The device according to claim 1, wherein the non-vola 
tile semiconductor memory, the memory reader/writer, and 
the serial communication interface connector are formed on 
the same circuit Substrate. 

5. The device according to claim 2, wherein the communi 
cation interface has a first access mode which is accessible to 
a normal data area defined in the communication interface in 
the non-volatile semiconductor memory, and 

a second access mode which is accessible directly to the 
copyright protection function of the non-volatile semi 
conductor memory. 

6. The device according to claim 5, wherein the communi 
cation interface includes an interface used in the first access 
mode and an interface used in the second access mode. 

7. The device according to claim 2, wherein the copyright 
protection function is the copyright protection function pro 
vided in the SDTM card and the communication interface is a 
USB (universal serial bus). 

8. The device according to claim 7, wherein the communi 
cation interface converts a command used in the USB into a 
command used in the electric interface included in the non 
Volatile semiconductor memory and accesses the non-volatile 
semiconductor memory according to the converted com 
mand. 

9. The device according to claim 7, wherein the communi 
cation interface is a USB (universal serial bus), 

the communication interface has a first access mode in 
which the communication interface converts the com 
mand used in the USB into the command used in the 
electric interface included in the non-volatile semicon 
ductor memory and which is accessible to the non-vola 
tile semiconductor memory according to the converted 
command, and 

a second access mode which is accessible to the non 
Volatile semiconductor memory according to the com 
mand used in the USB. 

10. A semiconductor device comprising: 
a serial communication interface connector which is 

capable of being connected to a serial communication 
interface terminal of electric equipment; 

a non-volatile semiconductor memory; and 
a memory reader/writer which includes a memory inter 

face connected to the non-volatile semiconductor 
memory, a serial communication interface connected to 
the serial communication interface connector, and a 
copyright protection function. 

11. The device according to claim 10, wherein the non 
Volatile semiconductor memory includes the copyright pro 
tection function, and 

the memory reader/writer includes a communication inter 
face which transfers a command for copyright protec 
tion recognizable by the non-volatile semiconductor 
memory and data accompanying the command for copy 
right protection which are directly embedded in a com 
munication packet used in a communication protocol on 
a communication interface different from an electric 
interface included in the non-volatile semiconductor 
memory. 
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12. The device according to claim 10, wherein the non 
Volatile semiconductor memory includes a connector con 
nected to the memory reader/writer, and 

the connector and the serial communication interface con 
nector are formed on the same circuit Substrate. 

13. The device according to claim 11, wherein in the com 
munication interface has a first access mode which is acces 
sible to a normal data area defined in the communication 
interface in the non-volatile semiconductor memory, and 

a second access mode which is accessible directly to the 
copyright protection function of the non-volatile semi 
conductor memory. 

14. The device according to claim 13, wherein the commu 
nication interface includes an interface used in the first access 
mode and an interface used in the second access mode. 

15. The device according to claim 11, wherein the copy 
right protection function is the copyright protection function 
provided in the SDTM card and the communication interface is 
a USB (universal serial bus). 

16. The device according to claim 15, wherein the commu 
nication interface converts a command used in the USB into 
a command used in the electric interface included in the 
non-volatile semiconductor memory and accesses the non 
Volatile semiconductor memory according to the converted 
command. 

17. The device according to claim 15, wherein the commu 
nication interface has a first access mode in which the com 
munication interface converts the command used in the USB 
into the command used in the electric interface included in the 
non-volatile semiconductor memory and which is accessible 
to the non-volatile semiconductor memory according to the 
converted command, and 

a second access mode which is accessible to the non 
Volatile semiconductor memory according to the com 
mand used in the USB. 

18. A semiconductor device comprising: 
a non-volatile semiconductor memory; 
a semiconductor memory medium having a copyright pro 

tection function; and 
a communication interface which transfers a command for 

copyright protection recognizable by the non-volatile 
semiconductor memory and data accompanying the 
command for copyright protection which are directly 
embedded in a communication packet used in a commu 
nication protocol on a communication interface differ 
ent from an electric interface included in the non-volatile 
semiconductor memory. 

19. The device according to claim 18, wherein the commu 
nication interface has a first access mode which the is acces 
sible to a normal data area defined in the communication 
interface in the non-volatile semiconductor memory, and 

a second access mode which is accessible directly to the 
copyright protection function of the non-volatile semi 
conductor memory. 

20. The device according to claim 18, wherein the copy 
right protection function is the copyright protection function 
provided in the SDTM card and the communication interface is 
a USB (universal serial bus). 
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