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PONT OF SALE SYSTEM 

CROSS-REFERENCE 

0001. This application claims priority from U.S. provi 
sional patent application 61/380,674, filed on Sep. 7, 2010, 
titled “Point of Sale System, with inventors Lisa Falzone and 
Christopher Ciabarra, which is incorporated herein in its 
entirety by reference. 

FIELD OF THE INVENTION 

0002 Embodiments of the present invention generally 
relate to systems and methods for facilitating point of sale 
transactions and payment transactions. 

BACKGROUND OF THE INVENTION 

0003 Various solutions exist today for conducting point of 
sale transactions in retail locations, services establishments 
and other commercial environments. Some of these solutions 
rely on custom-built hardware technology that may be rela 
tively expensive to purchase and maintain. Some of these 
Solutions involve a relatively-low degree of technology inte 
gration or overreliance on human personnel activities, which 
may result in inefficient use of human resources and underuti 
lization of technology potential. 
0004 Consequently, there is a significant need in the 
industry for improved point of sale technology and services 
that rely on more standardized hardware resources and can 
decrease capital investments while enhancing operational 
efficiencies. 

SUMMARY OF THE INVENTION 

0005 Various example embodiments describe systems, 
methods, and computer program products for facilitating 
point of sale transactions and payment transactions. 
0006. One embodiment provides a point of sale (POS) 
electronic system for conducting a commercial transaction, 
which comprises a mobile data processing system configured 
to mediate a commercial transaction. The mobile data pro 
cessing system includes a first data port, and the first data port 
is configured to communicate in accordance with a first data 
protocol. 
0007. The POS electronic system of this embodiment fur 
ther comprises a first controller module configured to convert 
data between the first data protocol and an intermediate data 
protocol, and a second controller module configured to con 
Vert data between the intermediate protocol and a second data 
protocol. 
0008. The POS electronic system of this embodiment fur 
ther comprises a peripheral device configured to facilitate the 
commercial transaction, the peripheral device including a 
second data port configured to communicate in accordance 
with the second data protocol. 
0009. In one embodiment, the commercial transaction is a 
restaurant transaction, and the peripheral device is configured 
to receive from the mobile data processing system at least one 
of the following: an identification marker of a food item; a 
price of a food item; an identification marker of a beverage 
item; a price of a beverage item; or a price of a meal. 
0010. In one embodiment, the commercial transaction is 
the sale of an item, and the peripheral device is configured to 
receive from the mobile data processing system at least one of 
the following: a price of the item, or an identification marker 
of the item. 
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0011. In one embodiment, the mobile data processing sys 
tem is a portable computer, which in various implementations 
may be an iPad, a tablet computer comprising a multi-touch 
display sensitive screen, a computer running the Android 
operating system, or any other computer, electronic tablet or 
mobile phone. In one embodiment, the intermediate protocol 
is an Ethernet communication protocol or any other TCP/IP 
protocol. 
0012. In one embodiment, the peripheral device is one of 
the following: a credit card reader; a barcode scanner; an 
RFID receiver configured to receive payment-related infor 
mation from an RFID-enabled device; an image recognition 
device capable of identifying an object; a photo camera; or a 
Video camera. 
0013. In one embodiment, the first data port includes at 
least one of the following: a serial data port; a parallel data 
port; a power pin; or a grounding pin. 
0014. In one embodiment, the peripheral device is a cash 
register or a coin dispenser, and the peripheral device is 
adapted to receive at least one instruction from the mobile 
data processing system or to transmitat least one item of data 
to the mobile data processing system. 
0015. In one embodiment, the mobile data processing sys 
tem is configured to transmit to a local server system a dataset 
received from the peripheral device in substantially unmodi 
fied form. 
0016. In one embodiment, the mobile data processing sys 
tem is configured to transmit to a central commerce server 
system a dataset received from the peripheral device. The 
transmission to the central commerce server System may take 
place over at least one of the following: a data network; a 
cellular network; a 3G or 4G data network; a Local Area 
Network (LAN); a TCP/IP connection; an Ethernet connec 
tion; a wireless network; or a satellite communication chan 
nel. 
0017. One embodiment provides a method for conducting 
a commercial transaction utilizing a POS electronic system. 
The method of this embodiment includes mediating the com 
mercial transaction using a mobile data processing system 
and a peripheral device, with the mobile data processing 
system using a first data protocol and the peripheral device 
using a second data protocol. 
0018. The method of this embodiment further includes 
communicating data relating to the commercial transaction 
between the mobile data processing system and the peripheral 
device through a first controller module and through a second 
controller module. In this embodiment, the first controller 
module converts data between the first data protocol and an 
intermediate data protocol, and the second controller module 
converts data between the intermediate data protocol and the 
second data protocol. 
0019. In one embodiment, the commercial transaction is a 
restaurant transaction, and the peripheral device is configured 
to receive from the mobile data processing system at least one 
of the following: an identification marker of a food item; a 
price of a food item; an identification marker of a beverage 
item; a price of a beverage item; or a price of a meal. 
0020. In one embodiment, the commercial transaction is 
the sale of an item, and the peripheral device is configured to 
receive from the mobile data processing system at least one of 
the following: a price of the item, or an identification marker 
of the item. 
0021. In one embodiment, the mobile data processing sys 
tem is a portable computer, which in various implementations 
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may be an iPad, a tablet computer comprising a multi-touch 
display sensitive screen, a computer running the Android 
operating system, or any other computer, electronic tablet or 
mobile phone. In one embodiment, the intermediate protocol 
is an Ethernet communication protocol or any other TCP/IP 
protocol. 
0022. In one embodiment, the peripheral device is one of 
the following: a credit card reader, a barcode scanner; an 
RFID receiver configured to receive payment-related infor 
mation from an RFID-enabled device; an image recognition 
device capable of identifying an object; a photo camera; or a 
Video camera. 
0023. In one embodiment, the mobile data processing sys 
tem includes a first data port, and the first data port includes at 
least one of the following: a serial data port; a parallel data 
port; a power pin; or a grounding pin. 
0024. In one embodiment, the peripheral device is a cash 
register or a coin dispenser, and the peripheral device is 
adapted to receive at least one instruction from the mobile 
data processing system or to transmit at least one item of data 
to the mobile data processing system. 
0025. In one embodiment, the mobile data processing sys 
tem is configured to transmit to a local server system a dataset 
received from the peripheral device in substantially unmodi 
fied form. 
0026. In one embodiment, the mobile data processing sys 
tem is configured to transmit to a central commerce server 
system a dataset received from the peripheral device. The 
transmission to the central commerce server system may take 
place over at least one of the following: a data network; a 
cellular network; a 3G or 4G data network; a Local Area 
Network (LAN); a TCP/IP connection; an Ethernet connec 
tion; a wireless network; or a satellite communication chan 
nel 
0027. One embodiment provides a POS electronic system 
for conducting a commercial transaction comprising a mobile 
data processing system. In this embodiment, the mobile data 
processing system includes a data port and is configured to 
mediate a commercial transaction. The POS electronic sys 
tem of this embodiment further includes a peripheral device 
configured to produce an output dataset as part of the com 
mercial transaction. POS electronic system of this embodi 
ment further includes a local server system coupled to the 
mobile data processing system. In this embodiment, the 
mediation of the commercial transaction by the mobile data 
processing system includes receiving at least a portion of the 
output dataset from the peripheral device through the data 
port and transmitting at least a portion of the received data to 
the local server system. 
0028. One embodiment provides a POS electronic system 
for conducting a commercial transaction comprising a mobile 
data processing system configured to mediate a commercial 
transaction. In this embodiment, the mobile data processing 
system comprises a data port that is not a USB port. The POS 
electronic system of this embodiment further includes a 
peripheral device configured to produce an output dataset as 
part of the commercial transaction. In this embodiment, the 
mediation of the commercial transaction by the mobile data 
processing system includes receiving at least a portion of a 
output dataset from the peripheral device through the data 
port. 
0029. One embodiment provides a POS electronic system 
for conducting a commercial transaction comprising a mobile 
data processing system configured to mediate a commercial 
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transaction, the mobile data processing system including a 
data port. The POS electronic system of this embodiment 
further includes a peripheral device configured to produce an 
output dataset as part of the commercial transaction. The POS 
electronic system of this embodiment further includes a local 
server system coupled to the mobile data processing system 
and a central commerce server coupled to the local server 
system. In this embodiment, the mediation of the commercial 
transaction by the mobile data processing system includes 
receiving at least a portion of the output dataset from the 
peripheral device through the data port and transmitting at 
least a portion of the received data to the central commerce 
system via the local server system. 
0030. One embodiment provides an electronic communi 
cation method between a data processing system and a 
peripheral device. The method of this embodiment comprises 
receiving at a data conversion module an electronic datas 
tream from the data processing system, the datastream for 
matted in accordance with a first protocol. The method of this 
embodiment further comprises using the data conversion 
module to convert at least a portion of the datastream from the 
first protocol into a second protocol. In this embodiment, the 
second protocol is suitable for direct interpretation by the 
peripheral device. The method of this embodiment further 
comprises transmitting to the peripheral device at least a 
portion of the data converted into the second protocol. 
0031. In one embodiment, the first protocol comprises 
printing instructions, the second protocol is a serial data trans 
mission protocol, and the peripheral device is a printer. 
0032. In one embodiment, the peripheral device is an 
external display, the first protocol comprises instructions for 
displaying data onto the external display, and the second 
protocol is a protocol suitable for direct interpretation by the 
external display to display data onto the display. 
0033. In one embodiment, the data processing system is a 
tablet computer, possibly an iPad tablet computer or an 
Android tablet computer. 
0034. One embodiment provides an electronic communi 
cation method between a data processing system and a 
printer. The method of this embodiment includes receiving at 
a data conversion module an electronic datastream from the 
data processing system, the datastream formatted in accor 
dance with a first protocol. The method of this embodiment 
further includes using the data conversion module to convert 
at least a portion of the datastream from the first protocol into 
a second protocol, wherein the second protocol is suitable for 
direct interpretation by the printer. The method of this 
embodiment further includes transmitting to the printer at 
least a portion of the data converted into the second protocol. 
0035. One embodiment provides an electronic communi 
cation method between a data processing systemand an exter 
nal display. The method of this embodiment includes receiv 
ingata data conversion module an electronic datastream from 
the data processing system, the datastream formatted in 
accordance with a first protocol. The method of this embodi 
ment further includes using the data conversion module to 
convert at least a portion of the datastream from the first 
protocol into a second protocol. In this embodiment, the 
second protocol is suitable for direct interpretation by the 
external display. The method of this embodiment further 
includes transmitting to the external display at least a portion 
of the data converted into the second protocol. 
0036 An embodiment provides a secured electronic com 
munication method between a first data processing system 
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and a second data processing system. The method of this 
embodiment comprises transmitting at least one synchroni 
Zation data packet from the first data processing system to the 
second data processing system, the at least one synchroniza 
tion data packet including a predefined payload. The method 
of this embodiment further comprises receiving the at least 
one synchronization data packet at the second data processing 
system and verifying that the payload of the at least one 
synchronization data packet satisfies a set of criteria. The 
method of this embodiment further comprises transmitting a 
at least one acknowledgement data packet from the second 
data processing system to the first data processing system if 
the verification is successful. 
0037. In one embodiment, the first data processing system 

is a client computer and the second data processing system is 
a server computer. In one embodiment, the first data process 
ing system is a tablet computer and the second data process 
ing system is a server computer. In one embodiment, the first 
data processing system is an iPad tablet computer and the 
second data processing system is a server computer. In one 
embodiment, the first data processing system is a local server 
system connected to a tablet computer, and the second data 
processing system is a server computer. 
0038. One embodiment provides a secured electronic 
communication method between a first data processing sys 
tem and a second data processing system. The method of this 
embodiment comprises transmitting a set of synchronization 
data packet from the first data processing system to the second 
data processing system, where at least a Subset of the data 
packets include a predefined payload. The method of this 
embodiment further comprises receiving the set of synchro 
nization data packets at the second data processing system 
and verifying that the payloads of the at least a subset of the 
data packets satisfy a corresponding criteria. The method of 
this embodiment further comprises transmittinga at least one 
acknowledgement data packet from the second data process 
ing system to the first data processing system if the Verifica 
tion is successful. 
0039. An embodiment provides an electronic communi 
cation method between a data processing system and a 
peripheral device. The method of this embodiment comprises 
receiving at a controller module an electronic datastream 
from the peripheral device, the datastream formatted in accor 
dance with a first protocol. The method of this embodiment 
further comprises using the controller module to convert at 
least a portion of the datastream from the first protocol into a 
second protocol, wherein the second protocol is compatible 
with an data port of the data processing system. The method 
of this embodiment further comprises transmitting to the data 
port of the data processing system at least a portion of the data 
converted into the second protocol. 
0040. In one embodiment, the first protocol is a USB pro 
tocol, the second protocol is a serial data transmission proto 
col, and the data processing system is a tablet computer. In 
one embodiment, the first protocol is a USB protocol, the 
second protocol is a serial data transmission protocol, and the 
data processing system is an iPad tablet computer. In one 
embodiment, the first protocol is a USB protocol, the second 
protocol is a serial data transmission protocol, and the periph 
eral device is a credit card reader. In one embodiment, the first 
protocol is a USB protocol, the second protocol is a serial data 
transmission protocol, and the peripheral device is bar scan 

. 

INCORPORATION BY REFERENCE 

0041 All publications, patents, and patent applications 
mentioned in this specification, ifany, are hereinincorporated 
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by reference to the same extent as if each such individual 
publication, patent, or patent application were specifically 
and individually indicated to be incorporated by reference. To 
the extent that any inconsistency or conflict may exist 
between information disclosed in this patent and information 
disclosed in any publications, patents, or patent applications 
that are incorporated by reference in this patent, the informa 
tion disclosed in this patent will take precedence and prevail. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0042. The accompanying figures, which together with the 
detailed description below are incorporated in and form part 
of the specification, serve to further illustrate various embodi 
ments and to explain various principles and advantages all in 
accordance with example embodiments of the present inven 
tions. 
0043 FIG. 1 shows an exemplary point of sale system in 
accordance with an embodiment. 
0044 FIG. 2 shows a representation of an exemplary data 
processing system that may be used in connection with vari 
ous embodiments. 

0045 FIG. 3A shows a data processing system communi 
cating with a printer device using a data protocol conversion 
in accordance with an embodiment. 

0046 FIG. 3B shows a data TCP stream that is sent to a 
printer device to enable it to print information on paper, in 
accordance with an embodiment. 

0047 FIG. 3C shows a local display is able to display to a 
user corresponding characters, symbols and/or graphics upon 
receiving packets of data. 
0048 FIG. 4A shows a data processing system communi 
cating with a central server using a security protocol in accor 
dance with an embodiment. 

0049 FIG. 4B shows a communication system protocol 
and sequence of messages that establishes an open commu 
nication channel without relying on open communication 
ports, in accordance with an embodiment. 
0050 FIG. 5A shows a peripheral device communicating 
with a data processing system using data converted from a 
USB data protocol to a serial data protocol in accordance with 
an embodiment. 

0051 FIG. 5B shows a USB connector that is suitable for 
connecting a peripheral device to a data processing system 
using data converted from a USB data protocol to a serial data 
protocol in accordance with an embodiment. 
0.052 FIG. 6 shows an exemplary configuration for a data 
processing system deployed to facilitate point of sale trans 
actions in accordance with an embodiment. 

0053 FIG. 7 shows another exemplary configuration for a 
data processing system deployed to facilitate point of sale 
transactions in accordance with an embodiment. 

0054 FIG. 8 shows another exemplary configuration for a 
data processing system deployed to facilitate point of sale 
transactions in accordance with an embodiment. 

0055 FIG. 9 illustrates one or more peripheral devices 
communicating with a data processing system using data 
converted between customized data protocols and a standard 
ized communication protocol in accordance with an embodi 
ment. 

0056 FIG. 10 shows an exemplary set of instructions that 
may be used by a data processing system to communicate 
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with a peripheral device using a customized data protocol in 
accordance with an embodiment. 

DETAILED DESCRIPTION 

0057 While the specification concludes with claims 
defining the features of the invention that are regarded as 
novel, the invention will be better understood from a consid 
eration of the following description in conjunction with the 
drawing figures, in which like reference numerals are carried 
forward. 
0058 FIG. 1 shows an exemplary point of sale system in 
accordance with an embodiment. 
0059 Examples of point of sale (sometimes denoted 
“POS) transactions that may be handled by various embodi 
ments disclosed or claimed in this patent include Sales of 
items in retail environments (e.g., sale of a book in a book 
store, food item sales in a grocery store, conducting an Inter 
net purchase or other Internet-based transaction from a sta 
tionary or mobile POS terminal), management of services and 
customer payments in a commercial establishment (e.g., con 
ducting a restaurant transaction where a waiter processes 
orders from customers and handles corresponding pay 
ments), financial transactions (e.g., a bank representative han 
dling a financial transaction for a customer), and any other 
transaction that involves management of information trans 
mitted between a customer and a retail representative and/or 
handling of a payment for an item or service. 
0060. The exemplary point of sale system illustrated in the 
embodiment of FIG. 1 includes a data processing system 110. 
a peripheral device 120, and a central commerce server 170. 
0061. In one embodiment, the data processing system 110 

is a tablet computer comprising a touch-sensitive (also 
denoted multi-touch-screen or touch-screen) display sensi 
tive screen. In one implementation, the data processing sys 
tem 110 is an iPad tablet computer currently commercialized 
by Apple Inc. In one implementation, the data processing 
system 110 is a tablet computer running the Android operat 
ing system currently developed by Google Inc. In one imple 
mentation, the data processing system 110 is a mobile phone. 
In one implementation, the data processing system 110 is any 
other device capable of conducting or facilitating a commer 
cial transaction involving direct or indirect transmission of 
data. Further details regarding various embodiments of the 
data processing system 110 are provided in connection with 
the embodiment of FIG. 2. 
0062. In the embodiment of FIG. 1, the data processing 
system 110 comprises a data port 112. The data port 112 
facilitates data transmissions between the data processing 
system 110 and the peripheral device 120, either directly or 
through a controller module 122. 
0063. The peripheral device 120 from the embodiment of 
FIG.1 could perform a variety of functions in connection with 
point of sale transactions. In one implementation, the periph 
eral device 120 is a credit card reader that is configured to read 
a credit card, debit card, gift card, rewards card, points card, 
or any other card or tangible instrument for making a pay 
ment, whether based on a magnetic stripe technology or on 
another contact or contactless technology. In one implemen 
tation, the peripheral device 120 is a barcode scanner config 
ured to readbarcode data. In one implementation, the periph 
eral device 120 is an RFID receiver configured to receive 
payment-related information from an RFID-enabled device. 
In one implementation, the peripheral device 120 is a receiver 
configured to receive payment-related information from a 
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mobile phone or other personal communication device via a 
wireless transmission (e.g., using a WiFi connection, using a 
connection established over a cell phone network, using a 
wireless USB connection, or using any other transmission 
protocol that may be implemented in a mobile phone or other 
personal communication device). In one implementation, the 
peripheral device 120 is a camera or other device capable of 
performing or facilitating image recognition (e.g., a camera 
or an optical scanner capable of identifying an object (ex 
amples of Such objection include a tool being sold in a hard 
ware store, a check being cashed in a bank, an application or 
other form being Submitted in an administrative setting, etc.), 
identifying a human (e.g., Verifying the identity of a customer 
making a payment), or interpreting other visual information 
(e.g., performing character recognition for information writ 
ten on an object being sold). In one implementation, the 
peripheral device 120 is a photo camera or a video camera. 
0064. In the embodiment of FIG. 1, a user 190 interacts 
with the peripheral device 120. For example, the user 190 
could be a waiter that utilizes the peripheral device 120 (e.g., 
a credit card reader) to receive payment from a group of 
restaurant customers at the end of a meal. As another 
example, the user 190 could be a sales clerk in a convenience 
store that utilizes the peripheral device 120 (e.g., a barcode 
scanner) to identify an object being purchased by a customer. 
0065. In one embodiment, there are more than one periph 
eral devices coupled to the data processing system 110, in 
addition to the peripheral device 120 shown in the exemplary 
embodiment of FIG. 1. For example, a sales clerk in a grocery 
store could utilize in the course of one or more point of sale 
transactions a peripheral device 120 consisting of a barcode 
scanner to scan the price of an item and a peripheral device 
120 consisting of a credit card reader to receive a credit card 
payment from a customer, with the information obtained by 
the barcode scanner and by the credit card reader being trans 
mitted to the data processing system 110 either directly or 
through the controller 122. 
0.066 Examples of information that could be included in a 
dataset communicated between the data processing system 
110 (whether deployed as a mobile data processing system or 
as a fixed data processing system) and one or more peripheral 
devices (such as the peripheral device 120) include an iden 
tification marker of a food item, a price of a food item, an 
identification marker of a beverage item, a price of a beverage 
item, a price of a meal, a price of an item being sold, an 
identification marker of an item being sold, or any other 
characteristic or attribute of any item that is the subject of a 
POS transaction and that is commonly used to identify and/or 
process that item. Such communication between a data pro 
cessing system and a peripheral device may include transmis 
sion from the data processing system to the peripheral device 
and/or transmission from the peripheral device to the data 
processing System. 
0067. In general, a mobile data processing system 
deployed as the data processing system 110 may include any 
data processing system that can be used as a portable device 
(e.g., any electronic tablet Such as an iPad or Android tablet, 
any mobile phone, any other portable computer, etc.). A com 
mon attribute of Such mobile data processing systems is 
potential mobility (i.e., the mobile data processing system 
could possibly be removed from a docking station or other 
resting location). 
0068. In one embodiment, the peripheral device 120 
shown in the exemplary embodiment of FIG. 1 comprises 



US 2012/0066079 A1 

multiple peripheral devices (e.g., both a credit card reader and 
a touch-screen device that permits a waiter to input informa 
tion regarding an order placed by a restaurant guest). 
0069. In one embodiment, the peripheral device 120 
shown in the exemplary embodiment of FIG. 1 consists of a 
single integrated unit that is capable of performing the func 
tions of multiple peripheral devices (e.g., the peripheral 
device 120 could incorporate both credit card reader func 
tionality and bar code reader functionality). 
0070. In one embodiment, the peripheral device 120 trans 
mits information received as part of the point of sale transac 
tion to the data processing system 110 immediately (e.g., a 
credit card reader would transmit the credit card information 
upon the card being Swiped). In one embodiment, the periph 
eral device 120 transmits information received as part of the 
point of sale transaction to the data processing system 110 at 
a later time (e.g., a credit card reader could buffer and store 
information regarding the credit cards Swiped until a later 
time, for example until the credit card reader is docked via a 
wired connection to the data processing system 110 or is in 
closer proximity with the data processing system 110. 
0071. In one embodiment, the controller 122 mediates 
information transmitted between the peripheral device 120 
and the data processing system 110. In one embodiment, the 
controller module 122 receives information formatted in 
accordance with a first data protocol from the peripheral 
device 120, converts at least part of such information into 
information formatted in accordance with a second data pro 
tocol, and then transmits at least part of the information 
formatted in accordance with the second data protocol to the 
data processing system 110. In one implementation, the con 
troller module 122 converts information received through a 
USB connection from the peripheral device 120 to serial data, 
and then sends at least part of the converted serial data to the 
data port 112 of the data processing system 110. More details 
regarding the controller module 122 are provided below, 
including in connection with the embodiments of FIG. 5A 
and FIG.S.B. 

0072. In one embodiment, the controller module 122 is 
integrated in the peripheral device 120. In one embodiment, 
the controller module 122 is integrated in the data processing 
system 110. In one embodiment, the controller module 122 is 
a stand-alone unit coupled to the peripheral device 120 and 
the data processing system 110 through one or more commu 
nication channels or data networks. In one embodiment, the 
controller module 122 is a stand-alone unit that could be 
coupled to the peripheral device 120 through a wired com 
munication channel and to the data processing system 110 
through a wireless communication channel (whether at the 
same time or at different times). 
0073. In various embodiments, the connection between 
one or more peripheral devices 120 and the data processing 
system 110 could be wired or wireless. In one implementa 
tion, a controller module 122 is connected via a USB connec 
tion to the peripheral device 120 and via a wireless connection 
to the data processing system 110. In one implementation, a 
controller module 122 is connected via a USB connection to 
the peripheral device 120 and via a serial, wired connection to 
the data processing system 110. In one implementation, a 
controller module 122 is connected via one or more wireless 
networks (e.g., WiFi, cellular phone and/or data network, 
etc.) and/or via one or more wireless communication chan 
nels (e.g., wired USB connection, wireless USB connection, 
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and/or Bluetooth connection, etc.) to both the peripheral 
device 120 and the data processing system 110. 
0074. In the embodiment of FIG. 1, the data processing 
system 110 receives information from the peripheral device 
120, directly and/or through the controller module 122, and 
utilizes at least part of the received information to facilitate 
the respective point of sale transaction. For example, the data 
processing system 110 could run a software program that 
processes payment data received from a credit card reader 
deployed as peripheral device 120 and correlates such pay 
ment data with additional information entered by the user 190 
regarding the respective transaction (e.g., correlate payment 
information with a restaurant order and bill entered by a 
restaurant waiter into the data processing system 110). 
0075. In one embodiment, the user 190 interacts with the 
data processing system 110 by entering information directly 
into the data processing system 110 (e.g., via a graphical user 
interface provided by a display integrated into the data pro 
cessing system 110 or otherwise connected with the data 
processing system 110). For example, a restaurant waiter 
could carry the data processing system 110 (e.g., a mobile 
touch-screen device) to a table, then use a graphical user 
interface shown on the touch-screen to enter information 
about the various food and beverage selections made by cus 
tomers sitting at that table, and later use a graphical user 
interface shown on the touch-screen of the data processing 
system 110 and/or the peripheral device 120 to generate a 
final bill and process a payment from the respective custom 
ers). 
0076. In one embodiment, the user 190 interacts with the 
data processing system 110 by entering information into the 
data processing system 110 through a peripheral device 120 
that includes data input capabilities (e.g., a portable palm 
sized touch-screenportable terminal with a suitable graphical 
user interface, a portable terminal comprising an LCD display 
that further comprises a keyboard). For example, in a restau 
rant, a waiter may not carry the data processing system 110 to 
a table, but may instead rely on a smaller mobile terminal 
deployed as the peripheral device 120 (e.g., a touch-screen 
device the size of a Smartphone) to enter and process orders 
from the respective customers. 
0077. In one embodiment, upon processing information 
received from the peripheral device 120 and/or the user 190, 
the data processing system 110 transmits processed informa 
tion to a local extension module 140, a local server system 
150, and/or a central commerce server 170. 
0078. In one embodiment, the local extension module 140 
is a peripheral device that provides Support for point of sale 
transactions, such as printing information, storing data, Scan 
ning documents, faxing documents, or buffering data for fur 
ther transmission to other local or remote devices. In one 
embodiment, the local extension module 140 is a printer that 
can print out or otherwise generate receipts, records of trans 
actions, bills, invoices or any other documents or information 
produced or processed by the data processing system 110 or 
by the local server system 150. In one embodiment, the local 
extension module 140 (e.g., a printer, a logic module, a com 
puter, or another data processing system) is configured to 
open a cash drawer incorporated in the local server system 
150. Opening the cash drawer in this embodiment may take 
place automatically (e.g., automatically triggered by a spe 
cific printing transaction), or may be initiated independently 
by an instruction transmitted by the data processing system 
110. Further details regarding data communications between 
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the local extension module 140 and the data processing sys 
tem 110 in accordance with an embodiment of the invention 
are provided in connection with the embodiment of FIG. 3A. 
0079 Invarious embodiments, the local extension module 
140 may consist of a stand-alone device with substantially 
singular functionality (e.g., a printer), an integrated data pro 
cessing system with multiple functionalities (e.g., an inte 
grated business center system that includes copier, Scanner, 
faxing and/or printing functionality), or a combination of 
Such stand-alone devices and/or integrated devices. In one 
embodiment, the local extension module 140 is a display that 
shows to a retail representative and/or to a customer details 
regarding the point of sale transaction (e.g., the names, num 
bers and prices of items being sold in a grocery store). 
0080. In various embodiments, the data processed by the 
local extension module 140 may be obtained from the data 
processing system 110 or from the local server system 150. 
0081. In one embodiment, the local server system 150 is a 
data processing system that provides Support for point of sale 
transactions, such as acting as a local server, storing or buff 
ering data, providing network administration and/or security 
functionality, routing electronic traffic between external sys 
tems and the data processing system 110 or other local 
devices (e.g., a gateway or router), providing cash register 
functionality (e.g., managing hard currency transactions and 
issuance of change in bills and coins), and detecting, prevent 
ing and reporting fraud. 
0082 In one embodiment, the local server system 150 is a 
cash register coupled to the data processing system 110 
through a docking station. In various implementations (e.g., 
as discussed in connection the embodiments of FIGS. 6, 7 and 
8), a docking station could provide a place for a mobile device 
deployed as the data processing system 110 to be placed for 
recharging, temporary storage, or for handling point of sale 
transactions in a stationary configuration. In one implemen 
tation, a docking station provides a locking mechanism (e.g., 
a direct connector, a steel cable, a sensor device, etc.) to 
secure the data processing system 110 against theft or other 
tempering. An example of a data processing system 110 con 
sisting of an iPad tablet computer commercialized by Apple 
Inc. that is configured to conduct a point of sale transaction by 
being coupled with a local server system 150 consisting of a 
cash register is shown in FIG. 8. 
0083 Communications between the data processing sys 
tem 110, the local extension module 140 and the local server 
system 150 could take place via a network 130 (e.g., a wired 
local area network (LAN) or a WiFi wireless network), via 
one or more communication channels (e.g., wired and/or 
wireless USB connections, Bluetooth connection), or via a 
combination of networks and communication channels. Such 
communications could be non-encrypted, encrypted, or using 
any other security or proprietary protocol. In general, com 
munications between various elements shown in FIG.1 could 
take place over any combination of Such networks or com 
munication channels. Additional discussion of data networks 
and communication channels is provided in connection with 
the embodiment of FIG. 2. 
0084. In general, any particular connection between ele 
ments shown in the embodiment of FIG. 1 could be imple 
mented using alternative routes or data protocols. For 
example, the connection between the data processing system 
110 and the local server system 150 could be achieved 
directly, through the network 130, through the local extension 
module 140 (the connection between the data processing 
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system 110 and the local extension module 140 is shown with 
a dotted line in FIG. 1 to suggest that it could be an optional 
connection, but in general to the extent that any particular 
connection is replaceable, that particular connection could be 
considered optional), or through both the network 130 and the 
local extension module 140. When acting as an intermediate 
device in a connection between two or more other devices, 
any element shown in the embodiment of FIG. 1 could pass 
information through unchanged or could process or otherwise 
convert some or all of that information before relaying it 
further. In one embodiment, communications between two or 
more of the elements shown in FIG. 1 are encrypted, and the 
respective devices include logic modules (e.g., Software) 
adapted to decrypt and/or encrypt data. 
I0085. In one embodiment, the local server system 150 
transmits information regarding the point of sale transaction 
to a central commerce server 170. Such information may 
include payment information provided by the user 190 in an 
attempt to validate that information and secure payment from 
a financial institution to complete the respective point of sale 
transaction. For example, the local server system 150 could 
transmit a credit card payment request to the central com 
merce server 170 after the credit card of the user 190 was 
swiped through the peripheral device 120. 
I0086. In one embodiment, the data processing system 110 
may itself directly transmit information regarding the point of 
sale transaction to the central commerce server 170, without 
the assistance of the local server system 150. This may hap 
pen, for example, if the relevant functionality of the local 
sever system 150 is implemented directly in the data process 
ing system 110, or in a case where the local server system 150 
is configured to act as an intermediary in the course of normal 
operation but becomes temporarily unavailable and the data 
processing system 110 is able to communicate with the cen 
tral commerce server 170 directly). 
I0087. In one embodiment, the information transmitted by 
the data processing system 110 and/or the local system 150 to 
the central commerce server 170 in connection with a point of 
sale transaction includes payment data provided by the user 
190 in an attempt to secure payment from a financial institu 
tion to complete the respective point of sale transaction. For 
example, the data processing system 110 could transmit a 
credit card payment request to the central commerce server 
170 after the credit card of the user 190 was swiped through 
the peripheral device 120. 
0088 Communications with the central commerce server 
170 may take place via a network 160 (e.g., the Internet, a 
cellular data network, etc.). Further examples of suitable data 
networks are provided in connection with the embodiment of 
FIG 2. 

0089. In one embodiment, the central commerce server 
170 is a data processing system that is configured to manage 
financial transactions in Support of point of sale transactions 
conducted at remote locations. Such as point of sale transac 
tions conducted using the data processing system 110. In one 
embodiment, the central commerce server 170 relays to a 
financial institution (not shown in FIG. 1) a credit card pay 
ment request from the data processing system 110 and/or the 
local server system 150 regarding a purchase made by the 
user 190, then receives a payment authorization from the 
financial institution, and then relays the respective payment 
authorization to the data processing system 110 to indicate 
that the purchase by the user 190 has been funded. In one 
embodiment, the central commerce server 170 does not relay 
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payment requests to any external financial institutions, but is 
instead configured to directly approve or decline the respec 
tive payment requests (e.g., when the central payment server 
170 is itself operated by an entity that has the ability to 
authorize financial payments). 
0090. In one embodiment, the central commerce server 
170 is protected with various security layers. In one imple 
mentation, the central commerce server 170 is protected with 
a software security system that locks IP addresses and pre 
vents unauthorized third parties from accessing the central 
commerce server 170. In one implementation, each of the 
data processing systems 110 from various point of system 
locations has an authentication code, possibly unique, and the 
central commerce server 170 is configured to only accept 
connections from devices that provide the respective authen 
tication codes. By eliminating or restricting connections ini 
tiated by unauthorized devices, the central commerce server 
170 experiences a higher degree of security. 
0091. In one embodiment, a single retail location (e.g., a 
restaurant or store) has a plurality of data processing systems 
110 (e.g., two or more restaurant mobile terminals, two or 
more store retail registers, etc.), and the various data process 
ing systems 110 are configured to communicate with each 
other and/or with the various other elements shown in FIG.1. 
For example, a waiter in a restaurant may utilize a particular 
data processing system 110 to receive an order from a group 
of customers, and then may utilize another data processing 
system 110 to update the order and/or to generate a final bill. 
In one embodiment, there are a plurality of data processing 
systems corresponding to various other elements shown in 
FIG. 1 (e.g., a retail location may have two or more local 
extension modules 140, two or more local server systems 150, 
etc.). In one embodiment, the functionality of various ele 
ments shown in FIG. 1 is integrated in a data processing 
system 110 (e.g., a restaurant mobile terminal could include 
the functionality of the local server system 150 and may be 
able to communicate with the central commerce server 170 
over the network 160. In general, incorporating additional 
functionality in data processing system 110 may increase the 
cost of each Such device, but may also provide improved 
reliability for the respective POS retail system by increasing 
the redundancies and failure resilience of the POS retail sys 
tem 

0092 FIG. 2 shows a representation of an exemplary data 
processing system 200 that may be used in connection with 
various embodiments described and/or claimed in this patent 
and which may be configured to execute instructions for 
performing functions and methods described and/or claimed 
in this patent. In one implementation, the data processing 
system 200 represents the data processing system 110 from 
the embodiment of FIG. 1. In one implementation, the data 
processing system 200 is a tablet computer comprising a 
multi-touch display sensitive screen, Such as an iPad tablet 
computer currently commercialized by Apple Inc., a tablet 
computer running the Android operating system currently 
developed by Google Inc., a mobile phone, or another mobile 
personal communication device. In various implementations, 
the data processing system 200 may be the peripheral device 
120, local server system 150 and/or the central commerce 
server 170 from the embodiment of FIG. 1. 
0093. The exemplary data processing system 200 includes 
a data processor 202. The data processor 202 represents one 
or more general-purpose data processing devices such as a 
microprocessor or other central processing unit. More par 
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ticularly, the processing device may be a complex instruction 
set computing (CISC) microprocessor, a reduced instruction 
set computing (RISC) microprocessor, a very long instruction 
word (VLIW) microprocessor, a processor implementing 
other instruction sets, or a processor implementing a combi 
nation of instruction sets, whether in a single core or in a 
multiple core architecture. Data processor 202 may also be or 
include one or more special-purpose processing devices Such 
as an application specific integrated circuit (ASIC), a field 
programmable gate array (FPGA), a digital signal processor 
(DSP), network processor, any other embedded processor, or 
the like. The data processor 202 may execute instructions for 
performing operations and steps in connection with various 
embodiments of the present invention. 
0094. In this exemplary embodiment, the data processing 
system 200 further includes a dynamic memory 204, which 
may be designed to provide higher data read speeds. 
Examples of dynamic memory 204 include dynamic random 
access memory (DRAM), synchronous DRAM (SDRAM) 
memory, read-only memory (ROM) and flash memory. The 
dynamic memory 204 may be adapted to store all or part of 
the instructions of a Software application, as these instruc 
tions are being executed or may be scheduled for execution by 
data processor 202. In some implementations, the dynamic 
memory 204 may include one or more cache memory systems 
that are designed to facilitate lower latency data access by the 
data processor 202. 
0095. In general, unless otherwise stated or required by the 
context, when used in this patent in connection with a method 
or process, data processing system, or logic module, the 
words “adapted' and “configured are intended to describe 
that the respective method, data processing system or logic 
module is capable of performing the respective functions by 
being appropriately adapted or configured (e.g., via program 
ming, via the addition of relevant components or interfaces, 
etc.), but are not intended to Suggest that the respective 
method, data processing system or logic module is not 
capable of performing other functions. For example, unless 
otherwise expressly stated, a logic module that is described as 
being adapted to process a specific class of information will 
not be construed to be exclusively adapted to process only that 
specific class of information, but may in fact be able to pro 
cess other classes of information and to perform additional 
functions (e.g., receiving, transmitting, converting, or other 
wise processing or manipulating information). 
0096. In this exemplary embodiment, the data processing 
system 200 further includes a storage memory 206, which 
may be designed to store larger amounts of data. Examples of 
storage memory 206 include a magnetic hard disk and a flash 
memory module. In various implementations, the data pro 
cessing system 200 may also include, or may otherwise be 
configured to access one or more external storage memories, 
Such as an external memory database or other memory data 
bank, which may either be accessible via a local connection 
(e.g., a wired or wireless USB, Bluetooth, or WiFi interface), 
or via a network (e.g., a remote cloud-based memory Vol 
ume). 
0097. A storage memory may also be denoted a memory 
medium, storage medium, dynamic memory, or memory. In 
general, a storage memory, Such as the dynamic memory 204 
and the storage memory 206, may include any chip, device, 
combination of chips and/or devices, or other structure 
capable of storing electronic information, whether tempo 
rarily, permanently or quasi-permanently. A memory medium 
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could be based on any magnetic, optical, electrical, mechani 
cal, electromechanical, MEMS, quantum, or chemical tech 
nology, or any other technology or combination of the fore 
going that is capable of storing electronic information. A 
memory medium could be centralized, distributed, local, 
remote, portable, or any combination of the foregoing. 
Examples of memory media include a magnetic hard disk, a 
random access memory (RAM) module, an optical disk (e.g., 
DVD, CD), and a flash memory card, stick, disk or module. 
0098. A software application or module, and any other 
computer executable instructions, may be stored on any Such 
storage memory, whether permanently or temporarily, 
including on any type of disk (e.g., a floppy disk, optical disk, 
CD-ROM, and other magnetic-optical disks), read-only 
memory (ROM), random access memory (RAM), EPROM, 
EEPROM, magnetic or optical card, or any other type of 
media Suitable for storing electronic instructions. 
0099. In general, a storage memory could host a database, 
or a part of a database. Conversely, in general, a database 
could be stored completely on a particular storage memory, 
could be distributed across a plurality of storage memories, or 
could be stored on one particular storage memory and backed 
up or otherwise replicated over a set of other storage memo 
ries. Examples of databases include operational databases, 
analytical databases, data warehouses, distributed databases, 
end-user databases, external databases, hypermedia data 
bases, navigational databases, in-memory databases, docu 
ment-oriented databases, real-time databases and relational 
databases. 
0100 Storage memory 206 may include one or more soft 
ware applications 208, in whole or in part, stored thereon. In 
general, a software application, also denoted a data process 
ing application or an application, may include any Software 
application, Software module, function, procedure, method, 
class, process, or any other set of software instructions, 
whether implemented in programming code, firmware, orany 
combination of the foregoing. A Software application may be 
in Source code, assembly code, object code, or any other 
format. In various implementations, an application may run 
on more than one data processing system (e.g., using a dis 
tributed data processing model or operating in a computing 
cloud), or may run on a particular data processing system or 
logic module and may output data through one or more other 
data processing systems or logic modules. 
0101 The exemplary data processing system 200 may 
include one or more logic modules 220 and/or 221, also 
denoted data processing modules, or modules. Each logic 
module 220 and/or 221 may consist of (a) any software appli 
cation, (b) any portion of any Software application, where 
Such portion can process data, (c) any data processing system, 
(d) any component or portion of any data processing system, 
where such component or portion can process data, and (e) 
any combination of the foregoing. In general, a logic module 
may be configured to perform instructions and to carry out the 
functionality of one or more embodiments of the present 
invention, whether alone or in combination with other data 
processing modules or with other devices or applications. 
Logic modules 220 and 221 are shown with dotted lines in 
FIG. 2 to further emphasize that data processing system 200 
may include one or more logic modules, but does not have to 
necessarily include more than one logic module. 
0102 As an example of a logic module comprising soft 
ware, logic module 221 shown in FIG. 2 consists of applica 
tion 209, which may consist of one or more software pro 
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grams and/or software modules. Logic module 221 may 
perform one or more functions if loaded on a data processing 
system or on a logic module that comprises a data processor. 
0.103 As an example of a logic module comprising hard 
ware, the data processor 202, dynamic memory 204 and Stor 
age memory 206 may be included in a logic module, shown in 
FIG. 2 as exemplary logic module 220. Examples of data 
processing systems that may incorporate both logic modules 
comprising Software and logic modules comprising hardware 
include a desktop computer, a mobile computer, or a server 
computer, each being capable of running Software to perform 
one or more functions defined in the respective software. 
0104. In general, functionality of logic modules may be 
consolidated in fewer logic modules (e.g., in a single logic 
module), or may be distributed among a larger set of logic 
modules. For example, separate logic modules performing a 
specific set of functions may be equivalent with fewer or a 
single logic module performing the same set of functions. 
Conversely, a single logic module performing a set of func 
tions may be equivalent with a plurality of logic modules that 
together perform the same set of functions. In the data pro 
cessing system 200 shown in FIG. 2, logic module 220 and 
logic module 221 may be independent modules and may 
perform specific functions independent of each other. In an 
alternative embodiment, logic module 220 and logic module 
221 may be combined in whole or in part in a single module 
that perform their combined functionality. In an alternative 
embodiment, the functionality of logic module 220 and logic 
module 221 may be distributed among any number of logic 
modules. One way to distribute functionality of one or more 
original logic modules among different Substitute logic mod 
ules is to reconfigure the Software and/or hardware compo 
nents of the original logic modules. Another way to distribute 
functionality of one or more original logic modules among 
different substitute logic modules is to reconfigure software 
executing on the original logic modules so that it executes in 
a different configuration on the Substitute logic modules 
while still achieving substantially the same functionality. 
Examples of logic modules that incorporate the functionality 
of multiple logic modules and therefore can be construed 
themselves as logic modules include system-on-a-chip (SoC) 
devices and a package on package (PoP) devices, where the 
integration of logic modules may be achieved in a planar 
direction (e.g., a processor and a storage memory disposed in 
the same general layer of a packaged device) and/or in a 
Vertical direction (e.g. using two or more stacked layers). 
0105. The exemplary data processing system 200 may 
further include one or more input/output (I/O) ports 210 for 
communicating with other data processing systems 270, with 
other peripherals 280, or with one or more networks 260. 
Each I/O port 210 may be configured to operate using one or 
more communication protocols. In general, each I/O port 210 
may be able to communicate through one or more communi 
cation channels. The data processing system 200 may com 
municate directly with other data processing systems 270 
(e.g., via a direct wireless or wired connection), or via the one 
or more networks 260. 

0106. A communication channel may include any director 
indirect data connection path, including any connection using 
a wireless technology (e.g., Bluetooth, infrared, WiFi, 
WiMAX, cellular, 3G, 4G, EDGE, CDMA and DECT), any 
connection using wired technology (including via any serial, 
parallel, wired packet-based communication protocol (e.g., 
Ethernet, USB, FireWire, etc.), or other wireline connection), 
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any optical channel (e.g., via a fiber optic connection or via a 
line-of-sight laser or LED connection), and any other point 
to-point connection capable of transmitting data. 
0107 Each of the networks 260 may include one or more 
communication channels. In general, a network, or data net 
work, consists of one or more communication channels. 
Examples of networks include LANs, MANs, WANs, cellular 
and mobile telephony networks, the Internet, the World Wide 
Web, and any other information transmission network. In 
various implementations, the data processing system 200 
may include interfaces and communication ports in addition 
to the I/O ports 210. 
0108. The exemplary data processing system 200 may 
further include a display 212, which provides the ability for a 
user to visualize data output by the data processing system 
200 and/or to interact with the data processing system 200. 
The display 212 may directly or indirectly provide a graphical 
user interface (GUI) adapted to facilitate presentation of data 
to a user and/or to accept input from a user. The display 212 
may consist of a set of visual displays (e.g., an integrated 
LCD, LED or CRT display), a set of external visual displays, 
(e.g., an LCD display, an optical projection device, a holo 
graphic display), or of a combination of the foregoing. 
0109) A visual display may also be denoted a graphic 
display, computer display, display, computer screen, screen, 
computer panel, or panel. Examples of displays include a 
computer monitor, an integrated computer display, electronic 
paper, a flexible display, a touch panel, a transparent display, 
and a three dimensional (3D) display that may or may not 
require a user to wear assistive 3D glasses. 
0110. A data processing system may incorporate a graphic 
display. Examples of such data processing systems include a 
laptop, a computer pad or notepad, a tablet computer, an 
electronic reader (also denoted an e-reader or ereader), a 
Smartphone, a personal data assistant (PDA). 
0111. A data processing system may be connected to an 
external graphic display. Examples of Such data processing 
systems include a desktop computer, a server, an embedded 
data processing system, or any other data processing system 
that does not itself include a display but which produces data 
that may be shown to a user. A data processing system that 
incorporates a graphic display may also be connected to an 
external display. A data processing system may directly dis 
play data on an external display, or may transmit data to other 
data processing systems or logic modules that will eventually 
display data on an external display. 
0112 Graphic displays may include active display, pas 
sive displays, LCD displays, LED displays, OLED displays, 
plasma displays, and any other type of visual display that is 
capable of displaying electronic information to a user. Such 
graphic displays may permit direct interaction with a user, 
either through direct touch by the user (e.g. a touch-screen 
display that can sensea user's finger touching aparticular area 
of the display), through proximity interaction with a user 
(e.g., sensing a user's finger being in proximity to a particular 
area of the display), or through a stylus or other input device. 
In one implementation, the display 212 is a touch-screen 
display that displays a human GUI interface to a user, with the 
user being able to control the data processing system 200 
through the human GUI interface, or to otherwise interact 
with, or input data into the data processing system 200 
through the human GUI interface. 
0113. The exemplary data processing system 200 may 
further include one or more human input interfaces 214, 
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which facilitate data entry by a user or other interaction by a 
user with the data processing system 200. Examples of human 
input devices 214 include a keyboard, a mouse (whether 
wired or wireless), a stylus, other wired or wireless pointer 
devices (e.g., a remote control), or any other user device 
capable of interfacing with the data processing system 200. In 
Some implementations, human input devices 214 may include 
one or more sensors that provide the ability for a user to 
interface with the data processing system 200 via voice, or 
provide user intention recognition technology (including 
optical, facial, or gesture recognition), or gesture recognition 
(e.g., recognizing a set of gestures based on movement via 
motion sensors such as gyroscopes, accelerometers, magnetic 
sensors, optical sensors, etc.). 
0114. The exemplary data processing system 200 may 
further include one or more gyroscopes, accelerometers, 
magnetic sensors, optical sensors, or other sensors that are 
capable of detecting physical movement of the data process 
ing system. Such movement may include larger amplitude 
movements (e.g., a device being lifted by a user offatable and 
carried away or elevation changes experienced by the data 
processing system), Smaller amplitude movements (e.g., a 
device being brought closer to the face of a user or otherwise 
being moved in front of a user while the user is viewing 
content on the display, movement experienced by a vehicle 
within which the data processing system is located), or higher 
frequency movements (e.g., hand tremor of a human, vibra 
tions caused by an engine). In the absence of internal motion 
sensors, or in addition to any internal motion sensors, the 
exemplary data processing system 200 may further be 
capable of receiving and processing information from exter 
nal motion sensors such as gyroscopes, accelerometers, mag 
netic sensors, optical sensors, or other sensors that are 
capable of detecting physical movement of the data process 
ing System. 
0115 The exemplary data processing system 200 may 
further include an audio interface 216, which provides the 
ability for the data processing system 200 to output sound 
(e.g., a speaker), to input Sound (e.g., a microphone), or any 
combination of the foregoing. 
0116. The exemplary data processing system 200 may 
further include any other components that may be advanta 
geously used in connection with receiving, processing and/or 
transmitting information. 
0117. In the exemplary data processing system 200, the 
data processor 202, dynamic memory 204, Storage memory 
206, I/O port 210, display 212, human input interface 214, 
audio interface 216, and logic module 221 communicate to 
each other via the data bus 219. In some implementations, 
there may be one or more databuses in addition to the data bus 
219 that connect some or all of the components of data pro 
cessing system 200, including possibly dedicated data buses 
that connect only a Subset of Such components. Each Such 
data bus may implement open industry protocols (e.g., a PCI 
or PCI-Express data bus), or may implement proprietary pro 
tocols. 

0118. Some of the embodiments described in this specifi 
cation may be presented in terms of algorithms and symbolic 
representations of operations on data bits within a computer 
memory. In general, an algorithm represents a sequence of 
steps leading to a desired result. Such steps generally require 
physical manipulations of physical quantities. Usually, 
though not necessarily, these quantities take the form of elec 
trical or magnetic signals capable of being stored, transferred, 
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combined, compared, and otherwise manipulated using 
appropriate electronic devices. Such signals may be denoted 
as bits, values, elements, symbols, characters, terms, num 
bers, or using other similar terminology. 
0119 When used in connection with the manipulation of 
electronic data, terms such as processing, computing, calcu 
lating, determining, displaying, or the like, refer to the action 
and processes of a computer system or other electronic sys 
tem that manipulates and transforms data represented as 
physical (electronic) quantities within the system's registers 
and memories into other data similarly represented as physi 
cal quantities within the memories or registers of that system 
of or other information storage, transmission or display 
devices. 
0120 Various embodiments of the present invention may 
be implemented using an apparatus or machine that executes 
programming instructions. Such an apparatus or machine 
may be specially constructed for the required purposes, or 
may comprise a general purpose computer selectively acti 
vated or reconfigured by a software application. 
0121 Algorithms discussed in connection with various 
embodiments of the present invention are not inherently 
related to any particular computer or other apparatus. Various 
general purpose systems may be used with programs in accor 
dance with the teachings herein, or it may prove convenient to 
construct more specialized apparatus to perform the required 
method steps. The required structure for a variety of these 
systems will appear from the description provided in connec 
tion with the various embodiments discussed in this patent. In 
addition, embodiments of the present invention are not 
described with reference to any particular programming lan 
guage, data transmission protocol, or data storage protocol. 
Instead, a variety of programming languages, transmission or 
storage protocols may be used to implement various embodi 
ments of the invention. 
0122 FIG. 3A shows a data processing system communi 
cating with a printer device using a data protocol conversion 
in accordance with an embodiment of the present invention. 
0123. In the embodiment of FIG. 3A, a data processing 
system 310 is configured to communicate with a local printer 
340. In one embodiment, the local printer 340 is a local 
extension module 140 shown in FIG. 1 and the data process 
ing system 310 is a data processing system 110 from FIG. 1. 
0124. In one embodiment, the communication between 
the data processing system 310 and the local printer 340 takes 
place via a wireless network 330 (e.g., a WiFi local wireless 
network). In an alternative embodiment, the network 330 is a 
wired network (e.g., an Ethernet LAN). In one embodiment, 
the communications between the data processing system 310 
and the local printer 340 take place over a communication 
channel, which may be a wired connection (e.g., a wireline 
connection Such as a USB connection) or a wireless connec 
tion (e.g., a direct infrared connection, a wireless USB con 
nection, a Bluetooth connection, or any other radio frequency 
connection). 
0.125. In one embodiment, the data processing system 310 
comprises a data conversion module 312 that is configured to 
convert regular printing instructions and data into a format 
that is suitable for direct interpretation by the local printer 
340. An advantage of transmitting data from the data process 
ing system 310 to the local printer 340 in a format directly 
interpretable by the local printer 340 is that a printing trans 
action can be completed even if the data processing system 
310 is not normally configured to transmit print commands or 
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printer data, or to otherwise Support a print command (e.g., 
the operating system or architecture of the data processing 
system 310 may not Support printing instructions). Another 
advantage of transmitting data from the data processing sys 
tem 310 to the local printer 340 in a format directly interpret 
able by the local printer 340 is that a printing transaction can 
be completed even if despite the fact that the data processing 
system 310 may be normally capable of executing a printing 
command, the printer driver currently installed on the data 
processing system 310 is not compatible with the local printer 
340 or is nonfunctional. Another advantage of transmitting 
data from the data processing system 310 to the local printer 
340 in a format directly interpretable by the local printer 340 
is that a printing transaction can be completed while remov 
ing additional intermediate data processing modules (e.g., 
software or hardware drivers) that could provide opportuni 
ties for security attacks, could introduce additional risks of 
malfunction, or could introduce additional delays in the pro 
cessing of the point of sale transactions. For example, a cen 
tralized printer server in a large restaurant of store could 
become loaded with multiple print requests, therefore possi 
bly slowing down execution of individual printing transac 
tions; this situation could be addressed by transmitting data 
from individual data processing systems to corresponding 
printers in formats directly interpretable by the respective 
printers, in which case the individual transactions may be 
expedited. 
0.126 In one embodiment, the data conversion module 312 
is not included in the data processing system 310, but is 
instead a stand-alone module deployed between the data pro 
cessing system 310 and the local printer 340, mediating data 
transmissions between the data processing system 310 and 
the local printer 340 and converting the data transmitted by 
the data processing system 310 to make it compatible with the 
local printer 340. In another embodiment, the data conversion 
module 312 is included in the local printer 340 or in another 
data processing system or logic module that is in communi 
cation with the local printer 340. 
I0127. In one embodiment, data transmitted by the data 
processing system 310 is converted into a data stream com 
pliant with a TCP/IP protocol, with the data stream being 
compatible with printing instructions that are understandable 
and executable by the local printer 340 either directly or with 
additional processing. In one embodiment, the data process 
ing system 310 comprises a data processing module (e.g., 
Software instructions) configured to send text messages to the 
local printer 340 either wirelessly or through a wired con 
nection, with the communications being routed through a 
TCP data port that translates data into text messages that can 
be interpreted by the local printer 340. 
0128 FIG. 3B shows a data TCP/IP stream that is sent to a 
printer device to enable it to print information on paper, in 
accordance with an embodiment of the present invention. In 
one embodiment, the data processing system 310 sends the 
TCP/IP packet-level data stream 350 shown in FIG.3B to the 
local printer 340 to enable the local printer 340 to directly 
print corresponding information onto a sheet of paper (e.g., a 
receipt, a bill, an order confirmation, etc.), and the data sent to 
the local printer 340 is formatted in an array using a format 
similar to the data array structure 354 shown in FIG.3C. In 
this embodiment, upon receiving packets of data Such as the 
four packets shown in FIG.3C, the local printer 340 is able to 
print out characters, symbols or graphics on a Suitable 
medium. 
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0129. In one embodiment, a local display 342 shown in 
FIG. 3A is a local extension module 140 shown in FIG. 1 and 
the data processing system 310 is a data processing system 
110 from FIG.1. In one embodiment, the local display 342 is 
a display, monitor or other device, data processing system or 
data processing module that is capable of displaying graphi 
cal information. In one embodiment, the local display 342 
shows to a retail representative and/or to a customer details 
regarding the point of sale transaction (e.g., the names, num 
bers and prices of items being sold in a grocery store). In one 
embodiment, the local display 342 has limited power or pro 
cessing resources and/or limited physical output connectivity 
functionality, and a wireless connection is established 
between the data processing system 310 from FIG.3 and the 
local display 342 to enhance or complement the operational 
capabilities of the local display 342. In one embodiment, a 
display that has built-in wireless functionality is connected to 
the data processing system 310 either directly or indirectly. In 
one embodiment, a display that has built-in wireless function 
ality is connected to the data processing system 310 through 
an assistive data processing module that has wireless transmit 
and/or receive functionality and can act as an intermediary 
(this optional intermediary data processing system is not 
shown in FIG. 3A). 
0130. In one embodiment, communications between the 
local display 342 and the data processing system 310 take 
place via raw TCP/IP data transmissions that are formatted in 
a way that enables the respective display to show to a user the 
information received from the data processing system 310. 
For example, the data processing system 310 could send a 
price or information regarding an item to the display via Such 
a TCP/IP connection, and the local display 342 could inter 
pret that data and display the respective price or item infor 
mation. 

0131. In one embodiment, the communication between 
the data processing system 310 and the local display 342 takes 
place via a wireless network 330 (e.g., a WiFi local wireless 
network). In an alternative embodiment, the network 330 is a 
wired network (e.g., an Ethernet LAN). In one embodiment, 
the communications between the data processing system 310 
and the local printer 340 take place over a communication 
channel, which may be a wired connection (e.g., a wireline 
connection Such as a USB connection) or a wireless connec 
tion (e.g., a direct infrared connection, a wireless USB con 
nection, a Bluetooth connection, or any other radio frequency 
connection). 
0.132. In one embodiment, the data processing system 310 
comprises a data conversion module 312 that is configured to 
convert regular display instructions and data into a format that 
is suitable for direct interpretation by the local display 342. 
An advantage of transmitting data from the data processing 
system 310 to the local display 342 in a format directly 
interpretable by the local display 342 is that display of infor 
mation can be completed even if the data processing system 
310 is not normally configured to transmit display com 
mands, or to otherwise Support an external display (e.g., the 
operating system or architecture of the data processing sys 
tem 310 may not support rendering graphical information on 
an external display). Another advantage of transmitting data 
from the data processing system 310 to the local display 342 
in a format directly interpretable by the local display 342 is 
that display of data on an external monitor can be achieved 
even if, despite the fact that the data processing system 310 
may be normally capable of driving an external display, the 

Mar. 15, 2012 

display driver currently installed on the data processing sys 
tem 310 is not compatible with the local display 342 or is 
nonfunctional. Another advantage of transmitting data from 
the data processing system 310 to the local display 342 in a 
format directly interpretable by the local display 342 is that 
display of data on the external monitor can be completed 
while removing additional intermediate data processing mod 
ules (e.g., software or hardware drivers) that could provide 
opportunities for security attacks, could introduce additional 
risks of malfunction, or could introduce additional delays in 
the processing of the point of sale transactions. 
0133. In one embodiment, the data conversion module 312 
is not included in the data processing system 310, but is 
instead a stand-alone module deployed in between the data 
processing system 310 and the local display 342, mediating 
data transmissions between the data processing system 310 
and the local display 342 and converting the data transmitted 
by the data processing system 310 to make it compatible with 
the local display 342. In another embodiment, the data con 
version module 312 is included in the local display 342. 
I0134. In one embodiment, data transmitted by the data 
processing system 310 is converted into a data stream com 
pliant with a TCP/IP protocol, with the data stream being 
compatible with printing instructions that are understandable 
and executable by the local display 342 either directly or with 
additional processing. In one embodiment, the data process 
ing system 310 comprises a data processing module (e.g., 
Software instructions) configured to send text messages to the 
local display 342 either wirelessly or through a wired con 
nection, with the communications being routed through a 
TCP data port that translates data into text messages that can 
be interpreted by the local display 342. 
0.135 ATCP/IP datastream such as the TCP/IP datastream 
shown in FIG. 3B and discussed above in connection with 
printing to the local printer 340 could also be used, with 
appropriate modifications, to send graphical data to an exter 
nal display device to enable it to display the respective graphi 
cal data for a user, in accordance with an embodiment of the 
present invention. In one embodiment, the data processing 
system 310 sends the TCP/IP packet-level data stream 350 
shown in FIG. 3B to the local display 342 to enable the local 
display 342 to directly display corresponding information on 
the screen (e.g., a receipt, a bill, an order confirmation, etc.), 
and the data sent to the local display 342 may be formatted in 
an array using a format similar to the data array structure 354 
shown in FIG.3C. In one embodiment, upon receiving pack 
ets of data such as the four packets shown in FIG.3C, the local 
display 342 is able to display to a user corresponding charac 
ters, symbols and/or graphics. 
0.136. In one embodiment, the data processing system 310 

is an iPad tablet computer commercialized by Apple Inc. that 
does not include a connection Suitable for driving an external 
display and/or does not have sufficient power to drive a plu 
rality of peripheral devices via USB or other compatible 
connections. In that embodiment, the ability to connect the 
iPad tablet computer to an external display using a wireless 
TOP/IP datastream, such as the one described in connection 
with the embodiments above, could be advantageous. 
0.137 In one embodiment, the data processing system 310 
connects to a bar code scanner using a Bluetooth connection. 
In one embodiment, the bar code scanner is a local extension 
module 140 from FIG. 1. In one embodiment, the bar code 
scanner is a peripheral device 120 from FIG. 1. In one 
embodiment, the data processing system 310 connects to a 



US 2012/0066079 A1 

bar code scanner using a wireless TCIP/IP datastream, such 
as the one described in connection with the embodiments 
above. 
0.138. In one embodiment, another peripheral device, such 
as a copier, scanner, fax, or any other data processing system 
or data processing module, is a local extension module 140 
shown in FIG. 1 and is deployed instead of, or in addition of 
the local display 342 or the local printer 340 in FIG. 3A. In 
this embodiment, Such other peripheral device may be con 
figured to communicate with the data processing system 310 
using a raw TCP/IP data transmissions that is formatted in a 
way that enables the respective peripheral device to display, 
transmit, process or interpret information received from, or 
transmitted to the data processing system 310. In one embodi 
ment, the TCP/IP data transmissions are formatted in a man 
ner as generally described above in connection with the fore 
going two embodiments illustrating TCP/IP data 
transmissions between the local printer 340 and the data 
processing system 310, and respectively between the local 
display 342 and the data processing system 310, subject to 
additional appropriate modifications to account for the 
respective functionality of the other peripheral device. 
0139 FIG. 4A shows a data processing system communi 
cating with a central server using a security protocol in accor 
dance with an embodiment of the present invention. 
0140 Under typical current network architecture deploy 
ments, a first computer can establish a three-way TCP/IP 
handshake with a second computer, and this provides an 
opportunity for an attacker (e.g., a hacker) to gain unautho 
rized access to the second computer or to initiate a TCP 
Denial of Service attack. The second computer normally has 
at least one communication port open to allow the first com 
puter to initiate such a three-way TCP/IP handshake, and this 
open port may provide the opportunity for the attacker to 
obtain Such unauthorized access or to cause the Denial of 
Service attack. Such open ports may exist even in hardware 
and Software systems and modules that are specifically 
deployed to provide network security functionality, such as 
firewalls and VPN systems. 
0141. To prevent such attacks, various embodiments of the 
current invention can provide an extra layer of security. In one 
embodiment, a data processing system deployed in a net 
working environment is capable of supporting a TCP/IP com 
munication session without presenting an open communica 
tion port that could be exploited by an attacker as described in 
the previous paragraph. 
0142. In an exemplary embodiment, the data processing 
system 410 is configured to establish a TCP/IP communica 
tion session with the central commerce sever 470 via network 
460 and/or additional communication channels using the fol 
lowing protocol: 
0143 (1) the data processing system 410 sends a TCP 
Synchronize (“SYN) packet to the central commerce sever 
470; 
0144 (2) the central commerce sever 470 receives the 
SYN packet: 
0145 (3) the central commerce sever 470 sends an 
acknowledgment (ACK) packet to the data processing sys 
tem 410 to signal receipt of the SYN packet; 
0146 (4) the data processing system 410 receives the ACK 
packet from the central commerce sever 470; 
0147 (5) the data processing system 410 sends an ACK 
packet to the central commerce sever 470 to signal receipt of 
the ACK packet; 
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0148 (6) the central commerce sever 470 receives the 
ACK packet; 
0149 (7) the data processing system 410 and the central 
commerce sever 470 then conclude that a TCP/IP socket 
connection has been Successfully established. 
0150. Using the security protocol described in this 
embodiment, an attacker will be deprived by a traditional 
open port avenue for conducting an attack on a networked 
computer or server. 
0151. In various implementations, the security protocol 
described in this embodiment could be applied to firewalls, 
VPN tunnels, HTTPS SSL connections, and other communi 
cation transactions between an open port and an application 
(e.g., an FTP connection). 
0152 FIG. 4B shows a communication system protocol 
and sequence of messages that establishes an open commu 
nication channel without relying on open communication 
ports, in accordance with an embodiment of the present 
invention. 
0153. In the embodiment illustrated in FIG. 4B, a client 
490 establishes a communication channel with a server 492 
by following a specific security protocol that does not rely on 
directly accessing a port that was open prior to a mutual 
handshake compliant with this protocol. The steps of estab 
lishing a communication channel using Such a security pro 
tocol according to an embodiment of the invention are 
described in FIG. 4B. 
0154 In one implementation, a client data processing sys 
tem (e.g., data processing system 410 from FIG. 4A, client 
490 from FIG. 4B) sends four packets of data to a server data 
processing system (e.g., server 492 from FIG. 4B). In this 
implementation, the server does not respond to these four 
packets, but checks that the four packets satisfy specific cri 
teria (e.g., a particular packet was sent to a specific port, a 
particular packet has a specific payload characteristic, some 
or all packets follow an expected order, size and time pattern, 
etc.). If the server concludes that the applicable criteria were 
met, the server then attempts to located an encrypted AES 
hash in the payload of one or more TCP packets, and if it finds 
the correct hash, the server then opens a TCP/IP port to which 
the client can then connect to initiate a communication ses 
Sion. The server and the client may then exchange a certificate 
request and engage in an authentication process, and if Suc 
cessfully completed, the server may grant access to the client 
to actually establish the communication session, so that data 
transmissions can take place between the client and the 
SeVe. 

0.155. In one embodiment, a client has a list of access 
codes. In one implementation, if a code is selected, it cannot 
be used again. In one implementation, the server also main 
tains a list of codes for each client computer and uses it to 
authenticate the clients. 
0156. In one embodiment, a client uses codes which are a 
TCP size of a packetina SYN packet and a port number. Once 
packets are sent in correct order (e.g., three Successive pack 
ets), then one or more packets may be sent to establish a 
timing pattern (e.g., a specific delay or pattern of delays 
between two or more packets sent). The timing pattern may 
change each time a packet is sent. For example, the following 
sequence of packets and communications could be used to 
establish an authenticated session between a client and a 
SeVer 

0157 (1) the client sends a first packet with a length of 58 
bytes to server port 500: 
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0158 (2) the server verifies that the expected length of a 
packet was 58 and was received at server port 500; at this 
point, the server may start to actively listen for additional 
packets that follow a pre-established set of characteristics; 
0159 (3) the client sends the second packet with a length 
of 78 bytes to server port 800; 
0160 (4) the client sends the third packet with a length of 
893 bytes to server port 20000: 
0161 (5) the client sends the fourth packet with a length of 
1245 bytes (which may be a numeric code of a particular time 
of day), after a delay of 150 milliseconds, to serverport 5000; 
0162 (6) the server verifies that the lengths of the second, 
third and fourth packets were as expected (e.g., for the 
description above, the exemplary values would be 78,893 and 
1245), that the delay pattern between the packets was also as 
expected (e.g., for the description above, the exemplary val 
ues would be 150 milliseconds between the send times of the 
third and fourth packets), and that the ports at which each 
packet was received were indeed as expected (e.g., for the 
description above, the exemplary values would be ports 800, 
20000 and 5000). If these characteristics are met by the 
incoming packets, the server may be prepared to open a 
communication channel with the client and establish an 
encrypted connection and/or communicate Substantive data. 
0163. In one implementation, if the sequence of packets 
used to authenticate a client includes a code for a date or a 
time, the algorithm that implements that code may be modi 
fied at any time (e.g., when software is updated or new soft 
ware is installed on the server, the algorithm may modify 
automatically using a predefined set of rules, etc.). In one 
embodiment, as an algorithm used to define the rules for 
authenticating communication sessions changes, the set of 
rules used to determine the encryption framework (e.g., the 
structure and/or payload of one or more packets carrying 
encryption keys, content and/or encryption-algorithm data) 
may also change. 
0164. To increase the efficiency of an authentication algo 
rithm in accordance with an embodiment, a server could use 
the size of the packets received from a client to avoid process 
ing too much data, the server could implement only Subsets of 
a broader authentication algorithm. For example, in one 
implementation a server could process only the last packet in 
a sequence of incoming packets, and may do that only if a 
certain set of earlier packets satisfied specific criteria (e.g., 
only if the first three packets received matched applicable 
criteria in terms of length of payload, content of payload, 
delay pattern, and/or other applicable criteria). In such an 
implementation, if the packet in the sequence that is pro 
cessed by the server carries the expected hash function in the 
payload (e.g., the hash function is the correct AES 256 
encrypted hash), then the client is granted access, and the 
server and the respective client establish an encrypted tunnel 
channel. In that case, the client could then provide a certificate 
to verify the client is indeed part of the authorized network. If 
the certificate is correct, the client may receive access to the 
server content and/or may be accepted to conduct communi 
cations or other transactions with the server. If the certificate 
is not correct, the tunnel and access may close within a short 
period of time (e.g., one second). Closing the tunnel promptly 
in the event of any unexpected communication or unexpected 
behavior of a client decreases the probability of a successful 
attack if a user were able to break or guess the authentication 
algorithm. 
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0.165. In one embodiment, the security protocol could ulti 
lize other approaches, whether instead or in addition to the 
algorithms described in connection with the foregoing 
embodiments. Such as simply sending the size of packets to a 
port on the server with a time packet for the last packet just so 
that the sequence could not be replayed, or could avoid using 
the time criteria if a code is used only once. 
(0166 In one embodiment, once a client has been authen 
ticated by the server, the client is allowed to communicate to 
the server. Until then, the server does not send any data 
packets back to the client and the server appears virtually 
invisible to the client. 
0167. In various implementations, the security protocols 
described in the embodiments above could be applied to other 
packet-based communication protocols beyond TCP. Such as, 
for example, AH Authentication Header over IP or IPSec, 
ESP Encapsulating Security Payload over IP or IPSec, GRE 
Generic Routing Encapsulation for tunneling, IL. Originally 
developed as transport layer for 9P, SCTP Stream Control 
Transmission Protocol, Sinec H1 for telecontrol, SPX 
Sequenced Packet Exchange, and UDP User Datagram Pro 
tocol. 
0.168. Using a security protocol similar to the one 
described in the embodiments above, a server may be virtu 
ally invisible to potential network attackers because the 
server may maintain ports closed until a client computer 
Successfully validates a predetermined authentication 
method (e.g., until a client sends a predetermined number of 
data packets (e.g., SYN packets) with the correct payloads). 
With a server virtually invisible, the ability of a hacker or 
attackerto obtain unauthorized access to the server or to flood 
the server with communications in a denial of service attack 
is correspondingly limited. 
0169 FIG. 5A shows a peripheral device communicating 
with a data processing system using data converted from a 
USB data protocol to a serial data protocol in accordance with 
an embodiment. 
(0170. In the embodiment of FIG.5A, a peripheral device 
520 communicates with a data processing system 510. In one 
embodiment, the peripheral device 520 is the peripheral 
device 120 from the embodiment of FIG. 1. In one embodi 
ment, the data processing system 510 is the data processing 
system 110 from FIG. 1. 
(0171 In one embodiment, data transmissions between the 
peripheral device 520 and the data processing system 510 
take place directly, through a direct communication channel. 
In one embodiment, data transmissions between the periph 
eral device 520 and the data processing system 510 are routed 
through a controller module 522, which facilitates conversion 
of data from a first data protocol to a second data protocol. In 
one implementation, the first data protocol is a USB protocol, 
and the second data protocol is a serial data protocol. 
(0172. In the embodiment of FIG.5A, the peripheral device 
520 comprises a USB port 524, which is configured to trans 
mit and receive data formatted in accordance with a USB 
protocol. The data processing system 510 shown in the 
embodiment of FIG. 5A comprises a data port 512, which is 
configured to transmit and receive data in accordance with a 
data protocol that is not a USB protocol. In one implementa 
tion, the data port 512 operates using a serial data protocol. In 
one embodiment, the data port 512 is the data port 112 from 
the embodiment of FIG. 1. 
(0173 FIG. 5B shows a USB connector that is suitable for 
connecting a peripheral device to a data processing system 
using data converted from a USB data protocol to a serial data 
protocol in accordance with an embodiment of the present 
invention. 
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0.174. In one embodiment, cables connecting to the four 
pins of the USB connector 550 shown in FIG. 5B are sepa 
rated (e.g., by cutting a cable attached to the USB connector 
550) into two data cables, a power cable and a ground cable. 
The power and the ground are separated into a separate power 
Source and are fed power from an external power unit. These 
cables can then be connected to a peripheral device (e.g., a 
card swipe unit) to power the peripheral device without draw 
ings power from a data processing system Such as the data 
processing system 510 from FIG. 5A (e.g., to avoid over 
stressing or drawing too much power from the respective data 
processing System). 
0.175. In one embodiment, the remaining two data cables 
are then coupled to a corresponding data processing system 
(e.g., the data processing system 510 from FIG. 5A) to con 
duct data communications. 

0176). In one embodiment, the two USB data cables are 
connected to a 30-pin connector that is adapted to conduct 
serial data transmissions and is compatible with a connector 
of an iPad tablet computer currently commercialized by 
Apple Inc. A pin structure for Such a connector in accordance 
with an embodiment is shown in Table 1 below. In one imple 
mentation, the two data cables from the USB connector dis 
cussed above are connected to pins 25 and 27 from Table 1, 
and pins 18 and 23 are used for power, and pin 21 is used to 
identify a particular type of connection to the iPad device. 

TABLE 1. 

Connector Pin Structure in Accordance with An Embodiment 

Pin Signal Description 

1 GND Ground (-), internally connected with Pin 2 on 
iPod motherboard 

2 GND Audio and Video ground (-), internally connected 
with Pin 2 on iPod motherboard 

3 Right Line Out - R (+) (Audio output, right channel) 
4 Le Line Out - L(+) (Audio output, left channel) 
5 Right In Line In - R (+) 
6 Left In Line In - L. (+) 
8 Video Out Composite video output (only when the slideshow 

mode is active on iPod Photo) 
9 S-Video For iPod Color, Photo only 

Chrominance 
output 

10 S-Video For iPod Color, Photo only 
Luminance 
output 

11 GND Serial GND 
12 Tx iPod sending line, Serial TxD 
13 Rx iPod receiving line, Serial RXD 
14 NC 
15 GND Ground (-), internally connected with pin 16 on 

iPod motherboard 
16 GND USB GND (-), internally connected with pin 15 on 

iPod motherboard 
17 NC 
18 3.3 V 3.3 V Power (+) 

Stepped up to provide +5 VDC to USB on iPod 
Camera Connector. 
If iPod is put to sleep while Camera Connector is 
present, +5 VDC at this pin slowly drains back to 
OVD.C. 

19, 20 +12V Firewire Power 12 VDC (+) 
21 Accessory In one embodiment, different resistances indicate 

Indicator Serial accessory type as follows: 
enable 1KOhm - iPod docking station, beeps when 

connected 
10K Ohm - Takes some iPods into photo import 
mode 
68k Ohm - makes iPhone 3g send audio through 
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TABLE 1-continued 

Connector Pin Structure in Accordance with An Embodiment 

Pin Signal Description 

ine-out without any messages 
500K Ohm - related to serial communication used 
o enable serial communications Used in Dension 
ce Link Plus car interface 
MOhm - Belkin auto adaptor, iPod shuts down 

automatically when power disconnected Connecting 
pin 21 to ground with a 1M Ohm resistor does stop 
he iPod when power (i.e. Firewire-12V) is cut. 
FireWire Data TPA (-) 
USB Power 5 VDC (+) 
FireWire Data TPA (+) 
USB Data (-) 
FireWire Data TPB (-) 
USB Data (+) 
Pins 25 and 27 may be used in different manner. To 
orce the iPod to charge in any case, when USB 
Power 5 VDC (pin 23) is fed, 25 must be con 
nected to 5 V through a 10K Ohm resistor, and 27 
must be connected to the Ground (for example: 
pin 1) with a 10K Ohm resistor. 
FireWire Data TPB (+) 
FireWire Ground (-) 

22 TPA (-) 
23 5 VDC (+) 
24 TPA (+) 
25 Data (-) 
26 TPB (-) 
27 Data (+) 

28 TPB (+) 
29, 30 GND 

0177 FIG. 6 shows an exemplary configuration for a data 
processing system deployed to facilitate point of sale trans 
actions in accordance with an embodiment. In the embodi 
ment of FIG. 6, a tablet computer 610 (illustrated as an iPad 
tablet computer currently commercialized by Apple Inc.) is 
locked to a docking station. In one embodiment, the tablet 
computer 610 is the data processing system 110 from FIG.1. 
The tablet computer 610 shown in FIG. 6 is locked to a 
docking station 690 and has a card reader module 620 (e.g., a 
device adapted to read credit cards or accept other forms of 
payment) attached to it. In one embodiment, the card reader 
module 620 is the peripheral device 120 from the embodi 
ment of FIG.1. The tablet computer 610 may slide out and be 
used as a portable unit to conduct point of sale transactions, or 
may stay locked into the base station 690 and conduct point of 
sale transactions as a stationary unit. In one embodiment, the 
base station 690 shown in FIG.6 may also house a printer or 
other extension module device. In one embodiment, Such 
printer or other extension module device is the local extension 
module 140 from the embodiment of FIG.1. Such printer or 
other extension module device may be wired or wireless, 
depending on the needs of the entity conducting the respec 
tive point of sale transactions. A cash drawer. Such as the cash 
drawer 892 shown in FIG. 8, may be disposed below the tablet 
computer 610, and the cash drawer may be secured (e.g., 
bolted) to the case of the printer unit to enhance security. 
0.178 FIG. 7 shows another exemplary configuration for a 
data processing system deployed to facilitate point of sale 
transactions in accordance with an embodiment of the present 
invention. As shown in FIG. 7, a tablet computer 710 (illus 
trated as an iPad tablet computer currently commercialized 
by Apple Inc.) is attached to a card reader module 720 and to 
a docking station 790. The docking station 790 is attached to 
a cash drawer 792. The configuration of the system shown in 
FIG. 7 is similar to that of the system shown in FIG. 6, with the 
system shown in FIG. 7 also including the cash drawer 792. 
0179 FIG. 8 shows another exemplary configuration for a 
data processing system deployed to facilitate point of sale 
transactions in accordance with an embodiment of the present 
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invention. As shown in FIG. 8, a tablet computer 810 (illus 
trated as an iPad tablet computer currently commercialized 
by Apple Inc.) is attached to a card reader module 820 and to 
a docking station 890. The docking station 890 is attached to 
a cash drawer 892. The configuration of the system shown in 
FIG. 8 is similar to that of the system shown in FIG. 7. 
0180 FIG. 9 illustrates one or more peripheral devices 
communicating with a data processing system using data 
converted between customized data protocols and a standard 
ized communication protocol in accordance with an embodi 
ment. 

0181. In the embodiment of FIG. 9, a peripheral device 
920 communicates with a data processing system 910. In one 
embodiment, the peripheral device 920 is the peripheral 
device 120 from the embodiment of FIG.1. In one embodi 
ment, the data processing system 910 is the data processing 
system 110 from FIG. 1. 
0182. In the embodiment of FIG. 9, a second peripheral 
device 921 communicates with the data processing system 
910. In one embodiment, the peripheral device 921 is the 
peripheral device 120 from the embodiment of FIG. 1. 
0183. The two peripheral devices 920 and 921 are shown 
in FIG. 9 for illustration purposes, to exemplify various 
embodiments, but either of the two devices 920 and 921 may 
be omitted. Analogously, in various embodiments, additional 
devices that are similar to the devices 920 and 92.1 may be 
connected to the data processing system 910. In one embodi 
ment, there may be multiple data processing systems similar 
to the data processing system 910 and devices that are similar 
to the devices 920 and 921. 

0184. In one embodiment, data transmissions between the 
peripheral device 920 and the data processing system 910 
take place directly, through a direct communication channel. 
0185. In one embodiment, data transmissions between the 
peripheral device 920 and the data processing system 910 are 
routed through a controller module 922, which facilitates 
conversion of data from a first data protocol to an intermediate 
data protocol. 
0186. In one embodiment, the first data protocol is a cus 
tomized protocol that can be directly processed by the data 
processing system 910, which is denoted in FIG. 9 as the 
customized protocol990. In one embodiment, the customized 
protocol 990 is a protocol that may be processed through a 
connector that is implemented on an iPad tablet device com 
mercialized by Apple Computer, Inc. In various embodi 
ments, the customized protocol 990 may be any serial, paral 
lel, or packet-based communication protocol that can be used 
by a data processing system or logic module to transmit or 
receive information. 

0187. In one embodiment, the intermediate data protocol 
is a communication protocol that is in widespread use in the 
industry, Such as any communication protocol (whether low 
level, high level, backbone or otherwise) used in any commu 
nication channel or data network, including LANs, MANs, 
WANs, cellular and mobile telephony networks, the Internet 
or the World Wide Web. In the embodiment of FIG. 9, the 
intermediate data protocol is shown to be an Ethernet protocol 
and is denoted Ethernet protocol 998. 
0188 Advantages for using an intermediate data protocol 
that is standardized or is designed for longer distance com 
munications include decreased costs, availability of standard 
ized interface modules, availability of preinstalled cabling 
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and communication lines, increased reliability for data com 
munications, better ability to track and address communica 
tion errors, and others. 
(0189 In one embodiment, the controller module 922 is a 
Serial-to-Ethernet (S2E) Module model MDL-S2E commer 
cialized by Texas Instruments. One application for the MDL 
S2E module that is specified by Texas Instruments is to facili 
tate Ethernet communications for devices that lack built-in 
Ethernet connectivity but have a UART or RS-232 port. In 
various embodiments, a conversion module Such as this S2E 
module may be adapted to convert data from a first commu 
nication protocol used by the data processing system 910 to 
an intermediate widely used communication protocol, 
denoted in FIG.9 as Ethernet protocol 998. 
0190. In various embodiments, the controller module 922 
may be integrated within the data processing system.910, may 
be attached or otherwise connected to the data processing 
system 910, or may be deployed remotely (alone or integrated 
in a data processing system or logic module) Such that com 
munications from the data processing system 910 and 
intended for the peripheral device 920 and/or peripheral 
device 921 are routed through the controller module 922. 
(0191). In the embodiment of FIG.9, the peripheral device 
920 comprises a data port that is configured to transmit and 
receive data formatted in accordance with the intermediate 
data protocol. For the embodiment of FIG.9, the second data 
protocol is illustrated as the Ethernet protocol 998, so the data 
port shown as incorporated within the peripheral device 920 
is an Ethernet port, denoted as Ethernet port 924. In one 
embodiment, the Ethernet port 924 is not incorporated in the 
peripheral device 920, but may be attached or otherwise con 
nected to the data peripheral device 920, or may be deployed 
remotely (alone or integrated in a data processing system or 
logic module) Such that communications from the controller 
module 922 and intended for the peripheral device 920 are 
routed through the Ethernet port 920. 
0.192 In one embodiment, the peripheral device 921 is 
similar to the peripheral device 920, but does not comprise an 
Ethernet port. Instead, the peripheral device 921 comprises a 
data port that communicates using a customized protocol, not 
directly compatible with more widely used communication 
protocols, such as the Ethernet protocol 998 shown in FIG.9. 
Consequently, communications formatted in accordance with 
the Ethernet protocol 998 are routed through a controller 
module 923. In one embodiment, the controller module 923 is 
incorporated in the peripheral device 921. In one embodi 
ment, the controller module 923 is not incorporated in the 
peripheral device 921, but may be attached or otherwise con 
nected to the data peripheral device 921, or may be deployed 
remotely (alone or integrated in a data processing system or 
logic module) Such that communications from the controller 
module 922, from the data processing system 910, and or 
from other data processing systems or data processing mod 
ules and intended for the peripheral device 921 are routed 
through the controller module 923. 
0193 In one embodiment, the controller module 922 con 
verts a first customized data protocol to an intermediate pro 
tocol that is a TCP/IP protocol compatible with an Ethernet 
data communication, and the controller module 923 converts 
an intermediate protocol that is a TCP/IP protocol compatible 
with an Ethernet data communication to a second customized 
data protocol. In one embodiment, the first and second cus 
tomized data protocols are the same, or are compatible with 
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each other. In one embodiment, the first and second custom 
ized data protocols are different and are not directly compat 
ible with each other. 
0194 In one embodiment, the data port 925 of the periph 
eral device 921 is compatible with a 9-pin DB9 (sometimes 
denoted DE9) connector. In one embodiment, a cable that 
connects the controller module 923 to the data port 925 has 
DB9 connectors at both ends. In one embodiment, a cable that 
connects the controller module 923 to the data port 925 has an 
Ethernet connector at the end of the controller module 923 
and a DB9 connector at the end of the data port 925. In one 
embodiment, the controller module 923 is powered through a 
pin of the cable that attaches the controller module 923 to the 
peripheral device 921, with the peripheral device 921 supply 
ing the power for the controller module 923 to operate. 
(0195 In one embodiment, the data port 912 of the data 
processing system 910 is an iPad (or other electronic tablet) 
data connector. In one embodiment, a cable that connects the 
controller module 922 to the data port 912 has iPad (or other 
electronic tablet) connectors at both ends. In one embodi 
ment, a cable that connects the controller module 922 to the 
data port 912 has an Ethernet connector at the end of the 
controller module 922 and an iPad (or other electronic tablet) 
data connector at the end of the data processing system 910. 
In one embodiment, the controller module 922 is powered 
through a pin of the cable that attaches the controller module 
922 to the data processing system 910, with the data process 
ing system 910 supplying the powerfor the controller module 
922 to operate. 
0196. In one embodiment, the data processing system 910 
transmits or receives specific operational instructions or data 
communications to or from the peripheral device 921. If the 
customized protocols 990 and 992 are not directly compat 
ible, the controller module 922 converts data formatted in 
accordance with the customized protocol 990 into an inter 
mediate protocol (e.g., the Ethernet protocol 998), and the 
controller module 923 converts data formatted in accordance 
with the intermediate protocol (e.g., the Ethernet protocol 
998) into data formatted in accordance with the customized 
protocol 992. 
0197) In one embodiment, the peripheral device 92.1 may 
be programmed to interpret the operational instructions or 
data communications sent by the data processing system 910, 
and to transmit instructions and data to the data processing 
system 910. In one embodiment, the peripheral device 921 
includes an application programming interface (API) or is 
compatible with an API that permits the peripheral device 921 
to be programmed to interpret the operational instructions or 
data communications received from the data processing sys 
tem. 910, and to transmit instructions and data to the data 
processing system 910. 
0198 In one embodiment, the peripheral device 921 is a 
coin dispenser that is in communications with an iPad tablet 
deployed as the data processing system 910. The coin dis 
penser may be configured to release coins to customers in a 
POS retail environment (e.g. to provide change in a grocery 
store). The coin dispenser may receive specific instructions 
from the iPad tablet to dispense various combinations of 
coins, and the coin dispenser may communicate back to the 
iPad tablet various data regarding its status (e.g., indicating 
that a certain type of coins are being depleted, acknowledging 
Successful coin dispensing operations, etc.). 
0199 FIG. 10 shows an exemplary set of instructions that 
may be used by a data processing system to communicate 
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with a peripheral device using a customized data protocol in 
accordance with an embodiment. 
0200. The data transmitted in accordance with the proto 
col illustrated in FIG. 10 is formatted in a hexadecimal 
equivalent of ASCII digits. For example, a “0” as data may be 
formatted as OX30 and a 9 would be formatted as OX39. 
0201 For the protocol illustrated in FIG. 10, certain 
instructions to the coin dispenser deployed as peripheral 
device 92.1 may follow specific rules, such as the following: 
(0202 Busy Flag Bit (Stat1 Bit 3) is SET during dispense. 
(0203 “Coin Dispensed Bit (Stat1 Bit 5) is SET after a 
Successful dispense cycle. 
0204 Reset Machine Status command is set before a 
Dispense command to CLEAR the Coin Dispensed Bit 
(Stat1 Bit 5). 
0205. In various embodiments, instructions and data for 
matted in accordance with the protocol illustrated in FIG. 10 
are sent between the data processing system 910 and the 
peripheral device 921 using an intermediate communication 
protocol that is an Ethernet protocol (or any other standard 
ized or more widely used data protocol) performed through 
the controller module 922 and the controller module 923. In 
various embodiments, the peripheral device 921 is pro 
grammed to interpret instructions and data formatted in 
accordance with the protocol illustrated in FIG. 10 and to 
perform various functions (e.g. a coin dispenser may perform 
coin dispensing functions and communicated back status 
information, a scale may perform measurements and commu 
nicate back Values measured, etc.). In general, the peripheral 
device 92.1 may be any device that facilitates a commercial 
transaction at a POS and may be programmed to execute 
virtually any of its functions by appropriately interpreting 
instructions sent by the data processing system 910. 
0206. This specification describes in detail various 
embodiments and implementations of the present invention, 
and the present invention is open to additional embodiments 
and implementations, further modifications, and alternative 
and/or complementary constructions. There is no intention in 
this patent to limit the invention to the particular embodi 
ments and implementations disclosed; on the contrary, this 
patent is intended to cover all modifications, equivalents and 
alternative embodiments and implementations that fall within 
the scope of the claims. 
0207 AS used in this specification, a set means any group 
of one, two or more items. 
0208 Analogously, a subset means, with respect to a set of 
N items, any group of Such items consisting of N-1 or less of 
the respective N items. 
0209. As used in this specification, the terms “include.” 
“including.” “for example.” “exemplary.” “e.g. and varia 
tions thereof, are not intended to be terms of limitation, but 
rather are intended to be followed by the words “without 
limitation' or by words with a similar meaning. Definitions in 
this specification, and all headers, titles and Subtitles, are 
intended to be descriptive and illustrative with the goal of 
facilitating comprehension, but are not intended to be limiting 
with respect to the scope of the inventions as recited in the 
claims. Each such definition is intended to also capture addi 
tional equivalent items, technologies or terms that would be 
known or would become known to a person of average skill in 
this art as equivalent or otherwise interchangeable with the 
respective item, technology or term so defined. Unless other 
wise required by the context, the verb “may' or “could 
indicates a possibility that the respective action, step or imple 
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mentation may or could be achieved, but is not intended to 
establish a requirement that such action, step or implementa 
tion must occur, or that the respective action, step or imple 
mentation must be achieved in the exact manner described. 

What is claimed is: 
1. A point of sale electronic system for conducting a com 

mercial transaction comprising: 
a mobile data processing system configured to mediate a 

commercial transaction, the mobile data processing sys 
tem including a first data port, the first data port config 
ured to communicate in accordance with a first data 
protocol; 

a first controller module configured to convert data 
between the first data protocol and an intermediate data 
protocol, and a second controller module configured to 
convert data between the intermediate protocol and a 
second data protocol; and 

a peripheral device configured to facilitate the commercial 
transaction, the peripheral device including a second 
data port, the second data port configured to communi 
cate in accordance with the second data protocol. 

2. The point of sale electronic system of claim 1, wherein 
the commercial transaction is a restaurant transaction, and the 
peripheral device is configured to communicate with the 
mobile data processing system at least one of the following: 

an identification marker of a food item; 
a price of a food item; 
an identification marker of a beverage item; 
a price of a beverage item; or 
a price of a meal. 
3. The point of sale electronic system of claim 1, wherein 

the commercial transaction is the sale of an item, and the 
peripheral device is configured to communication with the 
mobile data processing system at least one of the following: 

a price of the item, or 
an identification marker of the item. 
4. The point of sale electronic system of claim 1, wherein 

the mobile data processing system is a portable computer and 
the intermediate protocol is an Ethernet communication pro 
tocol. 

5. The point of sale electronic system of claim 4, wherein 
the portable computer is one of the following: 

an iPad; 
a tablet computer comprising a multi-touch display sensi 

tive Screen; or 
a computer running the Android operating system. 
6. The point of sale electronic system of claim 1, wherein 

the peripheral device is one of the following: 
a credit card reader, 
a barcode scanner; 
an RFID receiver configured to receive payment-related 

information from an RFID-enabled device; 
an image recognition device capable of identifying an 

object; 
a photo camera; or 
a video camera; 
7. The point of sale electronic system of claim 1, wherein 

the first data port includes at least one of the following: 
a serial data port; 
a parallel data port; 
a power pin; or 
a grounding pin; 
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8. The point of sale electronic system of claim 1, wherein 
the peripheral device is a cash register or a coin dispenser, and 
wherein the peripheral device is adapted to receive at least one 
instruction from the mobile data processing system or to 
transmitat least one item of data to the mobile data processing 
system. 

9. The point of sale electronic system of claim 1, wherein 
the mobile data processing system is configured to transmit to 
a local server system a dataset received from the peripheral 
device in substantially unmodified form. 

10. The point of sale electronic system of claim 1, wherein 
the mobile data processing system is configured to transmit to 
a central commerce server system a dataset received from the 
peripheral device. 

11. The point of sale electronic system of claim 10, wherein 
the transmission to the central commerce server system is 
adapted to take place over at least one of the following: 

a data network; 
a cellular network; 
a 3G or 4G data network; 
a Local Area Network (LAN); 
a TCP/IP connection: 
an Ethernet connection; 
a wireless network; or 
a satellite communication channel. 
12. A method for conducting a commercial transaction 

utilizing a point of sale electronic system, the method com 
prising: 

mediating the commercial transaction using the mobile 
data processing system and a peripheral device, wherein 
the mobile data processing system uses a first data pro 
tocol and the peripheral device uses a second data pro 
tocol; and 

communicating data relating to the commercial transaction 
between the mobile data processing system and the 
peripheral device through a first controller module and 
through a second controller module, wherein the first 
controller module converts data between the first data 
protocol and an intermediate data protocol, and wherein 
the second controller module converts data between the 
intermediate data protocol and the second data protocol. 

13. The method of claim 12, wherein the commercial trans 
action is a restaurant transaction, and the data communicated 
between the peripheral device and the mobile data processing 
system includes at least one of the following: 

an identification marker of a food item; 
a price of a food item; 
an identification marker of a beverage item; 
a price of a beverage item; or 
a price of a meal. 
14. The method of claim 12, wherein the commercial trans 

action is the sale of an item, and the data communicated 
between the peripheral device and the mobile data processing 
system includes at least one of the following:: 

a price of the item, or 
an identification marker of the item. 
15. The method of claim 12, wherein the intermediate 

protocol is an Ethernet communication protocol, and the por 
table data processing system is one of the following: 

a portable computer; 
an iPad; 
a tablet computer comprising a multi-touch display sensi 

tive Screen; or 
a computer running the Android operating system. 
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16. The method of claim 12, wherein the peripheral device 
is one of the following: 

a credit card reader, 
a barcode scanner; 
an RFID receiver configured to receive payment-related 

information from an RFID-enabled device; 
an image recognition device capable of identifying an 

object; 
a photo camera; or 
a video camera; 
17. The method of claim 12, wherein the first data protocol 

includes at least one of the following: 
a serial data protocol; 
a parallel data protocol; 
a packet-based data protocol; 
an Internet protocol; 
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an Ethernet protocol; or 
a TCP/IP protocol. 
18. The method of claim 12, wherein the peripheral device 

is a cash register or a coin dispenser and wherein the periph 
eral device receives at least one instruction from the mobile 
data processing system or transmits at least one item of data to 
the mobile data processing system. 

19. The method of claim 12, wherein the mobile data 
processing system transmits to a local server system a dataset 
received from the peripheral device in substantially unmodi 
fied form. 

20. The method of claim 12, wherein the mobile data 
processing system transmits to a central commerce server 
system a dataset received from the peripheral device. 

c c c c c 


