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Synchronization method

BACKGROUND OF THE INVENTION
1. Field of the Invention

The invention relates to methods for managing state information associated with
user agents in systems utilizing the wireless application protocol. Especially, the
invention is related to such a method as specified in the preamble of the independent
method claim.

2. Description of Related Art

The following terms and acronyms will be used throughout the application:

WAP Wireless Application Protocol

HTTP Hypertext Transfer Protocol

WML Wireless Markup Language

Client a device or a software application that initiates a request for a

connection with a server -
Cookie Proxy an intermediate program that acts as a user agent for the purpose of
managing cookies and cookie storage on behalf of other user agents
Origin Server the server, on which a given resource resides or is to be created,
often referred to as a web server or an HTTP server

Proxy an intermediate program that acts as both a server and a client for
the purpose of making requests on behalf of other clients
User a person, who interacts with a user agent to view, hear or otherwise

use a resource
User Agent a user agent is any software or device that interprets WML,
WMLScript or other content

On the World Wide Web, the HTTP State Management mechanism stores state
information in a file known as a cookie on the client. This mechanism is defined in
RFC2109. The same mechanism can also be used over the WAP protocols, since
HTTP headers are used to convey all state and state manipulation information.
RFC2109 defines a means whereby an origin server can request that a small unit of
state information i.e. a cookie is stored in the user agent, and included in subsequent
requests to the origin server. A variety of controls are available to the origin server,
allowing it to control when the cookie is included in subsequent requests, when the
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cookie expires as well as other state management and transport controls. According
to RFC2109 the user agent is responsible for cookie management.

According to the draft specifications for WAP HTTP state management at the time
of writing this' patent application, a cookie proxy can be used to store manage
cookies on behalf of the user agent. Such an approach is described in the patent
application WO 99/64967, for example. The advantage of such an approach is the
saving of memory capacity and processing capacity in a mobile communication
device, and also to save the resources of the air interface. The cookie proxy is an
HTTP proxy or proxy equivalent such as a WAP Gateway that manages cookies on
behalf of WAP user agents that do not implement the HTTP state function directly.
The cookie proxy is responsible for managing and storing cookies on behalf of the
user agents, and modifies HTTP requests and responses to and from the user agent
to implement this function. However, the cookie proxy concept has a problem,
which has not been solved previously. According to RFC2109, some cookies may
be bound to the user agent session. Because of this, there should be a method for the
cookie proxy to detect when a new session is activated and cookies bound to the
previous session should be discarded. This means that the user agent and the cookie
proxy must be somehow synchronized. However, the specification drafts existing at
the time of writing of this patent application do not specify any ways to remedy this
problem.

SUMMARY OF THE INVENTION

An object of the invention is to realize a method that alleviates the problems of the
prior art. The objects are reached by arranging an user agent to indicate to the
cookie proxy that a cookie associated with the current session has been received by
the user agent and/or the cookie proxy.

The method according to the invention is characterized by that, which is specified in
the characterizing part of the independent method claim. The network element
according to the invention is characterized by that, which is specified in the
characterizing part of the independent claim directed to a network element. The
mobile communication means according to the invention is characterized by that,
which is specified in the characterizing part of the independent claim directed to a
mobile communication means. The software program product for a wireless
application protocol user agent according to the invention is characterized by that,
which is specified in the characterizing part of the independent claim directed to a
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software program product for a wireless application protocol user agent. The
dependent claims describe further advantageous embodiments of the invention.

According to the invention, the user agent indicates in the header information of a
WAP message such as a request to the cookie proxy that the user agent currently has
a session having associated state information, when the user agent has received
header information indicating the presence of a cookie during the current session.
This informs the cookie proxy, that it should continue storing the cookies associated
with the current session. When the cookie proxy receives for the next time a WAP
message without such indication, it can assume that a new session has started, in
which case the cookie proxy can discard all cookies bound to the previous session
unless certain parameters of certain cookies explicitly indicate that they should not
be discarded at that moment. Further, in an advantageous embodiment of the
invention, the cookie proxy can indicate to the user agent that it has no cookies
associated with the current session. The invention allows the syncronization of the
user agent and the cookie proxy.

Advantageously, the indication can be implemented by using one of certain values
in the X-Wap-Proxy-Cookie-header field. These certain values can be for example
'session-has-state' and ‘cache-has-state’. These values make it possible for the user
agent to indicate that it has received at least one X-Wap-Proxy-Set-cookie -header
during the current user agent session, in which case the user agent believes to have
one or more cookies handled by the cookie proxy during a particular browsing
session. If cookie proxy then receives the same header with plain values 'session' ox
'cache’, it should discard all cookies without Max-age attribute that are related to the
user agent, i.e. the cookies bound to the previous browsing session.

Advantageously, the cookie proxy can give the indication to the user agent that it
has no cookies associated with the current session by using a specific value in a
specific header field. For example, in an advantageous embodiment of the invention,
the cookie proxy gives the indication by presenting the value 'error' in the X-Wap-
Proxy-Set-Cookie' header field. Preferably, the cookie proxy gives the indication to
the user agent in such a case, that the user agent indicates that the current session
has associated cookies, but that the cookie proxy does not for any reason have any
cookies associated with the session. Such a situation can arise for example if the
cookie proxy loses the cookies due to an error. The user agent can then inform the
user that inconsistent behaviour may occur.
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BRIEF DESCRIPTION OF THE DRAWING

Various embodiments of the invention will be described in detail below, by way of
example only, with reference to the accompanying figure 1, which illustrates
various embodiments of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
A. EMBODIMENTS ACCORDING TO A FIRST ASPECT OF THE INVENTION

According to a first aspect of the invention, the X-Wap-Proxy-Cookie header is
used to transfer the indication of a session having associated cookies from a user
agent to a cookie proxy. This header is sent in a WAP message such as a request
from the user agent to indicate whether the Cookie Proxy should store cookies from
origin servers or not. X-Wap-Proxy-Cookie header is also used to send status
information from user agent to the Cookie Proxy.

According to an advantageous embodiment of the invention, the X-Wap-Proxy-
Cookie header may have the values of "cache-has-state" and "session-has-state", n}
addition to previously known values of "cache", "delete", "none", and "session".
The meanings of these values according to the present exemplary embodiment are
described in the following. When the value is "cache" or "cache-has-state", the
Cookie Proxy caches cookies and sends them to the origin server on behalf of the
user agent. User agent appends cache-has-state value instead of cache in case it has
received at least one X-Wap-Proxy-Set-Cookie header during the ongoing user
agent session. This mechanism enables simple method for synchronization between
user agents and Cookie Proxy. On account of this information Cookie Proxy can
e.g. detect if the user agent session based cookies from the previous usage time
should be discarded. When the value is "delete", the Cookie Proxy does not send
any cookies to the origin server or store any received cookies. That is, the proxy
acts as a filter and deletes all cookies before they are sent to the user agent. If the
header is not present, or has a value of "none", the proxy passes all HTTP cookie
headers through between the user agent and the origin server without interception:
When the value is "session", or "session-has-state", Cookie Proxy and user agen’;s:
functionalities are combined. If Cookie Proxy receives a response containing a Set-
Cookie header from the origin server, it decides the place for cookie storage
according to the presence of the Max-Age attribute in the Set-Cookie header. This
method can be used to separate session-based cookies from long-lived ones. The
difference between session and session-has-state values is similar to the difference
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between cache and cache-has-state values, which is described above. Note that
status of the session is bound to the user agent session, which begins when the user
agent starts and ends when it exits. Status is preferably not related to a certain
cookie-derived session, but it simply tells if the user agent has cookies managed by
the Cookie Proxy during a particular user agent session.

According to an advantageous embodiment of the invention, the cookie proxy server
uses the X-Wap-Proxy-Set-Cookie header to indicate that it does not have any
cookies associated with the current session. This header can be used by the cookié
proxy to indicate that one or more cookies were received in a response from an
origin server and stored in the cookie proxy and/or at least one cookie was sent in
the corresponding request. According to the present exemplary embodiment of the
invention, the Cookie Proxy uses X-Wap-Proxy-Set-Cookie header to report an
erroneous status to the user agent. In the present exemplary embodiment, the X-
Wap-Proxy-Set-Cookie header can have one of at least these two values: "state" or
"error". The meaning of these values are described in the following according to an
exemplary embodiment of the invention. When value is "state", the user-agent is
able to detect that a stateful session is in progress. Cookie Proxy sends this header
value in a message to the user agent when it receives a Set-Cookie header from the
origin server and chooses to manage the cookie. This header is also sent when the
Cookie Proxy has added a Cookie header in the related HTTP request. When the
value is "error", Cookie Proxy has detected a mismatch between the status of the
user agent and the Cookie Proxy. Such a situation may arise for example if Cookié
Proxy loses the cookies for any reason during a particular user agent session. '

B. EMBODIMENTS ACCORDING TO A SECOND ASPECT OF THE
INVENTION

In the following, functionality of a cookie proxy according to preferred
embodiments of the invention in certain situations are described.

In an advantageous embodiment of the invention, when Cookie Proxy receives a "X-
Wap-Cookie-Proxy: cache" header, it discards all the current user agent session
-based cookies, i.e. those cookies which were sent from the origin server without a
Max-Age-attribute.

In an advantageous embodiment of the invention, when cookie proxy receives a "X-
Wap-Cookie-Proxy: session" or a "X-Wap-Cookie-Proxy: session-has-state" header
from an user agent, the cookie proxy includes cookies in the requests to the origin
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servers. If the Cookie Proxy receives a response containing the Set-Cookie header
from the origin server, it decides the place for cookie storage according to the
presence of the Max-Age attribute in the Set-Cookie header. If Max-Age attribute is
present, the cookie proxy transmits the cookie to the user agent without interception.
Otherwise it is stored by the Cookie Proxy until the cookie proxy receives a
subsequent "X-Wap-Cookie-Proxy: session" or "X-Wap-Cookie-Proxy: cache"
header from the user agent. Similarly to "X-Wap-Cookie-Proxy: cache" header, the
"X-Wap-Cookie-Proxy: session" header effectively indicates that user agent does
not have any cookies bound to the current user agent session and thus all stored
cookies without Max-Age attribute must be discarded.

Advantageously the Cookie Proxy does not perform any -cookie management;
including storage or filtering, without the receipt of an "X—Wap-Proxy-Cookieé
cache", "X-Wap-Proxy-Cookie: cache-has-state", "X-Wap-Proxy-Cookie: session",
or "X-Wap-Proxy-Cookie: session-has-state" header from the user agent, indicating
that cookie management is desired.

Advantageously the Cookie Proxy includes "X-Wap-Proxy-Set-Cookie: state"
header in the response to the client, if it has received a cookie in the response from
the origin server and chosen to manage it or it has sent a Cookie header in the
associated HT'TP request. Preferably, this header is not sent if neither of the Cookie
and Set-Cookie headers was present in the HTTP request and response, or if the
cookie proxy has not cached any cookie information. Advantageously, the Cookie
Proxy includes "X-Wap-Proxy-Set-Cookie: error" header in the response if user
agent sends status information which is conflicting with the status recorded by the
Cookie Proxy. That is, if a user agent sends a request with "X-Wap-Proxy-Cookie:
cache-has-state” or "X-Wap-Proxy-Cookie: session-has-state" header, but Cookie
Proxy does not have any cookies in storage for this particular user agent. :

C. EMBODIMENTS ACCORDING TO A THIRD ASPECT OF THE INVENTION

In the following, functionality of a user agent according to preferred embodiments
of the invention in certain situations are described.

According to an advantageous embodiment of the invention, a User agent includes
WAP Specific HTTP State Management Headers in WAP messages such as
requests to utilize Cookie Proxy facilities. Preferably, the user agent comprises
means for allowing the user to elect to use either cookie proxy facilities or their own
local cookie management or both.
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According to an advantageous embodiment of the invention, the user agent sends
the "X-Wap-Cookie-Proxy: cache-has-state" header instead of the "X-Wap-Cookie-
Proxy: cache" header and correspondingly the "X-Wap-Cookie-Proxy: session-has-
state" header instead of the "X-Wap-Cookie-Proxy: session" header in case it has
received at least one X-Wap-Proxy-Set-Cookie header during the ongoing usef
agent session. Preferably, the user agent comprises means for notifying the user th‘a‘ft
inconsistent service behavior may occur as a response to receiving a "X-Wap-
Proxy-Set-Cookie: error" header from the cookie proxy.

D. EMBODIMENTS ACCORDING TO FURTHER ASPECTS OF THE
INVENTION

In the following, certain aspects of the invention are described.

. According to a further aspect of the invention, a method for controlling the handling

of cookies by a cookie proxy in a cellular telecommunication system employing the
wireless application protocol is provided. According to an advantageous
embodiment of the invention, the method comprises at least the step of indicating
by an user agent to the cookie proxy that the user agent and/or the cookie proxy has
received a cookie associated with the current session.

According to a further aspect of the invention, a network element of a cellular
telecommunication system employing the wireless application protocol is provided.
This aspect is illustrated in figure 1. According to an advantageous embodiment of
the invention, the network element 200 comprises at least means 210 for controlling
storing of cookies, said means for controlling being at least partly controllable by an
indication by an user agent to the cookie proxy that the user agent and/or the cookie
proxy has received a cookie associated with the current session. Figure 1 further
illustrates a mobile communication means 100, a cellular telecommunication net-
work 20, a base station 10 of the cellular telecommunication network 20, and a
second network 30 comprising origin servers 40. The second network 30 can be a
public data network such as the internet, or for example an internal network of a
cellular service provider providing WAP services for the customers of the provider
using servers 40 in the internal network.

According to a further aspect of the invention, a mobile communication means for a
cellular telecommunication system employing the wireless application protocol isj,
provided. According to an advantageous embodiment of the invention, the mobile
communication means comprises at least means 110 for indicating to a cookie proxy
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that the mobile communication means and/or the cookie proxy has received a cookie
associated with the current session.

According to a further aspect of the invention, a software program product for a
wireless application protocol user agent is provided. According to an advantageous
embodiment of the invention, the software program product for a wireless
application protocol user agent comprises at least computer program code means
for indicating to a cookie proxy that the user agent and/or the cookie proxy has
received a cookie associated with the current session.

According to a further aspect of the invention, a software program product for a
cookie proxy for wireless application protocol user agents is provided. According to
an advantageous embodiment of the invention, the software program product for a
cookie proxy for wireless application protocol user agents comprises at least
computer program code means for controlling storing of cookies, said means for
controlling being at least partly controllable by an indication by an user agent to the
cookie proxy that the user agent and/or the cookie proxy has received a cookie
associated with the current session.

E. FURTHER CONSIDERATIONS

The inventive method allows the WAP HTTP state management to seamlessly fulfill
the semantics of RFC2109.

In view of the foregoing description it will be evident to a person skilled in the art
that various modifications may be made within the scope of the invention. While a
preferred embodiment of the invention has been described in detail, it should be
apparent that many modifications and variations thereto are possible, all of which
fall within the true spirit and scope of the invention.
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Claims

1. A method for controlling the handling of cookies by a cookie proxy in a
cellular telecommunication system employing the wireless application protocol,
characterized in that the method comprises at least the step of indicating by an user
agent to the cookie proxy that the user agent and/or the cookie proxy has received a
cookie associated with the current session.

2. A network element of a cellular telecommunication system employing the
wireless application protocol, characterized in that comprises at least means for
controlling storing of cookies, said means for controlling being at least partly
controllable by an indication by an user agent to the cookie proxy that the user agent
and/or the cookie proxy has received a cookie associated with the current session.

3. A mobile communication means for a cellular telecommunication system
employing the wireless application protocol, characterized in that the mobile
communication means comprises at least means for indicating to a cookie proxy that
the mobile communication means and/or the cookie proxy has received a cookie
associated with the current session.

4. Software program product for a wireless application protocol user agent,
characterized in that it comprises at least computer program code means for
indicating to a cookie proxy that the user agent and/or the cookie proxy has received
a cookie associated with the current session.

5.  Software program product for a cookie proxy for wireless application protocol
user agents, characterized in that it comprises at least computer program code
means for controlling storing of cookies, said means for controlling being at least
partly controllable by an indication by an user agent to the cookie proxy that thé
user agent and/or the cookie proxy has received a cookie associated with the current
session.
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