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(57) Abstract: In a method for determining whether a finger is a real finger at an ultrasonic fingerprint sensor, a sequence of images
of a fingerprint of a finger are captured at an ultrasonic fingerprint sensor, wherein the sequence of images includes images captured
during a change in contact state between the finger and the ultrasonic fingerprint sensor. A plurality of transient features of the finger
is extracted from the sequence of images. A classifier is applied to the plurality of transient features to classify the finger as one of a
real finger and a fake finger. It is determined whether the finger is a real finger based on an output of the classifier.
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FAKE FINGER DETECTION BASED ON TRANSIENT FEATURES

RELATED APPLICATIONS

[06081] This application claims priority to and the benefit of co-pending U.S. Patent Provisional
Fatent Application 62/866,510, filed on June 25, 2019, entitled "FAKE FINGER
INVESTIGATION USING TRANSIENT FEATURES,” by Akhbari et al., having Attorney Docket
No. IVS-838-PR, and assigned to the assignee of the present application, which is incorporated

herein by reference in its entirety

BACKGROUND

100021 Fingerprint sensors have become ubiquitous in mobile devices as well as other
devicas {e.q., locks on cars and buildings) and applications for authenticating a user’s identity.
They provide a fast and convenient way for the user to uniock a device, provide authentication
for payments, etc. 1t is essential that fingerprint sensors operate at a level of security that, ata
rinimum, reduces the potential for circumvention of security of fingerprint authentication. For
instance, fake fingers having fake or spoofed fingerprints can be used to atltempt to circumvent

fingerprint authentication at fingerprint sensors.
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BRIEF DESCRIPTION OF THE DRAWINGS

(00031 The accompanying drawings, which are incorporated in and form a part of the
Description of Embodiments, illustrate various non-limiting and non-exhaustive embodiments of
the subject matter and, together with the Description of Embodimentis, serve to explain
principles of the subject matier discussed below. Unless specifically noted, the drawings
referred to in this Brief Description of Drawings should be understood as not being drawn to
scale and like reference numerals refer o like paris throughout the various figures unless

otherwise specified.

[0004] FIG. 1is a block diagram of an example electronic device 100 upon which

embodiments described hersin may be implemented.

[0005] FIG. 2 Hlustrates a block diagram of an example fingerprint sensing system for
determining whether a fingerprint image was generated using a real finger or a fake finger,

according io some embodiments.

[0066] FIG. 3 illustrates a block diagram of a transient feature extractor, according to some

embodiments.

[0067] FIG. 4A illustrates example graphs of fingerprint image contrast over time and ridge
signal strength over time during capture of a sequence of fingerprint images generated using a

real finger, according to embodiments.

[0008] FIG. 4B illustrates example graphs of fingerprint image contrast over time and ridge
signal strength over time during capture of a sequence of fingerprint images generated using a

fake finger, according to embodiments.

[06009] FIG. 5illustrates an example graph of ridge signal strength over time during capture of

a sequence of fingerprint images, according to embodiments.

[0010] FIG. 6 Hlustrates an example graph of ridge signal strength over time during capture of

a sequence of fingerprint images using a real fingsr, according to embodiments.

[0011] FIG. 7 Hlustrates an example graph of ridge signal strength over time during capture of

a sequence of fingerprint images using a fake finger, according {o embodiments.

[0012] FIG. 8 illustrates example distributions of transient features as used by a classifier,

according to some embodiments.
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[0013] FIG. 9 illustrates an example process for determining whether a finger is a real finger

at an ultrasonic fingerprint sensor, according to some embodiments.
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DESCRIPTION OF EMBODIMENTS

[0014] The following Description of Embodiments is merely provided by way of example and
not of imitation. Furthermors, there is no intention {o be bound by any expressed or implied

theory presented in the preceding background or in the following Description of Embodiments.

[0015] Reference will now be made in detail to various embodiments of the subject matier,
examples of which are llustrated in the accompanying drawings. VWhile various embodiments
are discussed herein, it will be undersiood that they are not intended to limit to these
embodiments. On the contrary, the presented embodiments are intended to cover allernatives,
modifications and equivalents, which may be included within the spirit and scope the various
embodiments as defined by the appended claims. Furthermore, in this Description of
Embodiments, numerous specific details are set forth in order to provide a thorough
understanding of embodiments of the present subject matter. However, embodiments may be
practiced without these specific details. In other instances, well known methods, procedures,
components, and circuits have not been described in detall as not to unnecessarily ohscure
aspects of the described embodiments.

Notation and Nomenclature

[06016] Some portions of the detailed descriptions which follow are presented in terms of
procedures, logic biocks, processing and other symbolic representations of operations on data
within an electrical device. These descriptions and representations are the means used by
those skilled in the data processing arts to most effectively convey the substance of their work
to others skilled in the art. In the present application, a procedure, logic biock, process, or the
like, is conceived o be one or more self-consistent procedures or instructions leading to a
desired resull. The procedures are those requiring physical manipulations of physical
quantities. Usually, although not necessarily, these quantities take the form of acoustic (e.q.,
ultrasonic) signals capable of being transmitted and received by an slectronic device and/or
electrical or magnetic signals capable of being stored, transferred, combined, compared, and

otherwise manipulated in an eleclrical device.

[0017] 1t should be borne in mind, however, that all of these and similar terms are to be
associated with the appropriate physical quantities and are merely convenient labels applied o
these quantities. Unless specifically stated otherwise as apparent from the following

discussions, it is appreciated that throughout the description of embodiments, discussions

»ou » u

utilizing terms such as “capluring,” “extraciing,” “applying,” “determining,” *performing,”

” o » o« » o«

‘providing,” "receiving,” “"analyzing,” "confirming,” “displaying,” “presenting,” “using,”

4
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ETH

“‘completing,” “instructing,

» o«

comparing,” “executing,” or the like, refer {0 the actions and

processes of an electronic device such as an electrical device.

[0018] Embodiments described herein may be discussed in the general context of processor-
executable instructions residing on some form of non-fransitory processor-readable medium,
such as program modules, execuled by one or more computers or other devices. Generally,
program modules include routines, programs, objecis, components, data structures, etc., that
perform particular tasks or implement particular abstract data types. The functionality of the

program modules may be combined or distiibuted as desired in varicus embodiments.

[0019] Inthe figures, a single block may be described as performing a function or functions;
however, in actual praclice, the function or functions performed by that block may be performed
in a single component or across multiple components, and/or may be performed using
hardware, using software, or using a combination of hardware and software. To clearly
iiustrate this interchangeability of hardware and sofiware, various illusirative components,
blocks, modules, logic, circuils, and steps have been described generally in terms of their
functionality. Whether such functionality is implemented as hardware or software depends upon
the particular application and design constraints imposed on the overall system. Skilled artisans
may implement the described functionality in varying ways for each particular application, but
such implementation decisions should not be interpreted as causing a departure from the scope
of the present disclosure. Also, the example fingerprint sensing system and/or mobile slectronic
device described herein may include components other than those shown, including well-known

components.

[0020] Various techniques described herein may be implemented in hardware, software,
firmware, or any combination thereof, uniess specifically described as being implemented in a
specific manner. Any features described as modules or components may also be implemented
fogether in an integrated logic device or separately as discrele but interoperable logic devices.
If implementad in software, the technigues may be realized at least in part by a non-transitory
processor-readable storage medium comprising instructions that, when executed, perform one
or more of the methods described herein. The non-transitory processor-readable data storage

medivm may form part of a computer program product, which may include packaging materials.

100211  The non-transitory processor-readable storage medium may comprise random access
memory (RAM) such as synchronous dynamic random access memory (SDRAM), read only
memory (ROM), non-volatile random access memory (NVRAM), electrically erasable

programmable read-only memory (EEPROM), FLASH memory, other known storage media,
5
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and the like. The lechniques additionally, or alternatively, may be realized atlsast in part by a
processor-readable communication medium that carries or communicates code in the form of
instructions or data structures and that can be accessed, read, and/or execuied by a computer

or other processor.

[0022] Various embodiments described herein may be exaecuted by one or more processors,
such as one or more motion processing units (MPUs), sensor processing units (SPUs), host
processor(s) or core(s) thereof, digital signal processors (DSPs}), general purpose
microprocessors, application specific integrated circuits (ASICs), application specific instruction
set processors (ASHPs), field programmable gate arrays (FPGAs), a programmabie logic
controller (PLC), a complex programmabile logic device (CPLD), a discrete gate or transistor
logic, discrete hardware componenis, or any combination thereof designed to perform the
functions described herein, or other equivalent integrated or discrete logic circuitry. The term
‘processor,” as used herein may refer (o any of the foregoing structures or any other struciure
suitable for implementation of the techniques described herein. As it emploved in the subject
specification, the term “processor” can refer to substantiaily any computing processing unit or
device comprising, but not limited to comprising, single-core processors,; single-processors with
software multithread execution capability; multi-core processors; mulli-core processors with
software multithread execution capability, multi-core processors with hardware multithread
fechnology; parallei platforms; and paraliel platforms with distributed shared memory. Moreover,
processors can exploit nano-scale architectures such as, but not limited to, molecular and
guantum-dot based transistors, switches and gates, in order {0 oplimize space usage or
enhance performance of user equipment. A processor may also be implemented as a

combination of computing processing units.

100237  In addition, in some aspects, the funclionalily described hersin may be provided within
dedicated software modules or hardware modules configured as described hergin. Also, the
fechnigues could be fully implemented in one or more circuits or logic elements. A general
purpose processor may be a microprocessor, but in the allernative, the processor may be any
conventional processor, controller, microconirolier, or state machine. A processor may also be
implemented as a combination of computing devices, e.q., a combination of an SPU/MPU and a
microprocessor, a plurality of microprocessors, one or more Microprocessors in conjunction with

an SPU core, MPU core, or any other such configuration.

Overview of Discussion
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[0024] Discussion begins with a description of a device including a fingsrprint sensor, upon
which described embodiments can be implementad. An example fingerprint sensor and system
for determining whether a fingerprint image is generated using a real finger or a fake finger is
then described, in accordance with various embodiments. Example operations of a fingerprint
sensor for determining whether a fingerprint image is generated using a real finger or a fake

finger using transient features are then described.

[0025] Fingerprint sensors are used in electronic devices for user autheniication, such as
mobile electronic devices and applications operating on mobile electronic devices, locks for
accessing cars or buildings, for protecting against unauthorized access to the devices and/or
applications. Authentication of a fingerprint at a fingerprint sensor is performed before providing
access to a device and/or application. In order to circumvent fingerprint authentication,
atiempts can be made to copy or spoof fingerprints of an authorized user using a fake or
artificial finger. As such, fingerprint sensors should be capable of distinguishing real fingers
from fake, artificial, or even dead fingers, alse referred to herein as performing “spoof detection”
or “fake finger detection”. A “spoofed” fingerprint is a fake or artificial fingerprint that is used to
attempt to circumvent security measures requiring fingerprint authentication. For example, an
artificial finger may be used to gain unauthorized access to the electronic device or application,
by making an unauthorized copy of the fingerprint of an authorized user, e.q., "spoofing” an
actual fingerprint. The spoof detection may be performed by analyzing fingerprint images
captured by the fingerprint sensor, e.g., performing biomeiric analysis of the fingerprint images,
or looking at any characteristics that can help distinguish a fake/spoof fingerprint from a real
fingerprint. These characteristics may be static features or dynamic features which have a

certain time dependency because they change over time.

[0026] Embodiments described herein provide methods and systems for determining
whether a finger interacting with a fingerprint sensor, for purposes of authentication, is a real
finger or a fake finger based on dynamic fealures, also referred to herein as transient features.
Transient features may refer (o the characteristics of the signals or changes of the signal {(e.qg.,
a transient signal feature), or may refer to any dynamic characteristics of the fingerprint itself
{e.g., a ransient spatial fealure). For example, a ransient spalial feature may include how the
fingerprint, or feature of the fingerprint, deform when pressed on the sensor surface or lifted
from the sensor surface. Physiological transient fealures may aiso be used, such as the

influence of transpiration on the measurements.

[0027] Embodiments described herein provide for determining whether a finger is a real
finger at an ultrasonic fingerprint sensor. A sequence of images of a fingerprint of a finger are
7
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captured at an ultrasonic fingerprint sensor, wherein the sequence of images includes images
captured during a changs in contact state between the finger and the ulirasonic fingerprint
sensor. In one embodiment, the sequence of images includes images of the finger separating
or lifting from a contact surface of the ultrasonic fingerprint sensor. in one embodiment, the
sequence of images includes images of the finger contacting or pressing on a contact surface of
the ultrasonic fingerprint sensor. 1t should be appreciated that the sequence of images can
include images of the finger contacting the contact surface of the ultrasonic fingerprint sensor

and separating from the contact surface of the uitrasonic fingerprint sensor.

10028] A plurality of transient features of the finger is axiracted from the seguence of
images. In some embodiments, exiracting the plurality of transient features of the finger from
the sequence of images includes exiracting the plurality of transient features of the finger from
the sequence of images at pixels of the sequence of images that satisfy a certain criteria, e.g., a
signal change criteria. in one embodiment, the pixels of the sequence of images exhibiting
signal changes relative to other pixels exceesding a change threshold include pixels at ridges of
the fingerprint. In other embodiments, exiracting the plurality of transient features of the finger
from the sequence of images includes extracting the plurality of transient features of the finger

from the sequence of images at pixels corresponding to a ridge of the fingerprint.

[0029] in some embodiments, the plurality of transient features includes at least one
transient signal feature. In some embodiments, the plurality of transient features includes at
least one transient spatial feature. In some embodiments, the at least one transient spatial
feature includes a transient fingerprint pattern feature. In some embodiments, the at least one
transient spatial feature includes a transient contact paitern feature. In some embodiments, at
least one transient feature of the plurality of fransient features is related (o a deformation of the

finger, the fingerprint pattern, or the ridge/valley pattern or profile.

{0030] A classifier is applied to the plurality of transient features to classify the finger as one
of a real finger and a fake finger. In some embodiments, one or more transient features of the
plurality of transient features are used as a feature vector of the classifier. In some
embodiments, the classifier is constrained {o considering the finger for an enrolled user. Htis
determined whether the finger is a real finger based on an oulput of the classifier. in some
embodiments, the output of the classifier includes g probability whether the finger is a real finger
or a fake finger.

EXAMPLE MOBILE ELECTRONIC DEVICE
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[0031] Turning now to the figures, FIG. 1 is a block diagram of an exampie slectronic device
100. As will be appreciated, electronic device 100 may be implemented as a device or
apparatus, such as a handheld mobile elecironic device. For example, such a mobile electronic
device may be, without limitation, a mobile telephone phone (e.q., smartphone, celiviar phone, a
cordless phone running on a Incal network, or any other cordless telephone handset), a wired
telephone {e.g., a phone atiached by a wire), a personal digital assistant (PDA), a video game
player, video game conirolier, a Head Mounted Display (HMD), a virtual or augmented raality
device, a navigation device, an activity or fitness tracker device {e.g., bracelei, clip, band, or
pendant), a smart watch or other wearable device, a mobile internst device (MID}, a personal
navigation device (PND}, a digital still camera, a digital video camera, a portable music player, a
portable video player, a portable multi-media player, a remote conirol, or a combination of one
or more of these devices. In other embodiments, electronic device 100 may be implemented as
a fixed electronic device, such as and without limitation, an electronic lock, a doorknob, a car
start button, an automated teller machine (ATM), efc. In accordance with various embodiments,

electronic device 100 is capable of reading fingerprints.

[0032] As depicted in FIG. 1, electronic device 100 may include a host processor 110, a host
bus 120, a host memory 130, and a sensor processing unit 170. Some embodiments of
glectronic device 100 may further include one or more of a display device 140, an interface 150,
a fransceiver 160 {all depicted in dashed lines) and/or other componenis. n various
embodiments, elecirical power for slectronic device 100 is provided by a mobile power source

such as a battery (not shown), when not being aclively charged.

[0033] Hostprocessor 110 can be one or more microprocessors, central processing unils
(CPUs), DSPs, general purpose microprocessors, ASICs, ASIPs, FPGAs or other processors
which run software programs or applications, which may be stored in host memory 130,

associated with the functions and capabilities of electronic device 100.

[0034] Hostbus 120 may be any suitable bus or interface to include, without limitation, a
peripheral component interconnect express (PCle) bus, a universal serial bus (USB), a
universal asynchronous receiver/firansmitter (UART) serial bus, a suitable advanced
microcontroller bus architecture (AMBA) interface, an Inter-Integrated Circuit (12C) bus, a serial
digital input output (8SDIO) bus, a serial peripheral interface (S} or other equivalent. Inthe
embodiment shown, host processor 110, host memory 130, display 140, inferface 150,
fransceiver 160, sensor processing unit (SPU} 170, and other components of electronic device
100 may be coupled communicatively through host bus 120 in order to exchange commands

and data. Depending on the architecture, different bus configurations may be employad as

9



WO 2020/264046 PCT/US2020/039452

desired. For example, additional buses may be used 1o couple the various components of
electronic device 100, such as by using a dedicated bus between host processer 110 and

memory 130.

[0035] Host memoery 130 can be any suitable type of memory, including but not limited to
electronic memory (2.g., read only memory (ROM), random access memory, or other electronic
memory), hard disk, optical disk, or some combination thereof. Mulliple layers of software can
be stored in host memory 130 for use with/operation upon host processor 110. For example, an
operating system layer can be provided for electronic device 100 to control and manage system
rescurces in real time, enable functions of application software and other layers, and interface
application programs with other software and functions of electronic device 100. Similarly, a
user experience sysiem layer may operate upon or be facilitated by the operating system. The
user experience sysiem may comprise one or more software application programs such as
menu navigation software, games, device function control, gesture recognition, image
procassing or adjusting, voice recognition, navigation software, communications software (such
as telephony or wireless local area network (WLAN) software), and/or any of a wide variety of
other software and functional interfaces for interaction with the user can be provided. in some
embodiments, muitiple different applications can be provided on a single slectronic device 100,
and in some of these embodiments, multiple applications can run simultaneously as part of the
user experience sysiem. In some embodiments, the user experience system, operating system,
and/or the host processor 110 may operate in a low-power mode (e.q., a sieep mode) where
very few instructions are processed. Such a low-power mode may utiiize only a small fraction of

the processing power of a full-power mode {(8.4., an awake mode) of the host processor 110.

[0038] Display 140, when included, may be a liquid crystal device, (organic) ight emitling
diode device, or other display device suitable for creating and visibly depicting graghic images
and/or alphanumeric characlers recognizable o a user. Display 140 may be configured io
output images viewable by the user and may additionally or alternatively function as a
viewfinder for camera. it should be appreciated that display 140 is optional, as various
electronic devices, such as electronic locks, doorknobs, car start buttons, etc., may not require

a display device.

[0037] Interface 150, when included, can be any of a variety of different devices providing
input and/or output 1o a user, such as audio speakers, touch screen, real or virtual buttons,
joystick, slider, knob, printer, scanner, computer network /O device, other connected

peripherals and the like.

10
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[0038] Transceiver 160, when included, may be one or more of a wired or wirsless
transceiver which facilitates receipt of data at electronic device 100 from an external
transmission source and transmission of data from electronic device 100 to an external
recipient. By way of example, and not of limitation, in various embodiments, transceiver 160
comprises one or more of. a cellular transceiver, a wireless [ocal area network transceiver {(e.g.,
a transceiver compliant with one or more Institute of Electrical and Electronics Engineers (IEEE)
802.11 specifications for wireless local area network communication), a wireless personal area
network transceiver {e.g., a transceiver compliant with one or more [EEE 802.15 specifications
for wireless personal area network communication), and a wired a serial transceiver (e.g., a

universal serial bus for wired communication).

[0039] Electronic device 100 also includes a general purpose sensor assembly in the form of
integrated Sensor Processing Unit (SPU) 170 which includes sensor processor 172, memory
176, a fingerprint sensor 178, and a bus 174 for facilitating communication belween these and
other components of SPU 170. In some embodiments, SPU 170 may include at least one
additional sensor 180 (shown as sensor 180-1, 180-2, ... 180-n) communicatively coupled to
bus 174, In some embodiments, at least one additional sensor 180 is a force or pressure
sensor (e.g. a touch sensor) configured o determine g force or pressure or a temperature
sensor configured o determine a temperature at electronic device 100. The force or pressure
sensor may be disposed within, under, or adjacent fingerprint sensor 178. In some
embodiments, all of the components iliustrated in SPU 170 may be embodied on a single
integrated circuit. It should be appreciated that SPU 170 may be manufactured as a stand-
alone unit (2.9., an integrated circuit), that may exist separately from a larger electronic device
and is coupled to host bus 120 through an interface (not shown). 1t should be appreciated that,
in accordance with some embodiments, that SPU 170 can operate independent of host

processor 110 and host memory 130 using sensor processor 172 and mermory 176,

[0040] Sensor processor 172 can be one or more microprecessors, CPUs, DSPs, general
purpose microprocessors, ASICs, ASIPs, FPGAs or other processors which run software
programs, which may be stored in memory 178, associated with the functions of SPU 170, it
should also be appreciated that fingerprint sensor 178 and additional sensor 180, when
included, may also utilize processing and memory provided by other components of electronic

device 100, e.q., host processor 110 and host memory 130,

100411 Bus 174 may be any suitable bus or inferface to include, without limitation, a peripheral
component interconnect express (PCle) bus, a universal serial bus (USB), & universal
asynchronous receiver/iransmitter (UART) serial bus, a suitable advanced microcontroller bus

architecture (AMBA) interface, an Inter-Integrated Circuit (12C) bus, a serial digital input output
11
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(SDIO)Y bus, a serial peripheral interface (SP1) or other equivalent. Depending on the
architecture, different bus configurations may be employed as desired. In the embodiment
shown, sensor processor 172, memory 176, fingerprint sensor 178, and other components of

SPU 170 may be communicatively coupled through bus 174 in order to exchange data.

[0042] Memory 176 can be any suilable type of memory, including but not limited to elecironic
memaory {(.g., read only memory (ROM), random access memory, or other elecitronic memory).
Memory 176 may store algorithims or routines or other instructions for processing data received
from fingerprint sensor 178 and/or one or more sensor 180, as well as the received data either
in its raw form or after some processing. Such algorithms and routines may be implemented by
sensor processor 172 and/or by iogic or processing capabilities included in fingerprint sensor

178 and/or sensor 180,

[0043] A sensor 180 may comprise, without limitation: a temperature sensor, a humidity
sensor, an atmospheric pressure sensor, an infrared sensor, a radio frequency sensor, a
navigation satellite system sensor {(such as a giobal positioning system receiver), an acoustic
sensor (.9., a microphone), an inertial or motion sensor (8.q., a gyroscope, accelerometer, or
magnetometer) for measuring the orientation or motion of the sensor in space, or other type of
sensor for measuring other physical or environmental factors. In one example, sensor 180-1
may comprise an acoustic sensor, sensor 180-2 may comprise a temperature sensor, and

sensor 180-n may comprise a motion sensor.

[0044] In some embodiments, fingerprint sensor 178 and/or one or more sensors 180 may be
implemented using a microelectromechanical system (MEMS) that is integrated with sensor
processor 172 and one or more other components of SPU 170 in a single chip or package. It
should be appreciated that fingerprint sensor 178 may be disposed behind display 140.
Although depicted as being included within SPU 170, one, some, or all of fingerprint sensor 178
and/or one or more sensors 180 may be disposed externally to SPU 170 in various
embodiments. It should be appreciated that fingerprint sensor 178 can be any type of
fingerprint sensor, including without limitation, an ultrasonic sensor, an oplical sensor, a
camera, eic.

EXAMPLE FINGERPRINT SENSOR AND SYSTEM FOR DETERMINING WHETHER A

FINGER IS A REAL FINGER OR A FAKE FINGER

[0045] FIG. 2 Hlustrates a block diagram of an example fingerprint sensing system 200 for
determining whether a fingerprint image was generated using a real finger or a fake finger,
according to some embodiments. Fingerprint sensing system 200 is configured to determine

whether a finger is a real finger or a fake finger using transient features extracted from
12
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fingerprint images captured during a change in contact state between the finger and the
ultrasonic fingerprint sensor. It should be appreciated that fingerprint sensing system 200 can
be implemented as hardware, software, or any combination thereof. it should also be
appreciaied that fingerprint image capture 210, transient fealure extracior 220, classifier 230,
and fake finger determiner 240 may be separate components, may be comprised within a single
componeant, or may be comprised in various combinations of multiple components {e.g.,
classifier 230 and fake finger determiner 240 may be comprised within a single component), in

accordance with some embodiments.

10046] Fingerprintimages 215 are captured at fingerprint image capture 210, It should be
appreciated that, in accordance with various embodiments, fingerprint image capture 210 is an
ultrasonic sensor (e.g., a sensor capable of ransmitting and receiving uitrasonic signals). The
fingerprint sensor is operable to emit and detect ulirasonic waves {also referred {0 as ulfrasonic
signals or ultrasound signals). An array of ultrasonic transducers {e.g., Piezoelectric
Micromachined Ultrasonic Transducers (FMUTs)) may be used to tfransmit and receive the
ultrasonic waves. The emitted ultrasonic waves are reflected from any objecis in contact with (or
in front of) the fingerprint sensor, and these reflected ultrasonic waves, or echoes, are then
detected. Where the object is a finger, the waves are reflected from different features of the
finger, such as the surface fealures on the skin, fingerprint, or features presant in deeper layers
of the finger (e.g., the dermis). Examples of surface features of a finger are ridges and valleys
of a fingerprint. For example, the reflection of the sound waves from the ridge/valley patiern
enables the fingerprint sensor to produce a fingerprint image that may be used for identification

of the user.

[0047] Fingerprint image capture 210 is configured to capture a plurality of fingerprint images
215 in a sequence, where the sequence of images includes images captured during a change in
contact state between the finger and the ultrasonic fingerprint sensor. A segquence of images is
used to capture the transient nature of the signals, features, and characteristics of the
fingerprint. In one embodiment, the sequence of images includes images of the finger
contacting a contact surface of the ultrasonic fingerprint sensor, or changing a contact state. In
one embodiment, the sequence of images includes images of the finger separating from a
contact surface of the ulirasonic fingerprint sensor. it should be appreciated that the seguence
of images can include images of the finger contacling the contact surface of the ultrasonic
fingerprint sensor and separating from the contact surface of the ultrasonic fingerprint sensor.
Capturing the sequence of images when the user presses a finger on the contact surface, or
lifts a finger from the contact surface, enables the capturing of the seguence of images during a

state of change. This change of state is related to the fact that a finger may deform and the
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contact between the fingerprint sensor and the finger changes. The characteristics of this
changes are different for a real finger and a fake finger. The more the fake finger resembles a
real finger, the smaller the difference in these characteristics. The transient features discussed
in this disclosure enable a characterization of the state of change and are therefore used {o
differentiate between a real finger and a fake fingsr. Although, in the example embodiments
discussed herein, a sequence of fingerprint images is used to derive the transient feature, it
should be appreciated that other transient features may be derived directly from the received
ulirasonic signals, without the forming of an image. Moreover, other types of iransient features
may be ulilized in accordance with the described embodiments, such as temperature
information {e.g., initial and steady state temperalures) detected by the ultrasonic fingerprint

sensor or a temperature sensor of or related {o the ultrasonic fingerprint sensor.

[0048] The capturing of the image seguence may be initiated whenever a change in signal is
detected. For example, {o capture the image sequence when the user presses the finger on the
sensor, the image capture may be started as soon an object or finger starts interacting with the
sensor. For an ultrasonic sensor with an array of ultrasonic transducers, a subset of transducers
may be aclive in a low power mode, and as soon as a finger start interacting with the sensor,
the full sensor may be activaled to capture the sequence of images. In ancther example, where
the user starts lifting the finger, a change in signal may occur as the pressure of the finger is
reduced, and this may initiate the image sequence capture. The change of contact state may
this be determined by the fingerprint sensor itself, or it may be detected by a second sensor
associated with the fingerprint sensor. For example, a pressure sensor, a force sensor, or a
touch sensor may be position near, below, or above the fingerprint sensor and this additional
sensor may be used to detect a change in contact state that initiates the capturing of the image

sequence.

[0048] The sequence of fingerprint images 215 can include any number of fingerprint images.
In some embodiments, fingerprint images 215 are captured at periodic intervals (e.q., every 10
milliseconds) over a time period {(e.g., 10 seconds). In some embodiments, the sequence of
fingerprint images 215 includes at least three fingerprint images. In some embodiments, the
fingerprint sensor may have a higher image capture rate when a change of contact state is
detected, and a lower image capiure rate during a steady state. For example, the sequence of
fingerprint images 215 forwarded to transient feature extractor 220 may include two or more
images captured during the change of contact state right after a finger is detected on the
ultrasonic sensor, and a steady stale image caplured at a fixed amount of time after the finger is

detected. In embodimenis where the transient feature are deduced directly from the ulirasonic
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signals, the data transferred {o the {fransient feature exiractor 220 includes of a sequence of

ultrasonic signal data.

100507 Fingerprint images 215 are receivad at transient feature extractor 220, which is
configured to exiract transient features from the sequence of fingerprint images 215. Transient
features may refer to the characteristics of the signals ilself {e.q., a transient signal feature), or
of any dynamic characteristics of the fingerprint itself (e.qg., a transient spalial fealure). For
example, a transient spatial feature may include how the fingerprint, fingerprint pattern, or ridge
profile deforms when the finger is pressed on the contact surface or lifted away from the contact
surface. Physiological transient features may also be used, such as the influence of

transpiration on the measurements.

[0051] FIG. 3 illustrates a block diagram of a transient feaiure extractor 220, according to
some embodiments. In some embodiments, fingerprint images 215 are received at region
selector 310, which is configured to select regions 315 of fingerprint images 215 for extracting
transient features. I should be appreciated that regions 315 can include one or more pixels of
fingerprint images 215, Region selector 310 allows for selection of a subset of pixels of
fingerprini images 215, allowing for local pixel/region selection for transient feature extraction. it
should be appreciated that region selector 310 is optional, and may not be used for gliobal pixel
selection of fingerprint images 215. For purposes of the instant specification, global pixel
selection allows for the extraction of transient features of a large part of the pixels or all pixels of
fingerprint images 215, and local pixel selection allows for the exiraction of transieni features of
a subset of pixels of fingerprint images 215, In some embodiments, local pixel selection is
performed for identifving pixels that exhibit a sufficient amount of signal change to be indicative
of transient features (e.q., at ridges of the fingerprint, or involved in initial contact). It should be
appreciated that the described embodiments can be performed using global or iocal pixel

sefection.

[0082] In some embodiment, region selector 310 identifies regions 315 of fingerprint images
215 that satisfy a signal changs criteria. For example, a signal change criteria may be a signal
change threshold value that, when exceeded, is satisfied. In some embodiments, pixels of the
sequence of fingerprint images 215 exhibiting signal changes, e.q., relative to other pixels,
exceeding a change threshold include pixels at ridges of the fingerprint. in other embodiments,

region selector 310 identifies pixels corresponding {o a ridge of the fingerprint.

[0083] FRegions 315 (local pixel selection or global pixel selection) are received at extractor
320, which is operable to extract a plurality of transient features 228 from pixels of regions 315.

In some embodiments, the plurality of transient features 225 includes atl least one fransient
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signal feature (e.g., a signal valug). In some embodiments, the plurality of transient features
225 includes at least one transient spatial feature (e.q., a width of a fingerprint ridge). In some
embodiments, the at least one transient spatial feature includes a transient fingerprint pattern
feaiure, e.q., a flatiening of ridges as the pressure of the confact is increased. Another exampie
of transient spatial feature is ridge continuity referring to how broken up a ridgs line is or how
long the ridge segments are {(more or less continuous, or broken up in many parts). In some
embodiments, the al least one fransient spatial feature includes a transient contact pattern
feature, such as the part of the contact surface/image covered by a fingerprint patiern (e.g.,
starting at the first point of contact and then spreading over the image as the pressure
increases, or vice-versa). In some embodiments, at least one transient feature of the plurality of
fransient features is related to a deformation of the finger due to the change in contact state.
The deformation may be limited o the outer surface of the fingerprint, and may involve the
deeper layers of the finger (or fingerprint), depending on the penetration depih of the
ultrasound. in some embodiments, the transient feature used o determine If the finger is real is
a combination of two or more of the above features. For example, comparison of the transient
signal feature compare to the transient spatial features may be used as an indication if a finger
is a real finger. In other words, does the change in the observed ultrasound signal correspond o
the observed change of state based on the spatial feature such as the contact surface area

and/or changes in ridges.

[0054] FIG. 4A illustrates example graph 410 of fingerprint image contrast over time and
graph 415 of ridge signal strength over time during capiure of a sequence of fingerprint images
generated using a real finger, according to embodiments. The fingerprint images 412a through
4121 Hlustrated in graph 410 shows the fingerprint images captured at the different time and are
indicative of changes in contact state between the real finger and the ultrasonic sensor. As
Hiustrated, fingerprint images 412a through 412d represent fingerprint images captured while
the real finger is initially making contact with a contact surface of the ultrasonic fingerprint
sensor, fingerprint images 412e and 412f represent fingerprint images captured during a
substantially steady state of the real finger in contact with a contact surface of the ultrasonic
fingerprint sensor, and fingerprint images 412¢g and 412i represent fingerprint images caplured
while the real finger is separating from the contact surface of the ulirasonic fingerprint sensor.
Graph 415 illustrates the ridge signal strength that is substantially inverse to the contrast level of
graph 410.

[0055] FIG. 4B illustrates example graph 420 of fingerprint image contrast over time and
graph 425 of ridge signal sirength over time during capture of a sequence of fingerprint images

generated using a fake finger, according to embodiments. The fingerprint images 422a through

16



WO 2020/264046 PCT/US2020/039452

422} Hlustrated in graph 420 are indicative of changes in contact state between the fake finger
and the ultrasonic sensor. As illustrated, fingerprint images 422a through 422d represent
fingerprint images captured while the fake finger is initiaily making contact with a contact
surface of the ultrasonic fingerprint sensor, fingerprint images 422e through 422h represent
fingerprint images captured during a substantially steady state of the fake finger in contact with
a contact surface of the ultrasonic fingerprint sensor, and fingerprint images 4221 and 422]
represent fingerprint images caplured while the fake finger is separating from the contact
surface of the ultrasonic fingerprint sensor. Graph 425 illustrates the ridge signal strength that

is substantially inverse 1o the contrast level of graph 420

[0088] As illustrated, graph 415 illustrates that transient features of a real finger illustrate a
gradual change in the slope of the ridge signal strength over time relative 1o the transient
features of a fake finger, as shown in graph 425. This is particularly apparent while the finger is
making contact with the ultrasonic fingerprint sensor, but is also apparent while the finger is
separating from the ultrasonic sensor. By analyzing the transient features extracted from
fingerprint images captured during a change in contact state between the finger and the
ultrasonic fingerprint sensor. The transient signal features can be exiracted from the signal
intensities, contrasts etc., as discussed in more detail below. The fingerprint images 412a
through 4121 of graph 415 also show the change in spalial fealures that can be used to derive
transient spatial features (e.q., area of image showing fingerprint pattern, continuity of ridgss,
width of ridges). In some embodiments, the transient features are exiracted and classification is

applied to classify the finger as a real finger or a fake finger.

[0057] FIG. 5 illustrates an example graph 500 of ridge signal strength over fime during
capture of g sequence of fingerprint images, according to embodiments. When the ridges of the
fingerprini make contact with the sensor, ulirasonic waves are coupled into the finger and as a
consequence, less ultrasonic waves are reflected back {0 the transducer. This resulls in a signal
drop at the location of ridges. This effect is much less pronounced at valleys because of the air
gap between the sensor and the fingerprint at the location of the valleys, resulting in a higher
acoustic mismaich and this more reflection, Graph 500 Hlustrates two example transient
features used for classifying a finger as a real finger or a fake finger, the ridge signal drop at
steady state and a slope of the signal as the finger is making contact with the ultrasonic
fingerprint sensor. Normalized negative slope 510 and normalized negative slope 520 Hllusirate
slopes of the ridge signal at different stages as the finger is making contact with the ultrasonic
fingerprini sensor. in this example, the siope of the signal change is determined at two
instances, and a difference or ratio between the slopes may be used as a fransient signal

feature. In other example, other characteristics of the change in signal or rate of change in
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signal may be used. Ridge signal drop 530 illustrates that ridge signal drop to a steady state of
the finger in contact with the ultrasonic sensor. In general, fake fingers have smaller ridge
signal drop at sieady state than real fingers, and have a fast response (e.g., a faster slope rate
change) as the finger is making contact with the ultrasonic fingerprint sensor {(as will be

discussed below in relation to FIG. 7).

[06058] FIG. 6 illustrates an example graph 600 of ridge signal strength over time during
capture of a sequence of fingerprint images using a real finger, according o embodiments. As
described above, local pixel selection or giobal pixel selection can be used for transient feature
extraction. Line 810 of graph 800 illustrates a plot of the global pixel selection and line 820 of
graph 600 illustrates a piot of the local pixel selection. As discussed above, giobal pixel
selection means that pixels over the whole image are taken in consideration, while local pixel
selection means that a subset of the images is used. In one embodiment, global may mean
considering all the pixels in the images, while local may mean using only the pixels
corresponding o ridges. in another embodiment, iocal may indicate only those pixels are used
involved with the initial contact or showing an initial changse above a certain threshold. For a real
finger, local pixel selection may provide a less steep slope than global pixel selection, and a

reduced change in steady state signail drop.

[00589] FIG. 7 illustrates an example graph 700 of ridge signal strength over time during
caplure of a sequence of fingerprint images using a fake finger, according fo embodiments. As
described above, local pixel selection or gliobal pixel selection can be used for transient feature
extraction. Line 710 of graph 700 illustrates a plot of the giobal pixel selection and line 720 of
graph 700 llustrates a plot of the local pixel selection. For a fake finger, the plols generated
from local pixel selection and global pixel selection are much more alike, and may be difficult to
distinguish. The comparison of the plots of local pixel selection to giobal pixel selection for ridge
signal strength over time may also be used to distinguish between a real finger and a fake

finger.

[0060] In one embodiment, the fransient features are used as feature veclors in a classifier to
determineg if the finger is a real finger of a fake finger, but alternative methods to use the
transient features to determine if the finger is a real finger may also be used. For example, the
transient features (values) may be compared to reference {values), and if the transient features
are within a threshold range of the reference, the finger is likely to be areal fingsr. Thereby,
classifying the finger as a real finger or a fake finger based on the comparison. The probability
of the finger being a real finger may be deduced from the difference between the transient
feature (value) and the reference (value). Using a plurality of transient features may increase

the confidence in the determination. The reference values may be predetermined, for example
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from measurement based on a plurality of users and or a plurality of (different types of) fake
fingers. For increased performance, the reference values may be determined for authenticated
user, for example during enroliment, and may also be context dependent. The contact
dependent can help correct for external influences, such as e.g. temperature because at cold
temperature the contact between the finger and sensor is less optimal, often due to dryness of

the finger.

[0081] With reference again to FIG. 2, transient features 225 are received at classifier 230.
Classifier 230 performs classification on transient features 225 to classify the finger as one of a
real finger and a fake finger. In some embodiments, each fransient feature of the plurality of
transient features is a feature vector of the classifier 230, In some embodiments, the classifier
is constrained to considering the finger for an enrclled user. This means that the decision of the
difference classes is based on references determined for an authorized user, e.g., based on a
user envoliment where the fransient features for that user are measured and siored as g
reference. Based on the transient features 225, classifier 230 generates ouiput 235 as o
whether the finger is a real finger or a fake fingsr. In one embodiment, output 235 of the

classifier comprises a probability whether the finger is a real finger or a fake finger

[0062] FIG. 8 illustrates example distributions of transient features as used by a classifier,
according to some embodiments. Graph 800 illustrates the use of transient features to classify
a plurality of real fingers from different users and a plurality of different fake fingers fabricated
using varicus methods and materials. As can be seen in FiG. 8, the real fingers are located
towards the bottom right while the fake fingers measurements are located more fowards the top
left of the figure. Graph 800 is based on transient features extracted from a global pixel
selection and graph 810 illustrates similar observations using transient features exiracted from g
local pixel selection. The ridge signai drop to steady state and a difference in signal slope during
the initial contact are used as transient features in the example, as discussed in relation {o FIG.
5. This example shows a simple linear regression classifier to demonstrate how the fransient
features can be used to determine whether a finger is a real finger or a fake finger. Many other
types of classifiers are known 1o the person skilled in the art, e.q., logistic regression classifiers,
Gaussian Mixture Model classifiers, linear discriminant analysis (LDA) classifiers, neural
network based classifiers, multiplayer perceptron classifiers, support vector machine classifier,
etc., which can be used in a similar mannar. The decision on which classifier to use may alsc
depend on the transient features and/or the number of iransient features 1o use. This example
shiows the use of two transient signal feature in a two-dimensional classifier. As discussed
above, more transient features can be used in a multi-dimensional classifier using a plurality of

transient signal feature and/or iransient spatial feature.
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[0083] As illustrated in graph 800, line 805 bisects graph 800 such that measured fingerprints
plotted on the lower right of graph 800 are indicative of a real finger and measured fingerprints
plotted on the upper left of graph 800 are indicative of a fake finger. Similarly, as illustrated in
graph 810, line 815 bisects graph 800 such that measured fingerprints piotted on the lower right
of graph 810 are indicative of a real finger and measured fingerprints plotied on the upper left of
graph 810 are indicative of a fake finger. Lines 805 and 815 indicate a class boundary, and thus
fingerprint measurements to the pottom right of the boundary are classified as a real finger and
fingerprint measurements to the top left of the boundary are classified as a fake finger. The
distance between the fingerprint measurements and the boundary can be used as a measure of
the confidence in the classification, and this distance can be converted into a probability using

any type of transfer function or activation function.

[0064] Itis determined whether the finger is a real finger based on cutput 235 of the classifier
at faker finger determiner 240. In some embodiments, the output 235 of the classifier includes a
probability whether the finger is a real finger or a fake finger. In some embodiments, fake finger
determiner 240 receives input from other types of spoof detection or fake finger deteclion, and
makes the determination as {0 whether the finger is a fake finger based on multipie inpuls,

including output 235.

EXAMPLE OPERATIONS FOR OPERATING A FINGERPRINT SENSOR FOR DETERMINING
WHETHER A FINGER |5 A REAL FINGER OR A FAKE FINGER

(00657 FIG. 9 illustrates an example process 900 for determining whether a finger is a real
finger at a fingerprint sensor, according to some embodimentis. Procedures of process 200 will
be described with reference 0 elements and/or components of various figures described herein.
It is appreciated that in some embodiments, the procedures may be performed in a different
order than described, that some of the described procedures may not be performed, and/or that
one or more additional procedures to those described may be performed. The flow diagram
includes some procedures thal, in various embodiments, are carried out by one or more
processors {(e.¢., a host processor or a sensor processorn under the control of computer-
readable and computer-execuitable instructions that are stored on non-transitory computer-
readable storage media. i is further appreciated that one or more procedures described in the
flow diagrams may be implemented in hardware, or a combination of hardware with firmware
and/or software.

10086] At procedure 810 of flow diagram 900, a sequence of images of a fingerprint of a

finger are captured at an ultrasonic fingerprint sensor, wherein the sequence of images includes
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images captured during a change in contact state between the finger and the ultrasonic
fingerprint sensor. In one embodiment, the sequence of images includes images of the finger
separating from a contact surface of the ultrasonic fingerprint sensor. In one embodiment, the
sequence of images includes images of the finger contacting a contact surface of the ultrasonic
fingerprint sensor. It should be appreciated that the sequence of images can include images of
the finger contacting the contact surface of the ultrasonic fingerprint sensor and separating from

the contact surface of the ulirasonic fingerprint sensor.

[0OG7] At procedurs 920, a plurality of transient features of the finger is extracted from the
sequence of images. In some embodiments, as shown at procedure 822, extracting the
plurality of transient features of the finger from the sequence of includes extracting the plurality
of transient fealures of the finger from the sequence of images at pixels of the seqguence of
images that satisfy a signal change criteria. In one embodiment, as shown at procedure 924,
the pixels of the sequence of images exhibiting signal changes relative {0 other pixels
exceeding a change threshold include pixels at ridges of the fingerprint. In other embodiments,
extracting the plurality of transient features of the finger from the sequence of includes
extracting the plurality of transient features of the finger from the sequence of images at pixels

corresponding o a ridge of the fingerprint.

[0068] in some embodiments, the plurality of transient features includes at least one
transient signal feature. In some embodiments, the plurality of transient features includes at
least one transient spatial feature. In some embodiments, the at least one transient spatial
feature includes a transient fingerprint pattern feature. In some embodiments, the at least one
transient spatial feature includes a transient contact paitern feature. In some embodiments, at
least one transient feature of the plurality of fransient features is related (o a deformation of the

finger.

[0069] At procedure 930, a classifier is applied to the plurality of transient fealures to
classify the finger as one of a real finger and a fake finger. In some embodiments, each
transient feature of the pluralily of transient features is a feature vactor of the classifier. In some
embodiments, the classifier is constrained o considering the finger for an enrolled user. At
procedure 840, it is determined whether the finger is a real finger based at least in part on
output of the classifier. In some embodimenis, the output of the classifier includes a probability
whether the finger is a real finger or a fake finger.

Conclusion
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[0070] The examples set forth herein were presented in order to best explain, 1o describe
particular applications, and o thereby enable those skilled in the art {o make and use
embodiments of the described examples. However, those skilled in the art will recognize that
the foregoing description and examples have been presented for the purposes of Hiustration and
example only. Many aspects of the different example embodiments that are described above
can be combinad into new embodiments. The description as set forth is not intended te be
exhaustive or to limit the embodimenits o the precise form disciosed. Rather, the specific

features and acis described above are disclosed as example forms of implementing the claims.

100711 Reference throughout this document 1o “one embodiment,” “certain embodiments,” “an

Bl

embodiment,” "various embodiments,” “some embodiments,” or similar term means that a
particular feature, structure, or characteristic described in connection with the embodiment is
included in at least one embodiment. Thus, the appearances of such phrases in various places
throughout this specification are not necessarily all referring to the same embodiment.
Furthermore, the particular features, structures, or characteristics of any embodiment may be
combined in any suitable manner with one or more other features, structures, or characteristics

of one or more other embodiments without limitation.

[0072] As short summaries, this writing has disclosed the following broad concepts:

Concept 1. A method for determining whether a finger is a real finger at an ultrasonic
fingerprint sensor, the method comprising:

capturing a sequence of images of a fingerprint of a finger at an ultrasonic fingerprint
sensor, wherein the seguence of images comprises images capiured during a change in contact
stale between the finger and the ultrasonic fingerprint sensor;

exiracting a plurality of fransient features of the finger from the seguence of images;

applying a classifier to the plurality of transient features to classify the finger as one of a
real finger and a fake finger; and

determining whether the finger is a real finger based on an cutput of the classifier.

Concept 2. The method of Concept 1, wherein the sequence of images comprises

images of the finger separating from a contact surface of the ultrasonic fingerprint sensor.

Concept 3. The method of Concept 1, wherein the sequence of images comprises

images of the finger contacling a contact surface of the ultrasonic fingerprint sensor.
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Concept 4.  The method of Concept 1, wherein the extracling the plurality of transient
features of the finger from the sequence of images comprises:
exiracting the plurality of transient features of the finger from the sequence of images at

pixels of the seqguence of images thai satisfy a signal change criteria.

Concept 5. The method of Concept 4, wherein the pixels of the sequence of images
exhibiting signal changes relative to other pixels exceeding a change threshold comprise pixels

at ridges of the fingerprint.

Concept 8. The method of Concept 1, wherein the extracling the plurality of transient
features of the finger from the sequence of images comprises:
extracting the pluralily of transient features of the finger from the sequence of images at

pixels corresponding {o a ridge of the fingerprint.

Concept7.  The method of Concept 1, wherein each transient feature of the plurality

of fransient features is a festure vector of the classifier.

Concept 8. The method of Concept 1, wherein the cutput of the classifier comprises

a prebability whether the finger is a real finger or a fake finger.

Concept @ The method of Concept 1, wherein the classifier is consirained {o

considering the finger for an enrclled user.

Concept 10.  The method of Concept 1, wherein the plurality of transient features

comprises at least one transient signal feature.

Concept 11, The method of Concept 1, wherein the plurality of transient features

comprises at ieast one transient spatial feature.

Concept 12.  The method of Concept 11, wherein the at least one transient spatial

feature comprises a transient fingerprint pattern feature.

Concepi 13, The method of Concept 11, wherein the at least one transient spatial

feature comprises a transient contact pattern feature.

Concept 14.  The method of Concept 1, wherein at least one transient feature of the
piurality of fransient features is related to a deformation of the finger.
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Concept 15, An ultrasonic fingerprint sensor device comprising:

a two-dimensional array of ulirasonic transducers; and

a processor, wherein the processor is configured o

capture a sequence of images of a fingsrprint of a finger at a fingerprint sensor,
wherain the sequence of images comprises images captured during a change in contact
state between the finger and the ultrasonic fingerprint sensor;

extract a plurality of transient features of the finger from the sequence of images;

apply a classifisr to the plurality of transient features to classify the finger as one
of a real finger and z fake finger; and

determine whether the finger is a real finger based at least in part on an output of

the classifier.

Concept 18,  The ulirasonic fingerprint sensor device of Concept 15, wherein the
procassor is further configured o
determine whether the finger is a real finger based on an ouiput of the classifier and an

output of at least one other fake finger delector.

Concept 17.  The ultrasonic fingerprint senscor device of Concept 15, wherein the
processor is further configured {o:
extract the plurality of transient features of the finger from the sequence of images at

pixels of the sequence of images that satisfy a signal change criteria.

Concept 18, The ultrasonic fingerprint sensor device of Concept 15, wherein the
processor is further configured to:
exiract the plurality of transient features of the finger from the sequence of images at

pixels corresponding 10 a ridge of the fingerprint.

Concept 19, The ultrasonic fingerprint sensor device of Concept 15, wherein the
plurality of transient features comprises at least one transient signal feature or at least one

transient spatial feature.
Concepi 20. A non-fransitory compuier readabie storage medium having computer

readable program code stored thereon for causing a computer system 1o perform a method for

determining whether a finger is a real finger at a fingerprint sensor, the method comprising:
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capturing a sequence of images of a fingerprint of a finger at an ultrasonic fingerprint
sensor, wherein the sequence of images comprises images captured during a change in contact
state between the finger and the ulirasonic fingerprint sensor;

extracting a plurality of transient features of the finger from the seguence of images;

applying a classifier to the plurality of transient features to classify the finger as one of a
real finger and a fake finger; and

determining whether the finger is a real finger based on an output of the classifier.
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CLAIMS

Whiat is claimed is;

1. A method for determining whether a finger is a real finger at an ultrasonic
fingerprint sensor, the method comprising:

capturing a sequence of images of a fingerprint of a finger at an ultrasonic fingerprint
sensor, wherein the seguence of images comprises images capiured during a change in contact
stale between the finger and the ultrasonic fingerprint sensor;

exiracting a plurality of fransient features of the finger from the seguence of images;

applying a classifier to the plurality of transient features to classify the finger as one of a
real finger and a fake finger; and

determining whether the finger is a real finger based on an ocuiput of the classifier.

2. The method of Claim 1, wherein the sequence of images comprises images of

the finger separating from a contact surface of the ultrasonic fingerprint sensor.

3. The method of Claim 1, wherein the sequence of images comprises images of

the finger contacting a contact surface of the ulirasonic fingerprint sensor.

4. The method of Claim 1, wherein the extracting the plurality of transient features
of the fingsr from the segquence of images comprises:
extracting the plurality of transient features of the finger from the sequence of images at

pixels of the sequence of images that salisfy a signal change criteria.

5. The method of Claim 4, wherein the pixels of the sequence of images exhibiting
signal changes relative 1o other pixels exceeding a change threshold comprise pixels at ridges

of the fingerprint.

8. The method of Claim 1, wherein the extracting the plurality of transient features
of the finger from the segquence of images comprises:
extracting the plurality of transient features of the finger from the seguence of images at

pixeis corresponding o a ridge of the fingerprint.

7. The method of Claim 1, wherein each transient feature of the plurality of transient

features is a feature vector of the classifier.
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8. The method of Claim 1, wherein the output of the classifier comprises a

probability whether the finger is a real finger or a fake finger.

9. The method of Claim 1, wherein the classifier is constrained to considering the

finger for an envolled user.

10. The method of Claim 1, wherein the plurality of transient features comprises at

least one transient signal feature.

11. The method of Claim 1, wherein the plurality of transient features comprises at

least one transient spatial feature.

12. The method of Claim 11, wherein the at least one transient spatial feature

comprises a transient fingerprint pattern feature.

13. The method of Claim 11, wherein the af least one transient spatial feature

comprises a iransient contact paitern fealure.

14. The method of Claim 1, wherein at least one transient feature of the plurality of

transient features is related to a deformation of the finger.

18. An ultrasonic fingerprint sensor device comprising:

a two-dimensional array of ultrasonic transducers; and

a processor, wherein the processor is configured to:

caplure a sequence of images of a fingerprint of a finger at a fingerprint sensor,
wherein the sequence of images comprises images captured during a change in contact
state between the finger and the ultrasonic fingerprint sensor;

extract a plurality of fransient features of the finger from the seguence of images;

apply a classifier to the plurality of transient features to classify the finger as one
of a real finger and a fake finger; and

determine whether the finger is a real finger based at least in part on an cutput of

the classifier.

18. The ultrasonic fingerprint sensor device of Claim 15, wherein the processor is
further configured to:
determine whether the finger is a real finger based on an output of the classifier and an
output of at least one other fake finger detecior.
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17. The ultrasonic fingerprint sensor device of Claim 15, wherein the processor is
further configured to:
extract the plurality of fransient features of the finger from the seguence of images at

pixels of the sequence of images that satisfy a signal change criteria.

18. The ultrasonic fingerprint sensor device of Claim 15, wherein the processor is
further configured {o:
extract the plurality of transient features of the finger from the sequence of images at

pixels corresponding 1o a ridge of the fingerprint.

19, The ultrasonic fingerprint sensor device of Claim 15, wherein the plurality of
fransient features comprises at [east one transient signal fealure or at least one transient spaiial

feature.

20. A non-transitory computer readable storage medium having computer readable
program code stored thereon for causing a computer system {o perform a method for
determining whether a finger is a real finger at a fingerprint sensor, the method comprising:

capturing a sequence of images of a fingerprint of a finger at an ultrasonic fingerprint
sensor, wherein the sequence of images comprises images captured during a change in contact
state between the finger and the ultrasonic fingerprint sensor;

extracting a plurality of transient features of the finger from the sequence of imagses;

applying a classifier to the plurality of transient features to classify the finger as one of a
real finger and a fake finger; and

determining whether the finger is a real finger based on an cutput of the classifier.
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