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51 ESTABLISH A SUB-REGION UPGRADE INFORMATION IDENTIFIER TABLE, AND
PROVIDE A BACKUP BUFFER REGION

82 BEFORE PERFORMING A SUB-REGION UPGRADE, STORE SUB-REGION SYSTEM
FILES REQUIRING UPGRADE IN THE BACKUP BUFFER REGION; ON THE BASIS
OF A SUB-REGION UPGRADE FILE IN A FOTA UPGRADE PACKAGE, SEQUENTIALLY
UPGRADE EACH SUB-REGION REQUIRING UPGRADE

53 WHEN A SUB-REGION UPGRADE FAILS, ACQUIRE, FROM THE SUB-REGION
UPGRADE INFORMATION IDENTIFIER TABLE, SUB-REGION INFORMATION OF THE
SUB-REGION EXPERIENCING UPGRADE FAILURE, AND ON THE BASIS OF THE
OBTAINED SUB-REGION INFORMATION OF THE SUB-REGION EXPERIENCING
UPGRADE FAILURE, ACQUIRE AN ORIGINAL SUB-REGION SYSTEM FILE STORED
IN A BACKUP BUFFER REGION, AND RESTORE THE SUB-REGION EXPERIENCING
UPGRADE FAILURE
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(57) Abstract: A firmware-over-the-air (FOTA) upgrade
method, comprising: establishing a sub-region upgrade in-
formation identifier table, and providing a backup buffer re-
gion; wherein, the sub-region upgrade information identifier
table is for storing upgrade state information of each sub-re-
gion (S1); before performing a sub-region upgrade, storing
sub-region system files requiring upgrade in the backup buf-
fer region; on the basis of a sub-region upgrade file in a
FOTA upgrade package, sequentially upgrading each sub-re-
gion requiring upgrade (S2); when a sub-region upgrade
fails, acquiring, from the sub-region upgrade information
identifier table, sub-region information of the sub-region ex-
periencing upgrade failure, and on the basis of the obtained
sub-region information of the sub-region experiencing up-
grade failure, acquiring an original sub-region system file
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experiencing upgrade failure (S3). Further disclosed is a
FOTA upgrade system and computer storage medium.
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ik 4 R I 8% G AT IR R A G 03 R A5 BB B A48 5 45 K R4
R RR A IREAE & PTR A BA AR 33, BARBLE A0 R A ER
g, ¥HETREE E B D] 5 R A BAZ EATF A T A 4 K 694 FRK
SR5F,

ST RALK, ATidgRA 543 EAFREAGHET NVRAM .

AFFR ARG, PrRBEAR 31, BRI AEILIFMESR, AFiLT]
F A o K T A4k ik 4 R A BAT EATIRE GG 7| B4 R A 69 484+
T2/ 48 6 PP iR G042 o7 X

PRk S BAL AR R 34, LECE A Ay RITRRME, BLPFET] 30
B RAS W Pk o R AT 845 S A7in k., 3 TR BRI 5 R e 9 RAZ
By Tk g| S o RiBEPTEARE KGR0 RAZ 8, %3] Fmik
SR AGEARFROMEEGENET R, FEENEFREEHZLESTK
BNER, RARBHE, WEHRASROGEWEF R N4 X AR
W A B A BE TG X

FEEFRAER Y, PrAmEAR 31. &tk 32, 843k 33 44K
AR 34 Ao FBAEHE 35 Tl T FOTA EMFA LKA G P oy P RALER
( Central Processing Unit, CPU ). #4322 ( Micro Processor Unit, MPU ).
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% 1% 5 4 22 % ( Digital Signal Processor, DSP ). 3 3L3% ¥ 4442 114 7 ( Field
Programmable Gate Array, FPGA) % 3.
® T recovery 4R —HGE B AR ARG R, FINLEZRE
Z65 X, I recovery 4 RAEN —/o R AKET 69 E£566], sTARL A
AT, BARIZ 4B 4 BT,
FHA 1, ERRGE EFFAR, KREHH 6 FOTA FHRITAZ O35
B al: 435 B4 S FOTA R34 B 4ig K, HFss B
A 5 AR RS 45 B £ A4 FOTA IR4-35; # FOTA IR 53 #ikssm =T
TH BN 25 Jotksh BB A6, #AF IR a2 49385 ; % FOTA R4
INK & AT s B R 5T I+ BN 4 4n s B 44508 ROR B4 F 37
FI a2: TR FOTA FFR LA M, EHBROH K, Toiit
ATIHLE, MBEAT IR a3 8938, BHROARK, N ABL R AR B4 247,
TR a3: ALY, BRFEE, RFBIRGA G5 R AL K
(A% FTREINER, 250805 2K , ABRATIRI R ), HE AR
R R A BAT ARk, HoRABAE EAFREGEEE A RIL, ol
LA AR RAZ 8, 1FE| &4 K & A6 2 18] X89435 A f /& Flash A
k% LT HWE T X
FI ad: Bt 5 R IR R FPORF 13408 HFT 4K recovery 2~ X,
BB IAE A 42 L 69 recovery 4 X A 69 2 R XA HAEE| S0 T K, Hik
% B JE it I BRI recovery 4 #EAT IR
FIR a5: M LA recovery R 2 EH LR, HEIHAERIELS R I
AT EAFIRE Y recovery 4 R L AR TFHEAS R T ARGE L, 5 TF—4 K
ATHHER, PPBREIF R ad, REXTRALAS R, M5 RF Ay R4
%, iFA2F] recovery 4R #9FtRit A2, A EAH,RARLE K,
¥, —fHE LT L recovery 2 R 2 & £ R A G E B —
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b AR F B JEAAN 5 R IR 5| R iT 40 recovery 5 X 2 T A E TR
A B 4 R A BAT EATIRE A recovery o~ X L AR T 6915 & UK,

Pk BT recovery R EBPWRA T A4 693 4E; LETIREFIR a4 %4t
recovery 4 X #ATFH 4K,

KA 2, £ ZGEMHIRE, BT R ZL5A S T recovery 4K A= %
AL Bl — A K, BAEREZAGFTHELLEHRAYZATE, B E%E—
AR RE G R, KEHAH G FOTA A ATAE 044

FHEbl Fa T2 5 F6] 1 FFHal FHR a2 406, ok TH R ik,

PR b3: HEAFLBIRT, BMFA L, RIBHALOLA G R AL L,
E I AR R A BAT EATIRE, Ko RARIT EAFREG1E & E H R
R HA ARG SR E, FREH R EAAHZE X 6915 &AM E
Flash 4% 38 E## 5 &% 7 X; F &£ Flash G4% 38 L 5 — A3 Aok
S X, VAT a4 boot X ;

F B b4 BTN R AL E GG H B T4 8 e F R LGN K, AT
FREZA LN EZAS RN AZAAI M FHIAEHNE TR, AT RER
TR B G R AT R

PR b5 MBI ARG RAEGH BRI, FIARAELS BRI B
BAFIRER B B R A MR THEAS R ZRGE L, 5 TF—o R#AFHK,
BPkiEl 3R b4, 4k Mo K5 by RBATHHR, SRR AZALASR
FpitAZ, A EAHRSRIRLE K,

EH M B 5 R A BAZ EAFIRE M A A R L T o942 &R A KL, 15
ARERTKR, NEZREHEFRANNGREZGIHKEB Z4%49K; boot
SRR RFREOSDEFR, FEZENEFTREEAZRLESRK, 4o
WBHEG;, RARBNE, WEAREASRGENETRAGRSR A4
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ARG BV RERG R, MEZREEFHALRLZAS K, FIES
3% b4,

T recovery 4 RARZAMEA R — A4 R, —ELZ5RAIBRLK, &
RABLER e B Mg F A, LA RBIREZANT N, i 2 REH
TR EZSK LM, loader 5 R 20 R o4l TR H 38912 2 4 M, HLRA L R4
JBF); B, loader 4 R #4816 2 e K4 boot 4~ X, @ -T boot 4~ X #9484t
e EmEF X, ARG TRENE N REHFRGZEAS K, boot 4 X
AL F—AREEE loader X AR EZASR, wfE i T L2453 Hd
FRAGAEMG P ALEAFIETF RALE BB TRENLERLF A,

AATIR A GG AN LB, ARG ERFITRE A FE. 24,
RATFAALF Fon, Bk, RLUY T RA A EES . ARG XS
S A AR T @A RSB R. M, ALATRALE-AREANL
@ T BALET A A R 6 BALT A A (s e R R T A
Frtik B Ao F AR RS ) EEae T ENALT TSR X,

KL RS BARIEARL P RHRBEH R, BE (RAE). it AR
ot AAZ B A/ R ER R ABA 4. IR it FAAE R 18 A E AR
B Au/ 3 5 AR B F 69— RAR A/ R T AR A BORAR B A/ 5 HE B F 69 R4 Ae
IRFAEG LA, TR ST AR B 35458 B A, R A,
BANKA AR AT AR H AL TR SRR A — ALK, 247
B AR AT BAR IR L IR S LR PATEIE A S A A T £
ERARE—NABRENAEF/RFTAED AN FHEX SN FIEFIE T
CAE

X e HAUAR T 38 A AL T AR AR A8 T | 5t AU A ST S AR SR AL 3E
RAEAFE T X TARGG T AT G4 8, A AT AT 4
HRF OIS TEALHERSELENF RS, ISR EZINEAEZE A
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AFER G N RBRA/RFGEE —ANFERZ AN FAET T 6,

bt B AR F 38 A AT BB o A AU AT S A2 S AL R &
b, AR BAUR AT BAZIR S L PAT— R 5 R A T A A
FZIEGRTE, AT AR AT A2 % & EHAT 48 34 A T 23
EABE —/NARR G NABRABTAER —NFIER SN FAEF I
Aeag F IR,

AT, KL EHRBTIRET —Fri EAAENT, PTET HNA
A L E—B48 4, HPATATEIE A0, FIRE ) —ARERISTRL
BF) 52 3645 P 324369 FOTA 4R 7 i%.

VAEFTIE, AXhH KA B 69484E £ 5ep)dm &, FHAE A TR AL 9 694%
PRE, FLAERLP AT A RN Z R BTG, & Bl A Ao it
¥, HEECAERLPGRPEEZN,

Tk 5%

RE P RAGIREG T E, BIHpRALE LAFREITREESNE T
R, EoRALI, KFEZHARGS KNG ERIA GRS F
R9¥; Z&, R FOTA FREN 65 R AR IAAR KIS A E B+ 4489
G RBATHR; ST TEANEFZHRGHRK, 5 RARKKE, Aoy RALR
T RATIRE T RIS AL MG R 694 K45 &, RABRF AR K IKeG 5
R 695 R A &IRBEITE A+ RN A6 R R A5, R I RE K
SR, dmdt, A 0P Ak B SRR MGE R A R R RRIR AL, T R
FE” B EE,
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AR P

1. —F L& B FOTA #-485 %, PTik ik 3%

I RIBAZ AT RA, FHFRESHEFTR; £, RS RAL
15 BATIREA T HE 0 R ey A SR EE &

S RALA, BEEZHARGHS RN ELEL AR TR S mE T X
i

A% FOTA FHA G MW 690 R H BT AAR KA A E B R o R 347
FHEK;

Yo RARKIKES, MATE S R A BT & AR TR R T RIFA R KK G 5
R &g RAZ &, RABFRFOHABREKG SR G5 R1ZERBREWEFT R A
BAk ey B K 2 X, WA PTEABE MG S X,

2. RBAHZR | Frikeg ik, A, A TFTHEATZAAGIE, X
o R A BRI, BRI G1F &G E| 5 R A 845 EATIRE T

LA RE M R IRE T ARG, B TR A K Tk ey 4 R #EATH 4K
FHHA BRI G, EH BRI 61E &R 5 R A BAZ EATIRE T .

3. BRI RR L BTk ey ik, L4, AR EEA RN SRAGA
G XM G R T R S FT R 6 B UM EEA ARG RN R %L
MBI PTRSWEFT R, XA, BEERHRGS R AR A%
o Ry A GBS 0 SR R F, FHLRFNEWET REN ) A%
AP B 0 o R A5 &

4. WRIBARANEZR | Frikeg ik, HF, Pk ikid eudE:

T FOTA AR @, FHAE F 849 FOTA TR @69 H 2k

Frid 3% 55 o R 845 EARIRR A . RGBT &Re§ FOTA AR LW &2t
Bt B R 4 AR 3o R BAZ B A7 IR KR

5. BRI RR 1 BTk eg ik, o, Pk RIRIE SRR A
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6K SAE B A AR L 4 K R BRI AR MG REAZ &

H PR BT R AIME BB R A B EAFIRET A E—AHK
FERA TG, ¥ B F 4o R R TR EG15 & ZH7 8| 4 KR 4717
PARRL R L AR R 5T,

6. RIFEMFIER | Fridegriik, £F, FFATRALAHSRE) @45
recovery 4~ X .

7. RBAAER 1 £ 6 E—RPTERGF A, LF, TEASREALREE
FRIRE AT AE 5 R AL F) 4% 25 NVRAM ¥ ;

Pk 7 ikik 4% S RAREBE, NZF NVRAM F #9455 R 4K
13 EATIRERIF A0 R 69 % AR A0 L 64 o R I BOR 5.

8. MRFHAIEK 1 £ 6 E—FATikG Tk, HF, Pk kiLass:
PR & B B R A BRI G, BRs RALE 477 EF FOTA #
KoL, FMRFESHEAFR, FEHEF RIKEAFHEK.

9. RFAAER 1 £ 6 F—TATEGG T, HF, L RLas:
E 3 5| §FmBoy R, AT F ARG KA T 546 P7TE 4 R+ 815 477K,
AT F Ay R A G FA4HE F AR @ TR S P X

S RABREME, Pk | S RAN AT Lo R A 845 &47IR &,
| PRI RR MG 5 R 0G5 RAZ & Pk 3] fAn o K A g 354142 7 38
W EHEFR, FHFEDEFTREAREIRBHAR, ARBFE, K
A Z AR GENE T EN SR ZRIRE B A RE MG KX,

10. —#F FOTA #4& %A%, PIARG % REAE. Sk, #
PAES AT AL A, HF,

Fridfe B4, BB AE L0 RARE EATIRE, FRESWET R,
o, Frid g R GAFREA T A& 5 Ryt SOk &3 &

Frid S Ak, BB AL RITAF, FERBFRGTRE AR AL
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A1 B B R A R T R

ik S+ s, BB AARIE FOTA FH4EL K 895 R A BRI AR K AT

NEBIT R 55 R BAT I

15

PrA S AL IR, BB b %A KA AT, BT i A K A 05
R ACE FIRIT SR K Y A (K 69 [ 15 , AR3R BIT 64 FH LA T e o K 44
AR BRI EDEA E N AR R R, MILATR A K A

A
=

11, BRAERFIZR 10 FReG A%, EF,
Pk FH B A, LB B A ARYE P i SR AL 22 AR 3 64 38 7 3 FH 4K K Ik 88
o RIATHR, FHREARLE R EPTEA R A,

Pkt AL AR, EBE A THEANEZIRGR, 2 EIHRRK
HAF, FIRT RS E AR o R A 545 EARIRA T SRR M
RW ARG, 4877 AT I AR & H734 PT ik A R K g 5 R AT 4R

12, RBAH R 10 Frikeg 24, HEF, PFE&nik, mEAHAKFS
Al 2R R N6 R A B TR S E T R ¥, &, ¥&F
BH B R A RALM s RO R AR L& EF R, it
RENEGWE A R &4 7 5 M P78 6 o R A3 &

13. RBAAZR 10 TR A%, £F, FRRAE O FTHRAEE,
At E A T & FOTA #tR &, HAEI T FOTA AT B, FTH

& FOTA F+ 56,1 E B B0 50 R 4 AR K £ B0,

20
Prid e B AR, BE HAR4E TR FOTA HRALNEEHARGEZSK

4 ARE 2 R AR EATFIRA.
14, BIBAAZR 10 FFEG A%, £, PTAmRERR, BRREHKR

K R BAZ G AT IR R GAE G 45 R AAZ BB B H AR 4 R A B R ALK

25 RIKEIKREIZE;
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Frid ft B IR, BLEA LS R BAmA G, FHAZREEE L
2 o R BAZ EATIRR T AR B R 49 L AR R K5 F.

15, BEBRFNEZR 10 £ 14 F—HRG A%, EF, IS RAL
18 &AFIRE AT NVRAM 7+,

16. HIERFNEK 10 £ 14 R PR R %, L4, PrEAmaAse
Y, BEEHEIREEZHBESRAHERIGE, MRS RIRE EAT
RE A FOTA HRE; FRRITESHE N R, B&EHE T RIRIH A4k
X,

17. BERFIEZR 10 2 4E—FFEG 2%, £, AR EAES:,
TEREAZZI FEG R, ki Fhed o RA T A#rds RA5E
BAFIRE I S B o R A 38442 48 @ T & ot X

Pk AR 3R, LR EAES RAREBIE, BT F A
o RAR M P& 4 R B2 EARiA R, FEIPT A AR KA 5 K 694 R A2 &
Bk 5| A B R8Pk FF AR M 9 R 699 R 12 &, #5] Fm#E o R
NegIeAt R AR EM L ENETR, FREREFTREHDZASRED)
%, RARBHE, BUARASROENEFTENGHSR ZAALAFRE
LI ) &0 P

18. —Fb it HAAMENI, PR HAAN @dE—2838 4, HH
TRk 4840, FIRE S AL B RPITARAZR | £ 9 E—FATiLH
FOTA H 475 ik,
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