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FARATR

[O1] ARG 45— A 3% A A6 135 BUS A RATHK, L3 A —H 2 T2 20k 5 0915
BRI A E R B R,

FREREAR

[02] R34 AM AL (Flde bt B ML) 2 B, AHRNE T GRET 2H R
b X AR 25 M R IR IE 5 AR, F AR A KD 82k R A AT AR, i
B%%&Mé&# éﬁ‘rﬁ";jﬁﬂd-%%i%@jno

[03] B AT 4ok 4K Y [K $e 4k P & AR LR K09 A DER B A TG FAFIE B8, FRAEX P AN BREK,
RAER B k. K% MRk oy AR R 8 A R M AR AR IR TG L, R TN KF eI Kk
. w ILAGRR R TEAL B AR 6 An B H AR, 4o R & 4e % (Homomorphic encryption)#e K 4m jR ik

B (Zero-knowledge proof) ¥ 8 & & &, @AM £, M HLTAF RS E9HERL.

[04) B G RFe AT #), “T1E#ATIRSE (Trusted Execution Environment, TEE ) & 5 —# %
#7 K. TEE T ARZ BT 49 R4 M, £ TEE ¥ AT 69 RAFr HAB AR iR AR AR A
FAEMH, RABTRBF T ESLGED T e L SATHRE. AR RS H, BT
TEE & 248 1/R, /& TEE ¥ #ATE F a0 LI, @ RRR S T o) LR E LT
EH, AR A EME, BiE TEE A4 AR KT TARX
AL ERA RSk st feraAatt, B A TR+ K& TEE 7%, LTFAA £
FAGTG R A AR B LATA B 49 TEE Mk 8, @453 4 7 & &9 TPM ( Trusted Platform
Module, 12 #i-F & 483k ) vA BRAZ4F 7 @ %9 Intel SGX ( Software Guard Extensions, %
#R## ¥ B ) . ARM Trustzone (124EX ) = AMD PSP ( Platform Security Processor, ¥4

R,

NS

[05]1H T b, ABLEH P —NRE N EuPIRAE LTSGR EGIE BT ZIF 5
I B e R R EE .

[06] 4 I LA B &, AR B —ANRE N FHRPIRBBEARAFT ETF:

1



10

15

20

25

WO 2020/238958 PCT/CN2020/092606
[071ARIE ADLRA B — AR EZ N EHBIGF —F @, #ET AR T ELHREGE BRI
RIS EMEBG T ik, G
[08] K #2452 A T HATIRIE T MBI E 0 R 5, AR R PTIE I st B 9 45 486 445

[09] P ik R 3k 4k & 2 5T 15 AT IRBE P PATPT £ %5 4 , AT PR S HE A2 R G, A0 A
IR AAS L

[10] BT i [X e bk 5 5 A2 T 12 AT IR B FARIE 2k 540 o By B T 2T AT ik A 29 R &5 AT Im
B, AEmBEAYREBEANEIEE, LFREY R T L& &4 RS ETERS
- 2R AT BT B9 AS R F

R

[L1ARIE AL B — AR E AL HI09 5 =5 @1, R T —A KT A 2R &5 BUR P
FIFHEMEGRE, QiF:

[12]/8 £, ETIEHITRE P MR BELD G, LB TR R st e aeb-4;

[13]#ATET, ETIEPATIREE P HATHT L% 4 , AZPTIR IR Ge A2 LA 4K
BAAEB

[14] B2 70, T HATIRE T ARIE N2 B4 s vh) B T34 BT i 29 R A AT I 57,
H BTk %o B F 6148 P i A 29K A5 8 iR 488 Z9AR AT BT 69445 8K 55

[15]1 A4k, A FHnEEeRES N NIIRE.

[16]4R3B ABLEA B — N REANFHHIE =5 &, BT —HeFRE, @
[17] 4 32 2

(18] T A-fik 4k 38 28 5T PATH 409 A4k 25

[19] 5+, PFif &b 22 3338 1835 AT AT iR o] PATAR A A Ko 56— @ AT iR 09 77 ik,
[20]4RIBABLY B —AREAN P\ FEEFT @, BT —H TR, £
L BARA T FAEE A, Z AR AR B B PATI I F — T @ T g iR e F IR

¥ B BLEA

2118 1 & — T B LGRS —F O RS TER.

[221 1 2 & — B Z P RAEYG —FF AR a8+~ &5 B,



10

15

20

25

WO 2020/238958 PCT/CN2020/092606

[23]1 B 3 & — ) R a5 A 6 —FF I T A 29 R S 6945 BUOR P I3 A5 B 6 7 ik 6
i A
[24]1 8 4 & — ) hE 52 56 45) FAE 64 —FP 5 vy B FAL L4629 0K 25 094 A5 BOK R BT 64 e 58

- s
TEH.

(251 5 & — )k 523645 AL 69 —FF %5 vd) B F ) B 608629 K A A5 B B 5 R 3k
BE G mETER.

[26] B 6 &— Bk ) FR A G —TFF %5 o8 B F ) B 618 R S 9IS BUR R 5 R G
T Z ooy E &R,

2718 7 &2 —TF O LB REG T a B TR OARRHE. I hBEEELY
RGBS A B T mBRER,

[28] B 8 & — i KA R4 0 —FF & 2R S 0GB M T F .
[29]1 B 9 & — )t K Fa IR A 64 5 — AP S RS0 AHET 0 M T B H.
[30]1 8 10 & — B Eia bR —F R &M TE R,

3118 11 & —T Gl L a0l R AR —FP L T AR EGIEBOR T R S mBHEE
AR

Y S

[32]3X 2 A53F tm st = bk KA B HAT I, EmOlR-TAEME Y. T@ebd s RAu
Baf, BAEFH AT, FEWE YRR KT A TR A EE. AT R~ EE
Bl F Ptk 64 2567 XIFRREE KW B — AR E A 525148 — 84 PTA 5367 X,
R, CAMLAE L S T AA R B F Prif ik oy, KL B — AR A FEEp] 0 — 2T
A — MG R B ey R BT

[33]1% 2L 692 AR50 F I R — T 3 B ARBLY T ik At iR 6900 5 R ATAE
Rkt Bk, A —3 B TP, BTy kAT LA 00 BRI AV RS B ATk 4G
$REY. b, R H Y HRE G EA TR, LR T TR E A S AT
RAATIER; T AL B P ATRIR 0 S AT IR, R ) T AT Sk A A
BRATHE

BY
(S\_

[34] R 3 4% — A R o A ZF KA. N~ 4 (Public Blockchain) , # 4 4% ( Private
3
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Blockchain ) #=Bx 8 4% ( Consortium Blockchain ) . #b#h, A A £ A 644548, tododa
H A+ IR AL, BRI+ AR S RIS A R3ksE69 55 5 B KR4 & (R M AR
WE) . KD BT AR EMRIEITE. AS R HAREEH Kk iLRRE,
BARIRBET BT DR 6 RSRAEM 4, £ LR X G Rk, P SHBERS
B RN HE . N REVAAE T L A RIT AR, A NNH 09 A 5 4 7T vk IEE b g4k
Witk 2B HUARFFH RRGIURRF, BESEHT fdm AL RBE N,
AL RE AR, A8 K P 2569 B NARR dy AN R A WA 4], HAB L BUR TR Z 2148 3K,
MAMGHLE . BRI, BAETAA AT AL, 554 Bh PRIREI LD,
AP R AL 64 R e gk F3E ST 45 AU SRR . BR AR ] AT A B AR 2R
B R sk, TRIL HRayEPo” o BEA T EANT EBTH LA 6 TARBM
KAWL, A5 H @I AN L H LR A BAABEE, 3R 4 Kskbbiz T,

[35] Rt AT 4. A R IR AR, AT RRBA RS L6, Kkt Ladae
B8 R RSB 2 LT AR G RRAFATO 6 2. JF 68629 T A i AR 69 T X E 3L,

[36]AVARIE A ), HFFF P A KRS Mk AR M — G R a918 48, XA K
R AT oo T R 3k s H ARG R ARIIK . A RIFVE A —A7T S AL R bk 94508 0L K35 8
WA (EVM) , BAAKG T AT VBT EVM. EVM 2 —ANE R 246 R AL, X
BRATABLE FNEI T L ZH, AP EARSG T LA FRRAE G HHAL
EVM LiZ4769. SR L, RMANA BT AR (EDAIF T, T RME “F
WAL ) . FEE KRR E R T AR T N AT X

[37]1#]4=B 1 Ffa, Bob ¥ — QAR ELHIE LR HLEIARG ML E, T
& 189 EVM T ABATEAN LG A Rt B ag6-29 5 4). B+ 1 F49 “0x6f8ae93...” X,
AT ENEL AL, K8 data FREGHTURFT TR, It o FERAE. T
B BRI R R —BUE, AN RACNE, FETUEE S TR FHAR. &
HelE, Rt LRI N5 AT AP, A — A4 2 egbit,
S HRBIERAEEZEHRE F . YT AH BEHNRBIES). a)EHR, Faed
BT R34k b A QS REF K P A% (Storage) &9 MUK P .

(3813w 2 AT, ABAVARIE A 4], Bob H—ANRA Tl A A 466 29 89 L KL EDAKS
M4/, 3T 249 BVM TARITEA R H £ mat B &2 5l By 2 % S o
from FHEARHLAF (B Bob) #KF dg3bik, to FHE T “Ox6f8ae93...” KRET
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PR B R A 2963tk value FHEAEAKFF RAKTEME, K4 data FERAF
WA A B A A0 T ik e AR, AR IR 4G T KA K Sk W 4% F S A0 B 09
PAT, PR PATIERASIBEARA AR it £, IAE RS ARG, Rkt LsbthFT
TiEEH, REEFRH S EIE.

[39] T Tk, #E A RREEOHFREHTARFT HANGH X, FHAE—E BT
VLR, F—FPTAAFRA—ABRME, KT TR, THERFZFTEFE, TAET

ATABEREFTHH, MR AFE-THAETHEFRSGHRDL. FLIETHE TR
SR, ZAGEFERRE, ERF I, EmZFVATANED RkstE L. ARy
I HFHNFHRETHS, 4o Solidity. Serpent. LLL #&FZ 4.

[40] »A Solidity #& & A 4, K L4m 5 496295 @ w3t %4238 2 ¥ 49K (Class ) kA8,
F—ANEHFTITABRSHRI, QLEEARE. B, BHBERE. FHF. 54K
BRAKAANETT B IR P A4 ¥ 6918, A TIREE46RE.
[41]4=F &2 Solidity 3 5 %5 69—/~ 8 £ 69 % 48529 69 KA T 41
Contract Example{
int balance;
function C(){
balance + = 1;
}
function getbalance( ) returns(int){

return balance ;

}
[42] —fHg, EANELIEFER RS, “balance” EANE LR A L 69 45K 25 2 9
L, EFTAFRT AR LIRS, R ERIP IR ERGE S . R A P AKRE AR
Ak, B AR R AR Gm B | B A BRIk T K, TR EREE EAS Y, 1443 “balance”
S YRS ERP AR, HEFE LI balance AAnFIR LA E R, — AKX A Ao
FHREHA L, mARMERITECGIEEMERETALE. MARLRRS
TEE AB4 G 69k 5, AT FIRARIY, FEEHH o RN REW E1E
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T2 RIMRY GBI B KIRGET B3 AR AP . PRSI, I BIKT A
RGN, Bl AEEHATR .

[43]TEE # & F CPU #frtg&cy k, HEIEITLME GTEIATIRE. TEE &7
& W Global Platform 42 £ ¢9#t4s, B TR ABFHXE L RGELRE, FATHRER
YA KL AR AT 12 2 A M HATERSE. ARM 49 Trust Zone HARR-F LI T EEHF
49 TEE # K. @A LM 5 Lk, a6 E RARAD, TMURTH LS,
Z IR A, HAEP AR TEE 2% 7 £ %2495 K. TEE SRR T Sk o)L kA=
¥ A&. WAEPHLE TEE #ar 5 RAR H A 2R )y Lé TEE. #lde, RE%
SR TE Intel, AMD ARG E T A H44 8069 TEE 545 7 TEE 69L& Fadd 14,
FET L RIFET L ehiAT. IAEARALE TEE % £ % 45X X A2 4480 49 TEE K.
AR FH %, ZwmiyEERRAZFE, %l P a-6 7T, HikiEA TEE
8% —F sk R ZAIN TEE 9 L 55712, F3bIES TEE S AHG| AT RAZIEBAHULH,
WA H(EEA CPU T ) B ETHFELHARMKRA P 4f TEE RETHIE,

[44] Bl BT, AR 20 KR8 B AT e ik R e FE K, FHE—F 3B aftk
PR L. 035 Intel SGX, AMD SEV f£ A 647 A TEE ®##R 4L T A A EH R,
FTERMATRAL CPU AES, EAAFNAHRIY A ELG LS ZE A P HATHIR, )
4o, EHRGBARPT R (SGX) ¥ TEE HAMBSH TRAPAT. BAEIEH. 24700
B HAE 2D AN THATRAB G TIEHAE, £ TEE FiEfre) o AAEE %5 4%
AR, JUF R REARF =5 17 .

[45] 24 Intel SGX A4 #], SGX AT BIE (enclave, £ARA ) , BFAAGF —A
B TEPATRIK, & CPU RIPBAE TG I, X — R 2R M LHF SGX
& CPU A1), FI A #738 eG4 3L 5454, £ N 5 F T Ao Be—3 4 X 3% EPC( Enclave Page
Cache, BRI A GAHFR KA T@ER) , BiL CPU A&y mE 3| % MEE ( Memory
Encryption Engine ) *F 3 ¥ #9848 4T % . EPC ¥ mZ A AZRA N CPU B4 &
WREE R, Bk, £ SGX F, AF TAREERNEZA L%, VMM ( Virtual Machine
Monitor, EWHLIEIE % ). £ £ BIOS( Basic Input Output System, F A A E R4 ),

REEAZME CPU EAEHREAMIERSMR. Ak, £ CPU #mEBERF T, TAE
B B A HATH 640 ARG HRE, B BN EZRABRYGEHRERATINE,
RIEHATE 04 % Lo RS BB A4k, AmBLT AR CPU &KX e9itH A, LR
2B,
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[46] B 3 & — 7 R 565 FR Ak 6 —FF I T B 29K S 6945 BUOR P I3 A5 B 6 77 ik 6
AR, WwB 3w, ZAEERTRRED S, T ezl THER:

[47]F K 302, R3k4EP EATREHATHRE T B BHKBN GRS, AHZITER ST
a4,

Hﬂﬁ”i%%¢,gfﬁﬁuﬁﬁi%,ix B TR ZERARFREY. BFET
NSRS R KA RN B, TR 5
TRESE, A T 1% K G 5 B9 % s 4.

=
s
S
h=}
22
3
o
e
S
B

i BAR AT I% 3

2
T AT S HATIRSL F 22w 25

b5
2

o
X
i
Qo
K
AN

[49]4e T FT ik, B LR H M FRIEAFRESHN, Z X0 data FERGH F b2
R, AEAF R IR SR FIZ DG, TIAMIZ 4G data F R P 3BT L6478 46645
L LR AT RMERELAN, ZR 8 o FERLESHRMF LS80k, 217
Rk h S RBIEZLDE, TUMNIEZRZ D to FERTPIRE 0403 at, FE Tz
Bk FRIRAR LAY fe -2 69 RAD

G

[50] % X M TRM A 4662905, TToAR 2 ERELZEMGIPM ., Flde, LHEBAAE
REH 1, MZFREGH 1 REAATHEESY 2, AFREY 2 vHRBEDTH
Be6-29 3 A9 aYshat, AR KR LA T H 3egRAG, AR, RAER
B 1. HHEH 2ERFHRESY 3 T AN LPREWEENT, ABLI PG vAst

[S1E—5E3GIF, P msd L a7 R A A st #fkm g . AEsd AR, R4k
g ek oA st AR, G RM AR E, B P mid@ il B FEAN L S H#ATME, @R
R4k BB AR 89 A0 E FAAM LG EATRRE ARG, PTRA 893 MRAn & Bk =T vA
DES #i%, 3DES J/%, TDEA Jik, Blowfish 3%, RC5 ik, IDEA k5. L%
R AEST AR A R By, B P smid i A X AT . R34t BaB i AT B ATR
f&#MM@mﬁmﬁﬁﬁ%mgﬁﬁywﬁiRwhmymmﬁaﬁﬁxmmhuﬂ
ECC (#4 B th & An % Fik ) 3. U RAAMAnE &bt AR B0y, &P 3T WORA &
A E kB 2 fy, B R X AR B ik by BAA B R By, FF R 3BT ARjAn 58 Fik B
st e 3 Bk o R 69 E 4R, B KR AR AT AR A F ik 69 40 5T M 5 Bk o R
B EA; XA, DR SR E Y L5, T oA RM AT R & Sk e Ao 2t
TR, FR T ARmEFEGESN, EhARmE F LG EARE L

[52] F 3R 304, Piik R3edk S & T2 PATHRIL P RATHT LA 4 . AE ik A s A2
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b At A YR EWIS R,

[53]4e AT FFik, R3p4ET & T ABIT A TEE FHATH G664, AHRE 2R ERLTYL
REE AR, P, 2T TEGBELIRGE, K S TARF DT %5 feb
#89NXARA, 4 TEE F HATHRAF 698 RS, Bk e, KRS &5 v AR CPU
T GBS, ARG T T R—H 4 R EPC, @i CPU A#ymEs| ¥
MEE 3t ki 8] SR AL AT An 58 5 APTiE EPC . EPC FAnE 6y Z#EA CPU B F
R X, B Li 698 IXKAD, 4243 CPU T AT iZ 3] LR BEATIE B, T ARIPUTILA.
[54] /2 SGX #H AR ¥, A EVM it LR a9 B BT, 1415 EVM T A £ B B A AT
Lk 6B XA, i A4aF R CPU #93& X F 7. ARBEEEY, FHAETERS
R AR EVM AR 89 hash 18, JF5 R3r4E¥ & F Andk g EVM K% 49 hash 1AL
st, st sE R EAAE A B L IRAZER AR L, AR TR Rk 5 SGX B
BB ey R EE. 2135 F, E54 EVM T AL SGX T HAT G 5f B9 4o
8980 SARAD, F+ B AAIRPTA £ EVM TR — AR G 69 45 R A8 R .

[55]—#c4), CPU HATAT 820 89 Y SURAD G , % 91 SARAD o 5 3L 30 4 B o306 2K
ARKAETA, T35 RAHELREWEH, RILY BT 4R BAAS H 496 29K
ERATREMEE, AHERRMET L4y QMBEY, DENSEANGBELEETS
FoPRIP

[56] 3R 306, AT RREET EAETREHATIRBL PARIE N L H A Fa ol Bl F 2T BT iR 629
REBATIME, A BESHREBNSIEE, LY BT aEmEes ks
A2 iR 7 A A AR AT B 495 BOK

w 2D

(

i

(5T —FHp T, BAHREHNR ik, NEhiEH B AE, ZHE6HKRES
NI, Bl R BARE. PTASARE, — AT AR, L5 YA
S BREASR . TR A BN, TR . A, T8 85 TS
AN T AIF A Bk N B2k

[58) E— k66, R ETVRAE AL BAFHrm B FaH6 4R AT ME, %
BB 68 G A YRS IALR i 2 Bl a2k B R A B T A1E R, B3k B4R 4
HOLTF, AR £ Fueg#en B T R3E nin BB & PRS0 AU, -T2, gk
FAAAE GG H LT, IR A R 49 %00 B T, B4 AR B BAE 69 & 49 R S AT R,
FRAF 5 6 5 5 A 2K 5445 B AR BRAE, Bk, AR Tt ATA & 4R A KA A%
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Ry

BAAMATINGE , TABLTESTEENEEEHREHTIETME, Ik NEST
& 2

B it X At @I A YR ARG, B B 50 n

[SO1E— 360 F , #om B T T AL LA 290K S AR B 6957 #6629 BAT BT 894815 2L
RFF. BEEHFTENT BFTEHRE, EFREGAHWIITHLRTY, HyReHeY
RS BAR T B8 & S, BASBORIT oA — AR Z k. 3Ha-290K 5 8 BRAEAS BURAR
KA, T RRGET BT AR 40 5E BAE LRSS B GG BORF . tade & 29K
1EF I AMNBIEE. 68RE2EF 5 MG, ARAGLRE 167 E T A
BAEA 1. A29RE 2 e BT ABIE S 5. R3esEd BT vAd i 4 844
LA RS AR MAT R AR B A SIS BUREL, A S 2R AS 1 MG BB AT L 6915 2
KEAH 1 RS LRE | ARG BUR B A 1, & 29 IR A 2 ARG BB S B2 64945 BUR 3K 5.
RUELPRE 2 IS BORE A 5. B, S RENIUET AL B REH, AT
ARIGZ A 29 R A5 18 32— RAS BT S L 69 A5 BUR -, BB —IR; vk Bkt 43
Bt XA B, HELRE 1 S BT & B 915 8BRSy A A N1, N2 A= N3 BF, =T
DG IZAE LR 1 3 B BOR PR A N3 (SR, €Tk N1 R N2, REHHL
WA 2R ET AR SBPT ) , @ N1 A= N2 WAk E 5, PToABASE- 490K & 93845 BOR A
FR—HARREAY, ARG THSELREW S KGR A 7 AL PR T AL,
BiX FE R F P EA G YRGS AR RE 89300 B T AT %, wxt T RE G~ A
e RE, FRREZ G TR —RRENE Rk, REEHRENE GHEBRA
RE, BT ABIRAR B A6 6 29 RS B T AR YA i B 64 KE., T, 4%
"R B F A RS AR L 6955 BB S BAT I 6985 R B, T ARG 2R G HE L
38 B/ 3 G - # RS A AR AU, BAR T — ) & L 69 BT An 58 )G A 49K S 1)
R AT G BAE R, LT AFHRRE ) ¥ AL Eab R 496 2K E9 7
X RL 4 5B G A Y IR S Z I A A MUAET B e AB R AL,

b

[60MBE 2k — Rkt M4 6,4 K3k Bl fnX3k B2, K3k Bl 69Xk &G/E 4 Hl. Rk
B2 ¥Rk FEAh H2. A TIRTHEM, BL Rk Bl ¥4 Txl. Tx2, Rk B2 ¥
8.4 R J) Tx3.Tx4, R 4 Tx1.Tx3 f£ X 3k B1.B2 ¥ & R T i 64942 B 1452 39 4 Offsetl,
712 5 Tx2. Tx4 f£ X3k B1.B2 ¥ 53\ & 6945 B 1a#% 234 4 Offset2; Bl oF, 5 Tx1.
Tx3 P2 LT A4JKAE Balancel. Balance2, X & Tx2. Txd $¥HEZL T AHKRE
Balance3. Balanced.

[61] & & et Bl TAX A2 R E LT 486 H9MPATI 69 AS BOARF 1T, B 4 P 2
9
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F X3k Bl ¥ & 4% Balancel. Balance2. Balance3 #= Balanced 44K A, BTF46%
JKZ Balancel 5 Balance2 ¥#)&-F 3 % Tx1, B Balancel 5 Balance?2 5& R 4B % i
RE) 89S BOR FF, E4e Balancel &t -FA45 80K F Ul. Balance2 X M -F A& A5 B F
U2, A@mTARAN~EE4S Keyl28 (BPRAT A 128 49442 %4H, THALTLXTH
PR RGE; ARA, TR AT Xk B4, bR T3] Fdl 8 BOR A
Ul #T4-#3K 4 Balancel SEATmER ., fF3|8F pL 6958 5 A9k & S-Balancel-1, R A
B4R Key128 Faf A5 B0 5 U2 &H6-29:K % Balance2 #ATAn % . 133 3f 5 oG % 5
AR 7S S-Balance2-1. BB, #-F4-%3Kk 4 Balance3 5 Balanced ¥ & -F 3 5 Tx2,
77 Balance3 5 Balance4 56 24 A 5 L T TR B 694845 BUK . £54w Balance3 *F 5 T4%4%
BOK R Ul. Balance4 3t TARAG B A U2, B @ vAK A3k 40 Keyl28 Aot 52
KA UL 54290k 74 Balance3 AT 58 . 13 B3 B 69 hn 58 )5 A9 K & S-Balance3-1,
KR 3 5 4R Key128 Fai s B8O/ U2 sH4-29:0K 4 Balanced #E4TAn 55 . 133 %F 5L 44 An
B 529K A& S-Balanced-1.

[62] K3, T3k B2 M3, B-T4 %K% Balancel 5 Balance2 /& T 3 5 Tx3,
71 Balancel & Balance2 & A Rt BT R E) 69445 80k F, 240 Balancel &t T4%
& #k 5 Ul. Balance2 B FH#AS A S U2, B @ vl R 23 540 Keyl28 Ak s
BORF Ul xH4-¢93K 4 Balancel #4758, FF3|%F 5L 69 e 52 )5 A9 JK 2 R-Balancel-1,
o SRR 3k B 40 Key128 A5 BUK S U2 214 299K 4 Balance2 #ATAn 5 . 1533 51 64
I EJE 429K %A R-Balance2-1. B8, & T4 #5:K% Balance3 5 Balanced ¥)/&T X4
Tx4, B Balance3 5 Balanced & 2R R &t & -F A B 694845 80k 5, 2840 Balance3 XT AL
F#AE B Ul Balanced 5T A THASBCAS U2, B @+ oA KA a3k 540 Keyl28 #=
WAS BUR S UL &8 299K 25 Balance3 34T 58 A5 B & 57 84 An 28 5 A+ #9K 75 R-Balance3-1,
i R o35 548 Key128 Fof 45 BUK A U2 5F46-294K % Balanced #ATAnE . £33 3 57 6%
Jn 88 J5 A 293K 7 R-Balanced-1.

[63]FR T “B 2 RELF ELHBMIATH BIEBORF” 250, BraB FET A —F
QA RAEN, Wl AT 848 “RA TR RRGE” . “KHEPTLAR
b BRI E FETH—ARSA, AFEE SRR RRGYHET, T
DAL Y B b3 A AR A A R Rk

(6412 — A6, o0 Bl F T KGR LA LB, & HRE LR o1

PATH NSRS . 256 LA 54 “IHPTRA R RRFZE” . &4 64
10
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RS B IPATIT G HAS BORFF” 893818, Tho: &0 RGP R RRF
JE7 T A EILR ket 6 AR A AL AR TR B R SRR s PR R AR A B A R s
AP BB RAL, £ e REER 86 HMPUTI 9IS BR T T LRI
RERE G I ELEH] . B — G A TR LREZ T L RRDIFME B oY
REFAIETRAFAALA, 2 EYaRTRN O EARNEFE, TUARIAR
et i R R SR RGN B 1A, AR R sk L85 AR oA = R 494 RS2 A B
1R EA AR G BAEBOR ST, AL R RALIF A E G o B R A & AT 6 UL T AL
A, TR -G Z LS ANEHRE, TBELEN “CHREER S HMPAT
B OGNS BOR T R mEES], XAB TR~ 7L RR &4 RELREAH RF
NG AT T3t T ARR Rk Z AN LG58 A QN EHRE, RIESHREL
A B8R G F BEA AR MRS O S, LT WA “RHITARRGRERG
JB7 ERAmEEH], XRHT AR R o REA TR 69 R 3k 5.

[65147 A Lik ey K3k Bl. B2 H 6], 4ol 5 Fia, 4T ERANSEFRRZHEES
2R IS NG BOK BT, 3P T X3k B1 # & 49 Balancel. Balance2. Balance3 #= Balance4
A48, BT Balancel 5 Balance2 & § T Bl —2 4 Tx1, 1£4F Balancel 5 Balance?2
86 IR R 3F LT AR B 9 ARAS UK, 4w Balancel %M -FARA5 3K F Ul. Balance2 *f
BTGB R U2, Fmidid 35540 Keyl28. R3eFH/E Hl S#Esoksr Ul st
Balancel #ATAn%%, 133|456 S-Balancel-3, miflid/~tk%E4A7 Keyl28. Rk ZH/E
H1 5415 80K A U2 %t Balance2 #4745, 153|/m% /5469 S-Balance2-3. F &, &-T
Balance3 & Balanced & § TR —3 4 Tx2, 1£1F Balance3 5 Balanced 54 fR 5%\ 3F 5 T
B 89S BOR FF, B4e Balance3 &t FAA45 3K A Ul. Balanced XM -F A& A45 B S
2, A midid 2k %40 Keyl128. K3k 5% H1 5445 #0K 5 Ul #F Balance3 #4705,
53| mE G 44 S-Balance3-3, fmiBiddk54A Keyl28. X3k FE HI HAEB0AA U2

st Balanced #4758, 4133|4058 )5 449 S-Balanced-3.

[66] XA 3, *F-F X3k B2 # & 49 Balancel. Balance2. Balance3 #= Balanced 44-#:4k
%, ®-F Balancel 5 Balance2 & A TRl —x% 4 Tx3, 1£1F Balancel 5 Balance2 % 2K 4~
R F R E ARG B, B4e Balancel 8T T #4580k 4 Ul. Balance2 % 4%
ok U2, B mididndk %4 Keyl28. X3k & E H2 5445 80K F Ul 2+ Balancel
HATIE, 1§35/ E 5 69 R-Balancel-3, ®widid /3L %40 Keyl128. X3k A H2 5415

UK U2 % Balance2 #AT/m 58, 53| /n 58 5 69 R-Balance2-3. Fl B, @ -F Balance3 5
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Balanced & & T Bl — 4 Tx4,1£4% Balance3 5 Balanced & R 5315t B -F 7R B) 894845 2L
K, B4 Balance3 & A T #4580k F Ul. Balanced &t FAAS R F U2, H @it

FR B4R Keyl28. X3k &% H2 5445 BUKA Ul *F Balance3 #4740 58, 133|584
R-Balance3-3, @miflid/~3t%4A Keyl128. X3k Z/E H2 5410520 5 U2 4 Balance4 it
f7hmsg, 1533|585 4 R-Balanced-3.

(671 E— %38 F, HAaBRFTAARGEMLR T EERBE. SHREERK
BB PATI A BOR T . 6 L X AT R R G AP RS 912 B R#b £
S “BIREER RS HWPBUTIT S BORF” WAbid, Toe: £8 “BAEFR
Rk 69452 BABAS 87 T oA LINK B 4 Bty hm B4 ). AR B — R 3R A 49 R R L Bh 219
b IR R EAEIF A B G o 2R IS AT AL RAL, &t “ 4 REER 4K
PATIE B9HAS R FE” TTA RILR AR L 0 B4 HIRE — 5 F A R A 4K
SZN) b SR RN DAEAF A R )5 - 2R A AR E G BAE R AL, AR 4 S %0 BT R AT &
B LR AFARN, TA RIS G EARE YL B AR, RAFE — Rk Ly RF
R 5o 7 5 A 6o Y9 R A5 2 ) BP AR B AR ) 69ARAE BUR B, sl R TR AMESF I B G o2
REFERNETRGBRBETW, L, FTFR-H7ENZANAEHRE, ToadEd4
P B LR SR A DR BATIT GRS A" MBS, XE2HTFR—H >
A& 8RB A 20K 25 56 SR BLAT TR WS BOK U doad T B — R a8 R B B 4 A = A
SRS, BPREXLEESHREAS YR T EA MR GRS BORE, LT A#—FE
SEM “RYEAERF LB RBE” RRNmEES], T2 ETE—REGRRE
5y b R BA R 6942 ElmFs £ .

(6814704 Lif ¢y Rk Bl. B2 Afl. = 6 FiF, HRBETEFANLEISRWBES
B 290K 25 0GRS UK R BT, 3T K 3k B1 # A 49 Balancel . Balance2. Balance3 #= Balance4
A48, BT Balancel 5 Balance2 & § T Bl —2 4 Tx1, 1£4F Balancel 5 Balance?2
b R RIAT L F AR 6 K G e E . RE AR T, e H Txl X H BB EH
Offsetl, ¥AZ Balancel *F A T #4580k A Ul. Balance2 3T & -F4#%45 2k F U2, B dmid
i B4 Keyl28. R 5 1RA% & Offsetl 5445 3K A5 Ul &F Balancel #A47m %, 53|
g% JE 44 S-Balancel-3, il it k%540 Keyl128. X & 1a#% & Offsetl HRMEBUA A U2
*t Balance2 #tAT/n%8, £3589 S-Balance2-3. FEJBF, @ -F Balance3 %5 Balanced
* TR —3 4 Tx2, 145 Balance3 5 Balanced 56 R4 A% b -F A8 44 X S 1mis & .

KRB BIARAE BA T, B 5 Tx2 ¥R b5 4 Offset2, VAR Balance3 xt M T #45

12
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BUK A Ul. Balanced 3t R -TA%A5 KA U2, B mididn3kB48 Keyl28. X ait &
Offset2 H5#A5 8k A Ul & Balance3 #4758, 43| 4n%8 /=69 S-Balance3-3, i@ it
3EE 4 Keyl128. R h# = Offset2 544580 AF U2 *f Balanced #ATInE, #53|n%
J& 9 S-Balance4-3.

[69] Xk, T3k B2 mE, @-F Balancel 5 Balance2 &k f TR —x 4 Tx3, &4
Balancel & Balance2 5 R4 U3 B TAIR 49 X G ta# 2. RE WIS R T, ER g
Tx3 49 X 1t 2 4 Offsetl, vAR Balancel &1 T4 80k 4 Ul. Balance2 %t 5 T4k
ok s U2, Bmidid nkE4 Keyl28. X A F Offsetl HEHAAS Ul &F
Balancel # A7/, 133|/m%% 5 ¢4 R-Balancel-3, miflit3t%4A Keyl28. X htb &
Offset] B 458K A U2 2 Balance? #4758, 53|/ % 5 69 R-Balance2-3. Bl i, @
F Balance3 5 Balanced & & TF —x 4 Tx4, 1£1F Balance3 5 Balanced R 53| %t 57
THRGZ G RBE. FTRGREBORSE, Bl Txd 9 G RBEH Offset2, vA
& Balance3 %f 5 T#& 45 # K A Ul. Balanced 3t 5 FHASBA A U2, B fmidid -tk %47
Keyl28. X B m#E Offset2 H5fssk A Ul & Balance3 d#tATinE, 1F3|4n% /569
R-Balance3-3, fid it 23k 5 47 Key128. X £ th#s & Offset2 5415 BUK A U2 #f Balance4
AT, 1330 5 69 R-Balanced-3.

[70] E— 6%, FaBTTh “RYFAERRGRGE” « “RHETLRK
F LB E” Fr B HREER S LRPATI GARBBOR A, TTAE IR et
S RGP EFCREEFE B F], FFETRANSLREI T RGBSR
HRL R AT AT RAL TN, AR EEEANSCYKRERAT R IR - K
ARAXG. FRARHREROF—ERIRRARR, L+, FR—GH LGS E
YR, TABEESMN B HREEF A HRIITIH BB ER T EImE 4,
ER BT R -G R RE S 4R A% RBA R HASBUR A, fst TR — R34y
KRB Z D4R a2k A, PR B A KALSL 0% 5+ BA AR 49305 ik
#, LT —FEE S R EMRA RSP OB RS E” R ERES), XL d
FR— K36 RE X5k REH R QLB A mxtF RE R3ka) AR08~
A WS RS, FPRRESHRESES AR ST A MR G9HEBORE, LT —
HBIL A RGP R Rk G E” RImERES, ZE2ETF AR Rkeg LR
VNGRS =

(7114504 ik 65K 3= Bl. B2 Af). Wl 7 i+, LRBREDEFAHETREZE. L
13
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B3t AL B A5 5 54 RS WHBAS B F R, TR Bl &4 Balancel .
Balance2. Balance3 #= Balance4 4%k 4, & -F Balancel 5 Balance2 & f T X 4 Tx1,
1% 45 Balancel 5 Balance2 & 28 45T B T 7R F 894845 Bk 7, 4w Balancel 35 T 4%
1%-#CKF Ul Balance2 & FAAEBAF U2, FIMBE X5 Tx1 A2 ERB A
Offsetl, AR AT ABiL /3L %E4A Keyl28. R3eZ/E Hl. 12 ERAE = Offsetl Fapfis
K Ul *t Balancel 3474 %%, #£3|/m% 549 S-Balancel-4, #idid /3t 4A Keyl28.
X3k Z E Hl. 12 B W45 Offset]l Fatk 5k F U2 &t Balance2 #ATEE, 1538 E
%7 S-Balance2-4. FE)&, ®-F Balance3 5 Balanced £ § T X & Tx2, 1£4% Balance3 5
Balanced s& R 315t fL T A F) 694845 5k F, 224 Balance3 %t A -F#45 ok % Ul.
Balanced % B -F#EAS B U2, B BB 34 Tx2 &t 5 6942 B 455 A Offset2, A4
T AB AT 4R Keyl28., X3k & E Hl. 2 Em#HBE Offset2 FatffS Bk s Ul 3t
Balance3 #ATAni%, 13|/ 56 S-Balance3-4, miflid/~tk#E4A7 Keyl28. Xk ZHE
Hl. 12 E %A 5 Offset? Fotki5 ik F U2 *F Balanced #4758, #F3| %589
S-Balance4-4.

[72] £ A3, xF-F X3k B2 #5 & 49 Balancel. Balance2. Balance3 #= Balanced 44-#:3%
%, @-T Balancel 5 Balance2 % § T X 4 Tx3, 1£4%F Balancel 5 Balance2 5 8K 4 R *
BT R 69445 R, ZE4e Balancel 35 TARAE 2K 5 Ul. Balance2 X5 TARAE 7L
K U2, B BEARE L5 Tx3 4 L 6945 B e A% & 4 Offsetl, AR A 7T vAid T35 % 4 Key128.
R 3k & 2 H2. 41 B1a#% 2 Offset]l A5 345 Ul 2f Balancel 347 %%, F3|mEB S
#9 R-Balancel-4, #ifif,3k%40 Keyl128. X3k /% H2. 12 E H#5E Offset] Fik 52
K U2 2 Balance2 #ATH 5%, #4385 49 R-Balance2-4. BB, @ -F Balance3 5
Balanced % § T X 4 Tx4,1£4% Balance3 5 Balanced 5& R 5B\ % i T R ) 494845 BOR
£ 4o Balance3 3T A T #A45 8K F Ul. Balanced *F 5 T#ASTERFE U2, B HBRZE XS
Tx4 3t 56915 B 1 #s & 4 Offset2, AR 4T vAB T3k %4A Keyl28. K35 E H2. /28
Ma#% 5 Offset2 Fegfs ik F Ul & Balance3 #4758, 153|058 5 49 R-Balance3-4,
18 i3 B4 Keyl128. X3 &% H2. 42 B H#5F Offset2 #4815 2K 5 U2 % Balance4
YEAT AN, 55|40 5 &9 R-Balanced-4.,

]

(73— Fa6p) %, R34 S IE] 6 A0 58 5 6 L B i A FT1E PATIRSE & SEATIR 58 FF
PATH LA R84, FETRBITHRIL T2 * ARG S HREATIE, RE
FRIR B HAT AR, AR IEPUTIREZINY A F L. IARIESIE 2o H, T2 347

ko

I}

AN
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RIZEZ N VAR A B AT IR, YA AASFR CPU M E A

[74] R 34E 7 AT REPATIRSL AR N F A ST 0 B T35 & RS RATMER, &
FESHTRF 9 mE TR, TOBEMXBERT G E BRI E. T @ mArT 4R
By E R R TR T ANE,

[75] E— a6 P, X34t &7 @i GCM ( Galois/Counter Mode ) F-ik st £ ik 494
2K 53R4T E ; GCM 7 69 F 4 G X & GMAC (Galois message authentication code mode,
1% LK G¥rEA). FE C KA CTR (CounTeR HAZEAHRX). GCM F ik dgfir N6 3
Ho FmEEAE. SSHREAFEEEF (1IV, Initialization Vector ) , ABLER 5
AN LR 69029 R SN A F A BHIE. W L b3k B4AE A GCM Fik PP E 69T AR
4. ¥ ERGHn B -FAEA GCM Bk PTE s ibd &, At 2R AT 5,
A AR FL 0 A 5 G A2 R S AR ML 69 AR B A, G IR A ST AR F AR IR An 5 I AR &6

TN,

[76] Fl sk, R3R4ET S A% G & REN, Tl S g G464 REMX
BRI B NS, A, EESAT I E R REHATHREN, R BERIKT AR
WA 5 J5 & RS HATR I SRR, R BB RE(EBIETE,
R % AL R B AR E R K, e N8 B A R e B TR SRR AR,
R A G A YPRS B R T

(77148 5 —Fs6f)F, R34 ST AR NI BAFT B -F A RITEE4H, bdodf
FREAA S Fe B T B B AT A B R A B, AFRATA R, KRG, Rk
[ ET ARIEAT A BT A AR EHATINE, A mInBEA4KEA,

[781E —E6t) ¥, I B4AGM T R3PS LB B ¥, b -T4L CPU 4% 17 15 [ B
N GAk e NS B4R, 4RI IR N R R a4, BEb B RER N E T AT, A Ak
T AR s IR A0 Ak,

[79]/A 3L B4R T Ay R 34k ) Sl iR A28 5, BWE4A5 RS R (KMS) 42
R4t & R, NEBTHATEH R RL T HENT EZWMREF %, T
BT by XAF R 35540, APLBA B I b sb b AT IR 4,

[80] 3k T LR &2 SRAF A B AAT VAT dE N 55 4R . Blde, LR EHERIFEHATA A%
ABRAER, TR A RAR T VAR IR AEIL, MBI R| Bk e Nk R4l T2, Lk

A E AT AR IR L EA4, ¥, EARARAR 22 EA T, AR
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ZAFERH HMANZLEARTERITIFE], BEoRJEARGLLENAHRES
(root key) , o Hpupi R 6504 40 H 4 A4 B AR B4 I 9T 3t B33, ek
R G2 4 FAA B B IR B2 A B B Tk A5 AT A i AR E), A FobAia i
B, AR R E AR E LB R SRR L%, AN TELLLE
ARG RRAIE B RIS B AR 0 4, Tl K AT RE A ARF 693k B 48, JTE, B R
B BAART, ST AR LG FA DR A S T LI EH A, AR —F
0, BPAR S0 BTAE ) 6 58 4R 4 2k bR, LT A B4 ) SRR AR f ART AR AR 5 —7 @,
REPH SRR EA, BT R AT BV B4, xS BT AT R 69 B4R AT 3R 8,
Mt st S, 7T A 5 4 A 9 R S HEATIR 5

[81]“& & %5 4AZ 1A 6 BEATEALHLI FT VA A 0 ABAR 69 3 B 25 40 B AR AR 89 IR A 55 40 2T 2
BRAT HATEA S, FFEARARGEI R E . Hlde, o REZATE RMAT 5 A A
0~255 & 256 MNRAREGEA, TAKAREA HMAT OxFF (x5 69+t F1 B8 %4 255)
HATA A I, 1R BT A 255 695 4A key-255; B id 45 5 4A key-255 SR A E F OxFE
(3R 8GR ARG A 254) HATEAT I, 1FEDRAT A 254 495540 key-254; ... ... il
W E A key-1 HARE T 0x00 (24 69+ 3B BUE Y 0) RATEA T H, FEIMAT
H 0 8B4 key-0. o T Fke4di, 12133 MATH SR EHZ R 6t R
TTif, e s oAl B4 key-1 5K E F 0x00 i 5133 B 40 key-0, (22 RAgapidid F
4 key-0 HRARE F 0x00 R AEH F4 key-1. Bk, Tolk L —mAReG2LEH, i
P HaR B A RGBT b9k %40, VAR Faf& 9 RERATIMELE,

[82] 4o AT Fr ik, IRIRAET BARIE AN F AT A B F &4 RESATIE, AT IE
EEHRE. W RALERY AR T A BRTRAE, FAREZHNLERN. FakT
SR EIRAETEEFIT; 22, wRALEAKIHE T LG HERME, IFFR
Fl i & 2R SHAT I E R, THRAM RE AL EAXRT AR T, AL L EAMIE
JE Bt RN, AR RA 0B e BT R A TR AL RAA N 1E & AT KB
At DART IS 4 AR B RAE .

[83MREFrh A T W BAEFEFH ST, TARE AT EMEESLHREMIERE
NEAE S, Bl 8 BT, RIREET E4EMET (key-value) #9798 AxtnE B A4 R &
AT G, Key S9BAET ARF A X FE AR F 695 X#7E, rbde key=hash(RLP(value)),
B key 495444 RLP ( Recursive Length Prefix, #)aKE AR ) %S b value 8994

8. 1 value B2 RIS TTA Qa5 ImEEEHRE. REEFHART. mEEEY
16
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KA Bk a4 F 4975 X, BIBALERFY0 R FiTmEFE. @ H RN e
GCM ik 33t Mutn 55 Bk T4k B 0T, o AR R RIA; B AR, 4o RA A IA,
AR A value T AR QARIE. F¥h AT HRIEAL LA SHIEL, B8
UHhE TR AR S E. R BBEREEAS A6, BYaETE A
Rk R GE” « “RPERLRERF QL BRBE” fo O RS ER fE 1WA
ATEF RIS BOR B MR

[841 K T 8 P69 52464, KIR4ET SR —4MET G, T AMIZARIEAT 49 value
FRFMEIE %0 BT, ARk BERT B G 6 REHTHRE. mE—k
BFEY, T HaBRFTRATME, B GMMERd RRES 2 E TEE 530 R
FHATInE, 424F value F @8I 5 0% 0 BT, @R LW Xag#-h B TF; MR R,
FiRRAe ) 8 P s it e, W& AEFEA LB X HaB T, Todt—F 4RIt
XA A RS MR TR, Rt et

[85] R34 & T AR AT Z F AT Hra B T HAT A . & KA AR A Lk ek
TR em B T HATE, (224 T W mBEAG S AR, BA2eH, TURA X T
B 6 M B A B B F AT AR . Blde, B F4A A AT R — UK B 4T,
st vh B F AT A B GG BAATT oA A B — R, MAd KR TN 4R Ede, TR AR
AT A 08 TARIRAE AT o B T AT, f 3k B G RART TTHGRE A s A K
T 0.

[86] Nk BHAATT A A MAAE &, BdoN B4 LR K — MR L EH, RRET
B A I B S A YRS S AAE T AT BT, TTVAE value ¥ B8N B AAGIRASE
ey RHR KA AR 60 BB AAMREHGHILT, BATRMAGAEFHLY
WEATT 48 A T 23T Atk 69 A0 5 5 & 49 RS E A 0T R R 69 SN2 40, Bd value
WA RAAE T A B R SR EE AL IRATE R G EH . #leB 9w, £H
8 Fiw Laetleg ek b, AALAXTE value ¥ ALAE LFH, HEELFETAH—
B AEMAE LT FH, HRARE S TFEM TiuRatBHANMAE L,

[8715 %, ERAET ET A A ERATMEE, FwE value ¥, mAERA Y LH
KITFMAAE &, A F BRI S B0 FAT AR N EH, RE XA FAREHNY
HAEA, tode 5T B FAIEEG, TARABAT A 0 69 RIKIUARE 43I

AZ EHATINE
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[88] 4% L ATiE, ADLH BARIE NI Z A0 B F 2 &2 RSHAT I E, AT RAR
RS EAABEAT A, ST AR IL R ol B F 38 Andn 2 )5 & 4K S 0 FAAUE , ARFHIB L

el

[89]1 ) 10 & — Ttk 523645 SR A6 — APk &0y T R &M B H AL E 10, £ EST,
ZIRA LAEALIL I 1002, AR E LK 1004, WL&IED 1006, A A 1008 vARIE ) kM A4k
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