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(54) Title: SECURITY APPARATUS AND METHOD

(57) Abstract

In a method of using iris recogrition to determine whether a person
is authorised to pass a security check, the person is first identified by
comparing a captured and digitised iris code with iris codes stored in a
database of iris codes for autherised persons, Then, the iris code for an
identified person is compared with all previously recorded iris codes for
that person. If there is an exact match, the identified iris code is deemed
irregular since the changes of cbtaining an exact mateh are significantly
low. As a tesult, either further identifying information is requested or
access to resources or systems is denied 1o the persor.
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SECURITY. APPARATUS AND METHOD

The present invention relates to apparatus and methods for use in
providing a security check. It has particular utility in relation to apparatus which
uses recognition methods which rely on a data sequence which varies
unpredictably from one use to the next.

Known security checks control, amongst other things, access to a
building, access to a secure computer systemn or allew an authorised person to
withdraw cash from his or her bank account. Normally, a user is required 1o enfer
an alphanumeric password (this may be for example a Personal Identification
Number asscciated with the authorised person’s bank account). [f the password
tallies with a stored password associated with the authorised person then the user
passes the security check. Problems arise where an unautherised person learns
the password - that person is then able to pass the security check easily.

More recently, the use of digital signatures rather than alphzanumeric
passwords hsas been suggested. Many types of digital signature reflect a
physiological characteristic (known as a biometric) of a person. The physioclogical
characteristic underlying these signatures cannct be pravided by another person -
hence a biometric-based digital signature offers greater security than conventional
passwords. Biometrics that have been suggested include fingerprints, voice
samples, retinal scans and iris patterns. Other types of digital signature, such as &
digitised version of a person’s written signature, have also been considered.

In contrast to an alphahumeric password, the probability of obtaining
exactly the same digital signature from, for example, a biometric or a written
signature in any twe attempts is often low, and recognition based on such
inconstant digital signatures relies on obtaining a digital signature which is
sufficiently close to a reference digital signature. For example, in refation to iris
recognition, the differences betwean measured iris codes typically result from
differences in camera set-up, illumination level variations, or because of partial
eyelid closure or debris or dust on spectacles, etc. In the case of written
signatures, differences in the digital signature occur neot only because of
differences in data capture but also because of variation in the written signatures
themselves.

Eurcpean patent application O 392 159 discloses a written signature
verification method in which a user's written signature is compared to a reference
signature supplied by an autharised person wha the user is purporting to be. The

reference signature i1s supplied during an enroiment procedure. If there are
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significant differences between-the instant signature provided by a user and the
reference signature provided by the authorised person the user is purperting to he,
then the user is regarded as an impostor. If the two signatures are-extracrdinarily
similar then the signature is regarded as a forgery. Only if the differences between
the referance signature and the user’s signature are of the degree expected is the
user verified ta be the authorisad per-soﬁ.
' A problem common to many security checks is. that the level of security
that can be provided on enrolling an authorised person cannot be matched in
locations where a user may subsequently attempt to pass the security check. For
example, in a systam enabling remote users to access a shared resource, the
password or digital signature on which the security c:heck refies must be sent
across communications finks befare being checked - this situation might for
example arise in relation 1o automated teller machines provided by a hank. ‘
Furthermore, in some situations the apparatus which digitises the written signature-
er biometric is vuinerable to being attered in order to facilitate unautherised access.
For example, an unauthc_:rised_ user might connect a digital memory inside a peint of
sale device in order to lgarn the passwords or digital signatures of authorised
persens who subsequentty use the device. i

One way to avoid the above problems is to timestamp each password or
digital signature before sendifg t. However, the provision of a timestamp requires
the distributed nodes of the system tc be synchronised - this is both difficult and
expensive ta implement,

According to a first aspect of the present invention there is provided a

H method of determining whether a persen is authorised t0 pass a security check on
.3 25 the basis of an inconstant digita_i signature, the method cufnprising the steps of:
:' comparing an instant digital signature provided by a persan attempting to
pass the security check with a stored digital signature;
identifying the person as the person who provided said stored digital
E signature résponsive 10 said carnparison revealing said signatures to be sufficiently
3C similar;
‘ comparing said instamt digital signature and cne or mare grevicus digital
signatures provided in previous attemnpts to pass the security check; and
invalidating the identification responsive to said comparison revealing said
instant signagure to be improbably similar to one or more of the previous
35 _signarures. ’
.
»
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By arranging the apparatus to check that an inconstant digital signature
does not match a previously submitted versian of the signature too closely, the
danger of an eavesdropper being able to gain unauthorised access to the system is
reduced.

In some embodiments, the identification is invalidated only on said instant
signature being identical to a previcus signature. In this case, an eavesdropper
whao exactly copies a previous digital signature wili be denied passage through the
security check, whilst the chance of an authorised person being denied access
mistakenly is reduced.

In other embodiments, the identification is also invalidated on said instant
digital signature closely matching one or more previous signatures, This has the
advantage or thwarting unauthorised users who attempt to breach the security
check by using, for example, a cast of a finger to provide‘a fingerprint, or a
photograph of an eye to provide an iris pattern or a facsimile of a written
signature.

In preferred embodiments: comparing the instant digital signature with the
reference signature involves calculating a first measuwre of simitarity between the
instant and reference signatures; the user is identified as an authorised person on
the first measure of similarity exceeding a predetermined first threshold; comparing
the instant digital signature with one or more previous digital signatures involves
calculating one or more second measures of similarity between the instant and
previous signatures; and the identification of the user is invalidated on the second
measure of similarity exceeding a predetermined second threshold higher than the
first and one or both of said first and second thresholds are adaptable. This
provides an advantage that differences between authorised persons in the inherent
deviation in their digital signatures can be compensated for. In addition,
differences in an authorised person’s digital signature that might occur owing to
lacation or time could be compensated for in this way.

According to a second aspect of the present invention, there is provided
apparatus for use in providing a security check, said apparatus comprising:

input means for receiving a digital signature provided b_y 3 user;

first storage means for storing one ar more reference digital signatures and
respective associated information items identifying the authorised users who
provided the reference signatures;

second storage means for storing previous digital signatures obtained in

previous recognition attempts attributed to the identified authorised user; and
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first processing means for accessing the first storage means, comparing a received digital
signature with one or more reference digital signatures and, in the event a measure of similarity
between the received digital signature and a reference digital signature exceeds a first
predetermined threshold of similarity, idenlifying the user as the criginator of the received digital
5 signature,
second processing means for accessing the second storage area, comparing the received
digital signature with previous signatures associated with previous recognition attempts attributed
to the identified authorised person and authenticating the identification in the event a secand
measure of similarity between the received digital signature and a previous digital signature
10 exceeds a second pre~-determined threshold.

According to a third aspect of the present invention, there is provided an apparatus for

providing a security check, said apparatus including:

-
asse

one or more storage media having recorded therein:

a
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data representing one or more reference signatures provided by respective authorised
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data associated with each reference signature, said data representing one or more
previous signatures provided in one or more previous attempts to pass said security check; and

processar readable code processable to determine whether a received digital signature
was provided by an authorised user, said code compriging:

20 received signature comparison code processable to compare an instant digital

signature pravided by a person attempting 1o pass the security check with a reference
digital signature;
user identification code processable to identify the user as the person who provided
said reference digital signature responsive to said comparison revealing said signatures to
25 be sufficiently similar;
supplemental received signature comparison code processable to compare said
instant digital signature and one or mare previous digital signatures provided in previous

attempts to pass the security check; and
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identification invalidation code processable to invalidate the identification responsive

‘to said comparison revealing said instant signature to be improbably similar to one or more

of the previous signatures.

According to a fourth aspect of the present invention, there is provided a program storage
device readable by a processing apparatus, said device tangibly embodying a program of
instructions execulable by the processor to perform method steps for determining whether a
received digital signature was provided by an authorised person, said method steps comprising:

comparing an instant digital signature provided by a person attempting to pass the security
check with a reference digital signature;

identifying the person as the person who provided said reference digital signature
responsive to said comparison revealing said signatures to be sufficiently similar;
comparing said instant digital signature and one or more previous digital signatures
provided in previous attempts to pass the security check; and
invalidating the identification responsive to said comparison revealing said instant
signature to be improbably simitar to one or mare of the previous signatures.
Accerding to another aspect of the present invention, there is provided a method for
recognising a party comprising:
identifying the party by comparing a digital signature from the party with stored digital
signatures for a plurality of different parties, where positive identification depends on a derived
measure of similarity between the provided digital signature and one of the stored digital
signatures exceeding a pre-determined threshold of similarity, and autheﬁticating an identified
paity by'applying pre-determined criteria to the result of a comparison between the provided
digital signature, or data derived therefrom, and stored historic and/or statistical data associated
with previous recognition attempts made by the identified party wherein positive authentication is
performed by comparing the provided digital signature with one or mare historic digital signatures
abtained from one or mare previous recognition attempts for the identified party and establishing
that the similarity between the provided digital signature and any historic digital signature does

not equal or exceed a pre-determined second threshold.
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By additionally considering the similarity between digital signatures submitted in previous
recognition attempts, the apparatus offers a higher degree of security than that offered by known
security check apparatus.

Unless the context clearly requires otherwise, throughout the description and the claims,
the words ‘comprise’, ‘comprising’, and the like are to be construed in an inclusive sense as
opposed to an exclusive or exhaustive sense; that is to say, in the sense of “including, but not
limited to”.

An embodiment of the invention will now be described, by way cf example only, with
reference to the drawings, of which:

Figure 1 is a diagram which lllustrates an exemplary personal idenfification, client/server
system;r

Figure 2 is a diagram which illustrates in more detail the server processing platform of the
system in Figure 1,

Figure 3 is a diagram which illustrates the arrangement of data required for user

recognition;

Figure 4 is a flow diagram which illustrates the steps required to enact user recognition;

and

Figure 5 is a graph which shows the characteristics of iris code recognitions for an
authorised person.

According to Figure 1, an iris code generator 100 is arranged to capture an image of an
eye 110 of a user. The iris cade generator is 2 hand held device as described in the applicant’s
co-pending patent applications PCT/GBY7/01524, PCT/GB97/01525, and PCT/GB97/01526
which are incorporated herein by reference. The generator 100 encodes the captured image
into a 256-byte iris code according to the technique described in US patent 5,291,560, which is
also incorporated herein by reference. The generator 100 then transmits the iris code to a client
computer system 120 arranged to receive the iris code and subsequently fransmit the iris code

via a communications channel to a recognition server 160. In future embodiments, it is

envisaged that the generator 100 and the
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client computer system 120 will be embodied in a single, dedicated hardware
device,

The communications channel comprises a modem 130 connecting the
computer 120 to a communications network 140, such as a secure private data
network. The network 140 routes the iris code via a second modem 150 to the
server 180. The server 160 is connected to an external storage device 270, for
example a hard disk drive and enacts a recognition process on the basis of the
received iris code, as described in more detail betow.

The server 160 identifies and authenticates an autherised person who is
attempting 1o gain access to further facilities or services. A further facility (not
shown] might be a secure communications network which is accessible via the
recognition server 160 only after positive recognition.

Figure 2 illustrates the main components of the processing platform 200
of the recognition server 160. The server platform 200 is a conventional
computing platform, such as a Sun (TM) SPARCstation 20/51, operating the Unix
(TM) operating system and supporting the Oracle (TM) database management
system. The platform 200 comprises the standard features of a central processor
210 connected via address and data buses 220 to main memory 230 and an
input/output (I/Q} controlter 240,  The modem 150 is connected ta the /O
controller 240 via a serial connection 250, and the hard disk drive 170 is
connected via a parallel line 260 to the 110 driver 240,

The disk drive 170 includes two Oracle data storage areas. A first data
storage area 273 contains reference iris code nformation for a plurality of
authorised persons and the second data storage area 278 contains historic iris
code information for each respective authorised person.

The first and second data storage areas are illustrated in more detail in
Figure 3. The first data area 273 contains reference iris codes 1 to n in a single
database table 300, where each iris code is associated with an authorised person
1 to n. A reference iris code is one which has been obtained by an appropriate
authorised person enroiment procedure. The procedure could take many different
forms, but would typically require an authorised person 1o visit an enrolment centre
where a series of iris codes could be generated and a single reference iris code
could be selected.

The second data area 276 is split into n separate database tables 3101 to
3170n, one table being indexed for each authorised person. As illustrated, table
3101 contains a value for a threshold level of similarity and iris codes A to D for

autherised person 1. The iris codes A to D are historic ifis codes which have been
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received by the server 160-on previous recognition attempts attributed to
authorised person 1. The size of the tabie for autherised person 1 increases by
one iris code each time authorised person 1 is recognised, as described below. In
practice, however, since data storage capacity is not limitless, the number of iris
codes stored might be restricted to, for example, the most recent hundreg.

A iris recognition procedure will now be described with reference to the
flow- chart shown in Figure 4. The procedure itseff comprises appropriate software
processes and routines written in Oracle SQL and C~ 7.

According to Figure 4, in step 400 the recognition server 160 receives an
irs code from a client 120. The ins code is stored in a first temporary memory
location (TEMP1) in main memory 230. Then, in step 405, the data table in the
first data storage area 273 is read into main memory 230. If the size of the data
table is larger than main memory, then the file server 160 is arranged to read
appropriately sized portions of the table to main memory as required in a normal
fashion. In steps 410, 415 and 420, the server 180 accesses main memaory 230
and reads and compares each reference iris code with the recaived iris code stored
in the temporary memory location (TEMP1} until a match is found. The comparison
is carried out on per-bit basis (where thers are 256x8 bits), and the number of
matching bits s derived for each reference iris code. in this embodiment, a match,
which constitutes an identification, is obtained even when up to thirty percent of
the bits differ.

The threshold value of around thirty percent was determined heuristically
on the basis of extensive trials, the resuits of which are discussed in more detail in
"High confidence visual recognition of persons by a test of statistical
independence”, Daugman J G, |EEE Transactions on pattern analysis and machine
intelligence (PAMI), Voi. 15, November 11, 1993. Of course, the value or the
comparison method may vary depending on the type, or variation in different
types, of iris image capturing device 100 used, and on other factors such as the
image capturing environment, the iris code generating aigorithm used and the level
of security required for the system. For example, lower security systems might
operate on shorter, less detailed iris codes,

In step 420, if no match is found, the iris code is deemed unidentified and
in step 425, an appropriate signal is returned to the client 120.

Assuming a match is found for the received iris code, in step 430 the
server 160 reads the identity of the authorised person associated with the
respective reference iris code inte a second temporaty memary location (TEMP2).

Assuming the matching reference iris code is associated with authorised person 1,
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in step 435 the server 160 acezesses the second data storage area 276 and reads
into the main memory 230 the table 2101 containing the historic iris codes
attributed to authorised person 1. Also, the threshold value for the respective
measure of similarity for authorised person 1 is read into a third temporary memary
location {TEMP3)

In step 440, each historic iris code is read from main memory and
compared with the received ins code. For each iris code comparison, in step 445,
it an exact match is found the received iris code is deemed fraudulent and in step
450 an appropriate message is returned by the server 160 to the client 120 and
the process terminates. '

The criteria that an exact match implies a frauduient iris code stems from
the fact that it is unlikely that two iris codes, even originating from the same
authorised person, will match. Thus, an exact match indicates that the matched
historic iris code may have been intercepted by a unauthorised user and copied
when it was originally transmitted to the server 180 during a previous recognition
attempt by the authuorised person (the unauthorised user thereaftar transmitting the
irs code 1o the server in an attempt te masguerade as the autharised person to, for
example, gain access 1o a secure systern}. This type of attempt to masguerade as
an authorised person by using intercepted data is sometimes known as a replay
attack.

If there is no exact match, then a value for the percentage af bits which
match (which will then be less than 100) is derived and stored in a2 fourth
temporary memory location (TEMP4 in step 455. Then, in step 460, if the
measure of similarity stored in the fourth temporary memory location (TEMP4) is
greater than the threshold measure of similarity stored in the third temporary
memory locaticn {TEMP3), the received iris code is deemed fraudulent and in step
450 an appropriate message is returned by the server 160 to the client 120 and
the process terminates.

If the received iris code fulfils both criteria for recognition- not exactly the
same and riot too similar - for all historic iris codes, then in step 465 a signal is
returned by the server 180 to the client 120 indicating that the autharised parson
has been successfully identified and authenticated. Finatly, in step 470, the
received iris code, which is stored in the first temporary memory location {TEMP1),
is written as a historic iris code to database table 3101 for authorised person 1.

The criteria that an iris code is fraudulent if it has a similarity to a historic
iris code greater than a predetermined threshold Jevel of similarity stems from the

fact that a very ciose match is unitkely, although not as unlikely as an exact
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match. The threshold value i5-again determined heuristically on the basis of trials,
as described below. The value will again vary in dependence on the type, or
variation in different types, of iris image capturing device 100 used, and on other
factors such as the image capturing environment, the wis code generating
algerithm used and the level of security required for the system.

A recognition trial was carried out in October 1998 where trained
members of a trial team aligned themselves and triggered a basic recognition
system to recegnise them. Figure 5 shows the recognition Hamming distances for
546 recognitions which were triggered when the user's eye had been aligned, The
mean Hamming distance for these recognitions was 0.090 {i.e. 9% of bits
disagreeing}), with a standard deviation of 0,042, These results shdw that there is
a distribution of recognition Hamming distances for users and similar resuits are to
be expected for commercial iris recognition systems.

By considering the results used to generate the graph in Figure 5, the
following probabilities of obtaining a false recognition for a person for a particular
threshold value can be derived.

Threshold {percent} | Number of expected failures
in 548 attempts
7 3
9
30
83

(SN - A7 e

For example, if the threshalid is fixed at three percent, the resuits indicate that nine
in every 548 recognition attempts by an authorised person would be invalid.

In practice, the server 160, faced with an iris code which has greater than
ninety eight percent of its bits the same as a historic iris code might, instead of
terminating the procedure, request the client 120 to obrtain and return a further iris
code from the user 10 he identified and authenticated. The client might, in turn,
control the iris code generator to vary the level of illumination of the user’s eye or
the focal length of the optics within the iris caode generator, before capturing
another image of the user’s eye. Providing a secand chance using an altered iris
image in this way should reduce the number of occasions on which authorised

persons are refused access to the secure network.
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The skilled person will appreciate that reduced criteria for authentication
may be applied to the scenario described above. For example, the identification
might only be invalidated {and a second iris code requested} only in the event of an
exact match. Other, more sophisticated impiementations for comparing iris codes
might take into account the relative likelihood of 3 certain bit mismatch {not all bits
in an iris code are equally likely to change} or the statistical consistency of
previous identifications for that iris.

In practice, it may be that more complex searching aigorithms are used in
the first processing stage for scanning the first data area 273. For example, in the
case of iris recognition, it may be necessary to scan the first data area several
times before a matching reference iris code is found, for exampie, each time
considering different rotations of the eye. Different eye rotations are caused by
users presenting their heads at different tilted angles and due to torsional eye
rotations. It may therefore be mare advantageous to use the dedicated database
search algorithm described in US patent 5,291,560 for the purpases of the first
processing stage.

The nature of an iris code generated using the above-referenced US patent
dictates that not all bits in an iris code are equally itkely to become corrupted. The
algorithms used to encode the iris consider the iris features at various levels of
scale and/or detail and allocate information reflecting these features to bits in
specific positions within each iris code. It might therefore be reascnable to
suppose that the bits of an iris code which correspond to the mere macroscopic
features are less susceptible to being incarrectly set. Conversely, bits in an iris
code which correspond to small or highly detailed features of an iris may be maore
susceptible to being set incorrectiy.

It is envisaged by the inventors that the degree of susceptibility of specific
bits being incorrectly set will be very dependent upon the configuration of the
client hardware, the precise iris code generating algorithms used, variations in
illumination, slight differences in focus, because of dirt, eyelids, etc., occluding the
iris and certain characteristics of the user. This is because it is reasonable to
expect different types of iris code corruption depending upon the cause. For
example, eyelid closure affects specific large portions of the iris whilst particles of
dust or dirt are more localised. Ditferences in focus will affect all parts cf the iris
but will have a greater effect on the higher spatial frequency components of an iris
image. Dirt in the optical path df an imaging device associated with the client
hardware is likely to affect the same part of an iris code on each recognition whilst

noise (e.g. from a CCD chip) is more variable in its effect, Changes in the
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localisation scftware used to isolate the iris portion of a captured image may in
turn affect the position of the boundaries used in iris code generation. The result
is that bits representing detailed features will on the whole be affected more than
bits carresponding to microscopic features.

ft is, thus, expected that a more sophisticated implementation of the
invention would consider the likelihand of each bit ar group of bits in the iris code
being incorrectly set. |In determining the likelihood of bits becoming incorrectly set,
tt would be apparent to the skilled person that the decision process can make use
of the statistical properties of the iris code generated, and the histories of the
client and authorised person.

Further, the reference iris code or any of the threshold values might
change over time in dependence on shifts in identification andfor authentication
characteristics. For example, if it becomes apparent that a particular authorised
person generally achieves cansistently similar iris code readings, which are within
twenty percent of the reference iris code, the threshold for similarity for
identification purposes might be raised from seventy percent 1o seventy five
percent. Similarly, the threshold above which a received iris code and a historic
iris code are deemed to be simiiar might be reduced from two percent to one
percent.  Such variations in parameters might be enacted periodically and
automatically by the recognition server 160. Conversely, if an authorised person is
consistently not recognised due to poor iris code readings, the thresholds for that
authorised person might be lowered, depending on how poor the iris code readings
ar¢ and how much the security of the system might be compromised.

Although the above described embodiment describes the use of a software
program to control a processor {0 carry out a determination as to whether a user is
an authorised person or not, it might be faster to use a hardware configuration to
carry out at least the digital signature comparison steps.

Also, the first comparison step of the above embodiment involves a
comparison with each of the reference digital signatures in twrn, Hence, the
apparatus described is able 1o determine which authorised user is trying to pass
the security check. The present invention also has utility in situations where the
purpose of the security checking apparatus is to verify the identity of a user. For
exampie, users of conventional automated teller machines are expected to insert a
card carrying & data recerding magnetic strip before carrying out a transaction.
The card is, in effect, serving as an identity token - the user is only aliowed to
carry out a financial transaction if the PIN entered he or she enters matches the

PIN stored in retation to the autharised person who was issued the card. Were the
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use of @ PIN in conventional apparatus to be replaced by the use of a digital
signature, then the central server would need only to verify that the user's digital
signature cerresponded (but not too closely} to the reference signature associated
with the authorised person who was issued the card.

It will be seen that the above embadiment exploits the inherent variability
in an inconstant digital signature. Hence, samewhat paradoxicaily, embodiments
of the present invention might be warsenad by improving the apparatus used to
capture the digital signature. For exampie, improvements in the optical apparatus
used in capturing an image of an iris pattern might result in less variability in the
captured image of an authorised person’s iris. This, in turn, would lead to a
greater chance of the occurrence of an close match between two iris codes
provided by an authorised person on different occasions, It will be seen that the
discrimination between a fraudulent user and an authorised person would then
become more difficult.

In such circumstances, the above-described embodiment might be
improved by adding a variable parameter (pupil diameter for example} to an iris
code in order to provide a digital signature which varies significantly between an
authorised user’s attempts to pass the security check.
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- CLAIMS
1. A method of determining whether a person is authorised to pass security
check on the basis of an inconstant digital signature, the method comprising the
steps of: :
, Gomparing an instamt digital signature provided by a persan attempting to
pass the security check with a reference digitai signature;
identifying the person as the person who provided said reference digital
signature responsive to said comparison revealing said signatures to he sufficiently
similar; . .
comparing said instant digital signature and one or mare previous digital
signatures provided in previous attampts to pass the security check; and
invalidating the identification responéive to said comparison revealing said

instant signature to be improbably similar tw one or more of the previous’
signatures.

2 A method according to claim 1, wherein said identification is invaiidated
only on =aid instant signature being identical to a previous signature,

3. A methad according to claim 1 or 2 wherein the inconstant digital
signature comprises biometric information,

4, A method accarding to ciaim 3, wherein the biometric information
comprises an iris code.

a. A method according to any preceding claim wherein:

comparing the instant digital signature with the referenca signature -
involves calculating & first measure of similarity between the instant and reference
sighatures;

T

the user is identified as an authorised person on the first measure of
similarity exceading a predeterminéd first threshold;
comparing the instant digital signature with cne or more previous digital

signatures involves calculating one or mare sacond measures of similarity between

the instant and previgus sighatures; and

the idemification of the user is invalidated on the second measure of
ity exceeding a predetermined second threshiold higher than the first.
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€. A method according to claim 65 whersin one or both of said first and
second thresholds are adaptable.
7. Apparatus for use in providing a security check, said apparatus

comprising:

input means for receiving a digital signature provided by a user;

first storage means for storing one or more reference digital signatures and
respective associated information items identfying the authorised users who
provided the reference signatures;

second storage means for staring previcus digital signatures obtained in
previous recognition attempts attributed to the identified authorised user; and

first processing means for accessing the first storage means, comparing &
received digital signature with one or more reference digital signatures and, in the
event a measure of similarity between the received digital signature and a
reference digital signature exceeds a first predetermined threshold of similarity,
identifying the user as the originator of the received digital signature,

second processing means for accessing the second storage area,
comparing the received digital signature with previous signatures associated with
previous recognition attempts attributed to the identified authorised person and
authenticating the identification in the event a second measure of similarity

between the received digital signature and a previous digitai signature exceeds a
second predetermined threshold. '

8. Apparatus for providing a security check, said apparatus inciuding:
one or more storage media havfngj recorded therein:
data representing one or more reference signatures provided by respective
authorised persons;
data associated with each reference signature, said data representing one
or more previous signatures provided in one or mere previaus attermpts to pass said
security check; and
processor readable code processable to determine whether a received
digital signature was provided by an authorised user, said code comprising:
received signature comparison code processable to compare an
instant digital signature provided by a person attempting to pass the
security check with a reference digital signature;
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user identification code processable to identify the user és the
person who provided said reference digital signature respehsive to said
comparison revealing said signaturss to be sufficiently similar;

supplemental recsived signature co&\parison cade processable to
Gompare said instant digital signature and one or more previous digital
signatures provided in previols attempts to pass the security cheek; and

identification invalidation code processabla to invalidate the
identification '

respensive instant

1o said ' comparison revealing said
signature to be improbably similar to one or mare of the previous

" signatures.

9. A program storage device readable by a processing apparatus, said device
tangibly embedying a program of instructions executable by the processor ta
perfarm method steps for determining” whether a received digital signature was
pravided by an authorised person, said methad steps comprising:

comparing an instant digital signature provided by a person attempting to
pass the security check with a referance digital signature;

identifying the person as the persan who pravided said reference digital
signature responsive 10 said comparison revealing said signatures to be sufficiently
simnilar;

comparing said instant digital signature and one or more previous digital
signatures provided in previous artempts to pass the security check; and

invalidating the identificatian responsive to said comparison ravealing said
instant signature to be improbably similar to one or more of the previous
signatures.
10. A method for recognising a party cemprising:, - ]
igentifying the party by comparing a digital sig_na‘ture from the party with
stored digital signatures for a plurality of different parties, where positive
identification depends on a derived measure of similarity between the provided
digital signature and one of the stdred digital signatures exceeding a pre-
determined threshald of similarity, and characrerised by authenticating an identified
party by appiying pre-determined criteria to the result of a comparison between the
provided .digital signature, or data derived therefrom, and stored historic and/or
statistical data assu;:iated with previous recognition attempts madé by the
identified party wherein positive authenication is performed by comparing the
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provided digital signature with one or more historic digital signatures obtained from one or more
previous recognition attempts for the identified party and establishing that the similarity between
the provided digital signature and any historic digital signature does not equal or exceed a pre-
determined second threshold.
11. A method of determining whether a person is authorised to pass a security check
substantially as hersin described with reference to any one of the embodiments of the invention
ilustrated in the accompanying drawings.
12. Apparatus for providing a security check substantially as herein described with
reference to any one of the embodiments of the invention iliustrated in the accompanying
drawings.
13. A program storage device substantially as herein described with reference to any one
of the embodiments of the invention illustrated in the accompanying drawings.
14. A method for recognising a party substantiaily as herein described with reference to
any one of the embodiments of the invention illusirated in the accompanying drawings.
DATED this 17th Day of February 2000
BRITISH TELECOMMUNICATIONS PUBLIC LIMITED COMPANY

Attorney: PHILLIP DAVID PLUCK

Fellow Institute of Patent Attorneys of Australia
of Baldwin Shelston Waters
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