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channels for playing, each of the channels having a plurality of programming content, performing a parental control procedure prior
to allowing playing of the programming content of one of the channels, during at least one specific timeslot, and allowing playing of
the programming content prior to performing a parental control procedure for at least one of the following the one channel outside
of the at least one specific timeslot, and another one of the channels. Related apparatus and methods are also described.
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ENHANCED PARENTAL CONTROL

FIELD OF THE INVENTION

The present invention relates to a system for parental control of TV

programs.

BACKGROUND OF THE INVENTION

By way of introduction, TV program regulatory authorities, such as
the CSA of France, require operators to support parental control in such a way as‘
to prevent the viewing (or hearing) of programs for which parental control is
critical, in an automatic fashion. In most countries, parental control is realized
through the analysis of digital information that is transmitted by operators along
with the programs. The digital information, which indicates the level of criticality
of the programs, is generally transmitted along with other digital data containing
the program title, synopsis and so on. All of the information is typically
consolidated, for example, in an Event Information Table (EIT), such that parental

control is realized through an analysis of the EIT data.

Parental control based on EIT analysis poses a number of problems.
One problem is due to inadequate synchronization of the EIT data with the
broadcast of the programming content. Inadequate synchronization can result in a
non-authorized person viewing, in whole or in part, programming content for

which parental control is critical.

Another problem lies in the standard EIT cycle time, which is
generally two seconds. In order for parental control to be successful during
channel surfing, the EIT data is first received prior to display of the video image,
thereby causing a delay between zapping and display of the video. Many users
regard the delay, which may be up to approximately two seconds, as being unduly

long.

The following references are also believed to represent the state of

the art:

US Patent 4,908,859 to Bennett, et al.;



WO 2007/138241 PCT/GB2007/000435
US Patent 5,969,748 to Casement, et al.;
US Patent 6,020,882 to Kinghorn, et al.;
US Published Patent Application 2003/0233651 of Farley, et al.;
US Published Patent Application 2005/0166235 of Mears, et al.:
5 UK Patent Application GB 2 349 290 of NDS Limited; and

Japanese Patent Application Abstract JP2001202748 of Victor
Company of Japan.

The disclosures of all references mentioned above and throughout
the present specification, as well as the disclosures of all references mentioned in

10 those references, are hereby incorporated herein by reference.
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SUMMARY OF THE INVENTION

The present invention seeks to provide an improved parental control

system.

The present invention, in preferred embodiments thereof, includes a
system and method for improving parental control by treating different types of

channels in different ways.

The invention, in preferred embodiments thereof, enables high
quality parental control irrespective of the synchronization of the EIT data
broadcast with a bouquet of channels. The invention, in preferred embodiments
thereof, also enables efficient channel switching where appropriate. The invention

is also generally low cost and easy to implement.

There is thus provided in accordance with a preferred embodiment
of the present invention, a parental control method, including receiving a channel
selection command from a user to select from a plurality of channels for playing,
each of the channels having a plurality of programming content, performing a
parental control procedure prior to allowing playing of the programming content
of one of the channels, during at least one specific timeslot, and allowing playing
of the programming content prior to performing a parental control procedure for at
least one of the following the one channel outside of the at least one specific

timeslot, and another one of the channels.

Further in accordance with a preferred embodiment of the present
invention, the method includes maintaining a table, whereby the table includes a
list of the channels, the channels being grouped in the table the programming
content of the channels, the groups including a first group including the channels
that do not include the programming content with a critical parental control rating,
and at least one other group including the channels that do include the
programming content with the critical parental control rating, searching the table
to determine which of the groups the selected channel is a member of, wherein the
allowing playing of the programming content prior to performing the parental

control procedure is performed if the selected channel is a member of the first
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group, and the performing the parental control procedure prior to allowing the
playing is performed if the selected channel is a member of the at least one other

group.

Still further in accordance with a preferred embodiment of the
present invention if the selected channel is a member of the at least one other
group, the parental control procedure is performed prior to the allowing playing of
the programming contént of the selected channel only during the specific timeslot,
whereas outside of the specific timeslot, the playing of the programming content
of the selected channel is allowed prior to performing the parental control

procedure.

Additionally in accordance with a preferred embodiment of the
present invention, the method includes receiving a plurality of event information
values for the programming content of the selected channel, wherein the other
groups include a second group including the channels having the prograniming
content which is synchronized with the event information values, and a third group
including the channels having the programming content which is not synchronized

with the event information values.

Moreover in accordance with a preferred embodiment of the present
invention the event information values include an event information code
associated with a parental control rating of the programming content of the
selected channel, if the selected channel is a member of the second group and at
least during the specific timeslot, the parental control procedure includes checking
the event information code in order to decide whether to request user entry of a
parental control code prior to allowing playing of the programming content of the
selected channel, and if the selected channel is a member of the third group and at
least during the specific timeslot, the parental control procedure includes
requesting user entry of the parental control code, prior to allowing playing of the
programming content of the selected channel, irrespective of any of the event

information values.

Further in accordance with a preferred embodiment of the present

invention the parental control procedure includes requesting user entry of a
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parental control code to allow playing of the programming content of the selected

channel.

Still further in accordance with a preferred embodiment of the
present invention when entry of a parental control code has been requested, the
programming content of the selected channel is not played until the earlier of the

parental control code being entered, and an end of the specific time slot.

Additionally in accordance with a preferred embodiment of the
present invention, the method includes receiving a plurality of event information
values including an event information code associated with a parental control
rating of the programming content of the selected channel, wherein the parental

control procedure includes checking the event information code.

There is also provided in accordance with still another preferred
embodiment of the present invention a parental control method, including
receiving a channel selection comménd from a user to select one of a plurality of
channels for playing, each of the channels having a plurality of programming
content, receiving a plurality of event information values for the programming
content of the selected channel, the event information values including an event
information code associated with a parental control rating of the programming
content of the selected channel, maintaining a table, whereby the table includes a
list of the channels, the channels being grouped in the table the programming
content of the channels, the groups including a first group including the channels
having the programming content which is synchronized with the event information
values, and a second group including the channels having the programming
content which is not synchronized with the event information values, searching the
table to determine which of the groups the selected channel is a member of,
pérforming a parental control procedure, including checking the event information
code, in order to decide whether to request uéer entry of a parental control code
prior to allowing playing of the programming content of the selected channel if the
selected channel is a member of the first group and at least during the specific
timeslot, and performing a parental control procedure, including requesting user

entry of the parental control code prior to allowing playing of the programming
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content of the selected channel, irrespective of any of the event information
values, if the selected channel is a member of the second group and at least during

the specific timeslot.

There is also provided in accordance with still another preferred
embodiment of the present invention a decoder device, including a processor
arrangement operative to receive a channel selection command from a user to
select from a plurality of channels for playing, each of the channels having a
plurality of programming content, perform a parental control procedure prior to
allowing playing of the programming content of one of the channels, during at
least one specific timeslot, and allow playing of the programming content prior to
performing a parental control procedure for at least one of the following the one
channel outside of the at least one specific timeslot, and another one of the

channels.

Moreover in accordance with a preferred embodiment of the present
invention the processor arrangement is also operative to maintain a table, whereby
the table includes a list of the channels, the channels being grouped in the table the
programming content of the channels, the groups including a first group including
the channels that do not include the programming content with a critical parental
control rating, at least one other group including the channels that do include the
programming content with the critical parental control rating, search the table to
determine which of the groups the selected channel is a member of, allow playing
of the programming content prior to performing the parental control procedure if
the selected channel is a member of the first group, and perform the parental
control procedure prior to allowing the playing the programming content if the

selected channel is a member of the at least one other group.

Further in accordance with a preferred embodiment of the present
invention if the selected channel is a member of the at least one other group, the
processor arrangement is operative to perform the parental control procedure prior
to allowing playing of the programming content of the selected channel only

during the specific timeslot, whereas outside of the specific timeslot, the processor
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arrangement is operative to allow playing of the programming content of the

selected channel prior to performing the parental control procedure.

Still further in accordance with a preferred embodiment of the
present invention the processor arrangement is operative to receive a plurality of
event information values for the programming content of the selected channel,
wherein the other groups include a second group including the channels having the
programming content which is synchronized with the event information values,
and a third group including the channels having the programming content which is

not synchronized with the event information values.

Additionally in accordance with a preferred embodiment of the
present invention the event information values include an event information code
associated with a parental control rating of the programming content of the
selected channel, if the selected channel is a member of the second group and at
least during the specific timeslot, the parental control procedure includes checking
the event information code in order to decide whether to request user entry of a
parental control code prior to allowing playing of the programming content of the
selected channel, and if the selected channel is a member of the third group and at
least during the specific timeslot, the parental control procedure includes
requesting user entry of the parental control code, prior to allowing playing of the
programming content of the selected channel, irrespective of any of the event

information values.

Moreover in accordance with a preferred embodiment of the present
invention the parental control procedure includes requesting user entry of a
parental control code to allow playing of the programming content of the selected

channel.

Further in accordance with a preferred embodiment of the present
invention when entry of a parental control code has been requested the processor
arrangement is operative such that programming content of the selected channel is
not played until the earlier of the parental control code being entered, and an end

of the specific time slot.
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Still further in accordance with a preferred embodiment of the
present invention the processor arrangement is operative to receive a plurality of
event information values including an event information code associated with a
parental control rating of the programming content of the selected channel,
wherein the parental control procedure includes checking the event information

code.

There is also provided in accordance with still another preferred
embodiment of the present invention a decoder device, including a processor
arrangement operative to receive a channel selection command from a user to -
select one of a plurality of channels for playing, each of the channels having a
plurality of programming content, receive a plurality of event information values
for the programming content of the selected channel, the event information values
including an event information code associated with a parental control rating of
the programming content of the selected channel, maintain a table, whereby the
table includes a list of the channels, the channels being 'grouped in the table the
programming content of the channels, the groups including a first group including
the channels having the programming content which is synchronized with the
event information values, and a second group including the channels having the
programming content which is not. synchronized with the event information
values, search the table to determine which of the groups the selected channel is a
member of, perform a parental control procedure, including checking the event
information code, in order to decide whether to request user entry of a parental
control code prior to allowing playing of the programming content of the selected
channel if the selected channel is a member of the first group and at least during
the specific timeslot, and perform a parental control procedure, including
requesting user entry of the parental control code prior to allowing playing of the
programming content of the selected channel, irrespective of any -of the event
information values, if the selected channel is a member of the second group and at

least during the specific timeslot.
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BRIEF DESCRIPTION OF THE DRAWINGS
The present invention will be understood and appreciated more fully

from the following detailed description, taken in conjunction with the drawings in

which:

Fig. 1 is a schematic view of a television system including a
parental control sub-system constructed and operative in accordance with a

preferred embodiment of the present invention;

Fig. 2 is a view of a table listing the various levels of parental

control for use in the system of Fig. 1;

Fig. 3 is a schematic view showing EIT codes of programs that are

broadcast with EIT data against time of the system of Fig. 1;

Fig. 4 is a schematic view of a synchronization fault whereby the
transmission of the EIT data of a program is not synchronized with the broadcast

of the program in the system of Fig. 1;

Fig. 5 is a view of a channel group table for use in parental control

sub-system of Fig. 1;
Fig. 6 is a more detailed view of the channel group table of Fig. 5;

Fig. 7 is a schematic view of a first control mode in the parental

control sub-system of Fig. 1;

Fig. 8 is a schematic view of a second control mode in the parental

control sub-system of Fig. 1;

Fig. 9a is a schematic view of a third control mode in the parental

control sub-system of Fig. 1;

Fig. 9b is a more detailed view of the third control mode of Fig. 9a;

and

Fig. 10 is a schematic view of a decoder of the system of Fig. 1.
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DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

Reference is now made to Fig. 1, which is a schematic view of a
television system 6 including a parental control sub-system 7 constructed and

operative in accordance with a preferred embodiment of the present invention.

A decoder 1 receives audiovisual signals 2 carrying the TV
programming content, for any channel, as well as the accompanying digital data.
The decoder 1 receives TV channels and then supplies the programs selected by a
user to an associated TV 3. The parental control sub-system 7 is typically

implemented in the decoder 1.

A link 4 is established between the decoder 1 and a remote control
5, which enables program selection. The remote control 5 also allows the user to
enter interactive information that is transmitted to the decoder 1, and in particular,
to enter a secret parental control code (PCC) whose value can be configured when

the decoder 1 is installed.

After configuration, depending on how the decoder 1 has been
programmed, the decoder 1 may require that the PCC be entered before specific
programs are accessed. In order to enable parental control of programs, the digital
data supplied by operators (via the same channels as the video signals 2) includes
a plurality of event information values, or event information table (EIT) data,
which includes a data indicative of a parental control rating (PCR) for each
program. The PCR indicates the category of viewer that is permitted to access the
specific program. The PCR or equivalent data, included in the EIT data mentioned
above, is provided along with other programming related information such as the

title and content synopsis.

The following description described with reference to Figs. 1-4
assumes that the decoder 1 is operative to perform parental control for all channels
in a similar way.

While tuned to a particular channel, if the decoder 1 detects, via the
EIT data, that a program requires entry of a PCC, the decoder 1 stops playing the
program on the TV 3 and displays, on the screen of the TV 3, a request to enter
the parental control code (PCC) using the remote control. If the correct PCC is

10
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entered, the program is then' played on the TV 3. When zapping to a new channel,
the decoder 1 typically waits until the EIT data is received prior to playing the
program in order to check if parental control should operate before playing the
program. The term “playing” or “play”, and in all grammatical forms thereof, as
used in the specification and claims, is defined as displaying video, and preferably
playing sound, on the TV 3 or any other suitable output device or arrangement of
output devices for displaying video and playing sound, for example, but not
limited to, a combined TV and set-top-box system or using a projection screen

with a loud-speaker system.

The PCRs that require entry of a PCC are typically programmed
when the decoder 1 is installed or at any subsequent time. In general, the decoder 1
is configured to require mandatory entry of the PCC for programs with the highest

PCR, by default, which means that the user cannot generally disable the parental

- control function for the highest PCR.

Reference is now made to Fig. 2, which is a view of a table listing a
plurality of various PCR levels 21, 22, 23, 24, 25 for use in the system 6 of Fig. 1.
In the example of Fig. 2, the five PCR levels 21, 22, 23, 24, 25 correspond to five
categories of programs, namely categories 1, 2, 3, 4, 5, respectively. Each of the
categories 1, 2, 3, 4, 5, is associated with an item of the EIT data, a code 20. The
categories 1, 2, 3, 4, 5 are associated with EIT codes 26, 27, 28, 29, 30,
respectively. Category 1 programs are permitted for all viewers. The next
categories 2, 3, 4, 5 are restricted to viewers older than 10, 12, 16 and 18,
respectively, by way of example only. The programs in the category 5 are
generally considered “critical” as category 5 is frequently mandated by Law to be
subjected to parental control. However, it will be appreciated by those ordinarily
skilled in the art that one or more of the other categories of programs may be

defined as critical for the purposes of the system 6.

Reference is now made to Fig. 3, which is a schematic view
showing EIT codes 26, 28 that are broadcast with EIT data 31 against time t of the
system 6 of Fig. 1. Fig. 3 shows the time T it takes for cyclical transmission of the
EIT data 31, as well as a value 32 for each of the items of the EIT data 31. For

11
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example, the EIT data 31 is transmitted in accordance with a period T, which

equals 2 seconds.

In the example of Fig. 3, the items of EIT data 31 are first allocated
the code 26 which corresponds to a program from category 1. At a given moment

tg, the value embedded in the items of EIT data 31 changes, for example, to the

code 28 that corresponds to a program from category 3. The EIT data 31 is
transmitted along with the video signals 2 (Fig. 1) of the TV program.

The time period T that elapses between the transmission of two
consecutive items of the EIT data 31 can degrade channel switching performance
(the time it takes to switch channels), particularly if the decoder 1 (Fig. 1) is
programmed for parental control. Thus, each time the channel is changed, before
the program is played, the decoder 1 must verify that access to the channel is

allowed without entry of a PCC.

For example, if parental control has been programmed for category
1 and 2, before allowing play of the program on the TV 3, the decoder 1 generally
needs to check whether the program is in a category that requires entry of a PCC.

Therefore, the decoder 1 must first check the EIT data before playing the program.

The waiting period for a new occurrence of EIT data can last a
maximum of period T, which is 2 seconds in the example of Fig. 3. Thus, when
the user changes channels, the user may have to wait approximately an additional
two seconds (in addition to a delay due to tuning to the channel) before being able
to consume the selected program. The waiting time may be considered too long by

the user.

Reference is now made to Fig. 4, which is a schematic view of a
synchronization fault 43 whereby the transmission of the EIT data 31 of a program
41 is not synchronized with the broadcast of the program 41 in the system 6 of Fig.
1. The program 41 begins at time t1, whereas the change in the value of the EIT

data (which indicates a change in the program category) occurs at time tp, which is

after the time ty.

12
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The time interval between times t] and t) may vary according to the

operator involved and in some cases may be nearly zero, which means that the
operator adheres completely to the broadcast schedule. However, in the case of

other operators, the time interval between the times t] and ty may be in the order

of minutes, by way of example only. In the example of Fig. 4, the program 41
broadcast is in the category 5 (for which parental control is especially critical)

having the associated EIT code 30.

During the time that elapses between t] and tp, a non-authorized

person, such as a child, could view and hear the beginning of the program 41. It is

only after the time tp, when the EIT code 30 is detected, that the image and sound

of the program 41 cease from the TV 3 and a request screen requesting user entry

of the PCC is displayed on the screen of the TV 3.

Some operators, particularly those that broadcast channel packages,
may have difficulty Synchronizing programming content with the EIT data. The
synchronization problems may be attributable to technical problems at the
broadcast level, or may result from previous programs, for example, but not

limited to, live events, running longer than the allotted time slot.

Reference is now made to Fig. 5, which is a view of a channel group
table 50 maintained for use in the parental control sub-system 7 of Fig. 1
constructed and operative in accordance with the preferred embodiment of the
present invention. In accordance with the preferred embodiment of the present
invention, the channels received by the decoder 1 (Fig. 1) are divided into three
groups, a group I, II and III. The table 50 includes a list of channels 55, 56, 57
which are grouped according to the programming content of the channels as

described in more detail below.

The group I (labeled 51) includes a plurality of channels 55 not
including programming content that has a critical PCR. Programs with a critical
PCR are typically programs of the category 5 PCR level. By way of example, if
category 5 is alone chosen as the critical PCR level then group I will include
channels not including programs having a PCR associated with category 5.

However, it will be appreciated by those ordinarily skilled in the art that that one

13
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or more of the other PCRs may be defined as critical PCRs and thereby excluded
from the group I.

The group I (labeled 52) includes a plurality of channels 56
including programming content having a critical PCR (for example, a category 5
PCR) in which the program(s) are synchronized, during one or more specific

timeslots, with the corresponding EIT values.

The group III (labeled 53) includes a plurality of channels 57 having
programming content having a critical PCR (for example, a category 5 PCR) in
which the program(s) are not synchronized, during one or more specific time slots,

with the corresponding EIT values.

For the purposes of defining groups I, II and III, the critical PCR is
generally a category 5 PCR level. However, it will be appreciated by those
ordinarily skilled in the art that that one or more of the other PCR levels (1, 2, 3,
and/or 4) may be defined as critical PCRs for the definition of groups I, II and III.

The decision as to whether a channel is considered a synchronized
channel, or not, is generally made according to the constraints and criteria of the
platform operator. Nevertheless, as a general guideline, a channel is considered as
synchronized if the correct EITs for a program are transmitted within the normal
EIT transmission cycle time from the beginning of a program, for example, within

the first two seconds of the program.

The table 50 is typically embedded in the decoder 1, namely in the
memory area of the decoder 1 described in more detail with reference to Fig. 10.
The memory is typically a hard drive, a RAM or flash memory, by way of
example only. The table 50 constitutes a descriptor that specifies a list of the

channels 55, 56, 57 that are associated with each group 51, 52, 53, respectively.

Reference is now made to Fig. 6, which is a more detailed view of
the channel group table 50 of Fig. 5. The table 50 is typically an MPEG or MPEG
type table. Each address of the table 50 points to a field. The table 50 includes a
group column 66, a channel ID column 67, a binary information “flag” column 68
and a timeslot information column 69. The binary information (referred to

hereinafter as a “flag™) indicates whether or not the programs for the channel are

14
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synchronized with the EIT data for the programs. A flag value of 1 indicated
synchronization of the EIT data with the programs and a flag value of 0 indicates

non-synchronization of the EIT data with the programs.

As described above, the table 50 includes four columns. The column
66 stores the groups, the column 67 stores the channel identifiers, the column 68
stores the values of the flag and the column 69 stores the time slots. The fields, of
the table 50, store the data associated with each column, such as the groups,

associated channel IDs, flags and time slot for each channel.

A ﬁrst-data region 61 of the table 50 is reserved for fields associated
with the group I channels. In the first data region 61, the columns 68, 69 are not

used.

A second data region 62 of the table 50 is reserved for fields
associated with the group II channels. In the second data region the fields of the

flags column 68 equal 1 and a time slot is typically associated with each channel.

A third data region 63 of the table 50 is reserved for fields
associated with the group III channels. In the third data region, the fields of the

flag column 68 equal 0 and a time slot is typically associated with each channel.

By way of example, the time slots generally fall between midnight

and 5 a.m., although other timeslots are of course possible.

The operators know the channel characteristics and are able to
describe them. Therefore, the operators are able to divide the channels into the
groups and assign flags and time slots. The information created by the operator is
transmitted by the operator via the normal transmission channels. A program
running in the decoder 1 (Fig. 1) retrieves the information and builds the table 50.
The table 50 can be updated or extended as new channels are created or old

channels are deleted or amended.

Reference is now made to Fig. 7, which is a schematic view of a
first control mode in the parental control sub-system 7 of Fig. 1. Fig. 7 shows the
processing of group I channels by the decoder 1 (Fig. 1). .
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As described above with reference to Fig. 6, the properties of the
channels that are known to the operators are included in the table 50 enabling
scanning of the table 50 addresses by the decoder 1 while each channel is set up in
the table 50. During the scanning, the decoder 1 classifies the channels between

the three groups.

Fig. 7 shows a time slot 71, for a day, for the group I channels.
When a channel in the group I is selected, anywhere in the time slot 71, the
decoder 1 (Fig. 1) first plays the selected program on the TV 3 (Fig. 1) and then

performs a parental control check, if necessary.

If parental control has not been configured by the parents to include
programs of a level other than the critical PCRs, the TV program continues to be
played and the transmitted EIT data is ignored as channels including programs of

critical PCRs are not included in the group I.

If however, parental control has been programmed by the parents to
block programs including PCRs other than the critical PCRs, the decoder 1 checks
the EIT data and may ask the user to enter the PCC depending on the EIT
received. For example, if the parents have configured the decoder 1 to request
user entry of a PCC for category 3 and 4 programs, then a PCC will be re'quested if
the EIT data indicates that the program has a code of 28 or 29 corresponding to
category 3 and 4 PCR levels, respectively (see table 20 of Fig. 2).

Therefore, channel-switching time is reduced as the program is first
played and then the parental control check is performed (if relevant) and the PCC

will be requested, if necessary.

Reference is now made to Fig. 8, which is a schematic view of a
second control mode in the parental control sub-system 7 of Fig. 1. Fig. 8 shows
the handling of a group II channel. The group II channel includes category 5
programs where parental control is critical. Additionally, the programming content
of the group II channel does not have synchronization problems with the EIT data.
A time slot 81, for a day, for the group II channel is shown. Category 5 programs
are only broadcast during a specific time slot 82 of the time slot 81. The time slot

82 occurs between midnight and 5 a.m., by way of example only. In one or more
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timeslots 83 outside of the specific time slot 82, the decoder 1 handles programs in
the same manner as described with reference to Fig. 7 for group I channels (in
other words, the decoder 1 first plays the program and then performs a parental
control check, if necessary). Therefore, when a user selects the group II channel
outside of the specific time slot 82, the program is played immediately in the same

fashion as for group I channels.

During the specific time slot 82, when the channel is selected, the
EIT code must be assessed before the program is played. In other words, a parental
control check is performed by decoder 1 before allowing playing of the program.
For example, if a category 5 program is being broadcast, the PCC is requested in
all cases. Similarly, if the parents also require entry of a PCC for other categories,
for example, but not limited to, category 4 programs, then if a category 4 program
is detected via the EIT code during the time-slot 82, a PCC will be requested prior
to playing the program.

If the EIT code changes so that the PCR is not critical, nor a
required PCR set by the parents, the program is automatically played.

Reference is now made to Fig. 9a, which is a schematic view of a
third control mode in the parental control sub-system 7 of Fig. 1. Figure 9a shows
the handling of a group III channel. The group III channel includes category 5
programs where parental control is critical. Additionally, the programming content
of the group III channel is generally not synchronized with the EIT data. A time
slot 91, for a day, for the group III channel is shown. Similar to group II channels
described with reference to Fig. 8, category 5 programs can only be shown during
the specific time slot 82. When the group III channel is selected during the time
slot 82, the decoder 1 requests that the PCC be entered, irrespective of the program
that ‘the channel happens to be broadcasting.

Reference is now made to Fig. 9b, which is a more detailed view of
the third control mode of Fig. 9a showing an example of category 5 program
control. From the beginning of the specific time slot 82, the parental code is
requested each time the channel is accessed or when the’ user is already tuned to

the channel before the timeslot 82 and then the timeslot 82 begins. In the example
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of Fig. 9b, the specific time slot 82 begins with a category 3 program 91. Owing to
a synchronization problem, a packet 94 of the EIT data is received having a
category 5 program code associated with a future program 92, while the category 3
program 91 is still being broadcast. Upon receipt of the EIT data packet 94, the
decoder 1 requests a PCC to be entered, via an on-screen display 95, before the
program 91 (category 3) is allowed to continue playing. The on-screen display 95
of the PCC request is continually displayed until the correct PCC is entered by the
user or until the end 96 of the timeslot 82, whichever is sooner. The on-screen
display 95 is only removed by entry of the PCC or reaching the end 96 of the
timeslot 82, but not on receiving a non-critical PCR in the EIT data. As a result, if
an authorized person (a person who knows the correct PCC) is not present or does
not grant authorization, the on-screen display 95 is not removed. Even if, prior to
the end of the category 5 program 92, a packet 97 of EIT data having a non-~critical
PCR (for example, category 3) is received, the on-screen display 95 is not

removed without entry of the PCC.

If the correct PCC 95 is entered, the program 91 resumes playing.
At some future time, the program 92 (category 5) starts playing without entry of an
additional PCC.

In the timeslots 83 outside of the specific time slot 82, the decoder 1
handles programs in the same manner as described with reference to Fig. 7 for
group I channels (in other words, the decoder 1 first plays the program and then

performs a parental control check, if necessary).

Reference is now made to Fig. 10, which is a schematic view of the
decoder 1 of the system 6 Fig. 1. The decoder 1 is operative to perform the
functions described above with reference to Figs. 1-9b. The decoder 1 includes a
processor arrangement 101 including one or more processors (not shown) and an
associated memory (not shown) to analyze digital data that is broadcast by the
operators along with a video stream 105. The decoder 1 also includes signal
reception technology (not shown) for receiving the digital data and the video
stream 105. The decoder 1 also includes a video stream selector 103 which

receives a bouquet of channels in the video stream 105 via the signal reception
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technology. The video stream selector 103 is operative to select one of the

channels from the video stream 105 based on a signal 107 from the processor.
Channel changing is now described below.

The user decides to select a channel and typically uses the remote
control 5 (Fig. 1) to perform the channel selection, The processor ammgeﬁent 101
of the decoder 1 receives a command signal 102 from the user via the remote
control 5 (Fig. 1) in order to select one of the channels for playing the
programming content of the channel. The command signal 102 includes an
identifier of the channel which has been selected. The processor arrangement 101
searches the table 50, which is stored in a dedicated memory area of the processor
arrangement 101, in order to determine the group of the channel. The table 50
includes the channel ID 67 as well as other properties, as described above with

reference to Fig. 6.

The control mode used by the processor arrangement 101 of the

decoder 1 is based on the channel group of the selected channel.

If the selected channel is a group I channel member, the processor
arrangement 101 allows playing the programming content of the selected channel
by sending the signal 107, including the channel identifier of the selected channel,
to the video stream selector 103, allowing selection of a video stream 109 of the
selected channel based on the channel identifier. The video stream 109 of the
selected channel is then transmitted to the TV 3 (Fig. 1) or other suitable output
device. After sending the signal 107 to the video stream selector, the processor
arrangement 101 performs a parental control procedure by analyzing the EIT code
of the EIT data periodically received by the processor arrangement 101. If no PCC
is required, no further action is taken by the processor arrangement 101. If the
processor arrangement 101 determines that a PCC is required, the processor
arrangement 101 issues a command to the video stream selector 103 to cease
playing of the program and to display an on-screen display requesting entry of the
PCC on the TV 3 (Fig. 1) for example.

If the selected channel is a member of group II or group III, during

the specific (critical) time slot 82, the processor arrangement 101 is operative to

19



10

15

20

25

30

WO 2007/138241 PCT/GB2007/000435

perform a parental control procedure prior to allowing playing of the programming
content of the selected channel; whereas outside of the specific time slot, the
playing of the programming content of the selected channel is allowed prior to
performing the parental control procedure, as described in more detail below. The
parental control procedure is typically either: requesting user entry of a PCC
without analyzing the EIT code, wherein the request is maintained until the correct
PPC is entered or until the specific time slot ends, whichever is earlier (Group III
channels); or analyzing or checking the EIT code and then requesting user entry of
a PCC if necessary (Group II channels), wherein the request is maintained until the
correct PCC is entered or until the EIT code changes to a non-enforced PCR level,

whichever is earlier, as described in more detail below.

If the selected channel is a group II channel member, the processor
arrangement 101 queries a clock (not shown) of the decoder 1 or any other suitable
time signal in order to determine the current time. If the command signal 102 is
received outside of the specific (critical) time slot 82, the processing procedure is
identical to that of a group I channel described above. If the command signal 102
is received during the time slot 82, the processor arrangement 101 first performs
the parental control check against the next received EIT code (associated with the
PCR of the current programming content of the selected channel) in order to
decide whether to request user entry of a PCC prior to allowing playing of the
programming content of the selected channel. If the correct PCC is entered or if a
PCC is not necessary, the processor arrangement 101 then allows playing of the
programming content of the selected channel by transmitting the signal 107
allowing the video stream selector 103 to select the video stream 109 of the
selected channel. The PCC is typically entered by the user using the remote
control 5 (Fig. 1) and is transmitted from the remote control 5 as the command
signal 102. As more EIT data is received, parental control checks are performed
and a PCC is requested as necessary. The processor arrangement 101 does not
allow selection of the programming content of the selected channel by the video
stream selector 103 (and therefore playing of the programming content of the

selected channel) until a valid PCC is entered by the user, or until the end of the
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timeslot 82, or an EIT code is received which does not require entry of a PCC,

whichever is sooner.

If the selected channel is a group III channel member, the processor
arrangement 101 queries the clock (not shown) of the decoder 1 or any other
suitable time signal in order to determine the current time. If the command signal
102 is received outside of the specific (critical) time slot 82, the processing
procedure is identical to that of a group I channel described above. If the command
signal 102 is received during the time slot 82, the processor arrangement 101 of
the decoder 1 first launches an on-screen display on the TV 3 (Fig. 1) requesting
entry of the PCC, 'irrespective‘of any event information data, prior to allowing
playing of the programming content of the selected channel. The PCC is typically
entered by the user using the remote control 5 (Fig. 1) and is transmitted from the
remote control 5 as the command signal 102. The processor arrangement 101 does
not allow selection of the selected channel by the video stream selector 103 (and
therefore playing of the programming content of the selected channel) until a valid

PCC is entered by the user or until the end of the timeslot 82, whichever is sooner.

It is appreciated that software components of the present invention
may, if desired, be implemented in ROM (read only memory) form. The software
components may, generally, be implemented in hardware, if desired, using

conventional techniques.

It will be appreciated that various features of the invention which
are, for clarity, described in the contexts of separate embodiments may also be
provided in combination in a single embodiment. For example, the parental control
sub-system 7 may be implemented whereby for some, or all of the channels,
during one or more specific time periods, a parental control procedure is
performed prior to allowing playing of the programming content, whereas for
other time periods the programming content is played prior to performing a
parental control procedure. For example, the parental control sub-system 7 may be
implemented whereby channels are divided in to groups of synchronized and non-
synchronized channels such that for non-synchronized channels a PCC is

requested irrespective of received event information values whereas for
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synchronized channels a PCC is only requested based on received event
information. Conversely, various features of the invention which are, for brevity,
described in the context of a single embodiment may also be provided separately
or in any suitable sub-combination. It will also be appreciated by persons skilled in
the art that the present invention is not limited by what has been particularly
shown and described hereinabove. Rather the scope of the invention is defined

only by the claims which follow.
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What is claimed is:

CLAIMS

L. A parental control method, comprising:

receiving a channel selection command from a user to select from a
plurality of channels for playing, each of the channels having a plurality of
programming content;

performing a parental control procedure prior to allowing playing of
the programming content of one of the channels, during at least one specific
timeslot; and

allowing playing of the programming content prior to performing a
parental control procedure for at least one of the following: the one channel

outside of the at least one specific timeslot; and another one of the channels.

2. The method according to claim 1, further comprising:
maintaining a table, whereby the table includes a list of the
channels, the channels being grouped in the table according to the programming
content of the channels, the groups including:
a first group including the channels that do not include the
programming content with a critical parental control rating; and
at least one other group including the channels that do
include the programming content with the critical parental control rating;
searching the table to determine which of the groups the selected
channel is a member of, wherein:
the allowing playing of the programming content prior to
performing the parental control procedure is performed if the selected channel is a
member of the first group; and
the performing the parental control procedure prior to
allowing the playing is performed if the selected channel is a member of the at

least one other group.
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3. The method according to claim 2, wherein if the selected channel is
a member of the at least one other group, the parental control procedure is
performed prior to the allowing playing of the programming content of the
selected channel only during the specific timeslot, whereas outside of the specific
timeslot, the playing of the programming content of the selected channel is

allowed prior to performing the parental control procedure.

4. The method according to claim 2 or claim 3, further comprising
receiving a plurality of event information values for the programming content of
the selected channel, wherein the other groups include:

a second group including the channels having the programming
content which is synchronized with the event information values; and
a third group including the channels having the programming

content which is not synchronized with the event information values.

5. The method according to claim 4, wherein:

the event information values include an event information code
associated with a parental control rating of the programming content of the
selected channel;

if the selected channel is a member of the second group and at least
during the specific timeslot, the parental control procedure includes checking the
event information code in order to decide whether to request user entry of a
parental control code prior to allowing playing of the programming content of the
selected channel; and

if the selected channel is a member of the third group and at least
during the specific timeslot, the parental control procedure includes requesting
user eniry of the parental control code, prior to allowing playing of the
programming content of the selected channel, irrespective of any of the event

information values.
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6. The method according to any of claims 1-3, wherein the parental
control procedure includes requesting user entry of a parental control code to

allow playing of the programming content of the selected channel.

7. The method according to claim 6, wherein when entry of a parental
5  control code has been requested, the programming content of the selected channel
is not played until the earlier of: the parental control code being entered; and an

end of the specific time slot.

8. The method according to claim 6 or claim 7, further comprising
receiving a plurality of event information values including an event information
10 code associated with a parental control rating of the programming content of the
selected channel, wherein the parental control procedure includes checking the

event information code.

9. A parenta] control method, comprising:
receiving a channel selection command from a user to select one of
15  a plurality of channels for playing, each of the channels having a plurality of
programming content;
receiving a plurality of event information values for the
programming content of the selected channel, the event information values
including an event information code associated with a parental control rating of the
20  programming content of the selected channel;
maintaining a table, whereby the table includes a list of the
channels, the channels being grouped in the table according to the programming
content of the channels, the groups including:
a first group including the channels having the programming
25  content which is synchronized with the event information values; and
a second group including the channels having the
programming content which is not synchronized with the event information

values;
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searching the table to determine which of the groups the selected
channel is a member of;

performing a parental control procedure, including checking the
event information code, in order to decide whether to request user entry of a
5  parental control code prior to allowing playing of the programming content of the
selected channel if the selected channel is a member of the first group and at least

during the specific timeslot; and
performing a parental control procedure, including requesting user
entry of the parental control code prior to allowing playing of the programming
10 content of the selected channel, irrespective of any of the event information values,
if the selected channel is a member of the second group and at least during the

specific timeslot.

10. A decoder device, comprising a processor arrangement operative to:
receive a channel selection command from a user to select from a
15  plurality of channels for playing, each of the channels having a plurality of

programming content;
perform a parental control procedure prior to allowing playing of the
programming content of one of the channels, during at least one specific timeslot;

and

20 allow playing of the programming content prior to performing a
parental control procedure for at least one of the following: the one channel

outside of the at least one specific timeslot; and another one of the channels.

11. The device according to claim 10, wherein the processor
arrangement is also operative to:

25 maintain a table, whereby the table includes a list of the channels,
the channels being grouped in the table according to the programming content of
the channels, the groups including: a first group including the channels that do not
include the programming content with a critical parental control rating; at least one
other group including the channels that do include the programming content with

30  the critical parental control rating;
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search the table to determine which of the groups the selected
channel is a member of;

allow playing of the programming content prior to performing the
parental control procedure if the selected channel is a member of the first group;
and

perform the parental control procedure prior to allowing the playing
the programming content if the selected channel is a member of the at least one

other group.

12. The device according to claim 11, wherein if the selected channel] is
a member of the at least one other group, the processor arrangement is operative to
perform the parental control procedure prior to allowing playing of the
programming content of the selected channel only during the specific timeslot,
whereas outside of the specific timeslot, the processor arrangement is operative to
allow playing of the programming content of the selected channel prior to

performing the parental control procedure.

13. The device according to claim 11 or claim 12, wherein the
processor arrangement is operative to receive a plurality of event information
values for the programming content of the selected channel, wherein the other
groups include:

a second group including the channels having the programming
content which is synchronized with the event inférmation values; and
a third group including the channels having the programming

content which is not synchronized with the event information values.

14. The device according to claim 13, wherein:
the event information values include an event information code
associated with a parental control rating of the programming content of the

selected channel;
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if the selected channel is a member of the second group and at least
during the specific timeslot, the parental control procedure includes checking the
event information code in order to decide whether to request user entry of a
parental control code prior to allowing playing of the programming content of the
selected channel; and

if the selected channel is a member of the third group and at least
during the specific timeslot, the parental control procedure includes requesting
user entry of the parental control code, prior to allowing playing of the
programming content of the selected channel, irrespective of any of the event

information values.

15. The device according to any of claims 10-12, wherein the parental
control procedure includes requesting user entry of a parental control code to

allow playing of the programming content of the selected channel.

16. The device according to claim 15, wherein when entry of a parental
control code has been requested the processor arrangement is operative such that
programming content of the selected channel is not played until the earlier of: the

parental control code being entered; and an end of the specific time slot.

17. The device according to claim 15 or claim 16, wherein the
processor arrangement is operative to receive a plurality of event information
values including an event information code associated with a parental control
rating of the programming content of the selected channel, wherein the parental

control procedure includes checking the event information code. .

18. A decoder device, comprising a processor arrangement operative to:
receive a channel selection command from a user to select one of a
plurality of channels for playing, each of the channels having a plurality of
programming content;
receive a plurality of event information values for the programming

content of the selected channel, the event information values including an event
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information code associated with a parental control rating of the programming
content of the selected channel;

maintain a table, whereby the table includes a list of the channels,
the channels being grouped in the table according to the programming content of
the channels, the groups including:

a first group including the channels having the programming
content which is synchronized with the event information values; and
a second group including the channels having the

programming content which is not synchronized with the event information
values;

search the table to determine which of the groups the selected
channel is a member of;

perform a parental control procedure, including checking the event
information code, in order to decide whether to request user entry of a parental
control code prior to allowing playing of the programming content of the selected
channel if the selected channel is a member of the first group and at least during
the specific timeslot; and

perform a parental control procedure, including requesting user
entry of the parental control code prior to allowing playing of the programming
content of the selected channel, irrespective of any of the event information values,
if the selected channel is a member of the second group and at least during the

specific timeslot.
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