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The invention discloses a multiple terminal end-to-end encryption communication method and computer
readable medium. A sending terminal generates a temporary key pair with a temporary public key and a
temporary private key for a receiving account, and then calculates an account public key and the temporary
private key to generate a ratchet key. Next, the sending terminal uses the ratchet key to derive a message
key, and uses the message key to encrypt a message to generate a message ciphertext, and then uploads the
message ciphertext and key information to a server. Thereafter, the server sends the message ciphertext and
the key information to multiple receiving terminals. When the receiving terminal receives the message
ciphertext, the receiving terminal uses the key information to generate the message key, and then uses the

message key to decrypt the message from the message ciphertext.
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The invention discloses a multiple terminal end-to-end encryption
communication method and computer readable medium. A sending terminal
generates a temporary key pair with a temporary public key and a temporary
private key for a receiving account, and then calculates an account public key
and the temporary private key to generate a ratchet key. Next, the sending

terminal uses the ratchet key to derive a message key, and uses the message key
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to encrypt a message to generate a message ciphertext, and then uploads the
message ciphertext and key information to a server. Thereafter, the server sends
the message ciphertext and the key information to multiple receiving terminals.
When the receiving terminal receives the message ciphertext, the receiving
terminal uses the key information to generate the message key, and then uses

the message key to decrypt the message from the message ciphertext.
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