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ATHITR MRV 1LIE SRR RS

[0001]  AHIIE 2 E E K HIE 5 8 201010161984, 3.4 “ I THAT L2 4
RYRGEAITIE” 153 58 HOE R 3 2 Wil 1 B g 524 201010161984, 3 ()43 5 G
& PCT [l i Ff 5 2 PCT/US03/08762 [ Bk HHif H 24 2003 47 3 H 20 H P E E K #1524
03811454. 2 g “ H FHAT 2 MBI 2 M R G717 I IR 2> 28 il .

AR
[0002] AR W H W M MAL B A8 R 40, SRR U, 3 S n] DLAE W] {5 B e B s AT
AL FEAS R e

B=EA

[0003]  FEAHE B RE R VT SEAL B ARAT BRI AN S5 55 B I E e dfizh 7 “nlfE”
B A YA B A BT T o TX LS P EE EEAAR ERA) [R A ABEORL P T R I A
PIRBGE o P AN A AR AL NES G o AT T ANREAS 24 1) 3 55 S50 A A AT D )
K o I 8] 5 0 A R R v e B 0 SR B MAE S ARAT B e A AR R T 5
ReFBt . R, AP H SRR (B, & 05 eSO AU g 2R A
K — e ) ARAEREIRBUITE O PR A

[0004] LA KR fE ARG 0] LU A — & 58 e IRl 5 P o 3K J7 VR SIS SR AH X g
L, (ELR R AN ST VR R] A b B nl S8 B 3 AR G AN A o 3N e BR ) T
X LR AE RGN

B =135 RH

[0005] Ak B A2 LSt 8] 1 7 =Xk Ut B 1, i AS A2 AR 52 19 75 2ok U BH T, B B AR I
(17 B B A 10 R AL A, T

[ooo6] P& | AEAERUALTE AR R4 H AT I 0 P S IR B IR

[0007] ] 2 AR AR AR A B — A S 75 28 0 L b o 4 PR AT A R 2 A A B R R 48 1 R
GBI .

[0008] ] 3 R AKIE AR BH— > St 7 8 o 1 P 5 Bl R IR B T 1

[0009] ] 4A AR AR B — AN Sl 46, 18 A T SCRF B 3 12 A A I B 17 ) M A
HRRG =R,

[0010] ] 4B R AKI AR B 5 — Sl 7 48, 1 A T SRR 3 22 A A AR BE 1 7 491 Pk Al Ak 2R
wARGREE,

[0011] P& 5 RAKIEA K I ) — Ll &, 18 & T3 FEE 3 22 AT K7~ 9] PR b 2
ARG EE,

[0012] & 6 RAKYEAS R BH— > St 7 28 I AR 1040 AT 1T IR 2R 1]

[0013] & 7 S A A< B — A~ S 77 S8 (R 3 L e R R K R P
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BAXHEA
[0014]  "FTH UL BAHEIR T 7ERAL BEAR B 8 N WI UG A0 nT (5 B A IR BE IR R o 76 1 T 3 B
W, T AR HE ER AR AR A B, IR T 22 ELARG Y, 0 A g SR B A B I
ARVBGAFAFAR, UURERAEAET o SR, ARG AN G0 REFEAR, WA FiR B AR4H 5 ]
DLSEEA R B o R OUT 8 T AERA R B, WA VRN R 8 il 45 18 1 e P e
AABAFFR AT 5 o 3R AL 10 I 1R A St 18 AR N 52 T 756 R R 6 el
REfS SCBLA I ThEE . AR W DUMAL L3S R G R A JT . 4RI, LI e AR S 1
T AT DLSE AR & B, 3 W5 5 A BRSSO Y L
[0015]  HRAES B 1, B T A AERAL BEES R G0 P AT I — Do Bl M s . 1 1 A
F s BRSPS CHERIE) o ATE R R IsAT I, 3PE R 4 150 1K/ NI fRe 4L
SEAAE S A 7 AT B A W . P2 HAERSAA TRBOA (ring) F
0) W, Bl A e il 2. EF 152, 154 F1 156 HAT B T 1R 2 R AG, SUR L FRABUA =
(3) Wo ANFEBCAAZELELLEERIE RS 150 FIN ] 152, 154, 156 43 X S A R R BUEA B
ARV 1R R E R AT, BIE TR B R E RS 150 1R s . A
1M1, SEFR BT ERET SR T R AV SEER . 52X A ] 8 R 281817 R4 150
RS (ARIEATHIECE ), B1E RS 150 v LR 2 508 ORISRt T ) 8o
[y gesis, DURBRVER S 150 0 m] DL AR A (ol i H - AR B R k& $e it
P& IR BEs ) 3. #RPE RS 150 n] LU HEAE R S, i lMicrosoft® Windows®
Linux 5{Solaris® ,5 & W] AT e Y SN s 5 A SRAF IR R G W FH Bl 1E &
G 1a4T BOE RIS AT I BRI B A FRAS & OB 1) o
[0016]  HRAEZ75 I 2, & Hh Bl s A AKHE A I BH — AN Sk 7 58 1R 28 7R 451 1 W] {3 B A 8K
PRI ARG PE RGIAEE 2000 75K 2 BSEET7 S, ALBEAS 202 AbPRAS 212 b TR AT 222
AATE L A FE A CRIER ) R M S ik . R B St 7 9, IE WA [F T
R BE R ICI I S n] LLARAL, AL B2 B ] DA TR] o 7R 2 sl g S8, nT LA AE—A
SRZ A YA RS FIEAT ) B AE AT R (thread) BR“IZHHARFEAS” SR8 ik L 4h B
o
[0017]  AbFEHS 202,212,222 W] DLAL 7 HE 246 L Y o 2K B2 5 0 1 DL SRR 22 A B[R A
o, A FEAS 202 W DAL B 22 5N (SENTER) 12 204 LS REHAT & ] SENTER $54, frid
G IVIGA A T S 44 . AbFEES 202 thn] DU & Bl B2 5 206 LIS RE R0 E 2 230
T LRSI R, SRR I SENTER B 1E 78 73 A IS 77 27, 85 7 4 240 B4 it 6 2h
RETT LA FL 25 AL TR 2 N I L 8%, 6T T2 AL PR T =, 7T LA HEAE AN b AR I s it
TEH, TR BEN BN DIFEIX LA PR A S 2R E ki . LAY R AL A TR B
R BT DS IR G e s EAEME . W R T an b BERE 202, 212, 222 BLE A
240 A5 AR B 3 T ) S5t U7 48 B I8 AR o R, e AT AT DUR R AT B R IR T S R
LR B ZH B RIh A #nT LA B PSS MR E . T H &N BB LA s
I AZAN AR S B, ) I R AT 6 Bl B R AT 2% 278 il i VL R e B KA Ry &
F 224484, W DABR v 75 I SO AR RT3 AR o 28 i 4 2 25 134T T 1) R
[o018]  Yi4b, AbBEZS 202 W] LLAL S A A7 fifi A 208 LIS Re e Wi E . 7E— A58
Ti G, Z AR 208 T] DL AT RS 202 (1) NI R IR S AT s, BT R T BT . 18
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FIEMRSEETT S, e AE gy 208 LU T A7t ds o HE AL, il an b FEAE 212 Fikk
HZE 222, ] IALFE SENTER 2245 214, 224, S 2l B2 4 216,226 LK 2 &7k 2% 218,
228,

[0019]  “USH 47 W LLE SO — 4 F B R 4, AT S R A7 At 2% DL B G IE R — A 2
RIS AT IEATRIN / it (1/0) #4E. SR A A o] DAL & AR A B — Xt
SR BB EAEZ NS R, AR . 7R 2 ST Srh, B 4 240 W DAL S
AERE AN 1/0 FRVE R B ALZHE, LS RRACFERS 202, 212 F1 222, AE— A5 5 &b, A
44 240 W] LL SV 247 0L 250-262 A £ 5 in] DU R 248 8%, viH K 248 A F R RAE
Ab PR V4% e 15 0] DA IR A7 A BT 250-262 ({5 iME B o 15 A 4 240 w] IALHE ¥ 4% U 132
5247, Prif BT UL AR sl 3R 40 M 1/0 134 B4 DI 250262 [F1 BT 16307 1) B B A7 i 25
AFEL (DMA) o 7ERE— Sl 5 S, o4& U I &4 247 w] LLAL S Siraldi 4 Bk vy il 75 22 1
HAHSME B e Sy b, WA U7 22 45 247 B] LT MRATAE B 4% 17 1] T 46 248
W IR B A7l T I SEBR B E A 2 B 1, I BRI R AT Rk, e e
Wi 77 A, A7 2% 15 1) T RE R LLLE S A 41 240 AN . (E 57 S 77 2, 15 A 4 240 1) Th
REIET] LATE— DB AN BE R4S A B

[0020] 44L& FH SENTER $4E, o5 Fi 40 240 7] LL Y AN [ T S 20 B2 5 242
RIEFRG N 230 DT DEHE . XL RH B PR R aen] DAL RS A0k T
(key) ZFA1E 2% 244 [N BAL R AL FEAS 202, 212 BY 222, B Ao V7o b 7 2% 202, 212 B¢
222 K350 & F 1) ALL-JOINED #5% 274, S8V B2 % 242 BB IRk vl L2 2 S b FEAR
FR I B3 B0 AR “EXTSTS” 254745 272 P LU SAR 2 AN A B8 (3 — & LR Bl Bis sh ik
AEAE“ JOINS 735 74 272 1o EXISTS F5 474+ 272 H1 JOINS BF 4745 272 [N 25 1 58 [R] 14 AT LA
FR B2 & H % ALL-JOINED b5&, LAFR/R R N AT A BEAR #4E 2 5 2 At NI 2.
[0021] W57 40 240 WTRASCHRE 1/0 R4 b RIARHE 1/0 #4%, Prik 1/0 S detol s il 4
O (PCT) I I O (AGP) VB H3 AT 2k (USB) 512630 (LPC) Sk BT 2L 257
1/0 84 (AR ) o $:00 290 W] CLATRAE S 41 240 HhRid 276 4%, Frid 276 &5 —4
REANTEME TS (PCR) 278,279, fE— NS S, ¥ 10 290 W] DL ik & e n
TRz A IR LPC A4k (51440 (LPC) 2 LS, JeRe /R W) 1997 4F 12 H 29
HEMEITR 1. 0) o _Ealize 4 b (38 am iy — AN S i ) 2 B A A TH S 1A DURTARAF 197 8
SKFHIEE S AR 1D 276 WHIPE S RECE T 74y (PCR) 278 4E 0 Hbr. 1E—ANSEil 7 &=,
Frid 276 W] DI & & A2 il 75— 5SS 7 2 mh, v DL {5~ G 8 (TPM) 281, 1%
BEHLAE 2001 4F 12 A 1 HH TCPA HURIFIARA K 1. 1la BRI (E T EF G 80E (TCPA) 3= ZEH
TR ATE (FEA HHE IR AZHS A www. trustedpe. com I3 ) o

[0022]  7ERGFAEE 200 PN E BP0 AN BAT 73 A 2 2 RPN LI P57 7 (SVMM) 282 HEHLURI
LRYEWAZRES (SINIT-AC) 280 b, SVMM 282 Bt n] MRAFEE R A MBI & KA RAT
W gg b, IF HARYE TR B shak IR e AL g . fE— S0 7 &9, e 2 e R shid fiz
I, SVM 282 1] LAFE 5l sl 5 il 21— B2 N7 i I 250-262, 25 N2 5, W LLAY
FEREAUALERAEE, Forb SYWM 282 W] LIAE AN R AW S s R RS RIS AT, n] DU R e F eldb 4
TE B B BRI IR E R BN FH B U7 i FE L R R B4

[0023] 224 Nl PR 75 B 1 R e )/ ] R H AT B AR S Bt 9 T, - ELAH S mT BAJ (8
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A AR, Hrp B B AT T LABR G I E e 7 — ST i, il it
LAY (SINIT) AU ] IAATIXREE )R . 3X L € = BB, (HIX LE4E AN 3
il Ay A PRE T o — MBI AER] BE BRSSP R 7R R Gl B OB 3 I RIREAT A 3, LA
PR PR BCE SCHE IE AR B 2 R B S 7R — N SEl 7 &, — NSRRI 7T LU, S5
41 240 FRALI A7 42 H 45 BCE A VA BRE AR 2R G0 0 2 HE B A7 i D1 250262
WIEIAHFIAE . 28 = ANBERT DR LB WA U ) ISR 248 45 15 0 185 247, DL
SVMM 282 17t Bt B4 5 DUASE FH I S8 A7 i o i AN 52 AR AL B2 W 2 40 28 = AN s ERT LU T
SFOFIIE SR SVMM 282 HLE K B 4y, FF HIL R A= il i zn e . X HL “id3k (register) ” 245
1 SVMM282 15T 5 25 RN A7 A7 2% » 1 W\ PCR278 BN PCR279.. AT T XA e Je
(RN, AR R G P r] LR A SYMM282 [T AT {5 E

[0024]  ALIEEFEON A 2 3E B T DAAE R SINIT ARG . Ay, m] DAF AT SINIT ARAE Sk 3
Byt o4l 240 B8 8. T 20 Bd SINIT ARHS, 26 —ANS it 77 287, A B ) 2 0 o 5 4 471
A SINTT ACAEHE e, AL e MR RR A “T 227 ({8 — N SEt T 2B 1> 160 £7 i1
RAE K FGEE . ARG B — A2t 7 A AR5 IS B A A (private key) X4
BT NG, LB E 254 . 2 SINIT AR 5 AH M 4 725 2 R AE — e, X440 L
FRA SINIT 24005 (SINIT-AC) 280, 41T fTik, SINIT-AC 280 ()45 Ul ] LILE J5 [4RIE o
[0025]  SINIT-AC 280 W] LAMRAFAE RS f Bl KA RAF M 48 B R A7 75 [B 2 A
L R R ER S E R e . £ &, AL H L 288 iR A,
SINIT-AC 280 W] LA 5 sl 52 il 247 UL 250-262 LAJE A SINIT-AC A7 fitt 3 B #% DL
[0026] LA I 4R AL BELAS H] LA UG 2 TG A I 2, 3 ELIRNIf o] DURERR A 146 A 12 45 Ab 21
P (ILP) o fEASZHER] H, LTS 202 24 ILP, R R 40 R4k 230 b AEAT AL T 28 BEf% 1% Ny
ILP. JERF, SINIT-AC280 £7fif i FE % 1 mk SVMM282 A7 fitk B BH $5 DL A B A J2 nl 15 1,
MR T HEIRE AN, FAMAIAL LS B DMA 15 % 0] LS 5 A7 fif DU 250-262.

[0027]  4RJ&, ILP (AbBEAR 202) AT T HFEA . XA T AT LIFR I 22 2% N\ (SENTER)
$64, 3 H 0T LLH SENTER 3248 204 37 #: . SENTER 384 3T 7T LIAE TLP (AbFHEE% 202) 7E &
GrIAEL 230 bR AT T HSERIE B, AR5 A Bl S I RGeS A A S I TR) () B o SENTER
PATIFURZ I, IX e B B2k B2 —, B SENTER BUS MESSAGE 7E R4t 528 230 T #%. &
T ILP Z AN EeZ 4R Ab B S W] URR g i N B AL B S (RLP) , AT PO e e 414 i
I SENTERBUS MESSAGE. fEASZEE]H, RLP 4540325 212 FIAb I 2s 222, RLP 242014 H

21k R, R GERLE 230 EAE RLP BN (ACK) SRS L, BRI A SRR
N i%iE R, ILP BAE RS ML 230 LRIEE A I ACK 31 &

[0028] i 4H 240 W] LIRS — X 24728, RI“EXISTS” 54788 270 F1“ JOINS 7 25 47 2% 272,
XA A7 AT DL SRAG 5 TLP FFTA RLP IFAE 1 24 i i SENTER BUSMESSAGE. fE—AM5K
77 ZE R, 0 AR B AR AL FEAS BT AT IR AT R G S e 45 4 “ 17 5N EXISTS 4785 270
(RIAH AT, 5 2 240 1] DIARER SR 7E RGN BT B B R 4 AL PR A R 0 fEAS S
T, RARLE 230 EREAFLS LA SRR TB (Field), Pk 7B A & @ Ab H 45
FRIRTT o A5 SEHE 7 2, 3X 2 i P AL BB bR DR AT AR PR AL T 28 Y T F AT 26 e
IR IRFTA e 1, an RAEALBEZS 222 FHAT IR RS04 230 Lol ag$:
55, WIS 4 240 A 1% 355 T RIS AR BRAS FRIRAST, JF HAE “17 5 N\ EXISTS %547

6



CON 102708333 A WO B 5/10 Bt

#5270 WIAHN AL B 2860 224 JA B FE R, b BEAS 222 B EIBAN A — & FRAE RS 4
230 FRIEE H ORI ACKE BN, & 4 240 H RIXAFRRAF, 3 HAR“ 175 N JOINS %
1745 272 WIRAHN AL E 288, (LRI 2 BySEHtif H, 4 TIF R R 3 3 Bs o Al
BAANPATERRE . 7 R HNEHE T b, W BRALBESS v LS R AN FE, PRI SZ fE 2 AV 12 4R Ab 2
#50) 2 JOINS 27725 272 (I 255 EXISTS 54745 270 1P 2T FECET, 1R B 41 240 W AT
‘B ALL-JOINED A5 i& 246, iZbr &R 7R A AL R 4% L2005 24 i B 7 SENTER BUS MESSAGE.

[0029]  7EY—5Ej 5 =, 7E ALL-JOINED 47 ik 246 ¥ B 2 J7 , EXISTS 274745 270 1 JOINS
AT 272 ] LAGk e B T2 e, (F ALL-JOINED bri& 246 13 'E 2 5 H.2 W 5 822 4= 1
VEGE AR, B 4 240 nT AGREE IR #2 9F LU AR KT JOINS 254788 272 R 2 B HE . 7EIX
6], WSS 2 240 TEATATT IR fige MO AR AL P 45 vh R I 26 2545, 1T T IR Ak BR8N A2 Y AT 7E
JOINS ZF A7 4% 272 N BT 52 160, WSEs A 2 240 7] DB X AN IZ F AL B3 AN ANl i cL 28« I
M. XA AR A S NS L2 AR, B n ge AR B (22
) o FAEIXFERIIE LT, O 4 240 AT DUIE 24w 5 DA IX A ook & AR FR R 2 g 22 Ak
TE— AL Ty 2, 5 4l 240 T DAFERRAE I 0L T ol RAR B AL 7R85 — AN &£,
7E ACK BZRH B 5 2 a3 45, il A A B2 AE R G 02 LI S & H 1%
BT, T DASEIRRACLI) “ Mg 2 ” AR FRAS AN o AEASSZE 7 2P, 7 ALL-JOINED bri 246 %
BT R A 240 MR B EAR WML Bk R AR A THMW S E S, WS4
240 7] LA AR BOX AN AL PRAS AN FNAT i L2 “ HHIR” e T, JF Hoa] ReAAR B & -

[0030] % Afi SENTER BUS MESSAGE 2 J&, ILP ( AbFHZS 202) #6if] ALL-JOINED bRk 246 LA
R TR I A T AT I R S LS B AT ACK S S M AT T W o 40 S MR 1 B bR 246,
JUMSEIRAE AT RERT o AF TLP 800 20N B e 7 i a5 2 I 28 vl LT R B A7 . Al ik
M, KRGV ReP IR ERE R BN . BN, RE RA V] REARELIZAT, (HZ 23
Bl 513 2Ry (P i RAZR T BRI 2 5, R A3 BB A S ) o 7R IR
YE, FERLIN 18] 22 J5 , ALL-JOINED bRk 246 &, Jf H. TLP W] LA R T A7 e iZ iR Ak #iL 2s
AN ERRE.

[0031] 4 ALL-JOINED #5 & 246 #% i B I, 2 7 50 UEATBE 5 34T B 75 75 SINIT-AC280 P4 1)
SINTTACHS, TLP (KbFESE 202) T LI SINTT-AC 280 % DI FI it = 284 B N 22 A A7 fiti 2% 208,
PE—ANSEHE T T, XA AT Ry 208 T LLJE TLP (ALFET 202) 1 N M SR A7 7% » aliF
TR IETT. KBS 284 R HRHN NI A (public key) , AR R INZ 65
7E SINIT-AC 280 FBit iy A28 44, 3 H oG8 284 FI RS04 725 44 Al H BL I IE SINTT
RIS, £E—NSEH T =P, Bt T 284 W BE O AR AFAE AL TR AR Y, 574 &y SENTER 24 204
(1) —3B 53 o £E 53— SEHE 7 S, QBT 284 ] ULRAFAE S Fr 4 240 (1 R 0B T A7 7% 244
W, ZF A7 A% 244 t TLP L. 75X ST 2, A2 AR BEAS w2 O 4R 7 3 748 244
A LLSEBRORAE B - 284 (RN 2L, Sorp oG B 284 AR S5 7E SINIT-AC 280 By,
PE B JGIZANSEEJT ZEh, TLP B 25 77 88 244 it UM, v 5 5 TR LE SINIT-AC
280 P KBRS 284 AR N2 54 (hash) , 3 H. B 503X 9 A48 B2 LUR AR BT R4 (1) 5 B =7
284 ZHASE RS

[0032]  #AJ&, SINIT-AC ¥ WUAI A EH#E VUR] LR 22 A7 it 208 NAFAE . I A H#
DUfRE A 5 AE SINIT-AC $5 UL W B 72544, TLP IRAE ] LEGAIE SINIT-AC $2 D1, Pk fidhd

7
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AN BB SR G DL A SR VR R S XA SR AR BTG, ) SINTT-AC #4
DU E AL S SINIT AR A LA A & AT (5 1

[0033] L HIfEAZFFI RLP (ALFEES 212, 4bF 2% 222) [ RS s 2k 230 DL LK BTG 22
APRVER 4 240, TLP BRAETA] DL AT 55— % F M2k &, B SENTERCONTINUE MESSAGE.
R PR IR, T8 4 SINTT-AC AR IR I i B8 5 AN 2224 id 276 WIKPE G EUE 7
174% 272 0, TLP IRAE AT LLId Sk SINIT-AC BEERME— S 4. B O PAT I Hil 15 1B 25 (R A7 AE
ILP 227 fiti %% 208 P R]fF SINIT ACAL$% D1, ILP Xf L SENTER 84 AT IAE ] LK F
AE SINIT ARASAR J5 mT LARAAT & R G R B B2 B0 4E , 7 BAKEE Bk “id 37 i X, )
LLic s SVMM A7 B B 4% DL

[0034]  WJ LA B LA 7 3K 56 5 SYMM A7 3 B 5 DL id 3. 7E— NSl 7 b, 14T 1E
TLP |y SENTER ¥4 4B 1147 tH (1) SINIT-AC F§ %5 N2 kR 276 P PCR 278 . bl ,
FT {7 SINITARB AT A P57 H 047 5 5 B SVMM A 225 A Al — PCR. 278 B2 A= bRic 276 1A 1)
73— PCR 279 . 40544 SVMM % E 5 A\ [F— PCR 278 1, M2z 4xbric 276 FHHTE (SYMM 4§
B FEELIREE A (SINIT 4548 ) , I3F HAt g5 RS [H PCR278. FEHE—IX (WIUhtk ) %I PCR278
[R5 N\ Ak PR IAE SENTER $i5 4 13X 2852t 7 22, 35 Ja I 22 0] LA PE R GE R (root of
trust) .

[0035]  — H A5 SINIT U D& &5 B AT, FF H O 4 SYMM ¥ B4 47 id % 7E PCR 1Y,
SINIT ACHE AT LA TLP $AT FE il fL i 45 SYMM, 77 ML Yy s i 7 S b, TLP AT I 4] 1)
SVMM F5 43R4k A SVMM (1) WG AL BIRE o fE—ASEHi 7 S0, TLP ] LAE st RLP - JOIN
MESSAGE & H &5 2l B X 45 A RLP, AEBRAE AT ) SVMM 45 DL IR T, 48 &1~ RLP A
PR MR A XA A W R T B 3 R MR IR, HEA R AR IBATE R B
o

[0036]  FRAEZ75 I 3, & Hh B s DA AKHE A BH — AN STt 75 52 1R 7 18] M T A B2 A A 34
Bio 7ER 3 1S Ty S, nT LA I agon] 45 s AR nE 80, 35 T AE AR NLR S b
[FIIN AT o SVMMB50 T] e FEH VTR 1k B — DB E DN AEREERE RS 340 FIHERT{E MY
FH 310-330 PG RELE R IR 380 A E BTl » 7E LR 30, “HEnIfE” AR e BRERIER
Gy BN IETEAT 9 AN AR AH EAE A IO I K /NN 22 FE A 15 ] SEWT 5 B IEAE #2225k
BATZAFAVIE bR, I EAFAE T E AT R R B B Ak . 75 ML A R STy %2, 3E
AMEARRE 2 HAE A AT AL o] DUR SIS 5 R SN FH AL Ry

[0037]  SVMM350 th ] ik4ekh /R vFekpyibok B — e MR B 2% 017 360 Fil—4
B AN AIE N 370 A2 YR 380 (LU M. W] LARR ] EIR TR Bl 2% 0T
360 FIR{E RN 370 IR ATy RENE , AT B T2 E 58 sUE 3 Hriiae s . IR
370 0] LR AE 22 B Tl BAT AT A RS R 7 IR BB FE A . IR, ] (5 Y A 370
A] LR BN T ERACRE 7471, 838 mT LA XTSRS, 5l an Java F2)7 .

[0038]  HHAECNAR R4 R R A BURF AU AE R 4t 340 B FE Y 360 1E AT IH8 4
BCHRVETT LUAE SVMM350 $244%, 3 Hon] e #eth e i o R VFekdn g . 18y S itf, 76 3L A
ST Z T, A SYMMB50 £A4 TR AR R T AR FRERAE R S 340 BUZ O FRST 360 1EH AT
18] 4 P A LT R R4 4 TR DR A0 B IR R TG [ 22 0 T IR 1 SRAN T P SR e o [y
Lo
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[0030]  IRAEZZE I 4A, B P A iE & T 300 K 3 2 A B UAR BEE4S R 4t 400
f— AN 75 %<, CPU A 410.CPU B 414.CPU C 418 F11 CPU D 422 H] LLFCE Bt nischd 532
PR USCR BT IRAT . A8 — AL M7 S, XA s sli 45 i 2k ] DL ] 2
[*) SENTER iZ#H 204, XLe& RS T LIS & H D4 BAERA AL 420 EIRAT, R4
B 420 W] DATIX L8 b PRES AT S B B Re g 1E 1 R0 . fE— Sty &b, T H
VR S R AT T L HH HLE SR, W B 2 1R 2R B2 AR 206, AU, 5 4L 430 WL
FALF 4l 420, I ] DS FE ER R G R4k 420 L& H . P EEabEE AR 5 ]
DR PR BARSE I 7 RSt Ae 4t . FE— A3 7 =9, A0 BEES 7T LLZ Intel ® Pentium®ZK
ITHALEE RS o 28 FH PCT A2k 446, sk nl ik £eHh, 28 B USB442, SERkda il 25 FL % (IDE) 2k
(KREZR ), DEIFENL RS R (SCST) B4 (CRER ), BUETHE 1/0 84, 5741 430
A LS KR B WA B, B0 [ @ A 444 ST BB 448, [ 58 B 444 s B3
WA 448 W] LSRR, HEHT SHERSE REC IR B) % . CD-ROM, DVD-ROM. (N7, i 2 H e X
IR EAT R -

[0040]  7EE] 4A 52 7 &, PUASAbFESE CPU A 410, CPU B 414, CPU C 418 1 CPU D
422 E7R A VYA BB St . AR E SEETT S, AR FE A B E T LIA R, LB b, 3
R AN TR T DU AR — e DAL TR S F IR AT A0 S R AT SR sk B . £
JEE RS OLT , XL R AV 2 I I B AL B 2S FRIE . O T A — R R ki e i
HZ AV FEAR A 2 AN TEAL RS ERZRFETANR A, RIS @A HEAE” 7T DL R HGA
— AN BEAL PR BAE — B AN PRAL PR W ERE R . PR, — AN FR R AL PR AT LA
WASE— A PR, 2 25 FE B2 1% O AR BRER ] LAY 2 2 AN HE AL P

[0041]  fE—ANSEJETT S, O 41 430 5 20dk i LPC 2k 450 14 . ki) LPC S 28 450
A LHSRAE S A 4 430 522 bRl 454 &R, B AN R, brid 454 W LU RE T
BB GBS (TCPA) YARIK) TPMAT1 .

[0042]  IRAEZZ & 4B, B s Mia & TSR B 3 12 A SR 1) o) — b BRAS R4
490 MISEi T 5. 5 4A ISEi T AN, CPU A 410 1 CPU B 414 fifH &4 M4k A 402
A DLEERE RIS F 41 428, 1 CPU C 418 FICPU D 422§ FH 245 45 B 404 1] LIERERI M H 4l
428, fEH el UL L RGZ B £ — RS E 9, T LA
S Rk, THIEATTU SR THEALHEERZALLA 102 MRS LLZLB 404 EKY
RAG, RARR A 402 FIZR S 52k BA04 W] DUAHIX e Kb 2 258 78 A 5y 22 4 PR 1 R) e 0 3 2
[0 FE— ST 2, T HS 4l B R A ] DL A S Re, il an P 2 (1 8 2 BB 5
206.

[0043]  FE—ASLHE TSR, SR 4L 428 NP RA R A 102 FIRALL B 404 LK
—EERAE T, WRERGLSL A 402 FRIZFRVESCE ISR, 1541 128 11X
MR (EUE ) RITERZ S4B 404 F, RZ IR,

[0044]  FER[EMRAHISERE T 2P, B A 428 IERA R A 402 FIRGBLL B 404 HVEM
ST RG. LRGSR A 402 FRATKETE HESH BN TZ8 2 LA BEas, 28
Ikl fE RS B 404 ERAKEREHBEH B A NH T Z84 AR . 5 R
GrIAE A 402 BN IRATAT 2 AR A7 o AT BOERERI R G2 A 402 (AL BRAR U7 ], 1
ARG B 404 ERALHAS ] DA E AR E . A TR IR A 402 1) CPU
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A 410 MICPU B 414 E AT Z R IAFAE 2%, RA L LB 404 LRSS CPU C 418 1
CPU D 422 AT EAT H T SENTER i 72, A2 — P RAE RIS, IZ % H T
NERG A A02 b AL IS A A

[0045]  FRAEZ:75 K] 5, KRR A K B Iy —SEili 7 58, & A T30 3 (22 3R B I
B PESL AL FEES RS0 500 HIn R Bl 5B AA FISEE T /AN, BEASAREESS (U0 CPU A
510) A] LI FERLAER A Thie (9 Wnts v 202 8 593) , Bkt i 4 D RE ST, 4 it , A7 it 458
T TR AN B 2% U IR 2 AR IhRE . UL, IR 260 4L D) R R VP AP fiti e (I nfrfig s A 502) H
FEOE RIS . e i LD RERT LLOR B AE AL )85 4 530 o fERGEEL 520 EWT
PLRAT & R EIH

[0046]  HREANALEESAS AT DL UG M) I 52 B HL e A FEAR AT A 2%, SR, 5 0T AL FE 35 A B 17
i 25 I DT ] AH B, IX 2697 i) W] B AH 2418 o 7646 SENTER i R 2 A7, 3K 47T LA SINIT-AC566
T SVMMB74 ()45 UL E 2 B 544 B NAHAE fitids 504, T SINIT-AC556 #5 LI SVMM572
PE UL, fE—ANSEitiT 22 rh, T DL B A7 B 2S 504, PR A&l o8 4 TLP (R AbPRES 45 1), 76
K] 5 S2fsl o, 3X 4 CPU B514. W] k4EH, SINIT-AC566 Fi SVMMb74 [114% DU T] LUK #E i # 3
He (4EILP) A Efrndst, HE ILP514 Refe s N Leq P fitids . Wl 2 P&
IR R, CPU B ILP 514 Jid &AW SENTER $8-4 H 4 22 &5 N i, IF HHA RN &
RARAR DL, w Eas &K 2 frid, & 41 530 7] LA EXTSTS 2547 %5 576+ JOINS
FF 4745 580 M1 ALL-JOINED F57 584, LA i€ 1 AL BEAS J& 17 L2008 i Y. T SENTER BUS
MESSAGE, 3 HARIXAME B R 2545 ILP, ILP(CPU B 514) 1] LAFF/RHE SINIT-AC556 K47 B 5T
P #5 DUZE R 22 4H 564 (145 U— &2 N2 27 fitids 560, {F SINIT-AC556 ffiAflid R, ILP
ST LAAR ST SYMM A7 it B BE 45 DU R Id SR

[0047]  FRAEZ:75 ] 6, FROARMKIE AR I B — AN St 77 Z2 1) - Rl AR I 42 B 181 6 TR IN 2R 36
INGEB TN TE R G IR AR ERT 3R, LA K 2 T8 TR RS . e %
B E B E R R, RN A] 610, A4 e 7 I HZ il SINIT-AC280 Fi SVMM282 % 1
FH B 5 (1) SENTER $84 o ZEASSE RG], BB SINIT-AC280 #45 DUFT SVMM282 £ D1 Nk 3
—ANEREZ A DU 250-262 H o ARG EFE— N ACEEARVE Ny TLP, 78 A SE 451 Hp 2 A 2 25
202, TLP 7EIN[A] 612 &AW SENTER $54 . 7EI[A] 614, TLP [¥) SENTER 54 /&4 SENTER BUS
MESSAGE616., 2R, 7EI 8] 628 BEAN “ZE 50 AR E IR Z |7, TLP ZEIN[A] 618 KA E A
E1[#] SENTER ACK 608,

[0048] %A RLP, 7l G ab 4% 222, Jl IE7E N [R] 620 HA[A]5¢ B Y T ¥ 2>k Wi fY. SENTER BUS
MESSAGE 616, 4RJi5, RLP R AT T 1) SENTER ACK 622, R J5 ik NAR A 634, Horp s 24% SENTER
CONTINUE MESSAGE.

[0049] %54 240 FE RN [R] 624 KV JOINS Zi47-8% 272 LI AE R4 M4k 230 52
[¥) SENTER ACK 15 B 4 JOINS Z{7#% 272 M A L EXISTS /78 270 [P AR VCECHT, o
Fr 4 240 £EINHA] 626 12 5E ALL-JOINED b5k 246,

[0050] 7tk 34 [B), ILP 7E % i) ALL-JOINED 45 & 246 W ] LR FEE R MR & T 34
ALL-JOINED ¥R 246 # % 5&, 7t H ILP #fi5E ALL-JOINED Friks 246 2 7R [A] 630 ¥ & 1, 4R
Ji& » ILP T LLYE R [A] 632 H 8] & A SENTER CONTINUEMESSAGE. 4 SENTER CONTINUE MESSAGE
TERTIH] 636 7E RS2k 230 EALRERS, RLP 7] LLEE N “SERe 0N BPRES . D, kb FEAS 222

10
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) RLP 7E B[] J& #5638 HATRJEAN “ZE e AN BPIRES

[0051] — H % A5 SENTER CONTINUE MESSAGE, ILP T-2 ( ZEI 8] &4 640 Py ) mial LLE
B 2H 240 (KB 5 AE 28 244 I SINIT-AC HIHE DU & 122 A7 i 5% 208, LUK
IR 23 B DURT SINIT-AC # Vo 78 55— L7 b, KB F5 1748 244 W LLE S A
2L, SEPR AP LU B 7R SINIT-AC Wk 5 HASE—R. W E45E6K 2 ik, —BRIE
SINIT-AC {945 UL, ILP T2 5t n] LATE 2 A7 flids 208 P SEFRHAT SINIT-AC [¥#% DL,

[0052]  SINIT-AC{EZZ 4 A7fiti#s 208 PN I¥5 DU EAHAT 2 )5, ‘e bl fi (IR [a) &3 640 1))
HIAIE HAc % SYMM FA7 B BE B $5 UL, SYMM (8% DUIE SR AE 22 Ahrid 276 1) PCR278 W2 )
SVMM FRIAF it BE B 45 DUA B FFURTAT o« DEB, 7E IEAEREAT (9B 1) JEL 45 650 HATH], SVMM $/E 2k
SEAE ILP .

[0053]  TLP SVMM #:1E s #) E A S0l 2 — B AE R G B4k 230 b R AT § 4 /¥ RLPJOIN
MESSAGES. — ™SI Jitiffi s A Ab P 2% 222 () JOIN MESSAGE 644, XM B ] LIS 171k o
WAL E  FEIAALE b RLP ARBEZS 222 W DUII A iC 3 1 SYMM A7 il B BE 45 UL AT . Al ik
Fedb, TLP SVMM #2415 1] B LR 4EAF B 2o A B0 S AE 5 A LBk AE i A W I P E A B b, — 2
3 JOIN MESSAGE, RLP gt AT IR A7 B B 9] & I T af o ik . R BIALFE AR 222 (1) JOTN
MESSAGE f HL#fi 2 & BT aEHbAE 2 )5, ZERS [R] JE HE 646 AR, RLP AbZEEE 222 Bk BIX AT
B I HMAB IS0 SYMM 765 B BE 42 UL HUAT .

[0054]  ZEFTA RLP CL& INAMEIC R IK) SYMMAFRE T B 5 DL 2 )5, 2 BV EAE AR 5
HLARSE 200 ik,

[0055] IR 2 7% & 7, R x KA A K W — A SE 7 SR B A ek R B
(processblock) WIVFEE. 4 TG4, B 7 JERm A T A AR MR RLP YRR, 15
FE St Ty Zerb, T DA LA N AL B .

[0056]  JHFE 700 MIEFEER 710 FFaf, IXIN, 24 ab 2 4% 5 i 68 Ak B 5 ) SENTER $i5 4
AT U7 ] () SINIT-AC R SYMM A5k . 7EIXAN SEJlfs) H, 7E it Ft bl 712 , TLP 41 SINIT-AC
SVMM AR08 MK 25 B A7 i 28 I 2R B BT i 2e I o AE RISt 7 R, (T 48 Ab FE 35 ]
DLIXAEA, A U2 TLP. andEid FEd 714 v s, i 44T SENTER $i54, AbF48 ik ILP,
e FE e 716 o, ILPSENTER #5471t #2716 & A SENTER BUS MESSAGE. #XJ&, ILP 7F
o FEER 718 HHHEE A B ) SENTER ACK JH B IZZ S 2. b #E b 720 FroR, ILP T
NSRS, S50 Fr gl oo H ALL-JOINED #r &

[0057]  7E4FAN RLP 751 Fk 770 ¥ 3 SENTER BUS MESSAGE 22 5, ‘& UL Y AT H5 4 (R 45
FCREFE AT ARG EEFEE 772 R A6 °E B O SENTER ACK. 40| FEEe 774 Fiow,
AN RLP T2 8k N2 AR A, 2545 M TLP 35K ¥ SENTERCONTINUE MESSAGE.

[o058] MU F SENTER ACK 15 BB, it F 2l JOINS Z5 4725 W IKAH AL . 24 JOINS
1T 2SI N 2855 T EXTSTS A7 25 PN 280, o5 F 411 52 ALL-JOINED ki, 25 TLP KIE(E 5 LA
M FN W LR B 720 2RS0T .

[0059]  — H7E YES %42 b B AW #28e 720, TLP T2t fE FEEL 722 kA SENTER
CONTINUE MESSAGE. iX#Z5HF~ RLP RIA(E ‘T DLAAIWT it R g 774 QR 82iff4T . Wil i bk
776 i, SR G AN RLP kNS AN SRR A, 25 4% SENTER JOIN MES SAGE,

[o060]  [RIM, TLP 7RI FE R 724 rh4 8 7 4 2 850 SINIT-AC fAB SR # DI AN 'E H 21

11
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GRAFEZRH T2 2HAT . ILP fEEFR 726 s FH Ik 22 B30 UE SINIT-AC 1) A7
FER 5 UL, ARG AT B SINIT-AC (AT W] LT RS0 E R SVMM $5 DU, 4R J5 10 %
SVMM 43, 552 5 ZE L FEBR 728 Hh FF A HAT SVMM, VB S ZE L FEER 728 HR AT B VE I — 845,
ILP SINIT AQHST] DAFC B A7 s AU 2 K1 2% U 1] DI 3R 248 FN 28 15 ]34 247, LR
P SVMM 282 A7t B B #% DUAST A (0 I8 647 i D TH] AN 52 HE AL B AS BE25 BT, i sk 754
FT7R o

[0061]  ILP 7E SVMM %l R H 40T 2 )5, AEIEFRER 730 1, ILP 2584 RLP &35 BBk
SENTER JOIN MESSAGE. &% SENTER JOIN MESSAGE 2 )&, ILP B JS7Etfabe 732 dhFfiG
SVMM #4E o

[0062]  SENTER JOIN MESSAGE [T &4~ RLP W25 YES BRATES I H AT R bk 776 3%
NIERPIRES, HAEE R 780 Hh T 4f SVMM #:4E. SENTER JOINMESSAGE m] DAL SVMM A
153, RLP 7E AN SYMM BRI A2 1 j 53 3o ] EFEME, TLP SVMM AURS ] DA IE 2411 RLP
ANASIERAERENEN (FU7E S R4 W ), RLP — B33 SENTER JOIN MESSAGE &t
HEAE .

[0063]  EAR AR SL il 7 RN AR HEAE (BB EAESS ) , HV %
AR, IXHFER Z AL BEZS A/ R R R G DU AN 1 5 BT T #5314 LU R I it &
Hetk, FTid B A S 2 NN BB AR AR L H R, EERFEEBIKKN A
g ] REA B ) S 77 20T LR R — ML B . ARSI LR, — M BEAL T A T DL
ZANEEFE, AT AT CLELEE 2 N AR AL RS (PRI B Pk (9 TLP 1 RLP) o 2R, 7EIL e Ol
T DM A BRSPS FRERRE R R, AR BT A B A AR R o 78 BRI 0T, 7]
DAV RLP R, i 22 4 A B4 ARAT SRS AE FH A 2 LR FZ AN T 2 R A% 57 BBl B 58
F ] REME

[0064]  TERTIR UL, T4 275 AR B R 7R 9 P S 75 S X L dEAT 1 ik . 2R, 248
AT DK A R BH JEAT 5 i A8 eSO AR A T A 8 725 B S ASR B SR 1 P i HE T A e B BB 1 A T
AR o PRI 130 B -5 R PR P A A8 A e o A e R ol 1 T
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154
T\~ 152
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CILP) (RLP) (RLP)
2(22 212 2%2
S
200 S RIS 214 QIR s
004 ~1-|SENTERIBAE | | |SENTERIB:E ;.2,2‘.‘”” SENTER{Z 48
216
206- MM BBE | [BUHSBE] g5 NELHEEHE
218 T
208 | REFHE REFHRY 5 N RRFES
¢ e J___S
) Rtk
280
1
oo
s 4k
- 262
752 250
L&
BLE Il"ﬂﬁﬁi 248
HI#1 45 £ |
MEF
Jm‘
286 \-D 270 |
JOINSEF 7 a5
288’\'[:1- 212 - 278
fric i
KHE=F . : 279
R iz | 2; TPM] 276
284 240 2;1

K 2
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i
ETE | &
!
|
{
L |
5z 330 | GV

320 l

»310 370

| N
iR | AR/ RE
RIERZE | a0 HLiE

L |

| 360

|
3
350
e

T

D)

380

K 3
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4/8 BT
RLP (LP RLP ~ RLP
CPU A CPU B CPU C | CPU D
. ,L -
462 AC |-l 460
464 TREF
410 414 418 422
RERG l L _l .
< D)
420
=pEzE | 433 436
%R Uesn _____j____s AGP
479 AAdsvmu 4%2 611238
EXISIS /"4_76
456/“;‘&@# JOTNS ~ 480
‘ AL FRid
JoiNgn) § LPO TMP( 471
484 T &% z PCR |
450 —- 454
458 /] KEY]
478 (KEF) ; 470
442
| Bh A< UsSB
EX1STS [01011000711010}~476 446
L { pCI
U | 430 D
JOINs [0101100001010}~480
482 EARST | | s
444
ﬂ AC ‘SVMM\ 448
400 3 )
466 474

K 4A
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RLP ILP RLP RLP
CPU A GPU B cPu ¢ cPuD
462 AC | | 460
464 MERF
410 414 418 422
l Rtk A | L Rtk B l ¢
S 'y ¥ I < 2.
402 404
wme | BF ' 436
- A& | |———C AGP
472 1SVIM 432 | 2%
: ' TYISTS 476
a56 -1 K LIS~ 480 -
PN B ALL AR
(X7 JOINED LPQ TPMp471
484 T % 7 PCR _
450 | 454
458 TE )
Pl 470
47 (RHEF)
8 R 442 L < usB
< USB
EXISTS 0707100011010}~ 476 | 446 CpC|
42 -
JOINS [0707100001010)~480 228 T
482 B EEN A BEEN
A |
Y )
490 466 474

K] 4B
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CN 102708333 A W OB B M 6/8 7
RLP ILP RLP RLP
el b TriiE e ik es frin
A B C D
572/\'SVMM
L_{TAC |
556" .
502 604 508 508
[~ 592 [~ 594 1596 P~ 598
R EE|~593  [ERETRE-595 IS HEAE 597 r:‘fsﬂ#ﬁﬁﬁ]ﬁ%
CPU A CPU B |~514 CPU C 599/ 1 ¢cpu D
562 _{~"AC | {560
sto] lxaes 518 522
| 20
(| mmes | JE J
b} | ‘T )
542 = 570
USB S—i Frit | PCRI™
AGP S 576 471 |
536 [ —DS5 {580  |TPM| 554
T LPG ]
_loiNED )
584 ""{Jﬁzg KEY[~558 550
' TS =
p L E N NN o
500 4 530
R EEEA ABHEN
544
éc SV(MM 548
) )
566 574

Kl 5
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»mmo 4719219 019
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CN 102708333 A w BB B M 8/8
ILP AR RLP
i) )
neA “n N 700
ANEE INIT-SV }//
M2 znsvmm
¥
714 - BMITSENTERIES
T y
EMSENTER |_ _ _ _ _ _ | = |4 gs .
716 BUS MSG > 11- #HT \770
& Y L
| AKIESENTER L
718 ACKIE B ’ P ogmioms e - - &ﬁigy;ER ~
BHEE ACK3H B 772
. 750 B
_ T
PR R <« — —| BEALL_JOINED
ETHB? - R *
720 752 4
| x
% 1% SENTER EL L&
722~  CONT MSG —_— P = = = CONT?
) ™ d 774
LA EEFFNSINIT- =
124 _|ACB N\ B RETEHR
ke
WAEFIRIT
726 SINIT-AC
4{ o
WiE. cRM | _ _ | ERERE&HE -+
728 B{TSINIT-AC | A% )f\
— 754 a5
BESENTER | | |
730-| JOIN MSGS. N?
Ny
732 | SvMMiZE{E Y .
. SVMMI2{E N
. —137780
K 7
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