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(57) Abstract: Data analytics on encrypted data elements is disclosed. One example is a system including a first data system, a
second data system, and a data analytics system. The first data system includes a first data element and a first encryption module with
a first private key. The second data system includes a plurality of second data elements and a second encryption module with a
second private key. The first encryption module and the second encryption module are communicatively linked to one another, to
apply, via the first and second private keys, an encryption protocol to the first data element and the plurality of second data elements
to encrypt the data elements. The data analytics system maps the encrypted data elements to an analytics space, performs data analyt -
ics based on the mapped data elements, and distributes, via a computing device, results of the data analytics to an information re -
trieval system.
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DATA ANALYTICS ON ENCRYPTED DATA ELEMENTS

Background

{8001} Secure protocols are generally employved o allow computation involving
data from muttiple parties to be performed without the data heing revealed {o
any of the involved or third parties. The result can however be made available to
the parties. For example, a regquesting party can refrieve information from
another parly without revealing the content of the guery on one hand or the data
of the other parly on the other hand. Relevant data may be encrypled using a
security key, data analylics may be performed on the encrypted data, and
resulfs of the analytics may be provided {o the requesting party.

Brief Description of the Drawings

ja002] Figure 1is a functional block diagram Hustrating one example of a
system for data analylics an encrypled data elements.

03] Figure £ is a block diagram illustrating one example of a processing
system for implementing the system for data analvtics on encrypted data
elements.

{0004] Figure 3 is a block diagram illustrating one example of a computer
readable medium for data analytics on encrypted data elements.

[0003] Figure 4 is a flow diagram illustrating one example of a method for data
analytics on encrypted data elements.

Detailed Description

{0006] The need for analylics on sensitive data from two or more parties has
grown i recent years. Security protocols are often required to comply with
reguiatory and privacy constraints on data sharing. Joint analylic tasks may be
performed on private datasets. Privacy preserving Analvtics on privaie datasets
may include a wide range of tasks, from SQL primitives, through association
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rule mining, o classification methods. However, each analytic task is generally
associated with its own protocols, methodologies and trust assumptions.
Existing security protocols are offen unique {o each analylic task, performing
one specific pre-determined function, and may therefore be unsuitable for wider
applicability. Algo, for example, design of privacy preserving protocols may be
non-trivial, making them less adaptable to changes in the business and/or dala
enviranment.

{0007] Existing protocols may include statistical operators, specific SQL
primitives, data mining like classification, and auctions. However, none of these
provide a single transformation that may support a wide range of analytic
funclions not specified at the ouiset of the process. Also, for example, some
existing procedures establish siatistical database protacols that may preserve
the privacy of individual records. Although statistical databases may make such
formal statistical assurances through diferential privacy, repeated utilization of
statistical databases may reduce their privacy protection — or alternatively
deteriorate their efficacy.

[000R] General approaches {o data privacy may include Fully Homomorphic
Encryption {'FHE"} schemes. Such encryptions may allow the execution of a
general sequence of operations on the encrypted data, whereby the output may
he encrypied in the same manner -~ and decrypted only by those who have the
appropriate key. FHE is mainly utilized for private cloud computation, where
cloud providers may be oblivicous of the data they store, and may still perform
anaiylics on the data. Although there are versions of FHE for secure mulliparty
computation, their practical implementation as a general methodology may be
infeasible because execution of FHE is complex. Accordingly, there is a need to
provide a security protocol to perform a wide range of analytic tasks in a secure
manner.

[0009] Generally, in most existing protocols, privacy protection and data
analylics are infertwined, thereby making it difficult to perform diverse data
analytic tasks. As disclosed herein, privacy protection may be decoupled from
data analylics. Disclosed herein is & unified platform including a protocol,

methadology, and trust assumption that allows for a wide range of analyic
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tasks, and that respects dataset privacy. Such a platform may facilitale
collaborative analytic networks of business collaborators and competitors {(or
coopetitors) that may address privacy and proprietary concerns of participants,
and at the same fime, enable them o engage i diverse analylic computations
on & joint dataset. Such a platform may be ulilized by financial institutions,
governments, and/or trade associations to establish a privacy preserving joint
analytic network.

{0010] Generally, as disclosed herein, a privacy protection part may map private
datasets, such as X and Y, from two vendors, to a common map M{X, Y), that
supports diverse data analytics. in some examples, M{X, Y} may be derived
from encrypted data elements from the first data system 102, and encrypted
data elements from the second data system 104 by way of comparing and
looking for identical encryptions. Accordingly, the common map may be
disclosed {0 a mediator exclusively {without even the parties being exposed to
the map), where a variety of analytic tasks may be performed by the mediator.
Such analylic tasks may be defined as goals on the map M{X, Y} instead of
praset functions. The mediator may be exposed to encrypted forms of the
private dafasets X and Y, and {0 an agreed upon mapping of the datasets that
provides the basis for the analytic services the mediator performs for the
participating private vendors. The agreed upon mapping may be, for example,
an intersection space identifying {(the index of) items in X identical to (indexed)
items in Y, or a common metnic space info which X and Y may be embedded in
which case M(X, Y} is an approximate distance between temsof X and Y. As
such, the mediator may serve as a blind analytic engine performing an agreed
upon operation such as determining how many items in X are closer than a
threshold distance to items in Y without knowing the content of the data. The
mediator may also serve as a blind protector, implementing throtile imits on
participant queries. Accordingly, the mediator has little or no insight to the
encrypted data, but is able o provide significant analytic results.

{0011} As described in various examples herein, data analvlics on encrypted
data elements is disclosed. One example is 3 syslem including a first dala
system, a second dala system, and a data analylics system. The first data
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system includes a first data element and a first encryption module with a first
private key. The second data system includes a plurality of second data
glements and a second encryplion module with 2 second private key. The first
encrypiion module and the second encryption module are communicatively
inked to one another, to apply, via the drst and second private keys, an
encryption protocol to the first data element and the plurality of second data
elements {o encrypt the data elemenis. The data analylics system maps the
ancrypted data elements o an analytics space, performs data analylics based
on the mapped data elements, and distributes, via a computing device, results
of the data analytics to an information refrieval system.

012} in the following detailed description, reference is made {o the
accompanying drawings which form a part hereof, and in which is shown by way
of iflustration specific examples in which the disclosure may be practiced. Risto
be undersiood that other examples may be ulilized, and structural or logical
changes may be made without departing from the scope of the present
disclosure. The following delailed description, therefore, s notto betakenin a
fimiting sense, and the scope of the present disclosure is defined by the
appended claims. His to be understood that features of the various examples
described herein may be combined, in part or whole, with each other, unless
specifically noted otherwise.

{0013] Figure 1 is a functional block diagram illustrating one example of a
system 100 for system for dala analytics on encrypted dala elements. The term
"system” may be used to refer {0 a single computing device or multiple
computing devices that communicate with each other {e.g. via a network) and
operate together {o provide a unified service. in some examples, the
components of system 100 may communicate with one another over a network.
As described herein, the network may be any wired or wirgiess network, and
may include any number of hubs, routers, switches, cell fowers, and so forth,
Such a network may be, for example, part of a cellular network, part of the
internet, part of an intranet, and/or any other type of network. In some
examples, the network may be a secured network.
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[0014] The components of system 100 may be computing resources, each
including a suitable combination of physical computing devices, virtual
computing devices, networks, software, cloud infrastructures, hybrid cloud
infrastructures that include a first cloud infrastructure and a second cloud
infrastructure that is different from the first doud infrastructure, and so forth.
The componenis of system 100 may be a combination of hardware and
programming for performing a designated function. In some instances, each
component may include a processor and a memory, while programming code is
stored on that memory and executable by a processor to perform a designated
function.

[I015] The compiding device may be, for example, a web-based server, a local
area network server, a cloud-based server, a notebook computer, a desktop
computer, an all-in-one system, a tablet computing device, a mobile phone, an
etectronic book reader, or any other electronic device suitable for provisioning a
computing resource fo perform data analytics on encrypled dala elements.
Computing device may include a processor and a computer-readable slorage
medium.

[H16] Secure computation is about providing a way for parties with private data
{o compute a function of their data without disclosing the data to each other or
anyone else. For example, Alice may have dala X, and Bob may have data Y,
and Alice and Bob may want fo compute F(X, Y}). There are protocols that
provide a way for them {¢ do that securely. Simple examples of F{X, Y) include
the Miltionaires problem where X and Y are numbers and F is the bit indicating
which number is larger. Another example is a Private Set Intersection ("PSI")
where X, and Y are setls, and F is thelr intersection.

[0017] Many protocols are known for various functions, and such protocols may
be secure against semi-honest participants, Le., parlicipants who want {o glean
more than a mutually agreed upon function F (e.g. Alice cannot estimate the
tength of Y from the length of the protocol - unless i can be estimated from X
and FOX, YY) Also, for example, such protocols may be secure against a
malicious participant who may want 1o adversarially modify the agreed protocol,
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For example, in a simple adversarial example, Alice cannot modify the protocol,
so she knows FOMue, YY), and Bob knows F(Xfalse, Y.

[B0ER] Nevertheless, for a business {o be established on fop of secure
computation protocols there may be additional security gaps. For one, the set
of secure protocols may be limited and inflexibde.  Also, for example, multiple
applications of a secure protocol in sequence, of several secure protocols in
paraliel may not provide the same level of security.

{0019] For example if we apply P51 between a set X from Alice and a series of
seis Yy from Bob, both Alice and Bob obtain a series of infersections |y, which
gxposes the parties {0 more than any single application. For example,
assuming Y, are diverse, the {otal caverage of X may be comprehensive {most
or all of it may be known to Bob). On the other hand, Alice may also have
information about Bob's component distribution {e.g., how often gach element
appeared). Nevertheless, Alice and Bob may be able to deduce powerful
analylics from the obiained intersection data. For example, they may compute
time dependent frends or changes, they may compute statistical correlations,
and they may engage in cohort analysis. As disclosed herein, decoupling the
privacy aspect from the data analylics asped! aliows Alice and Bob to perform
varied data analylics, while maintaining data privacy. Accordingly, data privacy
may be preserved by a first encryption module and a second encryption module,
whereas data analytics on encrypled data elemenis may be performed by a
data analylics system.

[0020] Generally, the key fo secure data sharing and information retrieval is
ensuring data privacy. Accordingly, data is generally stored at distinct locations.
As described herain, system 100 comprises mulliple systems, where sach
system may be associated with a secure database that stores data, and data is
encrypted and shared across netwarks.

{0021} In some examples, system 100 includes a first data system 102 and a
second data system 104. The first data sysiem 102 includes a first data
glement 102A and a first encryption module 108 with a first private key 1068,
The second data system 104 includes a plurality of second data elements 104A
and a second encryption module 108 with a second private key 1088, The data
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systems may be secured systems including respective databases to store data
elements, and networks to share encrypted data slements. In some examples,
gach data system may he behind a respectively secure firewall {o prevent
unauthorized access o data. In some examples, data elements may be N-
dimensional vectors with numerical, real-valued components.

{0022] In some examples, the first encryption module 106 and the second
encryption moedude 108, may be communicatively inked to one another, io
apply, via the first and second private keys 1068 and 108B respectively, an
encryption profocol to the first data element 102A and the plurality of second
data elements 104A. An encryption protocol, as used herein, is a protocol to
generate, via a compuling device, encrypled data elements, and to share the
encrypied data elements between parties. The encryplion protocol may be an
application of one encryplion to data slements, or a sequence of multiple
encryptions applied to the data elements. In some examples, the sequence of
multiple encryptions may include applying an encryption to a previously
encrypled data element. Generally, encrypted data elements are generated by
the parties using respective private keys. Generally, the encryption protocol
may include a key sharing agreement, a process (o authenticale dafa elements
and/for parlies, and public key cryptography. System 100 includes a data
analytics system 110 to map the encrypied dala elements 1064 and 106B to an
analytics space 110A, perform dala analytics based on the mapped data
elements, and distribute, via the computing device, results of the data analylics
114 to an information retrieval system 112, In some examples, first data system
102, second data system 104, data analytics system 110, and information
retrieval system 112, are communicatively linked (¢ each other,

10023} As described herein, data privacy funclions and data analytics functions
are performed by separate components of system 100, Data privacy functions
are performed by the first data system 102 and the second data system 104,
whereas data analytics functions are performed by the data analytics system
110. As described herein, the first data system 102 includes a first data element
1024 and & first encryption module 106. The first data sysiem 102 and/or the
first encryption module 108 may include a first private key 106B for data
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encryption. The first encryplion module 106 may retrieve the first data element
1024 for encryplion. The second data system 104 includes a plurality of second
data elements 104A and a second encryption module 108. The second data
system 104 and/or the second encryption module 108 may include a second
private key 1088 for data encryption. The second encryption module 108 may
refrieve the pluralily of second data slements 104A for encryption. The first
encryption modude 106 and the second encryplion module 108 may apply, via
the first and second private keys 1068 and 108B respectively, an encryption
protocol to the first data element 102A and the plurality of second data elements
104A. In some examples, the first encryption module 1086 and the second
encryption module 108 may share encrypted data across networks to generate
the encrypled data elements 108A and 108A. In some examples, the first
encryption module 106 may provide encrypted data elements 106A {o the data
analylics system 110, In some examples, the second encryplion module 108
may provide encrypied data elements 108A to the data analylics system 11Q.
[0024] The first data system 102 may be a combination of hardware and
pragramming for performing a designated function. For example, the first data
system 102 may include a database with physical memory o store the first data
element. Also, for example, the first data system 102 may include programming
to apply the encryplion protocol. In some instances, the first data system 102
may include a processor and a memaory, while programming code is stored on
that memory and executable by a processor to perform the designated function.
j0025] Likewise, the second data system 104 may be a combination of hardware
and programming for performing a designated function. For example, the
second data system 104 may include a database with physical memaory {o store
the pluralily of second data elements. Also, for example, the second data
system 104 may include programming to apply the encryption protocal, in some
instances, the second data system 104 may include a processor and a memory,
while programming code is stored on that memory and executable by a
processor to perform the desighated function.

0026} In some examples, the data analytic system 110 receives encrypled data
glements 106A from the first encryption module 108, and receives encrypted

8
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data etements 108A from the second encryption module 108. in some
examples, the data analytic system 110 maps the encrypted data elemeants into
an analytics space 110A. The analylics space 110A is a commeon space that
data elements may be mapped to for dala analytics. The analytics space 110A
is generally structured to enable comparison of data elements. In some
examples, the analytics space 110A may be an intersection space. For
example, the encrypled data elements may be mapped to a commaon
intersection space where intersections between various data elements may be
determined. For example, hashed data slements may be compared to
determineg the number of common hashes in pairs of data elemenis. Also, for
example, the analylics space 110A may be a maetric space, and the encrypted
data elements may be emibedded into the metric space. The digtance between
a pair of data elements in the metlric space may be indicative of similarities
between the pair of data elements.

{0027} Once the encrypted data elements are mapped into the analytics space
110A, data analylics on encrypted dala elements may be performed on the
secured data by the data analytics system 110, The data analviics system 110
parforms data analytics, in the analytics space 110A, based on the mappings of
the encrypted data slements 108A received from the first encryption module
1086, and based on the mappings of the encrypled data elemenis 108A received
from the second encryption module 108. The dala analytics system 110
distributes, via a computing device, results of the data analytics 114 to an
information retrieval system.

JO028] In some examples, the first encryption module 106 applies the security
pratocel including applying a first encryption to the first data element 102A, and
provides the encrypted first data element to the second encryption modude 108
over a data network. The second encryption module 108 in turn applies the
plurality of second encryptions 1o the encrypted first dafa element {o generate a
piurality of modified encrypted first data elements 108A. The second encryption
module 108 provides the modified encrypted first data elements 108A (¢ the
data analylics system 110,
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{0029} Likewise, in some examples, the second encryption modute 108 applies
the security protocot including applying a plurality of second encryptions to the
plurality of second data elements 104A, and provides the plurality of encrypted
second data elements to the first encryption module 108, The first encryption
module 108 in twrn applies the first encryption (o the plurality of encrypted
second data elements to generate a plurality of modified encrypted second data
elementis 106A. The first encryption module 108 provides the madified
ancrypted second dala elements 106A to the data analytics system 110. The
data analytics system 110 then maps datasets 108A and 108A o an analytic
space.

10030] More formally, the first encryplion module 106 and the second
encryption module 108 may share a hash funclion H. For example, Alice and
Bob may share a hash function H in respective computing devices. In some
examples, hash transformers may fransform the first data element 1024 and the
plurality of second data elements 104A. For example, the transformation of the
first data element 102A and the pluralily of second data elements 104A may be
based on a hash function H, as known in the literature. in one example, system
100 may be provided with hash function H.

{00311 In some examples, the first encryplion module 108 may include a first
encryplion. For example, Alice may be in possession of a private key a. Alice
has a first data slement X = {xy, %o, ..., Xn}. Alice may share with Bob the
following transforms of the elements of X: { H{x,{})a for each /.

0032  Similarly, the second encryption module 108 may include a plurality of
second encryptions. For example, Bob may be in possession of a plurality of
private keys B.. Bob has a plurality of second data elements ¥y = {3, v%, ., v}
for a plurality of values {. Bob may share with Alice the following transforms of
the elements of Yy {f-E{;}f})fff, for eachjand &

{H033] Next, the first encryption module 106 may provide the encrypted data
elemenis 106A to the analviics space 110A to be accessed by the data
analytics systemy 110, For example, Alice may share with the mediator a
fransform of the message from Bob: {{H (‘yf})ﬁf}“i foreach jand . Likewise,

Bab may share with the mediator a transform of the message from Alice:
10
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((Hx )Y, foreach iand & The security of this protocol may be shown to be
equivalent to a Diffie-Hellman key exchange protocol.
{334} In some examples, the data analytics system 110 may compare the
various hashed and encrypted seis, and if i inds, for a given { and two indices 4,
and J, that {‘(H{x,;})“}ﬁt = ((H(y{1)#)*, the data analytics system 110 may
deduce that the unknown & element of Alice is the same as the unknown [©
slement of the I dataset of Bob. Accordingly, the analytics space 110A may be
popitated with an indication of secure intersaction. The data analyhos system
110 may map the encrypled data elements 106A and 108A to an analytics
space 110A, and perform data analytics based on the mapped data elements,
In some examples, the dafa analytics system 110 may map the encrypied data
elemenis 106A and 108A 1o the analytics space 110A based onone ofa
secured determination of an infersection space for the encrypted data elements
106A and 108A, or an embedding of the encrypied data elements 106A and
108A in a metric space.
{0035] In some examples, each data element may be augmented to enhance
security. For example, when the data element is a numerical vector, the length
of the vector may be increased by adding randoem numbers {o an agreed upon
tength — say N. This prevents the first encryption module 108 from deducing the
sizes of the second data elements, and prevents the second encryption module
108 from deducing the size of the first data element. Additionally, the data
analytics system 110 may aiso not deduce the sizes of the respective sizes of
the encrypted data elements prior to encryption. Nevertheless, the data
analytics system 110 is able to perform data analytics based on, for example,
the intersections.
[0036] Accordingly, the data analyiics system 110 may apply any agread upon
analytics on the intersection sets, and communicate the results of the data
analytics 114 to the information retrieval system 112, The information relrieval
system 112 will know nothing more than the results of the agresd upon
anaiytics.
{0037] As described herein, in some examples, the data analytics may be based
on an embedding of the data elements in a metric space. For example, the data
11
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elemenis may be embedded in an appropriate metric space, and a distance
measure may be ulilized to perform analytics on the data elements, without the
data elements be known o external parlies or the mediators.

[8038] in some examples, locality sensitive hash ("LSH"} functions may be
utilized. For exampie, the LSH functions may be LSH*{.). The LSH function
may be applied to the first data element 102A to generate LSH" (x;) for each &
and . The LSH function may be applied to the second dala elements 104 to
generate LSH {y} ), for each &, { and /. Based on a secure intersection as
described herein {e.g., based on the hash function and a double encryption} of
the hash components, a distance measure d (v, y; } may be determined as
known in the literature, for example by counting the number of matches (over
the index k). Such a distance constitules embedding in a metric space and may
provide a basis for a richer set of analylic operators stuch as clustering,
classification, regression, and so forth.

{0039] In some examples, the data analytics system 110 may identify 3 plurality
of components of the first data element that appear frequently together in the
plurality of second data elements. For example, each data element may be a
yactor with a plurality of components, and the data analydics system 110 may
compare respective components of the first data element and gach of the
plurality of second data elements to identify components that appear frequently
together. In some examplas, components may be identified as appearing
frequently together based on a frequency of occurrence of the components
appearing together.

{00408] in some examples, the data analytics system 110 may identify data
elements of the pluralily of second data elements 104A that are similar {o the
first data element 102A. In some examples, the data analytics system 110 may
perform cohart analysis by identifving data elements that behave as cohorls
based on their data characteristics. In some examples, the data analytics
system 110 may perform a type of orthogonal subspace clustering by identifying
frequent value sets {iL.e., values that tend to appear together for measurement
Hems).

12
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[0041] in some examples, the first data element 102A and the plurality of
second data elements 104A may be identified based on a parameter, and the
data analytics may include identifying one of frends and correlations based on
the parameter. For example, when the parameler is time, the mapping M (X, Y)
may be modified {0 a parameterized mapping M (X{1}, Y, 1), and the data
analytics system 110 may identify common trends, correlations, as well as
common changes. Also, for example, when the parameter is geographic
location based, the mapping M {X, Y) may be modified o a parameterized
mapping M (X{p}, Y{p), p). and the data analytics system 110 may identify
additional location based analvtics.

042 In same examples, the dala analytics system 110 may distribute, via a
computing device, results of the data analytics 114 o an information retrieval
system 112, In some examples, the distribution may be conditioned on, for
gxample, the number of gueries from the information retrieval system 112 {e.g.
refusing multiple similar queries), or the number of slements {e.g. refusing to
distribule resulis which are aggregation of less than a prescribed size of
supporting dafa). Rationale for such disinbution may be based on data
protection (e.g. refusing multiple queries), or requiring large supportting data. in
some examples, the rationale may be statlistical rules precluding distnibution of
ungualified statistics to the information retrieval systen 112,

{0043] The information retrieval system 112 is any sysiem that may requsst the
results of the data analytics 114. In some examples, the information refrieval
system 112 is one of the first data system 102 and the second data system 104,
For exampie, the data analytics system 110 may distribute, via the computing
device, results of the data analvtics 114 to the first data system 102. For
example, the first dala system 102 may be a first hospital interested in locating 8
plurality of patients that have symptoms similar to a first patient at the first
hospital, Accordingly, the first hospital may want {o refrieve information from a
second haspital (the second data system 104). The two hospitals may share
data based on the securily protoco! described herein, and the data analylics
sysiem 110 may identify a cohort of patients of the plurality of patients at the
second hospital, who share symptoms similar to the first patient. Accordingly,

13



WO 2016/122513 PCT/US2015/013447

the data analylics system 110 may distribute, via the computing device, resuils
of the data analytics 114 to the first data system 102, in this example, the first
hospital.

[8044] Similarly, data analytics system 110 may disiribige, via the computing
device, resulis of the data analytics 114 to the second data system 104, orfo
hoth the first data system 102 and the second data systemn 104, Insome
examples, the information retrieval system 112 may be distinct from the first
data system 102 and the second data system 104. For example, a third party
may be interested in analytics related 1o data stored in the first data system 102
and the second data sysiem 104,

[045] The dala analytics system 110 may be a combination of hardware and
programming for performing a designated function. For example, the data
analytics system 110 may include programming 1o receive the mapped data
etements, and perform data analytics in the analylics space 110A, Also, for
example, the data analytics system 110 may include programming o be
communicatively linked to the first encryption module 108, the second
gncryption module 108, and the information refrisval system 112, In some
instances, the data analylics system 110 may include a processor and a
memaory, while programming code is stored on that memory and executable by
a pracessor o perform designated functions.

{00406] Likewise, the information refrieval system 112 may be a combination of
hardware and programming for performing a designated function. For example,
the information retrieval system 112 may include programming to receive the
resulis of the data analytics 114 from the data analytics system 110. Also, for
gxample, the information retrieval system 112 may include programming to
request resulls of the data analylics 114 from the data analytics system 110, the
request based on an agreed upon data sharing protocol with, for example, the
second data system 104. Also, for example, the information refrieval system
112 may include programming o be communicatively finked to the first data
system 102, the second data system 104, and the data analytics system 110, In
some instances, the information retreval system 112 may include a processor
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and a memory, while programming code is stored on that memory and
executable by a processor to perform designated functions.

{047} Figure 2 is a block diagram illustrating one example of a processing
system 200 for implementing the system 100 for data analytics on encrypted
data elements. Processing systern 200 comprises a first processing system
200A, a second processing system 2008, an analytics processing system 200C,
and a retrigval processing system 200C. The first processing system 2004,
second processing system 2008, analytics processing system 200C, and
retrieval processing system 200C are coupled to each other through
communication link {e.g., a bus). In some examples, the first processing system
200A, second processing system 2008, analylics processing system 200C, and
refrieval processing system 200C are coupled {o each other through networks.
In some examples, first processing system 2004, second processing system
2008, analylics processing system 200C, and retrieval processing system 2000
are housed behind respective secure firewalls to prevent unauthorized access
to respective data and computing resources.

[0B4R] First processing system 2004 includes a first data processor 2024, 3 first
data memary 204A, first input devices 206A, and first output devices 208A.

First data processor 2024, first data memory 204A, first input devices 2064, and
first output devices 208A are coupled to each other through communication link
{8.g., @ bus).

{0049 Second processing system 200B includes a second data processor
2028, a second data memory 2048, second input devices 2068, and second
output devices 208B. Second data processor 2028, second data memory
2048, second input devices 2068, and second output devices 2088 are coupled
{o each other through communication link {e.g., a bus).

{0030] Analytics processing system 200C includes a data analytics processor
202C, a data analytics memary 204C, analytics input devices 206C, and
analytics output devices 208C. Data analylics processor 2020, data analytics
memory 204C, analytics input devices 206C, and analylics cutput devices 208C
are coupled to each other through communication link {e.g., & bus).
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{0051} Retrieval processing system 200D includes a retrieval processor 2020, a
refrieval memory 2040, retrieval input devices (not iflustrated in Figure 2), and
retrieval output devices (not dlustrated in Figure 2). Retrieval processor 202D,
retrieval memory 204D, relrieval input devices, and retrieval output devices are
coupled to each other through communication ink {e.g., a bus).

{0032] As described herein, processing system 200 is a complex processing
gystem comprising sub-systems. For example, the first processing system
200A and the second processing system 2008 may be respective systems
housed behind respective secure firewalls that prohibit external access o data
stored within each system. Also, for example, the first encryplion module and
the second encryplion module may be sub-systems communicatively linked to
one another, for example, to exchange encrypted data elements, and o
establish a security protocol. However, while the first encryption module may be
able 1o access a first data system, the first encryption madule may be prohibited
from accessing a second data system. Likewise, while the second encryplion
rmadile may be able to access the second dala system, the second encryption
module may be prohibited from accessing the first data system.

53] Each processor {e.9., first data processor 2024, second data processor
2028, data analytics processor 202C, and retfrisval processor 2020 includes a
Central Processing Unit {CPU) or another suifable processor. In some
examples, each memory (e.g., first data memory 204A, second data memory
2048, data analytics memory 204C, and retrieval memory 204D} stores
rnachine readable instructions executed by respective pracessor for operating a
respective processing system. Each memory includes any suitable combination
of volatile andfor non-volatile memory, such as combinations of Random Access
Memory (RAM), Read-Only Memory {ROM), flash memory, and/or other suitable
memory.

{0034} In some examples, the first dafa sysiem, second data system, first
encryplion module, second encryption module, data analylics system, and
information retrieval system, include the first data system 102, second data
system 104, first encryplion module 106, the second encryption module 108,
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data analytics system 110, and information retrieval system 112, respectively,
as praviously described and Blustrated with reference to Figure 1.

[H055] In some examples, first data memory 204A stores the first data element
in a first secured sub-system. In some examples, second dala memaory 2048
stores the plurality of second data elements in a second secured sub-system
distinct from the first secured sub-system. In some examples, the first data
element may be slored on servers external to the first pracessing system 200A
and may be accessibie to first data processor 202A. For example, a storage
medium associated with a first hospital may store the first data element. In
some examples, the plurality of second data elements may be stored on servers
external to the second processing system 2008 and may be accessible to
second data processor 202B. For example, a storage medium associated with
a second hospital may store the plurality of second dafa elements.

[0036] First data memory 204A also stores instructions {o be executed by first
data processor 202A including instructions for first data system 210A, and
instructions for a first encryption module 212, First data processor 202A
executes insfructions for first data system 210A {o access a first data element.
First data processor 202A executes instructions of the first encryption module
212 to apply, via a first private key, an encryption protocot to the first data
element and the plurality of second data elements to encrypt the dafa elements.
{0057] Second data memory 2048 also stores instructions fo be execuied by
second data processor 2028 including instructions for second data system
2108, and instructions for a second encryption modute 214, Second data
processor 2028 executes instructions for second data system 210B to access a
plurality of second data elements. Second data processor 2028 execules
instructions of the second encryption module 214 to apply, via a first private key,
an encryption protocol to the first data element and the plurality of second data
elemenis to encrypt the dala elements.

{0038} In some examples, first dala processor 202A executes instructions of the
first encryption module 212 {0 apply the security protocol including applying a
first encryption to a first data element. Second data processor 2028 executes
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instructions of the second encryption module 214 {o apply a plurality of second
gncryptions to a plurality of second data elements.

[059] In some examples, first data processor 202A executes instructions of the
first encryption module 212 to apply the first encryplion to the plurality of
encrypted second data elements. In some examples, the first data processaor
202A may receive the plurality of encrypted second data elements from the
second data processor 2028 over 3 netwaork. in some examples, first data
processor 202A executes instructions of the first encryplion module 212 to
provide the modified encrypted second data elements o the data analytics
system 216.

6] In some examples, second data processor 2028 exscutes instructions of
the second encryption module 214 to apply the plurality of second encryptions
to the encrypted first data element. In some examples, the second data
processor 2028 may receive the encrypted first data element fram the first data
processor 202A over a network. I some examples, second dala processor
2028 executes instructions of the second encryption module 214 1o provide the
modified encrypted first data elements to the dala analvtics system 216

{061} Data analylics memory 2040 also stores instructions {o be executed by
data analytics processor 202C including instructions for a data analytics system
216 to map the modifiad encrypted first data elements and modified encrypted
plurality of second data elements info an analytics space. Dala analytics
memory 204C also stores instructions Yo be executed by data analylics
processor 202C including instructions for a data analytics system 216 to perform
data analytics in the analytics space. In some examples, data analytics
pracessor 2020 executes instructions of the data analylics system 218 (o
identify a pluralily of components of the first data element that appear
frequently together in the plurality of second data elements. In some examples,
data analylics processor 202C executes insiructions of the data analytics
system 216 fo perform data analvlics based on one of a determination of an
intersection space for the encrypted data elements, and an embedding of the
encrypled data elemenis in a melic space. Ih some examples, data analylics
procaessor 202C executes instructions of the data analylics system 216 o
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identify data elements of the plurality of second data elements that are similar o
the first data element.

{8862 Dala analylics processor 202C executes instructions of the data analytics
system 2186 {o distribute, via a computing device, results of the data analylics to
an information retrieval system.

{0063] Retrieval memory 204D also stores instructions fo be executed by
refrieval processor 202D including instructions for the information refrieval
system 218 to receive the results of the data analytics from the data analytics
system. In some examples, retrieval processor 2020 executes instructions for
the information refrieval system 218 to decrypt the encrypted data elements.
foied] input devices (2.g., first inpu devices 206A, second input devices 2068,
analytics input devices 206C, and relrieval inpul devices) include a keyboard,
mouse, data ports, and/or other suitable devices for inputting information into
respective processing systems. In some examples, input devices are used to
input a query, data slements, parameters for data analytics and so forth. For
example, a user at a first hospital may interact with first processing system 200A
via first input devices 208A fo securely retrieve information associated with a
second hospital. Qutput devices {(e.g., first output devices 208A, second output
devices 2088, analytics output devices 208C, and retrieval output devices)
include a monitor, speakers, data ports, and/or other suitable devices for
outputting information from respective processing system. In some examples,
outptit devices may be utilized o provide results of the data analytics.

0063} Figure 3 is a block diagram illustrating one example of a computer
readable medium for data analytics on encrypled data elements. Processing
system 300 may include a plurality of processors and computer readable
mediums to perform designated functions. in some examples, processing
system 300 includes a first processing system 300A, a second processing
system 3008, and an analvtics processing system 300C. The first processing
system 300A, second processing system 3008, and analytics processing
system 300C are coupled {0 each other through a communication link, such as,
for example, a network. In some examples, the first progcessing system 300A,
second processing system 3008, and analytics processing system 300C may
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be housed behind respective firewalls 1o prevent unauthorized access to
respective data and/or computing resources.

{866 The first processing system 300A includes a first dala processor 302A, a
first computer readable medium 312A, a first dala system 304, including a first
encryption module 308A. The first data system 304 and/or the first encryption
module 308A includes a first private key for data encryption. The second
processing system 3008 includes a second data processor 3028, a second
computer readable medium 3128, a second data system 308, including a
second encryplion module 3088, The second data system 306 and/or the
second encryption module 308B includes a second private key for data
encryption. The analylics processing system 300C includes an analviics
processor 302C, an analytics computer readable medium 312C, and a data
analytics system 310,

[0067] The first data processor 3024, first computer readable medium 312A, first
data system 304, and first encryption module 308A are coupled {0 each other
through communication link {e.g., a bus). Likewise the second data processor
3028, second computer readable medium 3128, second data system 308, and
second encryption maodide 3088 are coupled to each other through
communication link {e.g., a bus). Similarly, the analylics processor 302C,
analytics computer readable medium 312C, and data analytics system 310 are
coupled {o each other through communication link {8.g., & bus).

[0068] As described herein, processing system 300 is a complex processing
system comprising sub-systems. For example, first data system 304 and
second data system 308 may be housed behind respective secure firewalls that
prehibit external access to data stored within each system. Also, for example,
the first encryption module 308A and the second encryption modude 3088 may
be sub-systems communicatively linked to one ancther, for example, fo
exchange encrypted data elements, and {o establish a security protocol,
However, white the first encryplion module 308A may be able to access the first
data system 304, the first encryption module 308A may be prohibited from
accessing the second data system 306. Likewise, while the second encryption

module 3088 may be able to access the second data system 308, the second
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encryption module 3088 may be prohibited from accessing the first data system
304,

[306Y] First data processor 302A exscutes instructions included in the first
computer readable medium 312A. First computer readable medium 312A
inciudes hash transform application instructions 314A to transform a first data
element from the first data system 304. The hash transform application
instructions 314A may include instructions {o receive a plurality of second data
stemenis from the second data system 308, and transform the plurality of
second data elements. The transformations may be based on a hash transforny.
For example, the fransformation of the first data element may be based on the
hash function H. In some examples, first computer readable medium 312A
includes encryption protocol application instructions 3184 of the first encryption
madule 308A to apply an encryption protocol to the transformed first data
element via the first encryption module 308A.

{0070] Second data processor 302B executes instructions included in the
second computer readable medium 3128, Second computer readable medium
3128 includes hash transform application instructions 314B o transform the
plurality of second data elements from the second dala system 306. The hash
transform application instructions 3148 may include instructions to receive the
first data element from the first data system 304, and transform the first data
element. The transformations may be based on a hash transform., For
example, the ransformation of the plurality of second data elements may be
based on the hash function H. In some examples, second computer readable
medium 3128 includes encryption protocol application instructions 3168 of the
second encryption maodide 3088 {o apply the encryption protocol (o the plurality
of transformed second data elements via the second encryplion module 3088.
{0071] In some examples, first computer readable medium 312A includes
encryplion profocol application instructions 316A of the first encryption module
304 to apply a first encryption via the first encryption module 308A o the
transformed first data element, and provide the encrypted first data element fo
the second encryption modude 3088, In some examples, second compuler
readable medium 3128 includes encryption protocol application instructions
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3168 of the second encryption module 308B to apply a plurality of second
encryptions via the second encryption module 3088, to the plurality of second
data elements, and provide the plurality of encrypted second data elements to
the first encryption module 308A.

072 In some examples, first computer readable medium 312A includes
encryption protocol application instructions 316A of the first encryption module
308A to apply the first encryption via the first encryption module 308A {o the
plurality of encrypled second data elements. 11 same examples, second
computer readable medium 3128 includes encryption protocol application
instructions 3168 of the second encryption maodule 308B {o apply the plurality of
second encryptions via the second encryption module 3088 {o the encrypled
first data element.

{0073] In some examples, first computer readable medium 312A includes
encryption protocol application instructions 316A of the first encryption modude
308A to provide the encrypled data elemenis via the first encryplion module
3J08A 1o the data analylics system 310, In some examples, second computer
readable medium 3128 includes encryption protocol application instructions
3168 of the second encryption module 3088 to provide the encrypled data
elements via the second encryplion module 3088 {o the data analytics sysiem
310.

{0074] Analytics computer readable medium 312C includes mapping instructions
318 of a data analytics system 310 to map the encrypled data elements o an
analylics space. in some examples, the mapping instructions 318 include
instructions to map to an intersection space. in some examples, the mapping
instructions 3138 include instructions o embed the encrypled data elemenis in a
metric space.

{00751 in some examples, analytics computer readable medium 312C includes
data analyiics instructions 320 of the data analylics system 310 {o perform data
analylics on the encrypted transformed data elements in the analytics space. In
some examples, analytics computer readable medium 3120 includes data
analytics instructions 320 of a data analylics system 310 to identify a plurality of
data components of the first data element that appear frequently together in the
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plurality of second data elements. In some examples, analytics computer
readable medium 3120 includes data analytics instructions 320 of a data
analytics system 310 to perform cohort analysis by identifying dala elements
that behave as cohorts based on their data characteristics. i some examples,
analytics computer readable medium 3120 includes data analvlics instructions
320 of a data analytics system 310 to perform a type of orthogonal subspace
clustering by identifying frequent value sats {i.e., values that fend to appear
together for measurement items). in some examples, the first data element and
the plurality of second data elements may be identified based on a parameter,
and analylics computer readable medium 312C may include data anaiytics
instructions 320 of a data analytics system 310 to identify one of trends and
correlations based on the parameter.

{0076] Analytics computer readable medium 312C includes results distribution
instructions 322 of a data analylics system 310 o distribute resulls of the data
analytics to an information retrieval system. Ih some examples, the information
refrieval system is the first data system 304. In some examples, the information
retrieval system is the second data system 308. in some examples, the
information retrieval system is a combination of the first dafa system 304, and
the second data system 306, For example, a portion of the results may be
distributed 1o the first data system 304, and another portion of the results may
be distributed to the second data system 3086, In some examples, the
information retrieval system may be a third party distinct from the first data
system 304 and the second data system 308. In some examples, the
information retrieval system may include at least one third party distinct from the
first data system 304 and the second data system 306. In some examples,
analytics comptder readable medium 3120 includes results distribution
instructions 322 of a data analytics system 310 to provide the data analytics to
the first data system 304 maintained by a first hospital, and 1o a second data
gystem 306 maintained by & second hospital, where the first and second
hospitals are engaged in encrypted information sharing.

[0077] As used herein, a “computer readable medium” may be any eleclronic,

magnetic, optical, or ather physical storage apparatus o contain or slore
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information such as executable instructions, data, and the like. For example,
any computer readable storage medium described herein may be any of
Random Access Memaory (RAM), volatile memory, non-volatile memory, flash
memory, a storage drive {e.g., a hard drive), a solid state drive, and the like, or a
combination thereof. For example, the camputer readable medium can include
one of or multiple different forms of memory including semiconductor memory
devices such as dynamic or static random access memories {DRAMs or
SRAMs), erasable and programmable read-only memories {EPROMs),
electrically erasable and programmable read-only memories (EEPROMs) and
flash memories. magnetic disks such as fixed, floppy and removable disks;
other magnetic media including tape; optical media such as compact disks
(CDs) or digitat video disks (DVDs); or other types of storage devices.

{0078] As described herein, various components of the processing sysiem are
identified and refer {0 a combination of hardware and programming configured
to perfarm a designated function. As illustrated in Figure 3, the programming
may be processor execitable instructions stored on a tangible computer
readable medium, and the hardware may include respective processors for
execuiing those instructions. Thus, computer readable medium may store
program instructions that, when executed by processor, implement the various
components of the processing system. For example, first computer readable
medium 312A may store program instructions thal, when executed by first data
processor 302A, implement the various components of the first processing
system 300A. Also, for example, second computer readable medium 3128 may
store program instructions that, when executed by second data processor 3028,
impltement the various componants of the second processing system 3008, As
another example, analytics computer readable medium 312C may store
program instructions that, when executed by analytics processaor 302C,
implement the various components of the analvlics processing system 300C.
[0079] Such computer readable storage medium or media is (are) considered to
be part of an article (or article of manufacture). An article or atticle of
manufacture can refer 1o any manufactured single component or muitiple

companants. The storage madium or media can be located sither in the
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machine running the machine-readable instructions, or located at a remote site
from which machine-readable instructions can be downloaded over a hetwork
for execution.

[8084] Computer readable medium may be any of a number of memory
components capable of storing instructions that can be executed by the
respective processaor. Computer readable medium may be non-transitory in the
sense that it does not encompass a fransitory signat but instead is made up of
ong or more memory components configured o store the relevant instructions.
Computer readable medium may be implementead in a single device or
distributed across devices. Likewise, the processor {e.q., first data processor
302A, second data processar 3028, and analytics processor 3020 represents
any number of processors capable of executing instructions stored by the
respective computer readable medium {(e.g.. first computer readable medium
312A, second computer readable medium 312B, and analylics computer
readable medium 312C, respectively). The respective processors may be
integrated in a single device or distributed across devices. Further, the
respective computer readable medium may be fully or partially integrated in the
same device as the respective processar (as llustrated), or it may be separate
but accessible to that device and processor. in some examples, computer
readable medium may be a machine-readable storage medium.

{0081] Figure 4 is a flow diagram illustrating one exampie of a method for data
analylics on encrypted data slements. At 400, a first data element from a first
data system, and a plurality of second data elemenis from a second data
system are transformed, the transformations based on a hash transform. At
402, a first encryption is applied to the transformed first data slement o
generate an encrypted first data element. At 404, a plurality of second
encryptions are applied to the encrypted first data slement 1o gensrate a
plurality of modified encrypted first data elements. Al 408, the plurality of
second encryptions are applied to the plurality of transformed second data
glements {0 generate a plurality of encrypted second dala elements. At 408, the
first encryption is applied to the plurality of encrypted second data elements {o
generate a plurality of modified encrypied second data elements. At 410, the
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plurality of modified encrypled first data elements and the plurality of modified
encrypted second data elements are mapped {0 an analylics space. At 412,
data analytics are performed based on the on the encrypted transformed data
glements in the analylics space. Al 414, results of the dala analytics are
distributed o an information retrieval system.

{0082} In some examples, performing the data analvtics may include identifying
a plurality of data components of the first data element that appear frequently
together in the plurality of second data slements.

JOUR3] In some examples, performing the data analytics may include identifying
data elements of the plurality of second data slements that are similar {o the first
data element.

{184] in some examples, the first data element and the plurality of second data
elementis may be identified based on a parameter, and performing the dats
anaiytics may include identifying one of trends and correlations based on the
parameter. In some examples, the parameter may be one of time and
geolocation.

[BORS] In some examples, the information retrieval system includes at least one
of the first data system and the second data system. For example, the
information refrieval system may be the first data system. Also, for example, the
information retrieval system may be the second data system. As ancther
example, the information retrieval system may be a combination of the first data
system, and the second data system. For example, a portion of the resulls may
be distributed to the first data system, and another portion of the results may be
distributed fo the second data system. In some examples, the information
retrieval system may be a third party distinct from the first data system and the
second dafa system. In some examples, the information retnieval system may
include at least one third party distinct from the first data system and the second
data system.

[0086] in some examples, the data analytics system may map the encrypted
data elements to the analylics space based on one of a determination of an
intersection space for the encrypled data elements, and an embedding of the
encrypted dala elements in a metric space.
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[0087] in some examples, the first data element and the plurality of second data
elements may be augmented with random numbers.

[H0RR| Examples of the disclosure provide a generalized system for data
analytics on encrypted data elements. The generalized system provides a
protocot that decouples data privacy from data analytics, and allows for a wide
range of analytics o be performed securely.

{0089] Although the examples are described with a first data element in the first
dataset, the techniques disclosed herein may be applied to more than one data
element in the first dataset. For example, a first data set may include a plurality
of first data elements, and top & second data elements may be identified that
are similar fo the plurality of first data elements.

{H098] Although specific examples have been illustrated and described herein,
especially as related to numerical data, the examples illustrate applications to
any datasel. Accordingly, there may be a variety of alternate andfor equivatent
implementations that may be substituted for the specific examples shown and
described without departing from the scope of the present disclosure. This
application is intended fo cover any adaptations or vanations of the specific
examples discussed herein. Therefore, i is intended that this disclosure be
imited only by the claims and the equivalents thereof.
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CLAIMS

1. A system comprising:
a first data system including & first data element and a first
encryption module with a first private key;
a second data system including a plurality of second data
elements and a second encryption module with a second private key;
the first encryption module and the second encryplion module
communicatively linked o one another, o;
apply, via the first and second private keys, an encryption
protocol to the first datla element and the plurality of second data
elements {o encrypt the data elements; and
a data analylics system {o:
map the encrypted data elements to an analytics space,
perform data analylics based on the mapped data
elements, and
distribute, via a compiting device, results of the data
analytics to an information retrieval system.

2. The system of claim 1, wherein the encryption protoco! includes:

a first encryplion applied to the first data element by the first
encryption module, and the encrypted first data element provided to the
second encryption module;

a plurality of second encryptions applied to the plurality of second
data elements by the second encryption module applies, and the plurality
of encrypted second data elements provided 1o the first encryption
moduie;

the first encryption applied to the plurality of encrypted second
data elements by the first encryption module; and

the plurality of second encryptions applied 1o the encrypted first
data element by the second encryphion.
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3. The system of claim 1, wherein the data analylics system further maps
the encrypted data slements based on one of a determination of an
intersection space for the encrypted dala elements, and an embedding of

the encrypted data elements in a melric space.

4. The system of claim 1, wherein the information retrieval system includes
at least one of the first data system and the second data system.

5. The system of claim 1, whersin the data analytics includes identifving a
plurality of components of the firsl data element that appear frequently
together in the plurality of second data elements.

6. The system of claim 1, wherein the first data element and the plurality of
second data slements are identified based on a parameter, and the data
analytics includes identifying one of rends and correlations based on the

parameter.

7. The system of claim 6, wherein the parameter is one of time and
geoiocation.

8. The system of claim 1, wherein the first data element and the plurality of

second data elements are augmented with random numbers.

9. A method for mediated analytics, the method comprising:

transforming a first data element from a first data system, and
transforming a plurality of second data elements from a second dala
system, the transformations based on a hash transform;

applying a first encryption to the transformed first data element to
generate an encrypted first data slement;

applying a plurality of second encryptions {o the encrypled first
data slemerd fo generate a plurality of modified encrypted first dala

slements;
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applying the plurality of second encryptions to the plurality of
transformed second data elements to generate a plurality of encrypted
second data elements;

applying the first encryption to the plurality of encrypled second
data elements to generate a plurality of modified encrypted second data
elements;

mapping the plurality of modified encrypted first data elements and
the plurality of modified encrypted second data elements to an analylics
space;

performing data analytics on the encrypted transformed data
glements in the analylics space; and

distributing resuits of the data analytics to an information retrieval

system.

10. The method of claim 8, wherein performing the data analytics includes
identifying a plurality of data conmponents of the first dala element that
appear frequently together in the plurality of second data elements.

11. The method of claim 9, wherein the first data element and the plurality of
second data slements are identified based on a parameter, and wherain
performing the data analytics includes identifying one of trends and
correlations based on the parameter.

12. The method of claim 11, wherein the parameter is one of ime and
geolacation.

13. The method of claim 8, wherein the information refrieval sysiem includes
at least one of the first data system and the second data system.

14, A non-transitory computer readable medium comprising executable
instructions to:
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transform a first data element from a first data system, and
fransform a plurality of second data elements from a second data system,
the transformations based on a hash fransform;

apply an encryption protocal to encrypt the ransformed first data
element via a first encryption module, and apply the encryption protocot
to encrypt the plurality of transformed second data elements via a second
encryption module to encrypt the second data elements;

map the encrypted data elements {o an analytics space;

perform data analytics on the encrypted data elements in the
analviics space; and

disiribute resuits of the data analytics to an information retrievat
system,

15. The non-fransitory computer readable medium of claim 14, wherein the

mstructions to apply the security protoco! include instructions to

apply a first encryption via the first encryption module, to encrypt
the transformed first data element, and provide the encrypled first data
slament 1o the second encryplion module;

apply a plurality of second encryptions via the second encryption
module, to encrypt the plurality of second data elements, and provide the
plurality of encrypted second data elements to the first encryption
maoduie;

apply the first encryption via the first encryption modute o the
plurality of encrypled second data elements; and

apply the plurality of second encryptions via the second encryption
module to the encrypted first data element.
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