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(97) A method of encrypting content, the method comprising:
a) generating a session key;
b) encrypting the content with the session key to generate encrypted content;
C) c) generating a post-encryption digital fingerprint (hash) of the encrypted content; and
d) encrypting the session key and the post-encryption digital fingerprint and forming an encrypted encryption data
file containing the session key and post-encryption digital fingerprint in an encrypted state.
A corresponding method of decrypting encrypted content is also disclosed comprising:
a) receiving the encrypted content,
b) receiving an encrypted encryption data file;
C) opening the encrypted encryption data file and generating a decrypted session key and a decrypted post-
encryption digital fingerprint:
d) generating a pre-decryption digital fingerprint of the encrypted content; and
e) comparing the post-encryption digital fingerprint and the pre-decryption digital fingerprints and only if the two
fingerprints are the same, decrypting the encrypted content with the session key to access the content.
Virus/malware protection is provided by detecting changes made to encrypted content before the content is used
(or decrypted). In particular verifying content included in email or SMS messages or other electronic data files or
verifying content sent from a transmitter to a receiver or sent/retrieved from storage.
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AN ENCRYPTION PROCESS

This invention relates to encryption processes and systems for use in such

Processes.

Background of the Invention

Digital content can be securely sent and securely received using encryption

techniques such that only authorised parties can view the message.

The two most common forms of encryption are symmetric encryption and

asymmetric encryption.

In symmetric encryption, the same key Is used to both encrypt and decrypt the
content. Once the content has been encrypted with an encryption key, both the
content and the encryption key are sent to the receiver. The receiver can then use
the encryption key to decrypt and access the content. However, If the encryption
key and encrypted content are both intercepted, an unauthorised third party can

decrypt and access the content.

In asymmetric encryption (also referred to as public key cryptography), each user
has a related pair of encryption keys — a public encryption key and a private
encryption key. The public encryption key Iis shared with the intended recipient(s),
while the private encryption key is never shared. Each public encryption key Is
associated with a corresponding private encryption key, such that only the public

key can decrypt messages encrypted with the associated private key and vice

versd.

A sender typically sends encrypted content to a receiver by encrypting the content
with the receiver’s public key. The encrypted content is then sent to the receiver
who can decrypt the content with their own private key. As only the receiver's
private key can decrypt the content encrypted with the receiver’s public key, even if
both the encrypted content and public encryption key are intercepted, an
unauthorised third party cannot use the public encryption key to decrypt and view

the encrypted content.

Hybrid encryption methods use a combination of both symmetric and asymmetric

encryption techniques.

Whilst such encryption techniques can prevent authorised viewing of the encrypted

content, either when being transmitted from one device to another or when being
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stored on a single device, it is still possible for a virus or hack to be inserted to the
encrypted content whilst the content remains encrypted. Upon decryption by the
user, the virus or malware is then executed. This therefore compromises the

security of the encryption system.

Therefore, there exists a need for further and/or improved encryption methods
which safeguard against the release of viruses or malware which could corrupt or

INfect user devices.

In addition, it is possible for the content to be modified at a time after its initial
encryption. This may be while the content is encrypted or at a point in time when
the content Is In a decrypted state. Therefore, there also exists the need for a
method to detect changes to content and alert a user when changes have been

made.

The Invention

It IS one object of the invention to provide an improved method of encrypting
content (such as email messages, SMS messages or other electronic data files),

preferably an improved encryption method which safeguards against attacks by

viruses of malware.

Accordingly, In a first aspect the invention provides a method of encrypting content,
the method comprising:

a) generating a session key;

b) encrypting the content with the session key to generate encrypted content;
C) generating a post-encryption digital fingerprint of the encrypted content; and
d) encrypting the session key and the post-encryption digital fingerprint and
forming an encrypted encryption data file containing the session key and post-

encryption digital fingerprint in an encrypted state.

The invention also provides a method of decrypting encrypted content, the method
comprising:

a) recelving the encrypted content;

b) receiving an encrypted encryption data file;

c) opening the encrypted encryption data file and generating a decrypted session
key and a decrypted post-encryption digital fingerprint;

d) generating a pre-decryption digital fingerprint of the encrypted content; and



10

15

20

25

30

35

3

e) comparing the post-encryption digital fingerprint and the pre-decryption digital
fingerprints and only If the two fingerprints are the same, decrypting the encrypted

content with the session key to access the content.

By generating digital fingerprints both after encryption (post-encryption) and before
decryption (pre-decryption), it can be detected whether there have been any
modifications In the encrypted content, as any differences between the fingerprints
would be indicative of a change in content. As a condition for the decryption of the
encrypted content is that the digital fingerprints must match, if the content is altered
(e.g. by the insertion of a virus or malware) while it is in an encrypted state, the

content will not be decrypted and hence the virus will not be released.

Digital fingerprints can also be generated from the unencrypted content. By
comparing the digital fingerprint of the content before encryption (pre-encryption)
and a digital fingerprint of the content after decryption (post-decryption), it can be
verified whether any changes have been made to the content since its initial

encryption process (e.g. when the content has been in an unencrypted state).

Accordingly, the invention also provides a method of encrypting content, the
method comprising:

a) generating a pre-encryption digital fingerprint of the content;

b) generating a session key,

c) encrypting the content with the session key to generate encrypted content; and
d) encrypting the session key and the pre-encryption digital fingerprint and forming
an encrypted encryption data file containing the session key and pre-encryption

digital fingerprint in an encrypted state.

The invention also provides a method of decrypting encrypted content, the method
comprising:

a) receiving the encrypted content;

b) receiving an encrypted encryption data file;

c) opening the encrypted encryption data file and generating a decrypted session
key and a decrypted pre-encryption digital fingerprint;

d) decrypting the encrypted content with the session key to provide the decrypted
content;

e) generating a post-decryption digital fingerprint of the decrypted content; and
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f) comparing the pre-encryption digital fingerprint and post-decryption digital
fingerprint and providing a notification if the pre-encryption digital fingerprint and

post-decryption digital fingerprint are different.

These methods provide a way of notifying users whether or not content has been

modified since its initial encryption.

Both of these methods can be used In parallel and digital fingerprint generation can

therefore take place both before and after encryption and before and after

decryption.

Accordingly, the invention also provides a method of encrypting content, the
method comprising:

a) generating a pre-encryption digital fingerprint of the content;

b) generating a session key,

c) encrypting the content with the session key to generate encrypted content;

d) generating a post-encryption digital fingerprint of the encrypted content; and
e) encrypting the session key, the pre-encryption digital fingerprint and the post-
encryption digital fingerprint and forming an encrypted encryption data file
containing the session key, the pre-encryption digital fingerprint and the post-

encryption digital fingerprint in an encrypted state.

The invention also provides a method of decrypting encrypted content, the method
comprising:
a) recelving the encrypted content;
b) recelving an encrypted encryption data file;
c) opening the encrypted encryption data file and generating a decrypted session
key, a decrypted pre-encryption digital fingerprint and a decrypted post-encryption
digital fingerprint
d) generating a pre-decryption digital fingerprint of the encrypted content;
e) comparing the post-encryption digital fingerprint and the pre-decryption digital
fingerprints and only If the two fingerprints are the same:

(1) decrypting the encrypted content with the session key to access the
content;

(1) generating a post-decryption digital fingerprint of the decrypted content
and comparing the pre-encryption digital fingerprint and post-decryption digital

fingerprint; and
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(111) providing a notification If the pre-encryption digital fingerprint and post-

decryption digital fingerprint are different.

The encryption data file can be generated in a number of ways. Firstly, the
session key and post-encryption and/or pre-encryption digital fingerprints may
separately be encrypted and then combined to form the encryption data file. For
example, the session key may be encrypted with an asymmetric encryption key
(for example, a user’s public key) while the digital fingerprint(s) may be encrypted
with the session key. Typically, the digital fingerprint(s) is/are inserted into a JSON
file which itself is encrypted with the session key. The separately encrypted
session key and digital fingerprint(s) (or more specifically encrypted JSON file

containing the digital fingerprint(s)) are combined to form the encryption data file.

When the methods of the invention also involve the transmission of authentication
certificates (see below) from one user to another (I.e. from a sender to a receiver),
the authentication certificates may themselves be encrypted (e.g. using a user’s
private key) and be combined with the encrypted session key and digital

fingerprint(s) to form the encryption data file.

Accordingly, the step of encrypting the session key and digital fingerprint(s) and
forming an encryption data file may comprise:
a) encrypting the session key with the user’s public key;
b) encrypting the digital fingerprint(s) with the session key; and optionally
when present

c) encrypting the user’'s authentication certificate with the user’s private key.

Similarly, the step of opening the encryption data file and generating a decrypted
session key and decrypted digital fingerprint(s) may comprise:

a) opening the encryption data file to provide an encrypted session key; an
encrypted digital fingerprint(s); and optionally an encrypted authentication
certificate;

b) optionally decrypting the authentication certificate with a user’s public key:;

c) decrypting the encrypted session key with a user's private key to generate
a decrypted session key; and

d) decrypting the encrypted digital fingerprint(s) with the decrypted session
key to generate decrypted digital fingerprints.
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The encryption data file 1s typically formed In this way when the content is intended

to be securely stored and accessed by a single user.

Alternatively, the session key and digital fingerprint(s) can be combined into a
single file before encryption. The file containing the session key and digital
fingerprint(s) Is then encrypted as a whole (for example, using a user’s public key)
to form the encryption data file. In this case the session key, pre- and post-
encryption digital fingerprints, and optionally when present the encrypted
authentication certificate (e.g. encrypted with a user’s private key) are combined

INto a single encryption data file. This encryption data file is then encrypted as a

whole to generate an encrypted encryption data file.

When a user wishes to decrypt the content, the encrypted encryption data file is
decrypted to provide the session key, the pre- and post-encryption digital
fingerprints, and optionally the encrypted authentication certificate. By forming and
encrypting the encryption data file, the data file (which comprises the session key

and digital fingerprints) is secured from unauthorised access.

Accordingly, the step of encryption the session key and digital fingerprint(s) and

forming an encryption data file may comprise combining the session key and digital
fingerprints (and optionally the encrypted authentication certificate) into a single file
and encrypting the file with a user's asymmetric encryption key (e.g. a user's public

key) to generate an encrypted encryption data file.

Similarly, the step of opening the encryption data file and generating a decrypted
session key and decrypted digital fingerprint(s) may comprise: decrypting the
encryption data file with a user’'s asymmetric key (e.g. a user’s private key) to
provide a session key and digital fingerprint(s) (and optionally encrypted

authentication certificate).

The encryption data file is typically formed In this way when the content is intended

to be securely sent from one user (1.e. a sender) to another user (i.e. a receiver).

A digital fingerprint is a string of binary digits that uniquely identifies a data file.
The digital fingerprint iIs generated by applying a function (i.e. an algorithm) to the
data file. Altering the data file (even by only a single character) results in a

different digital fingerprint and therefore each unigue data file has its own
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corresponding unique digital fingerprint. Examples of digital fingerprints/digital
fingerprinting algorithms include Rabin’s algorithm and cryptographic hash
functions. Various algorithms are known for generating hash values of data files

and examples of such algorithms include the MD5, SHA-1, SHA-2 and SHA-256

algorithms.

For improved accountability, the digital fingerprints may be stored on a blockchain.
For example, the pre-encryption and/or post-encryption digital fingerprints may be
recorded onto the blockchain when the content is initially encrypted by the user.
Therefore, If the content i1s subsequently modified (e.g. by another user who has
access to the content — either authorised or unauthorised), then the digital
fingerprint of the content will be changed. Comparing the digital fingerprint of the
content which Is stored on the blockchain with a second digital fingerprint which is
subsequently generated (e.g. a pre-decryption or post-decryption digital fingerprint)
iIndicates whether there have been any modifications to the content since its initial

encryption (again, by either authorised or unauthorised users).

The session key used to encrypt the content may be generated locally on the
user's device (e.g. on the sender’s device where the content is to be transmitted
from a sender to a receiver). The session key may be a randomly generated
number of a predetermined length. The session key Is typically a symmetric

encryption key. In one embodiment, the session key is a 256-bit AES encryption

key.

Numerous algorithms are known to those skilled in the art which both generate
encryption keys and encrypt messages/content with these encryption keys. The
encryption algorithms themselves do not form part of the present invention.
Examples of symmetric encryption algorithms for generating symmetric encryption
keys include Advanced Encryption Standard (AES), Blowfish, CASTS, DES, IDEA,
RC2, RC4, RC86, Serpent, Triple DES and Twofish. In one embodiment, the

symmetric encryption algorithm is AES.

The asymmetric encryption keys are one of a corresponding pair of public and
private keys. Examples of asymmetric encryption algorithms for generating such
keys include Rivest-Shamir-Adleman (RSA) asymmetric algorithm, Diffe-Hellman,
Digital Signature Algorithm (DSA), ElGamal, ECDSA and XTR. In one

embodiment, the asymmetric encryption algorithm is RSA.
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The methods of the invention are typically carried out using an application (an
‘app’, also referred to as a “client”) on a mobile phone or another portable
electronic device, for example a smart phone or a tablet. The user devices on
which the application is installed each comprise or have associated therewith a
storage database. The storage database may be used to store content, details of
other devices (for example, other users’ public keys and/or authentication

certificates) and the user’s private key.

As an alternative to a mobile phone application, the sender may use a desktop

computer or laptop (with a client application installed thereon or with access to the

client application via the internet).

The content may be or comprise a text message and may optionally include other
attachments such as image files, music files, video files or other electronic
documents. The content may be In the form of an electronic data file, for example

an electronic document or an image, music or video file.

In one embodiment, the content is one or more email messages. VWhen the
content is an email message and the email message comprises a body and one or
more attachments, digital fingerprints (both pre-encryption and post-encryption)
may be generated separately for the email body and each of the one or more
attachments. In another embodiment, the content is one or more SMS messages.
In a further embodiment, the content is one or more electronic data files. When the
content is an email or SMS message, the method may further comprise a step of
converting/formatting the encrypted email or SMS message into a format that can
allow it to be sent via a third party email or SMS server (for example, into
JavaScript Object Notation, “JSON”, format).

The encryption methods described above can be used both when transmitting

content from a sender to a receiver (i.e. between two different devices) and also
when storing content on a user’'s device or user's remote storage system (e.g. a

cloud storage system).

Digital fingerprints of the content may be taken before and after transmission of the
content from a first device (i.e. a sender’s device) to a second device (i.e. a

recelver’s device). In this case, by comparing the digital fingerprints prior to
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decryption on the receiver’'s device, it can be determined whether the encrypted

content has been altered during its transmission.

Accordingly, the invention also provides a method of sending content from a
sender to a receiver, the method comprising:

a) generating a session key;

b) encrypting content with the session key to generate encrypted content;

C) generating a post-encryption digital fingerprint of the encrypted content;

d) sending the encrypted content to the receiver via a first server;

e) encrypting the session key and the post-encryption digital fingerprint and
forming an encrypted encryption data file containing the session key and post-
encryption digital fingerprint in an encrypted state; and

f) sending the encrypted encryption data file to the receiver via a second server.

The invention also provides a method of receiving content from a sender to a
receiver, the method comprising:

a) recelving encrypted content from a sender from a first server;

b) receiving an encrypted encryption data file from the sender from a second
Server;

c) opening the encrypted encryption data file and providing a decrypted session
key and a decrypted post-encryption digital fingerprint;

d) generating a pre-decryption digital fingerprint of the encrypted content; and

e) comparing the post-encryption digital fingerprint and the pre-decryption digital
fingerprints and only If the two digital fingerprints are the same, decrypting the

encrypted content with the session key to access the content.

As discussed above, as well as or instead of generating a digital fingerprint after
encryption of the content, a digital fingerprint of the content prior to encryption can

be generated.

Accordingly, the invention also provides a method of sending content from a
sender to a receiver, the method comprising:

a) generating a pre-encryption digital fingerprint of the content;

b) generating a session key,

c) encrypting the content with the session key to generate encrypted content;

d) sending the encrypted content to the receiver via a first server;
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f) sending the encrypted encryption data file to the receiver via a second server.

The invention also provides a method of receiving content from a sender to a
receiver, the method comprising:

a) receiving the encrypted content from a sender from a first server;

b) receiving an encrypted encryption data file from the sender from a second
Server;

c) opening the encrypted encryption data file and generating a decrypted session
key and a decrypted pre-encryption digital fingerprint;
d) decrypting the encrypted content with the session key to provide the decrypted
content;

e) generating a post-decryption digital fingerprint of the decrypted content; and
f) comparing the pre-encryption digital fingerprint and post-decryption digital
fingerprint and providing a notification if the pre-encryption digital fingerprint and

post-decryption digital fingerprint are different.

As above, digital fingerprint generation can take place both before and after

encryption.

Accordingly, the invention also provides a method of sending content from a
sender to a receiver, the method comprising:

a) generating a pre-encryption digital fingerprint of the content;

b) generating a session key;,

c) encrypting the content with the session key to generate encrypted content;
d) generating a post-encryption digital fingerprint of the encrypted content;

e) sending the encrypted content to the receiver via a first server;

f) encrypting the session key, the pre-encryption digital fingerprint and the post-
encryption digital fingerprint and forming an encrypted encryption data file
containing the session key, the pre-encryption digital fingerprint and the post-
encryption digital fingerprint in an encrypted state; and

g) sending the encrypted encryption data file to the receiver via a second server.
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The invention also provides a method of recelving content from a sender to a
receiver:

a) receiving the encrypted content from a first server;

b) receiving an encrypted encryption data file from a second server;

c) opening the encrypted encryption data file and generating a decrypted session
key, a decrypted pre-encryption digital fingerprint and a decrypted post-encryption
digital fingerprint;

d) generating a pre-decryption digital fingerprint of the encrypted content;

e) comparing the post-encryption digital fingerprint and the pre-decryption digital
fingerprints and only If the two fingerprints are the same:

(1) decrypting the encrypted content with the session key to access the
content;

(1) generating a post-decryption digital fingerprint of the decrypted content
and comparing the pre-encryption digital fingerprint and post-decryption digital
fingerprint; and

(111) providing a notification If the pre-encryption digital fingerprint and post-

decryption digital fingerprint are different.

The methods of forming and opening the encryption data file are typically the same

as those described above.

Typically the encrypted content and the encryption data file are sent from the
sender to the recelver via separate servers. Accordingly, the encrypted content
may be sent from the sender to the receiver via a first server and the encryption
data file may be sent from the sender to the receiver via a second server.

Likewise, the encrypted content may be received by the received from a first server

and the encryption data file may be received by the receiver via a second server.

By sending the encrypted content and the encryption data file to the receiver via
two separate channels, should one of the channels become intercepted, the

security of the content is not comprised.

References herein to the “sender’/“receiver’ may mean the sender's device /
recelver’'s device respectively. The term “user’ refers to a person using either the

sender/recelver (i.e. the sender’'s device / recelver’'s device).
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As an alternative to the method of sending/receiving content from a sender to a
receiver, the encryption methods of the invention can be used to safeguard against
alteration of encrypted content when the content is being stored by the user, either
locally on their device or remotely on a storage system, such as a cloud storage

system.

Accordingly, the invention also provides a method of storing content, the method
comprising:

a) generating a session key;

b) encrypting content with the session key to generate encrypted content;

C) generating a post-encryption digital fingerprint of the encrypted content;

d) storing the encrypted content in a first storage location;

e) encrypting the session key and the post-encryption digital fingerprint and
forming an encrypted encryption data file containing the session key and the post-
encryption digital fingerprint in an encrypted state; and

f) storing the encrypted encryption data file in a second storage location.

The invention also provides a method of retrieving stored content, the method
comprising:

a) retrieving encrypted content from a first storage location;

b) receiving an encrypted encryption data file from a second storage location;

c) opening the encrypted encryption data file and generating a decrypted session
key and a decrypted post-encryption digital fingerprint;

d) generating a pre-decryption digital fingerprint of the encrypted content; and

e) comparing the post-encryption digital fingerprint and pre-decryption digital
fingerprints and only If the two second digital fingerprints are the same, decrypting

the encrypted content with the session key to access the content.

As discussed above, as well as or instead of generating a digital fingerprint after
encryption of the content, a digital fingerprint of the content prior to encryption can

be generated.

Accordingly, the invention also provides a method of storing content, the method
comprising:
a) generating a pre-encryption digital fingerprint of the content;

b) generating a session key;
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c) encrypting the content with the session key to generate encrypted content;
d) storing the encrypted content in a first storage location;

e) encrypting the session key and the pre-encryption digital fingerprint and forming
an encrypted encryption data file containing the session key and the pre-encryption
digital fingerprint in an encrypted state; and

f) storing the encrypted encryption data file in a second storage location.

The invention also provides a method of retrieving stored content, the method
comprising:

a) retrieving encrypted content from a first storage location;

b) receiving an encrypted encryption data file from a second storage location;

c) opening the encrypted encryption data file and generating a decrypted session
key and a decrypted pre-encryption digital fingerprint;

d) decrypting the encrypted content with the session key to provide the decrypted
content;

e) generating a post-decryption digital fingerprint of the encrypted content; and

f) comparing the pre-encryption digital fingerprint and post-decryption digital
fingerprint and providing a notification If the pre-encryption digital fingerprint and

post-decryption digital fingerprint are different.

As In other methods of the invention, digital fingerprint generation can take place

both before and after encryption.

Accordingly, the invention also provides a method of storing content, the method
comprising:

a) generating a pre-encryption digital fingerprint of the content;

b) generating a session key,

c) encrypting the content with the session key to generate encrypted content;
d) generating a post-encryption digital fingerprint of the encrypted content;

e) storing the encrypted content in a first storage location;

f) encrypting the session key, the pre-encryption digital fingerprint and the post-
encryption digital fingerprint and forming an encrypted encryption data file
containing the session key, the pre-encryption digital fingerprint and the post-
encryption digital fingerprint in an encrypted state; and

g) storing the encrypted encryption data file in a second storage location.
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The Iinvention also provides a method of decrypting encrypted content, the method
comprising:

a) receiving the encrypted content;

b) receiving an encrypted encryption data file;

c) opening the encrypted encryption data file and generating a decrypted session
key, a decrypted pre-encryption digital fingerprint and a decrypted post-encryption
digital fingerprint

d) generating a pre-decryption digital fingerprint of the encrypted content;

e) comparing the post-encryption digital fingerprint and the pre-decryption digital
fingerprints and only If the two fingerprints are the same:

(1) decrypting the encrypted content with the session key to access the
content;

(1) generating a post-decryption digital fingerprint of the decrypted content
and comparing the pre-encryption digital fingerprint and post-decryption digital
fingerprint; and

(111) providing a notification If the pre-encryption digital fingerprint and post-

decryption digital fingerprint are different.

Again, the methods of forming and opening the encryption data file are typically the

same as those described above.

Whilst the first and second storage locations may be the same, they are preferably
different. Therefore, If the security of one of the storage locations becomes
compromised (and either the encrypted content or encrypted encryption data file Is
made available to an unauthorised party), the encrypted content cannot be

decrypted.

The first and second storage locations may be independently selected from

storage on the user’s device, a storage device connectable to the user’s device
(such as a memory stick or memory card, e.g. USB memory stick or SD card), and

a cloud storage system.

Use of the Encryption Process in Messaging Applications



