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FIG. 1A

(57) Abstract: Systems, apparatus, and methods using
an integrated photonic chip capable of operating at
rates higher than a Gigahertz for quantum key distribu-
tion are disclosed. The system includes two identical
transmitter chips and one receiver chip. The transmitter
chips encode photonic qubits by modulating phase-ran-
domized attenuated laser light within two early or late
time-bins. Each transmitter chip can produce a single-
photon pulse either in one of the two time-bins or as a
superposition of the two time-bins with or without any
phase ditference. The pulse modulation is achieved us-
ing ring resonators, and the phase difference between
the two time-bins is obtained using thermo-optic phase
shifters and/or time delay elements. The receiver chip
employs either homodyne detection or heterodyne de-
tection to perform Bell measurements.
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Apparatus and Methods for Quantum Key Distribution

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. provisional application serial no.
62/167,515, filed May 28, 2015, entitled “MEASUREMENT-DEVICE-INDEPENDENT
QUANTUM KEY DISTRIBUTION BASED ON PHOTONIC INTEGRATED CIRCUITS,”

which is hereby incorporated herein by reference in its entirety.
BACKGROUND

[0002] Measurement-device-independent quantum key distribution (MDI-QKD) is a
method of distributing secret keys that can be immune to detector side channel attacks. The
scheme includes at least two sending chips (usually referred to as Alice and Bob), which
encode signals in single photons through either time-bin encoding or polarization encoding,
as well as a receiver chip (usually referred to as Charlie), which measures the signals in the
maximally-entangled Bell basis.

[0003] To implement the MDI-QKD protocol, Alice and Bob randomly and independently
prepare photon signals in one of the four BB84 states: |0), |1) in the Z-basis, or |+), |—) in
the X-basis. These photons are then sent via the quantum channel to Charlie who is instructed
to perform a Bell state measurement. The four Bell states are summarized in Table 1. Alice
and Bob can also apply the decoy state protocol to their photon signals to estimate the gain
(i.e., the probability that Alice and Bob’s signals yield a successful Bell measurement) and
the quantum bit error rate (QBER, the rate of false successful Bell measurements due to
single photon contributions).

[0004] Charlie announces whether or not his Bell state measurements are successful along
with the Bell state obtained. Alice and Bob retain only the data that correspond to successful
Bell state measurements and discard the rest. For the data they retained, Alice and Bob each
reveal their basis choices over the public channel and retain only those instances where they
chose the same basis. Bob then flips parts of his data to directly correlate his measurements
with those of Alice. Finally, Alice and Bob apply error correction and privacy amplification

to establish identical secret keys.

Table 1. The four Bell states and possible bit flips to directly correlate Alice and Bob’s bits

Basis chosen by Bell state reported by Charlie
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Alice and Bob Oy = WB = W’x _ \%i’.’i _
(01> (101 + 1) /42 | (100, (00> + 1)/ ¥3
- 10) / V2 11y) /2

Z basis Flip Flip - -

X basis Flip - Flip -

[0005] The rate of secret key generation (in bits per second, per Bell state), in the limit of

large number of signals exchanged for each Bell state |k> & s, ud s
b b ,vsh
Rizr{ Oz 1~ Ha (o101 - 02 e (E"“‘l’,f ) Ho— ) ()

where r is the repetition rate in Hz; Q— and ——are the gain and QBER due to single

vsa,vsb

and exlillo are the gain and QBER for signals emitted by Alice and

Bob with mean photon number V, and V, respectively; fe > 1 is the error correction

photon signals; Q

inefficiency; H, (x) = -xlog, x-(1-x)logy(1-x) is the binary entropy function. The equation for

the secret key generation rate assumes that Alice and Bob use the Z-basis for key generation

vsa,vsb

dE can be

and only use the X-basis for security checks. The quantities Q 2o

measured directly as the MDI-QKD system is run, while the quantities Q— and eT can be

measured using the decoy-state protocol.

[0006] A more detailed description of the protocol with two decoy states is as follows. The
protocol can be performed with more than two decoy states, but in practice it can be desirable
to have as few decoy states as possible. The first four steps of the protocol—state
preparation, state distribution, Bell state measurement, and sifting—are repeated N times until
the successful sifting conditions are met.

[0007] Step 1: State preparation. Alice and Bob randomly and independently choose an
intensity for their photon signals: V, € {Vsa, Va1, Vian} for Alice and Vy € {Va, Va1, Van2}
for Bob. Vi, (V) corresponds to the intensity of the signal state for Alice (Bob) and V,j,
(Van) for 1,2 corresponds to the intensity of the decoy states for Alice (Bob). The two decoy
states typically have weaker intensities than the signal state. Alice and Bob then randomly
and independently choose a basis B; €{Z, X}, and a bit r; € {0,1} with probability of P, /2
for i =a (Alice) or b (Bob). They then prepare a quantum signal of intensity v; encoding qubit

[rp in basis B; for bothi1=a or b.
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[0008] Step 2: State distribution. Alice and Bob send their prepared quantum signals to
Charlie via the quantum channel.

[0009] Step 3: Bell state measurement. If Charlie is not an adversary to Alice and Bob, he
then measures the quantum signals received in the maximally-entangled Bell basis. Charlie
then announces whether or not his measurement is successful, including the Bell state
obtained.

[0010] Step 4: Sifting. If Charlie announces a successful Bell measurement, Alice and Bob

.. . . . + - -
then announce their intensity and basis choices. For each Bell state |k> € {|@ >, |@>, [y, |y

dx”

>}, Alice and Bob bin their data in Z according to their intensity and basis

a,vb and |Xva|,:b |Z
>

choices.

a,vb
M- =

b vb .
and M Cll,z are chosen such that large enough statistical samples for

the post-processing steps are available. Bob then corrects his data by flipping parts of his bits
according to Table 1so that his data are directly correlated with Alice’s data.

[0011] Step 5: Post-processing. Post-processing is performed independently for each Bell

state |k> € { \(p S, 1@, [w, >+, This step can include several sub-steps, including:

[0012] Step Sa: Parameter estimation. Alice and Bob choose a random subset of szTkliSb

and store the respective bit strings Zy, and Zy,’, respectively. They then use the remaining

bits Ry, of 7222b 4, compute the QBERs EUST;sz = W Y 1D 1/, where r/” are Bob’s
bits. If Evsa vsb is higher than the QBER tolerance, Alice and Bob then abort any subsequent

steps for this particular [&>. The whole protocol only aborts if E= is higher than the

vsa,vsb

allowed QBER tolerance for all four choices of |k>. If F———1s within the allowed QBER

el,l
|k > x|k

b
tolerance, then Alice and Bob use ZUST 222 and XU 2229 1o estimate the values of Q

vsa,v

and 0—

[0013] Step 5b: Error correction. If this particular |k> passes the parameter estimation step,

for this particular |»).

Bob obtains an estimate Zy;, of Zy, using an information reconciliation scheme, which
requires Alice to leak some information of Z,.- Alice then computes a hash of Z, using a
random universal hash function, which is sent to Bob along with the value of the hash. Bob
then computes the hash of VA i and aborts the protocol for this particular |&> if the hash of VA o
disagrees with the hash of Zy,.
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[0014] Step Sc: Privacy amplification. If this particular k> passes the error correction step,
Alice and Bob apply another random universal, hash function to Zj, and Zy, to obtain the
(shared) secret key, respectively.

[0015] Currently, the above MDI-QKD protocol is implemented with bulk optical
components. One drawback of bulk optical systems is that they usually use manual assembly
of many parts (e.g., mirrors, phase modulators, lenses, etc.). It can also be challenging to
make bulk optical systems mechanically stable to guard against component misalignment due

to vibration and temperature variations.
SUMMARY

[0016] Embodiments of the present invention include apparatus, systems, and methods for
quantum key distribution. In one example, an apparatus for distributing a quantum key
includes an input waveguide, a first ring resonator, a second ring resonator, and an output
waveguide. The first ring resonator is evanescently coupled to the input waveguide to
receive a first pulse of light via the input waveguide. The second ring resonator is
evanescently coupled to the input waveguide to receive a second pulse of light via the input
waveguide. The output waveguide is evanescently coupled to the first ring resonator and the
second ring resonator to receive the first pulse of light from the first ring resonator and the
second pulse of light from the second ring resonator. The apparatus also includes at least one
modulator, operably coupled to at least one of the first ring resonator, the second ring
resonator, and the output waveguide, to delay at least one of the first pulse of light or the
second pulse of light so as to generate a photonic qubit in an X-basis or a Z-basis

[0017] In another example, a method of distributing a quantum key is disclosed. The
method uses a transmitter including an input waveguide, a first ring resonator evanescently
coupled to the input waveguide, a second ring resonator evanescently coupled to the input
waveguide, and an output waveguide evanescently coupled to the first ring resonator and the
second ring resonator. The method includes selecting one of an X-basis and a Z-basis for
distributing the quantum key. In response to selection of the Z-basis, at least one of the
following two steps is performed: delaying a first pulse of light propagating in the first ring
resonator to create the quantum key in a |0) state in the Z-basis; or delaying the first pulse of
light propagating in the first ring resonator to create the quantum key in a |1) state in the Z-
basis. In response to selection of the X-basis, at least one of the following two steps is

performed: delaying the first pulse of light propagating in the first ring resonator with respect
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to a second pulse of light propagating in the second ring resonator to constructively interfere
the first pulse of light with the second pulse of light so as to create the quantum key in an |+)
state in the Z-basis, or delaying the first pulse of light propagating in the first ring resonator
with respect to the second pulse of light propagating in the second ring resonator to
destructively interfere the first pulse of light with the second pulse of light so as to create the
quantum key in an |-) state in the Z-basis.

[0018] In yet another example, an apparatus for measurement-device-independent quantum
key distribution includes an input waveguide to guide an input pulse of light and an output
waveguide to deliver quantum keys. The output waveguide includes a receiving section,
evanescently coupled to the input waveguide, to receive the input pulse of light, a
propagation section to guide the input pulse of light received by the input section, and a loop
section having at least one segment evanescently coupled to the propagation section so as to
couple at least a portion of the input pulse of light back to the propagation section. The
apparatus also includes a first ring resonator evanescently coupled to the propagation section
of the output waveguide and

a first modulator, operably coupled to the first ring resonator, to delay a first pulse of light
propagating in the first ring resonator. The apparatus further includes a second ring resonator
evanescently coupled to the propagation section of the output waveguide and a second
modulator operably coupled to the second ring resonator and having a first modulation mode
and a second modulation mode. In the first modulation mode, the second modulator delays a
second pulse of light propagating in the second ring resonator so as to cause the first pulse of
light to constructively interfere with the second pulse of light. In the second modulation
mode, the second modulator delays the second pulse of light so as to cause the first pulse of
light to destructively interfere with the second pulse of light.

[0019] It should be appreciated that all combinations of the foregoing concepts and
additional concepts discussed in greater detail below (provided such concepts are not
mutually inconsistent) are contemplated as being part of the inventive subject matter
disclosed herein. In particular, all combinations of claimed subject matter appearing at the
end of this disclosure are contemplated as being part of the inventive subject matter disclosed
herein. It should also be appreciated that terminology explicitly employed herein that also
may appear in any disclosure incorporated by reference should be accorded a meaning most

consistent with the particular concepts disclosed herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0020] The skilled artisan will understand that the drawings primarily are for illustrative
purposes and are not intended to limit the scope of the inventive subject matter described
herein. The drawings are not necessarily to scale; in some instances, various aspects of the
inventive subject matter disclosed herein may be shown exaggerated or enlarged in the
drawings to facilitate an understanding of different features. In the drawings, like reference
characters generally refer to like features (e.g., functionally similar and/or structurally similar
elements).

[0021] FIG. 1A shows a schematic of a photonic integrated transmitter including ring
resonators for quantum key distribution.

[0022] FIG. 1B illustrates the generation of qubits using the transmitter shown in FIG. 1A.
[0023] FIG. 2 shows a schematic of a photonic integrated receiver that can be used with the
transmitter shown in FIG. 1A.

[0024] FIG. 3 shows a schematic of a photonic integrated transmitter including ring
resonators and a phase shifter to generate qubits for quantum key distribution.

[0025] FIG. 4 shows a schematic of a completed layout of the transmitter shown in FIG. 1A
and FIG. 3.

[0026] FIG. 5 shows a schematic of a hair-clip double-pass configuration of ring resonators
that can be used for quantum key distribution.

[0027] FIG. 6 shows a schematic of a QKD transmitter including unbalanced
interferometers.

[0028] FIG. 7 shows a schematic of a QKD transmitter

[0029] FIG. 8 shows a schematic of a completed layout of the transmitter shown in FIG. 7.
[0030] FIG. 9 illustrates a method of generating and distributing quantum keys.

[0031] FIG. 10 shows a transmitter that can be used in continuous variable QKD.

[0032] FIG. 11 shows a receiver that can be used in continuous variable QKD.

[0033] FIGS. 12A and 12B show schematics of homodynes and heterodyne detections
systems, respectively, that can be used in the receiver shown in FIG. 11.

[0034] FIG. 13A shows a schematic of a system for cavity-integrated QKD.

[0035] FIG. 13B shows transmission of a ring cavity that can be used in the system shown
in FIG. 13A.

[0036] FIG. 13C shows photocurrent responses of detectors that can be used in the system
shown in FIG. 13A.
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[0037] FIG. 14 shows a schematic of a cavity-integrated QKD transmitter for wavelength-
division-multiplexing (WDM) operation.
[0038] FIG. 15 shows experimental results of a cavity-integrated QKD system.

DETAILED DESCRIPTION

[0039] Overview

[0040] To address the drawbacks of bulk optical systems in implementing QKD protocols,
systems, apparatus, and methods described herein employ a compact approach using an
integrated photonic chip that is capable of operating at rates higher than a Gigahertz. The
compact MDI-QKD system is based on photonic integrated circuits (PICs). The system
includes three different chips: two identical transmitter chips and one receiver chip. Each of
the two parties (Alice and Bob) who are interested in generating shared secret keys operates a
single transmitter chip. An untrusted party (Charlie) operates the receiver chip that measures
the photonic quantum information signals (quantum bits, or qubits) generated by the two
transmitter chips.

[0041] In the time-bin encoding scheme, the transmitter chips encode photonic qubits by
modulating phase-randomized attenuated laser light within two early or late time-bins. Each
transmitter chip can produce a single-photon pulse either in one of the two time-bins or as a
superposition of the two time-bins with or without any phase difference. The pulse
modulation is achieved using ring resonators, and the phase difference between the two time-
bins is obtained using thermo-optic phase shifters and/or time delay elements.

[0042] In the polarization encoding scheme, the transmitter chips encode information in the
polarization of the phase-randomized attenuated laser light. The chips generate light pulses
polarized horizontally, vertically, along +45°, or along -45°. Similar to the time-bin encoding
scheme, pulse modulation is provided by ring resonators. Polarization control is obtained by
using on-chip polarizing beam splitters or by using polarization rotators based on Berry’s
phase.

[0043] The transmitter chips described herein can generate arbitrary single photonic qubit
state. Therefore, these transmitter chips can also be used in other quantum cryptography
protocols that involve preparing and sending photonic qubit states, e.g. the BB84 protocol,
the coherent-one-way protocol, etc.

[0044] When the two photonic qubits arrive at the untrusted party, the receiver chip

measures the two qubits in the maximally entangled Bell basis. For the time-bin encoding,
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The Bell basis measurement is performed by mixing the two qubits using a 50:50 beam
splitter and then detecting the output signals using two single photon detectors. For
polarization encoding, the Bell measurement is achieved by mixing the two qubits using a
50:50 beam splitter followed by a polarizing beam splitter in each of the output ports and then
detecting the output signals using four single photon detectors. Suitable on-chip single
photon detectors include superconducting nanowire single-photon detectors.

[0045] The use of PIC in QKD systems offers several important advantages over the
traditional bulk optic implementations. First, chip-level integration of all optical components
allows miniaturization and economical production of QKD systems. Second, chip-level
integration can also augment traditional CMOS microprocessors and other microchips with
unconditionally secure communication capabilities.

[0046] Transmitters with Ring Resonators for Quantum Key Distribution

[0047] FIG. 1A shows a schematic of a transmitter 100 including ring resonators to
modulate pulses of light for quantum key distribution. The apparatus 100 includes two ring
resonators: a first ring resonator 120a and a second ring resonator 120b (collectively referred
to as ring resonators 120). The first ring resonator 120a is evanescently coupled to a first
input waveguide 110a. A first detector 130a is coupled to the end of the first input
waveguide 110a to monitor the intensity of the input light propagating in the first input
waveguide 110a. Similarly, the second ring resonator 110b is evanescently coupled to a
second input waveguide 110b, which is further coupled to a second detector 130b at the end.
A common output waveguide 140 is evanescently coupled to the two ring resonators 120 to
guide light coupled out from the ring resonators 120. The output light then can be used for
possible quantum keys.

[0048] Each ring resonator 120a/b also includes a corresponding modulator 125a/b, which
can perform several functions. In one example, the modulators 125a and 125b (collectively
referred to as modulators 125) can apply a time delay to light pulses propagating in the ring
resonators 120. To this end, the modulators 125 can change the optical path length of the
ring resonators 120 by changing the refractive index of the ring resonators 120 via the
thermal-optical effect, electro-optical effect, or any other method known in the art. In
another example, the modulators 125 can control the timing of light pulses that are delivered
by the ring resonators 120. To this end, the ring resonators 120 can trap light (i.e., without
transmitting the light to the output waveguide 140) without modulation. Upon modulation,

the ring resonators 120 can change their resonance conditions and transmit light to the output
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waveguide 140. In this case, by controlling the timing of the modulation, the timing of the
outputs from the ring resonators 120 can also be adjusted.

[0049] FIG. 1B illustrates the operation of the apparatus 100 to generate qubits for quantum
key distributions. The apparatus 100 can generate four types of qubits: |0> and |1> states in
Z-basis and |[+> and |—> states in X-basis. As shown in FIG. 1B, photonic qubit states in
time-bin encoding “e” and “/” correspond to early and late time bins, respectively. Solid
lines correspond to a single photon pulse in the time bin. Dashed lines correspond to a single
photon superposition between the two time bins. The phase difference between pulses in the
two time bins is indicated by Ag.

[0050] To prepare states in the Z-basis, a pulse can be modulated in the early time bin or in
the late time bin (states |0> or | 1>, respectively) using one of the ring resonators 120. In
other words, within a specified time slot divided into two bins (i.e., an early bin and a late
bin), modulating the ring resonator 120a or 120b to couple out one photon to the output
waveguide 140 during the early bin (e.g., within the first half of the time slot) yields a qubit
in the |0> state. On the other hand, modulating the ring resonator 120a or 120b to couple out
one photon to the output waveguide 140 during the late bin yields a qubit in |1> state.

[0051] To prepare states in the X-basis, both ring resonators 120a and 120b can be used.

To prepare the |+> state, a pulse can be created in the early time bin using one resonator 120a
or 120b and another pulse in the late time bin using the same resonator 120a or 120b. The
difference between the two time bins can be integer multiples of the light oscillation period in
the selected ring resonator 120a or 120b. To prepare the |— state, a pulse can be created in
the early time-bin using one resonator (e.g., 120a) and another pulse in the late time-bin using
the other resonator (e.g., 120b) such that the two pulses from the two ring resonators 120a/b
destructively interfere with each other.

[0052] Alternatively, |[+> and |— qubits in the X-basis can be created using two ring
resonators 120. To create a qubit in |+> state, the two pulses from the two ring resonators
120 can constructively interfere with each other. To create a qubit in |—> state, the two pulses
from the two ring resonators 120 can destructively interfere with each other.

[0053] To facilitate the operation of the apparatus 100, a calibration step can be performed
before qubit generation for quantum key distribution. The calibration can be carried out by
tuning the laser wavelength such that the outputs from the ring resonators 120a and 120b
destructively interfere with each other. One user, e.g. Alice, can then broadcast the

wavelength she uses to Bob.
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[0054] The apparatus 100 shown in FIG. 1A uses two ring resonators 120 for illustrative
purposes. In practice, the apparatus 100 can include more than two ring resonators so as to
further increase the flexibility of quantum key distribution. For example, the apparatus 100
can include four ring resonators for each transmitter used by Alice and Bob. Each time Alice
and Bob create a qubit, they can choose to use two of the ring resonators. Alice or Bob can
then broadcast which two ring resonators are to be used. This can ensure that both Alice and
Bob maintain indistinguishability between Alice’s signals and Bob’s signals.

[0055] The entire apparatus 100 can be fabricated in a single chip so as to decrease the size
and improve the miniaturization and compactness. Various thin-film based platforms can be
employed to fabricate the apparatus 100. In one example, the apparatus 100 can be fabricated
on a silicon-on-insulation (SOI) platform. In another example, the apparatus 100 can be
fabricated on a lithium niobate platform (also referred to as lithium niobate-on-insulator
platform). In yet another example, the apparatus 100 can be fabricated on an aluminum
nitride (AIN) platform. In yet another example, the apparatus 100 can be fabricated on a
silicon nitride.

[0056] The input waveguides 110a and 110b in the apparatus 100 receive input light to
generate potential quantum keys. In one example, the two input waveguides 110a and 110b
can be coupled to a common light source that delivers the input light. In another example,
the two input waveguides 110a and 110b can receive input light from separate light sources.
[0057] In operation, the input waveguides 110a and 110b can receive single photon pulses
(i.e., each pulse includes a single photon) and transmit the pulses to the ring resonators 120a
and 120b. Various types of light sources can be used to deliver the input light. In one
example, the input light can be generated from a phase-randomized attenuated laser input
(e.g., attenuated to single photon intensities). Attenuated coherent light sources can obey
Poisson statistics and may emit single photons by tuning the mean photon number to be one
from a statistical point view. In another example, the input waveguides 110a and 110b can
receive light from single quantum dots in III-V and II-VI semiconductor heterostructures, or
single trapped atoms and ions, which can also be used as single-photon emitters. In yet
another example, the input waveguides 110a and 110b can receive input light from color
centers combined with vacancy centers in diamond, such as N-vacancy centers, Ni-N
complexes, Si-vacancy centers, and Xe-vacancy centers.

[0058] The ring resonators 120 in the apparatus 100 are employed to modulate the phase
and/or amplitude of the input light. The ring resonators 120 can be fabricated using existing

semiconductor fabrication techniques. Various materials may be used to form the ring
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resonators 120 (and the input/output waveguides 110/140), such as silicon, germanium,
silicon oxide, silicon nitride, and chalcogenide glass.

[0059] The diameter of the ring resonators 120 may depend on, for example, the desired
resonance wavelength and/or the desired number of supported longitudinal modes. As
understood in the art, the resonance wavelength 4 of the mth mode in a ring resonator is A =
Drngg/m, where D is the resonator diameter, 1,41s the effective refractive index (RI) of the
mth mode of the ring resonator, and m is an integer. The resonance wavelength of the ring
resonators 120 can be about 1 #m to about 40 um (e.g., 1 gm, 5 gm, 10 gm, 15 gm, 20 pm, 25
um, 30 um, 35 um or 40 um). In one examples, the ring resonators 120 support only one
longitudinal mode (e.g., m<1 for a given D and ). In another example, the ring resonators
120 support multiple longitudinal modes. In yet another example, the resonant wavelength of
the ring resonators 120 can be similar to those used in optical communications (including the
internet), including wavelengths between about 1.4 yum and about 1.7 yum (e.g., 1.4 um, 1.5
um, 1.55 ym, 1.6 um, 1.65 ym, and 1.7 um). In practice, the diameter D of the ring
resonators 120 can be about 5 #m to about 150 um (e.g., 5 gm, 7.5 ym, 10 gm, 15 gm, 20 um,
25 um, 30 um, 40 um, 50 um, 60 um, 70 xm, 80 xm, 90 um, 100 xm, 110 xm, 120 xm, 130
um, 140 ym, or 150 um). The cross section of the ring resonators 120 can have various
shapes, such as round, oval, rectangular, square, or any other shape known in the art. In one
example, the cross section of the ring resonators 120 can have a size that is about 220 nm by
500 nm.

[0060] The two ring resonators 120 can either share a common light source or use separate
light sources. The two ring resonators 120 can be either identical or slightly different. Forr
example, the two ring resonators 120 can have similar quality factors (Q) and their resonance
can be fine-tuned using thermo-optic heaters. The distance between the two resonators 120
can be, for example, greater than 200 nm (e.g., about 200 nm, 500 nm, 1 gm, 2 um, 5 um, 10
um, 20 um, 30 um, 40 um, 50 um, or greater) so as to reduce interference of evanescent
modes.

[0061] The ring resonators 120 may also be replaced or supplemented by other photonic
elements that can also perform phase and/or amplitude modulation to light pulses. In one
example, the apparatus 100 can include Mach-Zehnder Interferometers (MZIs) with a
modulation element to modulate input light. The modulation element can be a doped
semiconductor depletion junction or an injection junction. The modulation element may be
also based on thermal-optical effects or X* nonlinear effects. In another example, the

apparatus 100 can include photonic crystal cavities, which can include a doped

11



WO 2016/191679 PCT/US2016/034639

semiconductor depletion junction, an injection junction, a thermal-optical modulation
element, an electro-optical modulation element, or their combinations to modulate input light.
In yet another example, the apparatus 100 can include a Fano-resonance based device with a
doped semiconductor depletion junction, an injection junction, a thermal-optical modulation
element, an electro-optical modulation element, or combinations thereof to modulate input
light.

[0062] The modulators 125 used for the ring resonators 120 can be based on various
mechanisms, depending on, for example, the desired form factor, dynamic range of
modulation, power consumption, or any other operation parameter. In one example, the
modulators 125 can include a piezo-electric element or other suitable element configured to
apply a mechanical force to the ring resonator 120 so as to modulate the refractive index of
the ring resonator 120. The mechanical force can be applied via, for example, compression,
bending, stretching, shearing, or any other means known in the art.

[0063] In another example, the modulators 125 can be configured to apply an electric field
to the ring resonator 120 so as to modulate the refractive index of the ring resonator 120. For
example, the modulator 125 may apply the electric field via two electrodes, with one
electrode attached to the top of the ring resonator 120 and the other electrode attached to the
bottom of any substrate supporting the ring resonators 120. Alternatively or additionally, the
electrodes can be attached to a perimeter of the ring resonator 120.

[0064] In yet another example, the modulators 125 can be configured to vary a temperature
of the ring resonator 120. For example, the modulators 125 can include a semiconductor
heater fabricated in thermal communication with (e.g., beside) the ring resonator 120. In
another example, the modulators 125 can include a semiconductor heater fabricated beneath
the ring resonators 120 or within the ring resonators 120 (e.g., see FIG. 1A). In yet another
example, the modulators 125 can include an external heater such as an oven that substantially
encloses the entire apparatus 100 so as to uniformly change the temperature of the ring
resonators 120.

[0065] In yet another example, the modulators 125 are configured to apply an acoustic field
to the ring resonators 120 so as to modulate the refractive index of the ring resonators 120. In
other examples, the modulators 125 can be configured to apply a magnetic field to the ring
resonators 120 so as to modulate the refractive index of the ring resonators 120.

[0066] If the ring resonators 120 comprises chalcogenide glass, the modulators 125 can
apply an optical field on the ring resonators 120 so as to modulate the refractive index of the

ring resonators 120. As understood in the art, chalcogenide glasses can exhibit several photo-
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induced effects, including photo-crystallization, photo-polymerization, photo-decomposition,
photo-contraction, photo-vaporization, photo-dissolution of metals, and light-induced
changes in local atomic configuration. These changes are generally accompanied by changes
in the optical band gap and therefore optical constants. In addition, chalcogenide glasses also
have strong third-order nonlinear effects. Therefore, a modulator comprising chalcogenide
glass can adjust the optical properties of the ring resonators 120 by applying a modulating
optical field (separate from the light circulating in the ring resonators 120) to the ring
resonators 120.

[0067] The detectors 130 coupled to the input waveguides 110 are employed to monitor the
intensity of the input light so as to determine, for example, whether the input light comprises
single photons or whether sufficient light is coupled into the ring resonators 120. Generally,
it can be desirable for the detectors 130 to respond to single photons. In one example, the
detectors 130 include detectors using heterojunctions based on dopants. In another example,
the detectors 130 include metal-semiconductor-metal photoconductors. In yet another
example, the detectors 130 include superconducting nanowire single photon detectors
(SNSPDs). In yet another example, the detectors 130 include transition edge sensors.

[0068] In operation, the detectors 130 can be used for monitoring signals, for example,
when the system is operating in continuous mode (e.g., for days or months) to ensure that
correct modulation is used. In addition, an addition detector can be placed right before the
output for monitoring light that enters Alice’s apparatus (i.e., the light going the wrong way).
This detector can be useful to prevent Trojan horse attack, where an eavesdropper tries to
send a bright light into Alice’s apparatus in order to look for its reflections.

[0069] In practice, the apparatus 100 shown in FIG. 1A is used as a transmitter in quantum
key distribution. Each of the two communicating parties Alice and Bob can have a
transmitter like on the apparatus 100. The two transmitters can also be identical to each
other. In MDI-QKD, Alice and Bob can send the output of their transmitters to a third party
(Charlie), who uses a receiver chip for measurements. Alice and Bob then can generate
quantum keys based on the measurements announced by Charlie (see, e.g., the background
section).

[0070] Receivers for Quantum Key Distribution

[0071] FIG. 2 shows a schematic of a receiver 200 that can be used by Charlie to detect and
measure signals provided by Alice and Bob. The receiver 200 includes two input waveguides
210a and 210b to receive qubits sent by Alice and Bob, respectively. A 50-50 coupler 220

combines the two signals received by the two input waveguides 210a and 210b. Two
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detectors 230a and 230b are coupled to the two output ports of the coupler 220 to make Bell
measurements. In operation, the receiver 200 can measure the state |~> of the four possible
Bell states (see, e.g., Table 1). Therefore, no key is generated from the other three Bell states.
Referring back to Table 1, Bob can flip his bits for all successful detections. Charlie can

declare a successful detection of

w~>state when one detector clicks in the early time-bin and
the other clicks in the late time-bin. Similar to the apparatus 100 shown in FIG. 1A, the
receiver 200 can also be fabricated in chip-scale (e.g., on or in a semiconductor substrate) for
miniaturization and compactness.

[0072] Phase-Shifting Transmitters for Quantum Key Distribution

[0073] FIG. 3 shows a schematic of an apparatus 300 including a phase shifter for quantum
key distribution. The apparatus 300 includes two ring resonators 320a and 320b, each of
which is evanescently coupled to a respective input waveguide 310a/b on one side and to a
common output waveguide 340 on another side. Two detectors 330a and 330b are coupled to
the end of the two input waveguides 310a and 310b, respectively, to monitor the intensity
light propagating in the input waveguides 310a and 310b. A phase shifter 340 is coupled to
the output waveguide 340 at a location between the two ring resonators 320a and 320b. As
shown in FIG. 3, output light from the ring resonator 320b can undergo a phase shift applied
by the phase shifter 340 before reaching the output of the apparatus 300, while the output
light from the ring resonator 320a can bypass the phase shifter 340. In this case, the phase
shifter 340 can adjust the relative phase between the two outputs from the two ring resonators
320 so as to adjust the states of the qubits delivered by the apparatus 300.

[0074] In one example, the phase shifter 340 imposes a n-phase shift on light that
propagates through the phase shifter 340 such that the outputs from the two ring resonators
320a and 320b destructively interfere with each other. In practice, the two parties Alice and
Bob can agree on the wavelengths of their lasers so as to maintain indistinguishability
between their signals.

[0075] FIG. 4 shows a completed layout of a transmitter 400 that can be used for quantum
key distribution. The transmitter 400 includes an input waveguide 410 and an output
waveguide 430 including a first portion 430a and a second portion 430b. The first portion
430a of the output waveguide 430 is substantially parallel to the input waveguide 410. Two
groups of ring resonators 412 and 414 are disposed between the first portion 430a of the
output waveguide 430 and the input waveguide 410 for isolation to generate qubits for
quantum keys in a manner substantially similar to the one described with reference to FIG.1A

and FIG. 3. A phase shifter 440 is coupled to the first portion 430a of the output waveguide
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430 to impose a phase shift (e.g., a @ phase shift) to the output light from one group of ring
resonators (i.e. ring resonators 412) but not the other.

[0076] In the transmitter 400 shown in FIG. 4, two ring resonators (instead of a single one
as shown in FIG. 3) are used for each group 412 and 414 to increase extinction ratio when
generating qubits. In general, two ring resonators placed in series can behave like two
commercial electro-optic modulators in series and therefore can improve the extinction ratio
should be higher. In another example, each group of ring resonators 412 and 414 can also
include more than two ring resonators.

[0077] The apparatus shown in FIGS. 1A, 1B, 3, and 4 include individual ring resonators
(e.g., 120a, 120b, 320a, or 320b) to modulate light pulses. To improve the isolation, multiple
ring-resonators may be implemented at the locations where single ring-resonators are used.
Furthermore, an additional hair-clip loop structure may also be added to further improve the
isolation.

[0078] Hair-Clip Loop Structures for Improved Isolation

[0079] FIG. 5 shows a hair-clip loop structure 500 that can be used to improve isolation of
ring resonators in a transmitter for quantum key distribution. The structure 500 includes an
input waveguide 510 to receive input light. The structure 500 also includes an output
waveguide that has several sections: a receiving section 522, a propagation section 524, a
loop section 526, and an output section 528. The receiving section 522 is substantially
parallel to the input waveguide 510 so as to direct light from the input waveguide 510 to the
output waveguide 520 via evanescent coupling. The propagation section 524 guides the light
received by the receiving section 522 and can be further away from the input waveguide 510
so as to decrease interference of light from the input waveguide 510. Two ring resonators
530 and 540 are evanescently coupled to the propagation section 524 of the output waveguide
520 for generating qubits. The loop section 526 bends back toward the propagation section
524 and includes at least one portion that is evanescently coupled to the propagation section
524. In this manner, at least a portion of the input light can be coupled back to the
propagation section 524 after propagating through or bypassing the two ring resonators 530
and 540. The light coupled back to the propagation section 524 propagates in the opposite
direction with respect to the input light received by the receiving section 522 and exit the
structure 500 via the output section 528. 3

[0080] QKD Transmitters Including Unbalanced Interferometers

[0081] As introduced above, the ring resonators in the apparatus shown in FIG. 1A and

FIG. 3 are employed to modulate the phase and amplitude of photos to generate qubits of a
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desired state. The phase and/or phase modulation can also be achieved by other photonic
elements, such as an interferometer.

[0082] FIG. 6 shows a schematic of a transmitter 600 including both ring resonators and
unbalanced interferometers to generate qubits as quantum keys. The transmitter 600 includes
an input waveguide 610 to receive input light (e.g., single photon pulses, phase-randomized
laser pulse, etc.). A decoy state modulator 620 (e.g., a ring resonator) is coupled to the input
waveguide 610 to generate decoy state, if needed. Because typically the decoy states have
lower intensities than the signal state, Alice and Bob can attenuate the laser pulse when
preparing decoy states. A time-dependent intensity modulator 630 is also coupled to the
input waveguide 610 to modulate the input light and can generate states in Z-basis (/0> and
|1>). The |0> and |1> states in this encoding correspond to single-photon signals in the early
and late time-bins, respectively.

[0083] The attenuation of laser pulse described herein is with respect to average photon
number. Because the photon number distribution in a laser usually is Poissonian, even when
the light is attenuated to an average photon number of 1, there can still be a non-zero
probability of emitting photons other than single photons (e.g., zero photo, two photons, three
photons, etc.). Therefore, even a single photon pulse can be further attenuated to have an
average photon number less than one (e.g., 0.5, 0.3, or less). The number of photons emitted
at any single time can be discrete (i.e., an integer), but the probability of emitting more than
one photon is lower so that the average photon number output is less than 1.

[0084] The amount of attenuation for decoy states can depend on the experimental
parameters or can be chosen arbitrarily. One decoy state (one attenuation setting) can be used
for short distance communications. Typically two decoy states (two attenuation settings) are
used. Usually in this two-decoy-state protocol, the first decoy state can have 'z or V4 the
intensity of the signal state and the second decoy state can be vacuum (i.e., no light is being
sent at all). In some examples, the sum of the intensity of the two decoy states can be less
than the intensity of the signal state.

[0085] The modulator 630 output can be directed to three different channels: a top channel
640a, a bottom channel 640b, and a middle channel (also referred to as pass-through channel)
670 that is also the output waveguide 670. The top channel 640a includes a basis switch 642a
(e.g., a ring resonator as shown in FIG. 6) to couple the input light into the top channel 640a.
The received light then propagates into an unbalanced interferometer 644a including two
arms that have different optical path lengths. One arm has a tunable time delay 646a and the

other arm has a phase encoder 647a. The output of the interferometer 644a is evanescently
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coupled back to the output waveguide 670, while a detector 648a is used to monitor the
intensity of the output.

[0086] The bottom channel 640b has a similar structure, including a basis switch 642b to
couple light into the bottom channel 640b and an unbalanced interferometer 644b to
modulate the received light. The interferometer 644b also includes a tunable time delay 646b
on one arm and a phase encoder on the other arm. The output of the interferometer 644b is
coupled to the output waveguide 670 and a detector 648b monitors the intensity of the output.
[0087] The middle channel 670 is also the output waveguide 670. The outputs from any of
the three channels 640a, 640b, and 670 enters an MZI 650, which is configured to be an
attenuator. A detector 660 is placed on one port of the MZI for monitoring the power output.
Alice and Bob can attenuate their signals to single-photon intensity based on the signals
acquired by the detector 660. Their outputs are then sent towards Charlie who operates the
receiver chip (e.g. shown in FIG. 2).

[0088] The basis switches 642a and 642b allow Alice and Bob to choose between sending a
quantum signal in the Z-basis or the X-basis. If Alice or Bob decides to send a signal in the
Z-basis, the input light is directed to the middle channel 670. If Alice or Bob wants to send a
signal in the X- basis, the input light is directed to either to the bottom channel 640b or to the
top channel 640a. Encoding in the X-basis uses the unbalanced interferometers 644a and
644b, where one arm is longer than the other. The tunable delays 646a and 646b can have a
length ¢7%;,, where c is the speed of light in the waveguide and 7}, is the size of the time bin.
The size of the time bin can be larger than the jitter time of photon detectors (648a and 648b).
[0089] The phase encoders 647a and 647b can be set to provide any arbitrary phase shift
between O and %. In principle, any phase difference between the superposition states can be
generated using either the top interferometer 644a or the bottom interferometer 644b. For
example, the top phase encoder 647a can provide no phase shift (4@ = 0) and the bottom
phase encoder 647b can provide a n-phase shift (42 = x).

[0090] At this point, if Alice or Bob has prepared a signal placed in the early time-bin (the
state |0>) and the signal is directed towards the top interferometer 644a, the signal turns into a
superposition between the early and late time-bins (the state |+> = (|0> + [1>)/¥/2. On the other
hand, if the |0> signal is directed towards the bottom interferometer 644b, it is converted into
the state |-> = (|0> - |1>)/v/2. With a detector 648a/b after each interferometer 644a/b, Alice

and Bob could monitor the power of the interferometer outputs. Regardless of what state the
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signal was encoded in, the interferometer outputs are coupled back towards the main (middle)
waveguide path 670.

[0091] The components in the transmitter 600 are for illustrative purposes only. In
practice, other components can also be used to achieve similar functions. For example, the
decoy state modulator 620 and the modulator 630 can include intensity modulation devices or
a phase modulator embedded in an interferometric device. Each basis switch 642a and 642b
can include a mode-coupling device along with a phase modulator. The time delays 646a and
646b can be implemented with a wound waveguide structure, a phase modulation scheme, or
cavities with high quality factors or waveguide-based delays.

[0092] FIG. 7 shows a schematic of another transmitter 700 including ring resonators and
interferometers to generate qubits. The transmitter 700 includes an input waveguide 710 to
receive input light (e.g., single photon pulses). A decoy state modulator 720 is coupled to the
input waveguide 710 to produce decoy states upon demand. A coupler 715 is also coupled to
the input waveguide 710 to direct the input light to two different channels: a Z-basis channel
730a to generate qubits in Z-basis and an X-basis channel 730b to generate qubits in X-basis.
[0093] The Z-basis channel 730a includes a coupler 732a (e.g., a directional coupler) to
direct the received light into two beam paths. The top path includes a first ring resonator
734al and a tunable time delay 736al. The bottom path includes a second ring resonator
734a2 but without a time delay. Creating a pulse in the first ring resonator 734al can
generate the state | 1> due to the time delay 376al and creating a pulse in the second ring
resonator 734a2 can generate the state |0>. The generated qubits from one or both ring
resonators 734al and 734a2 are sent to another coupler 738 with one output port coupled to a
detector 739a to monitor the output power and the other output port coupled to an output
coupler 740. The output coupler 740 also has two output ports, with one port coupled to a
detector 745 to monitor output power and the other output port coupled to (or function as) an
output waveguide 750 to deliver the qubits as potential quantum keys.

[0094] The X-basis channel 730b also includes a coupler 732b to direct the received light
into two beam paths. The top path includes a first ring resonator 734b1 and an unbalanced
interferometer 735b1. One arm of the interferometer 735b1 includes a time delay 736b1 and
the other arm includes a phase encoder (not labeled). Similarly, the bottom path includes a
second ring resonator 734b2 and an unbalanced interferometer 735b2. The interferometer
735b2 includes a time delay 736b2 on one arm and a phase encoder (not labeled) on the other

arm. Light pulses after either arm propagate into a coupler 738b with two output ports: one
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port is coupled to a detector 739b to monitor output power and the other port delivers the
generated qubits to the output coupler 740.

[0095] In operation, the phase encoders in each unbalanced interferometer 735b1 and
735b2 can provide the phase difference for a superposition state between the early and late
time-bins. For example, the top and the bottom phase encoders in the interferometers 735b1
and 735b2 can provide O and & phase differences, respectively. Then, to generate the |[+>
state, a pulse can be created in the early time-bin using the ring resonator 734b1 and
propagate through the interferometer 735b1 for temporal superposition. To generate the |—
state, a pulse is created using the ring resonator 734b2 and propagates through the
interferometer 735b2 for temporal superposition.

[0096] The intensity of the light after state preparation can be checked using the Z-basis
and the X-basis monitors 739a and 739b, respectively. The output signal monitor can also be
used to ensure that the intensity of light prepared in the two different bases is
indistinguishable.

[0097] FIG. 8 shows an example layout of a completed transmitter using the approach
shown in FIG. 7. The layout can be used to achieved, for example, a desired form factor for
the resulting device. The transmitter 800 includes an input waveguide 810 to receive input
light, which then propagates into a group of ring resonators 820 for isolation. A coupler 815
is coupled to the input waveguide 810 to direct the input light to two different channels: the
X-basis channel 820a and the Z-basis channel 820b. The X-basis channel further includes a
coupler 825 to direct the input light into two different paths 840 and 850, each of which
includes an interferometer, which can be substantially similar to the interferometers 735b1
and 735b2 shown in FIG. 7. One path (840 or 850) can generate qubits in state |—> while the
other path (850 or 840) can generate qubits in state |[+>. The Z-basis channel 820b can be
substantially similar to the Z-basis channel 730a shown in FIG. 7 and includes two arms of
different optical path lengths. A time delay 835 is disposed in one of the arm to achieve the
unbalanced optical path lengths. The output of the two channels 820a and 820b are
transmitted to an output coupler 860, which delivers the generated qubits for potential
quantum keys and also delivers a portion of the output for power monitoring.

[0098] Methods of Generating Qubits for Quantum Key Distribution

[0099] FIG. 9 illustrates a method of generating qubits that can be used as quantum keys.
The method 900 starts from basis selection at step 910, in which either the X-basis or the Z-
basis is selected. The selection can be random so as to increase the security of the subsequent

quantum key distribution.
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[0100] In response to the selection of the X-basis at step 912, the method 900 proceeds to
step 920, in which a time-bin selection is made so as to encode one bit of information (e.g., 0
or 1) into the photon and generate a qubit. A |0> state is created if the early time-bin is used,
as shown in step 922. A |1> state is created if the late time-bin is used, as shown in step 924.
[0101] In response to the selection of the Z-basis at step 914, the method 900 proceeds to
step 930, in which output light pulses from two modulators (e.g., two ring resonators shown
in FIG. 1A and FIG. 3, or two arms of an interferometer shown in FIGS. 6-7) are tuned to
interfere with each other. The type of interference can encode one bit of information into the
photon and generate a qubit. Constructive interference generates a photon in state [+> while
destructive interference generates a photon in state |->.

[0102] QKD Transmitters Using Polarization Encoding

[0103] The apparatus and methods described above usually employ a time-bin encoding
technique to encode information into photons. Alternatively, polarization encoding can also
be used in the apparatus and methods described herein.

[0104] At least two methods of achieving polarization control in a PIC can be used herein.
One is using a polarizing beam splitter and another is to use Berry’s phase modulators. More
information regarding these two techniques can be found in Su ef al., Optics Letters, 39 No. 4
(2014) and Xu et al., Nature Comm., 5 5337 (2014), both of which are hereby incorporated
by reference in their entireties.

[0105] In a polarization encoding approach, the output of an attenuated phase-randomized
laser source is modulated into pulses by ring modulators. In one example, the polarization of
these light pulses can be rotated using Berry’s phase modulators. To prepare states in the Z-
basis, Alice or Bob can rotate the polarization such that the photon either has a horizontal
(|H> = |0>) or a vertical (|}’> = |1>) polarization. For the states in the X-basis, Alice or Bob
can rotate the polarization such that the resulting polarization is oriented along the +45° angle
(|+>) or along the -45° angle (|[H> = |—>)).

[0106] In another example, when an on-chip polarizing beam splitter (PBS) is used, an
unpolarized light pulse can be incident on a PBS. To prepare states in the Z-basis, Alice or
Bob can use the photons out of the horizontal output port as the |H> qubit and the photons out
of the vertical output port as the |}”> qubit. For states in the X-basis, Alice or Bob can mix
the two outputs of the PBS in a balanced MZI such that a photon at one output is a
superposition state |[+> = (|(H> + | >)/\2 with no phase difference and the other output is a

superposition state |—> = (|[H> + |’>)/N2 with z-phase difference.
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[0107] The receiver chip can include a 50-50 coupler followed by two PBSs. One input
port of each PBS is in vacuum, and a single photon detector is placed on each output port of
the PBS. This chip can measure the states | and |y of the four possible Bell states.
[0108] Transmitters for Continuous Variable Quantum Key Distribution

[0109] As introduced above, QKD can be implemented via various protocols, including
measurement-device-independent (MDI) QKD and continuous variable (CV) QKD.
Apparatus and methods described above can be applied in MDI QKD. This section describes
photonic integrated circuits (PICs) that can be used for CV QKD.

[0110] The CV-QKD protocol allows two parties — Alice (the sender) and Bob (the
receiver) — to generate shared secret keys. CV QKD usually involves two parties (Alice and
Bob), instead of three parties (Alice, Bob, and Charlie) as in MDI QKD. Alice starts the
protocol by preparing a train of coherent state pulses that are randomly modulated either in
the x or p quadrature with a centered bivariate Gaussian modulation of variance V4V,, where
Ny 1s the shot noise variance. These coherent-state pulses are then sent via the quantum
channel to Bob, along with a strong local oscillator (LO). The LO can be sent using several
multiplexing schemes, e.g., time-multiplexing or encoding using different polarizations. In
the homodyne detection scheme, once Bob receives the signals from Alice, he randomly
measures the x or p quadrature by mixing the signal and the LO in a pulsed, shot-noise
limited homodyne detector. In the heterodyne detection scheme, Bob performs a pulsed, shot-
noise limited heterodyne measurement once he receives the signals; no random choice of
which quadrature to be measured is present here. From this protocol, Alice and Bob will
share a set of correlated Gaussian data, from which they apply error correction and privacy
amplification to establish identical secret keys.

[0111] The rate of secret key generation (in bits per second), in the limit of large number of
signals exchanged, is given by:

R 2> r[fI(A;B) - x(B;E)] 2

where 7 is the repetition rate and £ is the reconciliation efficiency which depends on the
efficiency of the error-correction codes. /(A, B) is the mutual information between Alice and
Bob which can be measured as /(4,B)=1/2logy(V+yo! ) (1+y1o). Here, V=1, + 1, where V4
is the variance of Alice’s Gaussian modulation expressed in shot noise units. yi is the total
added noise (in shot noise units), which arises from two different contributions: the channel
and the homodyne detection setup (i.€. Yot = Xiine T Ynom). The added noise to the channel is
Jiine = 1/T — 1 +¢, with T< 1 being the transmittance of the quantum channel and ¢ is the

excess noise due to imperfections in the channel.
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[0112] Noise from the homodyne detection setup can be characterized as ynom = (1+ve1)/n-1,
where v 18 the electronic noise of the detector and # is the efficiency of the detector.
Moreover, y(B;F) is the amount of information lost to Eve, assuming collective attacks. With
the entropy function g(y) = (y + 1) loga(y + 1)- xloga(), the expected amount of information
lost to Eve is y(B;E) = g(i)) + g(42’) - g(A37) - g((A4))). Here, A’ =(A-1)/2, where 4*1, =
Va(A£(A%-4B)"?), and A% 4 = VA(CE(C?-4D)"?), with A=I* (12D 2T+ T4(V+ xiine),
B=""(Vpiinet1)>, C=(VB"*+ T(F*+ ftine)+ Astnom) (T(V+ jtor)), and D=B"*(V+B" > yom)/ (T(V+
Jrot)-

[0113] In CV QKD using a PICs, an attenuated coherent light source is used to excite a PIC
that serves as a transmitter of a secret key. The transmitter, used by Alice, employs a time-
multiplexing scheme based on integrated waveguide delays to combine the signal and local
oscillator on a single integrated waveguide for phase stability during long-distance
transmissions over optical fiber. A PIC for the receiving party (Bob) performs a time-
demultiplexing procedure with an integrated waveguide to delay a portion of the signal and
local oscillator. The demultiplexed signal and local oscillator are then combined on an
actively balanced, phase-sensitive detector such as a heterodyne or homodyne receiver. At
each stage (data encoding, multiplexing, demultiplexing and receiving), small portions of the
optical power can be coupled out for monitoring so as to allow for real-time feedback and
control of the key distribution system.

[0114] FIG. 10 shows a schematic of an apparatus 1000 (as used by Alice) to generate
qubits that can be used as quantum keys. The apparatus 1000 includes a laser source 1010 to
provide laser light for the generation of quantum keys. The laser light can be continuous
wave (CW) or pulses. An on-chip modulator can be used to convert CW laser beams into
pulsed laser beam.

[0115] An attenuator 1012 is optically coupled to the laser source 1010 to modulate the
intensity of the laser light to accommodate other components in the apparatus 1000 (e.g.,
saturation threshold of detectors). A coupler 1020 is connected to the attenuator 1012 to
direct the laser light into two different channels (also referred to as paths): a signal channel
1030 and a local oscillator (LO) channel 1040. In general, the beam power (or intensity) in
the signal channel 1030 is lower compared to the beam power (or intensity) in the LO
channel 1040. For example, the coupler 1020 can have a 90:10 split ration, directing 90% of
the laser power into the LO channel 1040 and 10% of the laser power in to the signal channel

1030.
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[0116] The signal channel 1030 includes a phase modulator 1031 and an amplitude
modulator 1032 to modulate the laser light with a centered Gaussian distribution having
variance V4. The amplitude modulator 1032 can be a time-dependent amplitude modulator.
A time-independent intensity modulator 1033 is disposed after the two modulators 1031 and
1032 to reduce the signal intensity such that the number of photons per time bin is
sufficiently low (e.g., several to hundreds of photons, depending on the channel loss). A
coupler 1034 is connected to the modulator 1033 to couple out a portion (e.g., 10%) of the
signal light so as to allow power monitoring. The remaining signal light is then coupled to a
ring resonator 1035, which can multiplex the signal light with the local oscillator light
(described below). In addition, noise (e.g., white noise, random nose, etc.) may be added to
enhance the secure key rate.

[0117] The LO channel 1040 includes a time delay 1041, which can delay the LO light by a
variable amount through the selection of various delay path lengths. The delay allows for the
coupling of signal light and LO light into a single fiber to preserve the phase evolution of the
two quantities. The LO channel 1040 also includes a phase modulator 1042 and an amplitude
modulator 1043, which can apply random phase and amplitude noise to the LO light so as to
improve protocol security. A coupler 1044 is connected to the output of the modulator 1043
to couple out a small ratio of LO light to monitor the power level, while the majority of the
LO light propagates through and reaches a ring resonator 1045. The ring resonator 1045 can
couple out the LO light and multiplex it with the signal light provided by another ring
resonator 1035 in the signal channel 1030. The multiplexed signal, including the signal light
and the LO signal, is then transmitted to Bob for demultiplexing and key generation.

[0118] FIG. 11 shows a schematic of a receiver 1100 that can be used by Bob to receive the
signals provided by the transmitter 1000 shown in FIG. 10. The receiver 1100 includes a
coupler 1110 to receive the multiplexed signals provided by Alice and direct the received
signals into two channels: an S+L.O channel 1120 and an LO channel 1130. In generally, a
major portion of the total power in the received signals is transmitted into the S+LO channel
1120 (e.g., 70%, 80%, 90% or more), while the LO channel 1130 receives the remaining
(e.g., 30%, 20%, 10%, or less).

[0119] The S+LO channel 1120 includes a delay line 1121 to delay the received signals by
an amount corresponding to the LO delay applied by Alice (e.g., applied by the delay 1041
shown in FIG. 11). A coupler 1122 is disposed in the S+LO channel to couple out a portion
of the delayed signals for power monitoring. The LO channel 1130 includes a phase

modulator 1131 to apply a phase so as to select the measurement quadrature (i.e., x
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quadrature or p quadrature). The output from the two channels 1120 and 1130 are then
mixed on a phase sensitive detector 1140. The phase-sensitive detector 1140 can be a
homodyne detector, which randomly measures between the x and p quadrature, or a
heterodyne detector (with no randomness requirement).

[0120] FIGS. 12A and 12B show schematics of a homodyne detection system 1201 and a
heterodyne detection system 1202, respectively, both of which can be used in the receiver
chip 1100 shown in FIG. 11. The homodyne detection system 1201 includes two receiving
ports 1211a and 1211b to receive the outputs from the S+LO channel and LO channel in the
receiver shown in FIG. 11. A coupler 1221 (e.g., 50:50 directional coupler) then equally
mixes the two signals from the two channels and distributes the mixed signals to two
intensity modulators 1231a and 1231b for path balancing. Two detectors 1241a and 1241b
are coupled to the two modulators 1231a and 1231b, respectively, for homodyne detection.
[0121] The heterodyne detection system 1202 includes two receiving ports 1212a and
1212b to receive the outputs from the S+LO channel and LO channel in the receiver shown in
FIG. 11. A multimode interferometer (MMI) 1222 then receives the signals from the two
receiving ports 1212a and 1212b and distributes the signal and oscillator levels among four
modes evenly and with a 7/2 phase difference. An intensity modulator 1232 and a phase
modulator 1242 are coupled to the MMI 1222 for corrections to this MMI functionality and
achieve optimal measurements. A detector 1252 then carries out the measurement of the
modulated signals.

[0122] As readily appreciated by those of skill in the art, the components in the apparatus
shown in FIGS. 10-12B can be implemented using any of several options to achieve similar
functions.

[0123] The phase and amplitude modulators (e.g., 1012, 1031, 1032, 1033, 1042, 1043
shown in FIG. 10, 1131 shown in FIG. 11, 1231a and 1231b shown in FIG. 12A, and 1232
and 1242 shown in FIG. 12B) can include modulators based on various mechanisms. In one
example, the modulators can use plasma dispersion to achieve modulation. In another
example, the modulators can rely on thermal-optical effect to apply modulation. In yet
another example, the modulators can introduce modulation to the light pulses via free-carrier
absorption through optical pumping. In yet another example, electro-optic effects (e.g., via y*
or other parametric processes) can be used for phase and amplitude modulation. In yet
another example, graphene-based devices can also be used for modulation.

[0124] The couplers (e.g., 1020, 1034, and 1044 shown in FIG. 10, 1110, 1122, and 1132

shown in FIG. 11, and 1221 shown in FIG. 12A) can include evanescent field couplers to
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receive and distribute incident signals into different beam paths. In another example, the
couplers can include MMI couplers. In yet another example, the couplers can include MZIs.
[0125] The tunable delays (e.g., 1041 shown in FIG. 11 and 1121 shown in FIG. 11) can be
achieved by a network of tunable MZIs capable of routing to different waveguide delays. In
addition, a low-loss delay path can be implemented with low-loss adiabatic transitions to
waveguide modes with small sidewall overlap.

[0126] The detectors (e.g., 1241a and 1241b shown in FIG. 12A, 1252 shown in FIG. 12B)
can include various types of detectors. In one example, the detectors include integrated
photodiodes that can be integrated into photonic integrated circuits. In another example, the
detectors can include photoconductors. In yet another example, the detectors can include
single-photon detectors or any other form of detectors known in the art.

[0127] Cavity Integrated Quantum Key Distribution

[0128] This section describes silicon photonics QKD transmitters based on an integrated
ring cavity to increase the secure key rate and also allow for multi-wavelength operation.
Quantum key distribution (QKD) protocols can be used to securely generate and distribute
random keys between two separated parties, even in the presence of eavesdroppers, by
exploiting fundamental features of quantum mechanics. While recent QKD demonstrations
can have secure-key rates at Mbps, a large gap still exists between QKD and today’s classical
telecommunication systems, which operate at rates of 1 Gbps between end users. Bridging
this gap can benefit quantum cryptography systems by encrypting most of today’s sensitive
communications using the one-time pad. QKD systems can also benefit from the use of
degrees of freedom such as wavelength. In a wavelength-division multiplexed (WDM) QKD
system, parallel QKD systems operating at different wavelength channels can generate secret
keys concurrently through a single optical fiber.

[0129] Moreover, practical QKD systems may be susceptible to side-channel attacks that
rely on imperfections in real-life realizations of QKD systems. Security loopholes include
detector time-shift, detector blinding, and Trojan-horse attacks. MDI-QKD architecture as
described above can close detector side-channel loopholes by allowing the eavesdropper Eve
to have complete control of the receiver system, which now performs Bell state
measurements of weak coherent pulses produced by Alice and Bob. The Trojan-horse attack,
where Eve launches a bright Trojan light pulse into Alice’s transmitter module and learns
about the information encoded by Alice’s modulators from the reflected Trojan photons, can

be prevented by the presence of a watchdog detector along with sufficient optical attenuation.
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[0130] FIG. 13 shows a schematic of a QKD system 1300 that uses a cavity-integrated
transmitter. The system 1300 includes a transmitting end 1301 and a receiving end 1302.
The transmitting end 1310 includes an attenuated laser 1310 to provide light beams or pulses
for key generation. The output light from the attenuated laser 1310 is delivered to a
transmitter 1320 to generate qubits that can be sent to a receiving end 1302. Along the beam
path from the transmitting end 1301 to the receiving end 1302, a circulator 1330 is used to
prevent any reflection of laser light from the channel back into the transmitter 1320. A
terminator 1332 is used as a dumper to receive the light coupled out by the circulator 1320.
The beam path also includes a fiber delay 1340 to control the timing.

[0131] The receiving end 1302 includes a coupler 1350 (e.g., a 95:5 directional coupler) to
receive signals transmitted from the transmitting end 1302 and split the received signals into
two channels (also referred to as two paths): a first channel 1360 and a second channel 1370.
The first channel 1360 includes a detector 1362 to measure the received signals. The second
channel 1370 includes another coupler 1374 (e.g., a 50:50 directional coupler) to direct a
portion of the signals into a Faraday mirror 1375 and another portion of the signals into a
detector 1372. The second channel 1370 leads to an unbalanced Michelson interferometer to
interfere two light pulses from two adjacent time bins. At the coupler 1374, each light pulse
is split into two arms (one short and one long). Each light pulse is also then reflected by the
Faraday mirrors 1375.

Because originally two light pulses (designated as 1 and 2) are incident on the coupler 1374
and each light pulse is further split into two portions, four light pulses (designated as 1-early,
1-late, 2-early, 2-late) are delivered out of 1374 and propagate towards the detector 1372.
There can be interference between the reflected light pulse that has gone through the long
arm (1-late) and the reflected light pulse that has gone through the short arm (2-early). This
is the interference detection. In some examples, the detections of 1-early and 2-late can be
discarded because they may not provide information on Eve’s eavesdropping.

[0132] The transmitter 1320 includes a ring cavity 1322 light-confining structures that can
enhance the effects of refractive index change on the transmission response. A grating
coupler 1321 is evanescently coupled to the ring cavity 1322 on one end and coupled to the
attenuated laser 1310 on the other end, so as to transmit light from the laser 1310 to the ring
cavity 1322. The transmitter 1320 also includes a thermo-optic heater 1323 to red-shift the
cavity resonance and a silicon junction 1324 to modulate the input laser light into pulses. A
germanium watchdog detector 1325 is used in the transmitter 1320 to prevent Eve from

sending Trojan photons into the transmitter.
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[0133] In operation, light is coupled into the system 1300 via radially-symmetric, A-spaced
gratings 1321 with an approximately Gaussian mode profile. Light is then guided to and
from the ring cavity 1322 using 500 nm by 220 nm silicon nanowire waveguides clad in 2 yum
of silicon dioxide. The near critically-coupled ring cavity 1322 can have a diameter of 30 um,
a free-spectral range (FSR) of 6 nm, and a quality factor of 6279. The transmission through
the ring 1322 can be high when the laser wavelength is resonant with the ring, specifically
when the ring circumference corresponds to an integer multiple of the guided light
wavelength. The resonant frequency of the ring cavity 1322 can be red-shifted using the
thermo-optic heater 1323, which can increase the cavity optical path length when the cavity is
being heated. Alternatively, blue-shifting the resonant frequency can also be performed.
[0134] The receiving end 1302 performs an asymmetric basis choice between the arrival
time basis and the interference basis. For each basis choice, Bob can use a WSi SNSPD with
85% quantum efficiency.

[0135] FIG. 13B shows the transmission of the ring cavity 1322 at the central wavelength at
1502.72 nm. The solid circles are measured transmission through the ring cavity 1322 and
the dashed line is a Lorentzian fit to the cavity transmission. FIG. 13C shows photocurrent
responses of the detectors. Solid circles are measured detector’s photocurrent response to
input laser power and dashed line is a linear fit to the photodiode response.

[0136] FIG. 14 shows a schematic of a QKD system 1400 for WDM operations. The
system includes an input waveguide 1410 to receive light beams including multiple spectral
components at different wavelengths. A group of ring cavities 1420(1), 1420(2), ..., and
1420(n) are evanescently coupled to the input waveguide 1410. Each ring cavity can have a
distinct resonant wavelength and creates qubits at that wavelength. The generated qubits are
then coupled to an output waveguide 1430 for delivery to the receiving party. The group of
ring cavities 1420 can work in parallel with each other and therefore increase the efficiency
of the resulting system 1400.

[0137] Characterization of Cavity Integrated Quantum Key Distribution Systems
[0138] Modulation depth, which can be defined as the ratio of power between the
modulator’s on-state and its off-state, can be a metric in quantum cryptography systems,
since it relates to the probability of a single photon entering the quantum channel when the
modulator is in its off-state. If this photon is detected by Bob’s apparatus, it can not only
cause an error in Bob’s measurement, but can also render Bob’s detector inactive for the reset
time duration. Modulation in photonic integrated QKD transmitters is typically achieved by

producing a refractive index change in the waveguide, and the amount of refractive index
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change depends strongly on the amount of electro-optic effect that can be provided within the
system. A cavity-based QKD transmitter enhances this electro-optic effect by confining the
light within a cavity, such that any refractive index change on the cavity is amplified by the
number of round trips the light travels around the by the carrier recombination time of the
silicon sample (typically on the order of a nanosecond).

[0139] The systems 1300 shown in FIG. 13 can be employed to implement the coherent
one-way (COW) QKD protocol, where a bit string is encoded in the arrival time of the weak
coherent laser pulses modulated by the ring cavity. Furthermore, channel disturbance, which
is assumed to be due to Eve, is monitored by measuring the visibility of the interference
between two adjacent pulses.

[0140] In COW QKD, Alice can randomly prepare the state |0> = |ay |0>; and |1> = |0
‘a1 to send bits 0 and 1, respectively, where |a>i represents a laser pulse in time bin 7. Alice
further prepares decoy state |d» = |a» | randomly to monitor the phase coherence of two
consecutive laser pulses. Bob, on the other hand, uses an asymmetric beam splitter to
randomly choose one of the two possible measurement bases: arrival-time or interference. In
the arrival-time basis, Bob directly measures the arrival time of the incoming laser pulses and
generates a raw bit string. The quantum bit error rate (QBER), denoted by Q can be measured
without any uncertainty by directly counting the number of bits flipped between Alice’s and
Bob’s raw bit string. In the interference basis, Bob first passes two adjacent pulses through
an unbalanced Michelson interferometer before measuring the resulting interference.

[0141] The phase of the interferometer is maintained such that Bob measures the
destructive port of the interferometer. The visibility of the interference can be measured by
comparing detections due to interfering events (two adjacent pulses) and non-interfering
events (single pulse). The quantum visibility Vi, used to generate the secret keys is estimated
by bounding Viey < V = Vaps —, where Vs is the observed visibility and 7 is a positive
parameter related to the estimation procedure.

[0142] On the transmitting end, Alice can use an attenuated laser light at wavelength of
1503.25 nm with a 100 kHz linewidth. To modulate this attenuated light using the ring
cavity, Alice can bias the doped silicon junction in a forward bias configuration with a DC
voltage of 1.450 V and applies a negative 2 ns square pulse with a peak-to-peak voltage of
0.700 V. The resulting optical pulse has a full width of half maximum (FWHM) of 0.915 ns.
The mean photon number of these pulses is kept low at 0.0487 per pulse to avoid saturating

Bob’s SNSPDs. Alice’s modulation, which is performed at a clock rate of R =53.839 MHz,
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follows the random bit values that were generated beforehand by a random number generator
and stored on her disk. In addition, Alice can prepare a decoy state in 1% of the frames by
populating both time bins with laser pulses. Alice’s prepared states are then sent to Bob via
the fiber-optic quantum channel after passing through a circulator,

[0143] Bob detects the pulses sent by Alice in either the arrival-time basis with a 95%
probability or the interference basis with a 5% probability. Photon detection in each basis is
performed using a WSi SNSPD with a quantum efficiency of 85% and a timing jitter of about
150 ps. The two detectors, however, differ in their background dark count rates: 200 cps for
the arrival-time detector and 1000 cps for the interference detector. Furthermore, to ensure a
high interference visibility, the path length difference between the two arms of the
unbalanced interferometer is chosen to match the time difference between two adjacent time
bins at 9.3 ns.

[0144] Moreover, during the transmission period, Alice can also prevent a Trojan-horse
attack by monitoring the photocurrent generated by the germanium photodiode to sense any
possible counter-propagating light into her transmitter. If Alice detects counter-propagating
light, she aborts the QKD protocol, deeming it insecure against Eve’s eavesdropping
attempts. Alice’s watchdog detector has a bandwidth of above 30 GHz and a responsivity of
0.68 A/W. The highest reflectivity of the QKD transmitters is measured to be —41.4 dBm at
1500.4 nm wavelength. Therefore, if Eve were to obtain one or more reflected Trojan photon
for every frame of Alice’s transmission (with a frame size of 18.5739 ns), Eve would have to
send Trojan photons into the transmitter at an average power of at least —40.0 dBm, which
would have been detected by Alice’s watchdog detector.

[0145] Alice and Bob then distill a secret key length / from a weakly random bit string of
length » for some security parameter £ and mean photon number per pulse u#. The secret key

length can be bounded by

3)
where A(x) = —x logy (x) — (1 — x) log, (1 — x) is the binary Shannon entropy, and &(u, V) =

Q7 —De -2V (1 — 7)(1 e ). Here, fh(Q) is the number of bits revealed during
error correction. In the asymptotic limit, this number approaches the Shannon limit: f— 1.
The key rate is estimated by taking /= 1.2. The QKD system is based on a universally

composable security framework, and it is deemed g4 -secure when: (a) the probability of
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Alice and Bob having different secret keys is ¢or , (b) the probability of their secret keys
being distinguishable from ideal secret keys is ¢, and (¢) the failure probability of the
overall QKD protocol 1s {gd > Ceor T Csee. In estimating the secret key rate, a tight failure
probability &g = 4 X 107 with Eor = Gee = £ = 107" is adopted.

[0146] FIG. 15 shows the secret key rates (SKRs) of the QKD system, along with the
measured QBER Q and visibility V. The top panel shows the final experimental SKR results
plotted against fiber-optic channel length. The solid circles are the calculated SKR in the
asymptotic regime, while the empty circles are the calculated SKR using the composable
security framework with ggug =4 10~°. The dashed lines are the theoretical plots for the
two aforementioned SKR calculation frameworks, assuming 0.2 dB/km attenuation over the
fiber-optic quantum channel. The bottom panel shows the QBER, Q (solid red circles), and
visibility, V (empty circles), measured at each channel length. V provides a lower bound of
the quantum visibility Viey.

[0147] The SKRs are calculated not only in the composable security framework, but also in
the asymptotic limit to compare the performance of the physical QKD system to the
performance of the system if Alice and Bob had access to an unlimited amount of resources.
Furthermore, to simulate the performance of the system when operating with quantum
channels longer than current channel, fiber spools of lengths up to 31.5 km can be added in
increments of 10.5 km. The mean photon number is maintained at 0.0487 per pulse at all
distances, and the highest SKR is 236.5 kbps at a distance of 103.6 m.

[0148] Two improvements can be made to further increase the SKR of current QKD
system. First, the QKD system may be limited by the maximum count rate of the detectors
which is about 5 x10° ¢ps for each detector channel. Increasing the maximum count rate of
the arrival-time detector by using two or more detectors in this basis can increase both the
pulse mean photon number # and the repetition rate R of the system. These improvements
can lead to an increase in the rate of detections in the arrival-time basis that can, therefore,
lead to an improvement in the SKR.

[0149] Second, increasing the extinction ratio of the cavity modulator can lead to a
reduction in the number of clicks outside of the desired time bins. To increase the extinction
ratio, two cavities can be placed next to each other within a diameter (30 um for the ring
cavity) apart to carve a single light pulse. Because the cavities are lithographically-defined,
the two cavities can have almost identical spectral and modulation properties. This can be

similar in practice to using two intensity modulators in series to achieve a higher modulation
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depth-only now with lithographically-defined modulators. Since Bob’s arrival time detector
is close to being saturated in the characterization, such an improvement in extinction ratio can
reduce the QBER, @ and increase the system’s repetition rate.

[0150] Conclusion

[0151] While various inventive embodiments have been described and illustrated herein,
those of ordinary skill in the art will readily envision a variety of other means and/or
structures for performing the function and/or obtaining the results and/or one or more of the
advantages described herein, and each of such variations and/or modifications is deemed to
be within the scope of the inventive embodiments described herein. More generally, those
skilled in the art will readily appreciate that all parameters, dimensions, materials, and
configurations described herein are meant to be exemplary and that the actual parameters,
dimensions, materials, and/or configurations will depend upon the specific application or
applications for which the inventive teachings is/are used. Those skilled in the art will
recognize, or be able to ascertain using no more than routine experimentation, many
equivalents to the specific inventive embodiments described herein. It is, therefore, to be
understood that the foregoing embodiments are presented by way of example only and that,
within the scope of the appended claims and equivalents thereto, inventive embodiments may
be practiced otherwise than as specifically described and claimed. Inventive embodiments of
the present disclosure are directed to each individual feature, system, article, material, kit,
and/or method described herein. In addition, any combination of two or more such features,
systems, articles, materials, kits, and/or methods, if such features, systems, articles, materials,
kits, and/or methods are not mutually inconsistent, is included within the inventive scope of
the present disclosure.

[0152] The above-described embodiments can be implemented in any of numerous ways.
For example, embodiments of designing and making the technology disclosed herein may be
implemented using hardware, software or a combination thereof. When implemented in
software, the software code can be executed on any suitable processor or collection of
processors, whether provided in a single computer or distributed among multiple computers.
[0153] Further, it should be appreciated that a computer may be embodied in any of a
number of forms, such as a rack-mounted computer, a desktop computer, a laptop computer,
or a tablet computer. Additionally, a computer may be embedded in a device not generally
regarded as a computer but with suitable processing capabilities, including a Personal Digital

Assistant (PDA), a smart phone or any other suitable portable or fixed electronic device.
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[0154] Also, a computer may have one or more input and output devices. These devices
can be used, among other things, to present a user interface. Examples of output devices that
can be used to provide a user interface include printers or display screens for visual
presentation of output and speakers or other sound generating devices for audible
presentation of output. Examples of input devices that can be used for a user interface
include keyboards, and pointing devices, such as mice, touch pads, and digitizing tablets. As
another example, a computer may receive input information through speech recognition or in
other audible format.

[0155] Such computers may be interconnected by one or more networks in any suitable
form, including a local area network or a wide area network, such as an enterprise network,
and intelligent network (IN) or the Internet. Such networks may be based on any suitable
technology and may operate according to any suitable protocol and may include wireless
networks, wired networks or fiber optic networks.

[0156] The various methods or processes (outlined herein may be coded as software that is
executable on one or more processors that employ any one of a variety of operating systems
or platforms. Additionally, such software may be written using any of a number of suitable
programming languages and/or programming or scripting tools, and also may be compiled as
executable machine language code or intermediate code that is executed on a framework or
virtual machine.

[0157] In this respect, various inventive concepts may be embodied as a computer readable
storage medium (or multiple computer readable storage media) (e.g., a computer memory,
one or more floppy discs, compact discs, optical discs, magnetic tapes, flash memories,
circuit configurations in Field Programmable Gate Arrays or other semiconductor devices, or
other non-transitory medium or tangible computer storage medium) encoded with one or
more programs that, when executed on one or more computers or other processors, perform
methods that implement the various embodiments of the invention discussed above. The
computer readable medium or media can be transportable, such that the program or programs
stored thereon can be loaded onto one or more different computers or other processors to

implement various aspects of the present invention as discussed above.

[0158] The terms “program” or “software” are used herein in a generic sense to refer to any
type of computer code or set of computer-executable instructions that can be employed to
program a computer or other processor to implement various aspects of embodiments as

discussed above. Additionally, it should be appreciated that according to one aspect, one or
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more computer programs that when executed perform methods of the present invention need
not reside on a single computer or processor, but may be distributed in a modular fashion
amongst a number of different computers or processors to implement various aspects of the
present invention.

[0159] Computer-executable instructions may be in many forms, such as program modules,
executed by one or more computers or other devices. Generally, program modules include
routines, programs, objects, components, data structures, etc. that perform particular tasks or
implement particular abstract data types. Typically the functionality of the program modules
may be combined or distributed as desired in various embodiments.

[0160] Also, data structures may be stored in computer-readable media in any suitable
form. For simplicity of illustration, data structures may be shown to have fields that are
related through location in the data structure. Such relationships may likewise be achieved
by assigning storage for the fields with locations in a computer-readable medium that convey
relationship between the fields. However, any suitable mechanism may be used to establish a
relationship between information in fields of a data structure, including through the use of
pointers, tags or other mechanisms that establish relationship between data elements.

[0161] Also, various inventive concepts may be embodied as one or more methods, of
which an example has been provided. The acts performed as part of the method may be
ordered in any suitable way. Accordingly, embodiments may be constructed in which acts
are performed in an order different than illustrated, which may include performing some acts
simultaneously, even though shown as sequential acts in illustrative embodiments.

[0162] All definitions, as defined and used herein, should be understood to control over
dictionary definitions, definitions in documents incorporated by reference, and/or ordinary
meanings of the defined terms.

[0163] The indefinite articles “a” and “an,” as used herein in the specification and in the
claims, unless clearly indicated to the contrary, should be understood to mean “at least one.”
[0164] The phrase “and/or,” as used herein in the specification and in the claims, should be
understood to mean “either or both” of the elements so conjoined, i.e., elements that are
conjunctively present in some cases and disjunctively present in other cases. Multiple
elements listed with “and/or” should be construed in the same fashion, i.e., “one or more” of
the elements so conjoined. Other elements may optionally be present other than the elements
specifically identified by the “and/or” clause, whether related or unrelated to those elements
specifically identified. Thus, as a non-limiting example, a reference to “A and/or B”, when

used in conjunction with open-ended language such as “comprising” can refer, in one

33



WO 2016/191679 PCT/US2016/034639

embodiment, to A only (optionally including elements other than B); in another embodiment,
to B only (optionally including elements other than A); in yet another embodiment, to both A

and B (optionally including other elements); etc.

[0165] As used herein in the specification and in the claims, “or” should be understood to
have the same meaning as “and/or” as defined above. For example, when separating items in
a list, “or” or “and/or” shall be interpreted as being inclusive, i.e., the inclusion of at least
one, but also including more than one, of a number or list of elements, and, optionally,
additional unlisted items. Only terms clearly indicated to the contrary, such as “only one of”
or “exactly one of,” or, when used in the claims, “consisting of,” will refer to the inclusion of
exactly one element of a number or list of elements. In general, the term “or” as used herein
shall only be interpreted as indicating exclusive alternatives (i.e., “one or the other but not
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both”) when preceded by terms of exclusivity, such as “either,” “one of,” “only one of,” or
“exactly one of.”” “Consisting essentially of,” when used in the claims, shall have its ordinary

meaning as used in the field of patent law.

[0166] As used herein in the specification and in the claims, the phrase “at least one,” in
reference to a list of one or more elements, should be understood to mean at least one element
selected from any one or more of the elements in the list of elements, but not necessarily
including at least one of each and every element specifically listed within the list of elements
and not excluding any combinations of elements in the list of elements. This definition also
allows that elements may optionally be present other than the elements specifically identified
within the list of elements to which the phrase “at least one” refers, whether related or
unrelated to those elements specifically identified. Thus, as a non-limiting example, “at least
one of A and B” (or, equivalently, “at least one of A or B,” or, equivalently “at least one of A
and/or B”) can refer, in one embodiment, to at least one, optionally including more than one,
A, with no B present (and optionally including elements other than B); in another
embodiment, to at least one, optionally including more than one, B, with no A present (and
optionally including elements other than A); in yet another embodiment, to at least one,
optionally including more than one, A, and at least one, optionally including more than one,

B (and optionally including other elements); etc.

[0167] In the claims, as well as in the specification above, all transitional phrases such as

2% ¢

“comprising,” “including,

2% 29 CC 2% ¢

carrying,” “having,” “containing,” “involving,” “holding,”
“composed of,” and the like are to be understood to be open-ended, i.e., to mean including

but not limited to. Only the transitional phrases “consisting of” and “consisting essentially
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of” shall be closed or semi-closed transitional phrases, respectively, as set forth in the United

States Patent Office Manual of Patent Examining Procedures, Section 2111.03.
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CLAIMS

1. An apparatus for distributing a quantum key, the apparatus comprising:

an input waveguide;

a first ring resonator, evanescently coupled to the input waveguide, to receive a first
pulse of light via the input waveguide;

a second ring resonator, evanescently coupled to the input waveguide, to receive a
second pulse of light via the input waveguide;

an output waveguide, evanescently coupled to the first ring resonator and the second
ring resonator, to receive the first pulse of light from the first ring resonator and the second
pulse of light from the second ring resonator; and

at least one modulator, operably coupled to at least one of the first ring resonator, the
second ring resonator, and the output waveguide, to delay at least one of the first pulse of

light or the second pulse of light so as to generate a photonic qubit in an X-basis or a Z-basis

2. The apparatus of claim 1, wherein:
the first ring resonator is configured to emit a third pulse of light; and
the at least one modulator is configured to delay the third pulse of light with respect to

the first pulse of light so as to form a |+) state in the X-basis.

3. The apparatus of claim 2, wherein the at least one modulator is configured to delay
third pulse of light with respect to the first pulse of light by a period equal to an integer

multiple of an oscillation period of a carrier of the first pulse of light.

4. The apparatus of claim 1, wherein the at least one modulator is configured to delay
the first pulse of light with respect to the second pulse of light so as to form the photonic
qubit in a |—) state in the X-basis.

5. The apparatus of claim 1, wherein the at least one modulator is configured to delay
the first pulse of light with respect to the second pulse of light by a period selected to create a
7 phase difference between the first pulse of light and the second pulse of light.

6. The apparatus of claim 1, wherein the at least one modulator is configured to delay

the first pulse so as to form the photonic qubit in a state in the Z-basis.
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7. The apparatus of claim 1, wherein the at least one modulator comprises a phase
shifter, operably coupled to the output waveguide, to vary a phase difference between the first

pulse of light and the second pulse of light.

8. The apparatus of claim 1, wherein the output waveguide comprises:

a receiving section;

a propagation section to guide the first light received by the receiving section; and

a loop section having at least one segment evanescently coupled to the propagation
section so as to couple at least a portion of the first pulse of light back to the propagation
section,

wherein at least one of the first ring resonator and the second ring resonator is

evanescently coupled to the propagation section of the input waveguide.

0. The apparatus of claim 1, further comprising:
a detector, optically coupled to the input waveguide, to monitor an intensity of the

first pulse of light.

10.  The apparatus of claim 1, further comprising:
a phase randomized light source, in optical communication with the input waveguide,

to provide the first pulse of light and the second pulse of light.

11.  The apparatus of claim 1, further comprising:
an attenuator, operably coupled to the output waveguide, to attenuate an intensity of at

least one of the first pulse of light and the second pulse of light so as to create a decoy state.

12.  The apparatus of claim 1, further comprising:
a phase shifter, operably coupled to the output waveguide between the first ring
resonator module and the second resonator module, to apply a phase shift to the second pulse

of light.

13.  The apparatus of claim 1, further comprising:
a photonic integrated receiver to detect the photonic qubit, wherein the photonic

integrated receiver comprises:
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a substrate;
a coupler fabricated in the substrate and comprising:
a first input waveguide to receive qubits provided by a first party;
a second input waveguide to receive qubits provided by a second party;
a first output waveguide; and
a second output waveguide;
a first detector coupled to the first output waveguide; and

a second detector coupled to the second output waveguide.

14. A method of distributing a quantum key using a transmitter comprising an input
waveguide, a first ring resonator evanescently coupled to the input waveguide, a second ring
resonator evanescently coupled to the input waveguide, and an output waveguide
evanescently coupled to the first ring resonator and the second ring resonator, the method
comprising:
selecting one of an X-basis and a Z-basis for distributing the quantum key;
in response to selection of the Z-basis, performing at least one of’
delaying a first pulse of light propagating in the first ring resonator to create
the quantum key in a |0) state in the Z-basis; and
delaying the first pulse of light propagating in the first ring resonator to create
the quantum key in a |1) state in the Z-basis; and
in response to selection of the X-basis, performing at least one of:
delaying the first pulse of light propagating in the first ring resonator with
respect to a second pulse of light propagating in the second ring resonator to
constructively interfere the first pulse of light with the second pulse of light so as to
create the quantum key in an |+) state in the Z-basis; and
delaying the first pulse of light propagating in the first ring resonator with
respect to the second pulse of light propagating in the second ring resonator to
destructively interfere the first pulse of light with the second pulse of light so as to

create the quantum key in an |—) state in the Z-basis.

15. The method of claim 14, wherein selecting one of the Z-basis and the X-basis

comprises randomly selecting one of the Z-basis and the X-basis.
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16. The method of claim 14, wherein modulating the first ring resonator comprises at

least one of thermally modulating or electro-optically modulating the first ring resonator.

17. The method of claim 14, further comprising:

propagating the first pulse of light in a propagation section of the output waveguide;

propagating the first pulse of light through at least one of the first ring resonator and
the second ring resonator evanescently coupled to the propagation section of the output
waveguide; and

coupling at least a portion of the first pulse of light back to the propagation section of

the output waveguide.

18. The method of claim 14, wherein delaying the first pulse of light propagating in the
first ring resonator comprises delaying a phase randomized attenuated laser pulse propagating

in the first ring resonator.

19. The method of claim 14, further comprising:

attenuating the quantum key to create a decoy state.

20. The method of claim 14, wherein delaying the first pulse of light propagating in the
first ring resonator with respect to a second pulse of light propagating in the second ring
resonator comprises applying a z-phase shift to the second pulse of light with respect to the

first pulse of light.

21. An apparatus for measurement-device-independent quantum key distribution, the
apparatus comprising;
an input waveguide to guide an input pulse of light;
an output waveguide comprising:
a receiving section, evanescently coupled to the input waveguide, to receive
the input pulse of light;
a propagation section to guide the input pulse of light received by the input
section; and
a loop section having at least one segment evanescently coupled to the
propagation section so as to couple at least a portion of the input pulse of light back to

the propagation section; and
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a first ring resonator evanescently coupled to the propagation section of the output
waveguide;

a first modulator, operably coupled to the first ring resonator, to delay a first pulse of
light propagating in the first ring resonator;

a second ring resonator evanescently coupled to the propagation section of the output
waveguide; and

a second modulator operably coupled to the second ring resonator and having a first
modulation mode and a second modulation mode,

wherein, in the first modulation mode, the second modulator delays a second pulse of
light propagating in the second ring resonator so as to cause the first pulse of light to
constructively interfere with the second pulse of light and, in the second modulation mode,
the second modulator delays the second pulse of light so as to cause the first pulse of light to

destructively interfere with the second pulse of light.
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additional fees.
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restricted to the invention first mentioned in the claims; it is covered by claims Nos.:
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-***-Continued from Box No. |l Observations where unity of invention is lacking-***-

Group I: Claims 1-20 are directed towards destructively interfering a first pulse of light with a second pulse of light so as to create the
quantum key.

Group ll: Claim 21 is directed towards a first modulation mode, a second modulator delaying a second pulse of light propagating in
the second ring resonator so as to cause a first pulse of light to constructively interfere with the second pulse of light.

The inventions listed as Groups | & Il do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features.

The special technical features of Group | are at least selecting one ot an X-basis and a Z-basis for distributing the quantum key; in
response to selection of the Z-basis, performing at least one of: delaying a first pulse of light propagating in the first ring resonator to
create the quantum key in a 10) state in the Z-basis; and delaying the first pulse of light propagating in the first ring resonator to create
the quantum key in a |1) state in the Z-basis; and in response to selection of the X-basis, performing at least one of: delaying the first
pulse of light propagating in the first ring resonator with respect to a second pulse of light propagating in the second ring resonator to
constructively interfere the first pulse of light with the second pulse of light so as to create the quantum key in an |+) state in the
Z-basis; and delaying the first pulse of light propagating in the first ring resonator with respect to the second pulse of light propagating
in the second ring resonator to destructively interfere the first pulse of light with the second pulse of light so as to create the quantum
lioy in an | ) atats in the Z-Lasis, which aie (vt present In Group 11.

The special technical features of Group |l are at least a receiving section, evanescently coupled to the input waveguide, to receive the
input pulse of light; a propagation section to guide the input pulse of light received by the input section; and a loop section having at
least one segment evanescently coupled to the propagation section so as to couple at least a portion of the input pulse of light back to
the propagation section, a first ring resonator evanescently coupled to the propagation section of the output waveguide, a second ring
resonator evanescently coupled to the propagation section of the output waveguide; and a second modulator operably coupled to the
second ring resonator and having a first modulation mode and a second modulation mode, wherein, in the first modulation mode, the
second modulator delays a second pulse of light propagating in the second ring resonator so as to cause the first pulse of light to
constructively interfere with the second pulse of light and, in the second modulation mode, the second modulator delays the second
pulse of light so as to cause the first pulse of light to destructively interfere with the second pulse of light, which are not presentin
Group 1.

The common technical features are at least an input waveguide, a first ring resonator evanescently coupled to the input waveguide, a
second ring resonator evanescently coupled lo the input waveguide, and an output waveguide evanescently coupled to the first ring
resonator and the second ring resonator, and delaying a first pulse of light propagating in the first ring resonator, and destructive
interference of a pulse.

US 7,729,616 B2 to Etemad, S et al. (ETEMAD) discloses an input waveguide (input guide 362; column 8, lines 13-34), a first ring
resonator evanescently coupled to the input waveguide (ring resonator 365 is optically coupled to the input guide 362; column 8, lines
13-34), a second ring resonator evanescently coupled to the input waveguide (a ring resonator 365_2 optically coupled to input guide
362; figure 4A, column 8, lines 13-34), and an output waveguide evanescently coupled to the first ring resonator and the second ring
resonator (output guide optically coupled to all resonators; figure 4A), and delaying a first pulse of light propagating in the first ring
resonator (a pulse of light is phase shifted with respect to the second pulse; column 8, lines 13-35), and destructive interference of a
pulse (the two pulse signals interfere destructively; column 10, lines 34-60).

8ince the cominun lechnical features are previously disclosed by Etemad, these features are not special and Groups | & |1 lack unity.
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