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INTELLIGENT AND AUTOMATIC
REPLICATION LOAD SCORE BASED LOAD
BALANCING AND RESILIENCY OF
REPLICATION APPLIANCES

BACKGROUND OF THE INVENTION
Field of the Invention

This disclosure generally relates to the efficient replica-
tion of data among computing systems, and more specifi-
cally to automatic load balancing techniques that can be
used to improve the replication of data and to provide
automatic resiliency in the event of a component failure
during the replication of data.

State of the Technology

Data can be replicated from a primary site to a recovery
site by using virtual appliances. Such virtual appliances can
be used to facilitate the replication of data that is being
written by a virtual machine on the primary site. Virtual
appliances on a recovery site can then be used to store the
replicated data in a datastore or other location on the
recovery site. However, such systems do not always scale
well, and can lead to inefficiencies or data loss when
problems occur within a system.

SUMMARY OF THE DISCLOSURE

The disclosure generally includes methods, computer
program products, computer systems, and the like, that
provide for load balancing and resiliency with respect to the
replication of data between two or more computing systems,
such as may occur, for example, in a cloud computing
environment. In one embodiment, the functionality dis-
closed herein includes setting up a replication environment
between a primary site and a recovery site, and beginning
replication between those sites. The functionality disclosed
herein can then be used to evaluate the replication load of the
appliances on the replication site, and take appropriate
action to dynamically rebalance the workloads of any appli-
ances that are either overloaded or underloaded. The func-
tionality disclosed herein can also be used to dynamically
reallocate the workload of any appliance that fails or which
is otherwise taken offline. The foregoing rebalancing and
reallocating can be optimally and dynamically performed by
evaluating various real-time and/or historical factors, such
as those described in more detail herein, thereby reducing
inefficiencies in the case of overloaded appliances, and
eliminating the possibility of data loss when one or more
appliances fail, are faulted, or are otherwise taken offline.

The foregoing is a summary and thus contains, by neces-
sity, simplifications, generalizations and omissions of detail,
consequently those skilled in the art will appreciate that the
summary is illustrative only and is not intended to be in any
way limiting. Other aspects, inventive features, and advan-
tages of the present disclosure, as defined solely by the
claims, will become apparent in the non-limiting detailed
description set forth below.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments of the present application may be better
understood, and its numerous objects, features, and advan-
tages made apparent to those skilled in the art by referencing
the accompanying drawings.
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FIG. 1A is a block diagram depicting an example com-
puting environment, and particularly an example primary
site and the connections thereto, according to one embodi-
ment of this disclosure.

FIG. 1B is a block diagram depicting an example com-
puting environment, and particularly an example recovery
site and the connections thereto, according to one embodi-
ment of this disclosure.

FIG. 1C is a block diagram that provides additional details
of certain components of the primary site and recovery site,
according to one embodiment of this disclosure.

FIG. 2 is a flowchart depicting various actions that can be
performed to set up a replication environment, according to
one embodiment of this disclosure.

FIG. 3 is a flowchart depicting various actions that can be
performed in relation to rebalancing the workload of virtual
appliances, according to one embodiment of this disclosure.

FIG. 4 is a flowchart depicting various actions that can be
performed to evaluate the replication load of virtual appli-
ances, according to one embodiment of this disclosure.

FIG. 5 is a flowchart depicting various actions that can be
performed to rebalance the work load of virtual appliances,
according to one embodiment of this disclosure.

FIG. 6 is a block diagram of a computing device, illus-
trating how certain features of the instant disclosure can be
implemented, according to one embodiment of the present
disclosure.

FIG. 7 is a block diagram of a networked system, illus-
trating how various computing devices can communicate via
a network, according to one embodiment of the present
disclosure.

While the embodiments of the present disclosure are
susceptible to various modifications and alternative forms,
specific embodiments are provided as examples in the
drawings and detailed description. It should be understood
that the drawings and detailed description are not intended
to limit the embodiments to the particular form disclosed.
Instead, the disclosure is intended to cover all modifications,
equivalents and alternatives falling within the spirit and
scope of the disclosure as defined by the appended claims.

DETAILED DESCRIPTION

Data can be replicated from a primary site to a recovery
site by using virtual appliances (in addition to other com-
ponents, of course). Such virtual machines are used to
facilitate the replication of data that is being written by a
virtual machine on the primary site. This replication process
includes “tapping” or otherwise intercepting data being
written on the primary site, and then transmitting that data
to an associated appliance on a recovery site. The appliance
on the recovery site then stores the replicated data in a
datastore or other location on the recovery site. The original
data is stored in a separate datastore, which is part of the
primary site. Moreover, each datastore can include multiple
disks.

In many replication environments, however, there is an
upper limit to the number of disks that can be associated
with each virtual appliance. For instance, as one example,
there may be a limit of 26 disks per appliance in one
embodiment. In other embodiments, there can be a different
maximum number of disks that can be associated with each
virtual appliance. But regardless of the exact maximum
number of disks that can be associated with each appliance,
when the number of disks on the primary site exceeds that
maximum number of disks that can be associated with each
appliance, then additional appliances are needed on both
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sites to handle the data. For instance, if the maximum
number of disks per appliance is 26, and the primary site has
52 disks, then two appliances would be needed on each site
to accommodate those 52 disks. Similarly, if the maximum
number of disks per appliance is 26, and the primary site has
78 disks, then three appliances would be needed on each site
to accommodate those 78 disks. As such, the number of
appliances that are needed to handle the disks would con-
tinue to increase as the associated systems continue to grow.

While this functionality provides some benefits, such as
the ability to scale, it also creates some problems. For
instance, if multiple appliances are needed in the cloud, then
the workload should be balanced between those cloud
appliances during the replication process. This is needed
because replication will be delayed if any of the appliances
become overloaded. (Of course, even a single appliance
could become overloaded, but when multiple appliances are
being used then it becomes possible to balance the workload
between those appliances, particularly if one or more of the
other appliances have extra bandwidth available.) The fore-
going is true with respect to the appliances on a primary site
as well as the appliances on a recovery site. That is, if
multiple appliances are being used on the primary site, then
the workload should be balanced between those primary site
appliances during the replication process. And if multiple
appliances are being used on the recovery site, then the
workload should be balanced between those recovery site
appliances during the replication process. However, when
setting up a system such as is described herein, a user does
not typically know in advance which appliances will become
overloaded, or when that overloading will occur. This is due,
at least in part, to the fact that the load on appliances will
change and vary throughout operation. Additionally, one or
more of the appliances may fail (or otherwise be discon-
nected, taken offline, or stop operating properly). The failure
of an appliance results in downtime (at a minimum), and
could even result in data loss, such as if a disaster occurs
during that downtime. Obviously, a user also cannot know in
advance which appliance(s) will fail, or when any such
failures will occur. Thus, there exists a need to be able to
dynamically and efficiently rebalance the overall workload
between the remaining appliances in either of these situa-
tions, and to dynamically and efficiently provide data resil-
iency in the event of a failure, among other possible sce-
narios in which the systems and methods disclosed herein
may be useful.

The disclosure generally includes methods, computer
program products, computer systems, and the like, that
provide for load balancing and resiliency with respect to the
replication of data between two or more computing systems,
such as may occur, for example, in a cloud computing
environment. In one embodiment, the functionality dis-
closed herein includes setting up a replication environment
between a primary site and a recovery site, and beginning
replication between those sites. The functionality disclosed
herein can then be used to evaluate the replication load of the
appliances on either the primary site and/or the replication
site, and take appropriate action to dynamically rebalance
the workloads of any appliances that are either overloaded or
underloaded. The functionality disclosed herein can also be
used to dynamically reallocate the workload of any appli-
ance that fails or which is otherwise taken offline. The
foregoing rebalancing and reallocating can be optimally and
dynamically performed by evaluating various real-time and/
or historical factors, such as those described in more detail
herein, thereby reducing inefficiencies in the case of over-
loaded appliances, and eliminating the possibility of data
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loss when one or more appliances fail, are faulted, or are
otherwise taken offline. This functionally will be discussed
further in conjunction with the discussion of the Figures,
below.

FIG. 1A shows an example computing environment 100
that includes a primary site and a recovery site, with a
particular focus on components of primary site 110. (The
recovery site will be discussed in more detail in conjunction
with FIG. 1B, below.) In one embodiment, primary site 110
is configured as a cloud network including components such
as those depicted in FIG. 1A and discussed in more detail
below. In other embodiments, primary site 110 may be
configured in other ways. As can be seen in FIG. 1A,
primary site 110 includes one or more servers, such as
servers 120(1)-x) (collectively, “server(s) 120”). Each server
120 can be any computer or computer system that is capable
of functioning as a server, including a desktop or other
stand-alone computer, a workstation, a media server, and so
forth. Although not expressly shown in FIG. 1A (or FIG.
1B), in one embodiment, servers are communicatively
coupled to each other via a cloud (or similar) computing
network. As such, although each server 120 is depicted in
FIG. 1A as only being directly connected to the server(s)
immediately to either side of it (for the sake of simplicity in
the drawings), in practice each server may be communica-
tively coupled to any other server in its respective cloud. As
such, each server 120 may be joined to any other server 120
via one or more connections or networks, including other
servers, routers, switches, or other networking components,
and so forth.

Primary site 110 also includes one or more virtual
machines (“VMs”), such as virtual machines 130(1)-(y)
(collectively, “virtual machine(s) 130” or “VM(s) 130”). In
one embodiment, virtual machines 130 are part of a cloud
computing environment. In other embodiments, virtual
machines 130 can be organized and connected in different
manners. In the specific example shown in FIG. 1A, virtual
machines 130 are each hosted on one of servers 120. In other
embodiments, and regardless of the specific organizational
structure of the virtual machines, each virtual machine can
be hosted on other computing devices, such as a desktop or
other stand-alone computer, a workstation, or any other
computing device that is capable of hosting a virtual
machine. Although not expressly depicted in FIG. 1A, each
server 120 typically comprises and uses a host operating
system, and a hypervisor (or a virtual machine monitor or
other similar software) can run on top of the host operating
system. In turn, each hypervisor can host one or more of
virtual machines 130, and each instance of a virtual machine
130 executes a guest operating system. As shown in FIG.
1A, each server 120 may host a different number of virtual
machines 130 than any other server 120. In practice, many
other configurations are possible other than the specific
configurations shown herein. For instance, at any given
moment, each server 120 can host as few as zero virtual
machines 130, or as many virtual machines 130 as that
server has the resources to operate at that time. There is no
requirement that any server 120 hosts the same number of
virtual machines 130 as are hosted by any other server 120,
although it is certainly possible for two or more servers 120
to host the same number of virtual machines 130 as each
other at any given time.

As is also shown in FIG. 1A, each server 120 is connected
to a datastore 140. Although depicted as a single, shared
datastore in FIG. 1A, in practice datastore 140 may include
two or more distinct datastores. However, in the event that
more than one datastore 140 is used in a given embodiment,
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each such datastore should be communicatively coupled to
at least one gateway appliance, which will be discussed in
more detail below. Each datastore 140 represents one or
more non-transient computer readable storage mediums
such as, e.g., a computer disk, flash memory, a database, or
another form of computer memory (collectively, “disk(s)”).
Although FIG. 1A depicts a single datastore 140 that is
connected to all of the servers 120, in practice more than one
datastore 140 can be connected to each server 120, and more
than one server 120 can be connected to each datastore 140
(if multiple datastores 140 are being used in any given
embodiment).

Regardless of the specific form of storage used, each
datastore 140 is capable of storing data or other information
(collectively, “data”) in a non-volatile manner, and is actu-
ally used in conjunction with this disclosure to store data in
such a manner More specifically, datastore 140 can store one
or more disks, such as disks 145(1)-145(z) (collectively,
“disks 145). Each disk 145 can take the form of a VMDK,
a VHD, or any other virtual disk image file format that is
supported by a given hypervisor. In one embodiment, each
virtual machine 130 is associated with exactly one disk 145,
and each disk 145 is associated with exactly one virtual
machine 130. In other embodiments, each virtual machine
130 is associated with a multiple number (e.g., 2, 3, etc.) of
disks 145. Although each virtual machine 130 does not
necessarily have to be associated with the same number of
disks 145 as any other virtual machine 130, each virtual
machine 130 should be associated with the same number of
primary site disks 145 and recovery site disks 185, which
will be discussed further below. Moreover, in addition to
being used to store data, each datastore 140 can also be read
by any server 120 connected to the associated datastore,
such as is necessary for a server to read and retrieve data that
is stored in that datastore.

Also depicted in FIG. 1A are gateway appliances 150(1)-
(p) (or “appliance(s) 150,” for short). As shown in FIG. 1A,
each appliance 150 is hosted by a server 120. As one will
recognize from FIG. 1A, however, every server 120 does not
necessarily have to host an appliance 150. For instance, in
the particular embodiment shown in FIG. 1A, servers 120(1)
and 120(x) each host an appliance 150, but server 120(2)
does not host any appliances. In other embodiments, an
appliance can be hosted by a discrete machine that is
communicatively coupled to other devices and components,
as necessary, on primary site 110. In practice, many other
configurations are possible. For instance, in one embodi-
ment, multiple servers 120 (and any virtual machines 130
hosted by those servers 120) can be communicatively
coupled to a single appliance 150 via a network or other
connection. Moreover, although only two appliances 150 are
expressly depicted in FIG. 1A for the sake of space, in
practice, more than two appliances can be used by a primary
site in conjunction with this disclosure. Also, each appliance
150 is communicatively coupled to datastore 140, and each
appliance 150 is able to read and write information from and
to datastore 140, including information stored in each disk
145.

In general, an appliance typically differs from a virtual
machine in that a virtual machine will commonly be more
robust, and will usually contain more functionality than is
typically the case with an appliance. However, in certain
embodiments, an appliance may be equivalent to or sub-
stantially equivalent to a virtual machine. In one embodi-
ment, appliances 150 can each be a virtual machine image
file consisting of a pre-configured operating system envi-
ronment and a single application, as well as any function-

20

35

40

45

6

ality needed to interface with various datastores, such as
datastores 140. Appliances 150 will each typically include
software that allows each appliance 150 to communicate
with an associated appliance on the recovery site, such as
through a network or other connection. (This will be dis-
cussed in more detail in conjunction with FIG. 1C, below.)
In certain embodiments, an appliance can also be a stand-
alone computing system configured to perform operations
and provide other functionality described herein. Moreover,
in certain embodiments, each appliance 150 can include
more, less, or different components that are expressly
described here. However, regardless of the exact specifica-
tions of any given appliance, and similar to the situation with
virtual machines 130, each appliance 150 can be hosted on
any computing device, such as a server, a desktop or other
stand-alone computer, a workstation, a media server, or any
other computing device that is capable of hosting an appli-
ance, such as those described in more detail herein.

As can be seen in FIG. 1A, the entire primary site 110 is
either directly or indirectly connected to a network 152 via
one or more connections 155, which components in turn
connect primary site 110 to recovery site 160. Network 150
can be any sort of network, including a local area network
(“LAN), wide area network (“WAN™), storage area net-
work (“SAN”), the Internet, an intranet, and so forth.
Although only one network 150 is depicted in FIGS. 1A and
1B, in practice additional networks 150 can be communi-
catively coupled or otherwise used in conjunction with this
disclosure. The reader will appreciate that, for the sake of
space, only certain of the connections are specifically
labeled with the number 152, and that more or less connec-
tions may be used in any given environment. Each connec-
tion 152 can be any sort of wired and/or wireless network
connection, such as an Ethernet connection, a Fiber Optic
connection, a BLUETOOTH connection, and so forth,
including various combinations of the foregoing technolo-
gies. Through the various connections and networks, pri-
mary site 110 (including appliances 150 and any virtual
machines 130 that are being hosted on primary site 110 at
any given time) is ultimately connected to recovery site 170
(including the components thereof, which will be discussed
in more detail in conjunction with the discussion of FIG. 1B,
below).

FIG. 1B shows additional details of example computing
environment 100, with a particular focus on components of
recovery site 160. (The components of primary site 110 were
discussed in more detail in conjunction with FIG. 1A,
above.) In one embodiment, recovery site 160 is configured
as a cloud network including components such as those
depicted in FIG. 1B and discussed in more detail below. In
other embodiments, recovery site 160 may be configured in
other ways. As can be seen in FIG. 1B, recovery site 160
includes one or more servers, such as servers 170(1)-(a)
(collectively, “server(s) 170”). Each server 170 can be any
computer or computer system that is capable of functioning
as a server, including a desktop or other stand-alone com-
puter, a workstation, a media server, and so forth. Although
not expressly shown in FIG. 1B (or FIG. 1A), in one
embodiment, servers are communicatively coupled to each
other via a cloud (or similar) computing network. As such,
although each server 170 is depicted in FIG. 1B as only
being directly connected to the server(s) immediately to
either side of it (for the sake of simplicity in the drawings),
in practice each server may be communicatively coupled to
any other server in its respective cloud. As such, each server
170 may be joined to any other server 170 via one or more
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connections or networks, including other servers, routers,
switches, or other networking components, and so forth.

Further to the above, the reader should recognize that
there is not necessarily any meaningful difference between
servers 120 and servers 170, except for the numbering
provided herein. Indeed, each group of servers is labeled
with distinct numbers herein in order to facilitate clarity of
discussion herein, not because there is necessarily a differ-
ence between servers 120 and servers 170 in and of them-
selves. Of course, however, nothing in this disclosure is
meant to imply that servers 120 are or must be identical to
servers 170, or even that any one of servers 120 is or must
be identical to any other of servers 120 (and likewise for
servers 170).

As depicted in part by the dashed lines around virtual
machines 130(1) and 130(y), recovery site 160 is capable of
hosting one or more virtual machines, but will not neces-
sarily always do so. Rather, a virtual machine will typically
only be transferred (or “failed over”) to recovery site 160 if
a related virtual machine 130 fails (or is otherwise taken
down, disconnected from the network, and so forth) on
primary site 110. To that end, FIG. 1B depicts virtual
machines 130(1) and 130(y) as examples of virtual machines
that could potentially be hosted on the servers of recovery
site 160. However, as is shown in part by the dashed borders
of wvirtual machines 130(1) and 130(y), these virtual
machines will not necessarily always be operating on recov-
ery site 160, and typically will not be present when recovery
site 160 is first put into operation. Moreover, in other
embodiments and at other times, each server 170 may host
more or less than the number of virtual machines 130
depicted with dashed borders in FIG. 1B. Additionally,
server 170(1) can also host one or more virtual machines
130, even though no such virtual machines are expressly
depicted as being hosted by server 170(1) in FIG. 1B. The
specifics of virtual machines 130 that can be hosted on
recovery site 160 are substantially the same as the specifics
of virtual 130 that are typically hosted on primary site 110,
including the connections related thereto and other compo-
nents related thereto (e.g., a host operating system, a hyper-
visor, a guest operating system, and so forth), and therefore
will not be discussed in any further detail in those regards at
this point.

As is also shown in FIG. 1B, each server 170 is connected
to a datastore 180. Although depicted as a single, shared
datastore in FIG. 1B, in practice datastore 180 may include
two or more distinct datastores. However, in the event that
more than one datastore 180 is used in a given embodiment,
each such datastore should be communicatively coupled to
at least one gateway appliance. Moreover, although FIG. 1B
depicts a single datastore 180 that is connected to all of the
servers 170, in practice more than one datastore 180 can be
connected to each server 170, and more than one server 170
can be connected to each datastore 180 (if multiple data-
stores 180 are being used in any given embodiment). Data-
store 180 is substantially the same as datastore 140.

Moreover, as was the case with datastore 140, datastore
180 can store or more disks, such as disks 185(1)-185(z)
(collectively, “disks 185). Each disk 185 can take the form
of a VMDK, a VHD, or any other virtual disk image file
format that is supported by a given hypervisor. In one
embodiment, each virtual machine 130 is associated with
exactly one disk 185 on the recovery site, where that disk
serves as a replica of the primary site disk 145 that is
associated with the same virtual machine 130. In other
embodiments, each virtual machine 130 can associated with
a multiple number (e.g., 2, 3, etc.) of disks 185. Although
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each virtual machine 130 does not necessarily have to be
associated with the same number of disks 185 as any other
virtual machine 130, each virtual machine 130 should be
associated with the same number of primary site disks 145
and recovery site disks 185.

As was the case with servers 120 and servers 170,
discussed above, there is not necessarily any meaningful
difference between datastores 140 and datastores 180,
except for the numbering provided herein. Indeed, each
group of datastores is labeled with distinct numbers herein
in order to facilitate clarity of discussion herein, not because
there is necessarily a difference between datastores 140 and
datastores 180. Of course, however, this also is not meant to
imply that datastores 140 are or must be identical to data-
stores 180, or, in the situation where more than one datastore
is employed at any given time, even that any one of
datastores 140 is or must be identical to any other of
datastores 140 (and likewise for datastores 180). However,
there will typically be the same number z of disks 145 as
there are of disks 185. Thus, in this particular instance, and
within any given implementation put into practice, z will
typically have the same value with respect to disks 145 as z
has with respect to disks 185. Nevertheless, the value of z
(i.e., the number of disks on each of the primary site and
recovery site) can change from one implementation to the
next, or even during the execution of an embodiment of this
disclosure. This functionality will be explained in additional
detail in conjunction with the discussion of the other figures,
below.

Also depicted in FIG. 1B are gateway appliances 190(1)-
(q) (or “appliance(s) 190,” for short). As shown in FIG. 1B,
each appliance 190 is hosted by a server 170. Similar to the
discussion of FIG. 1A, however, every server 170 does not
necessarily have to host an appliance 190. For instance, in
the particular embodiment shown in FIG. 1B, servers 170(1)
and 170(2) each host an appliance 190, but server 170(a)
does not host any appliances. In other embodiments, an
appliance can be hosted by a discrete machine that is
communicatively coupled to other devices and components,
as necessary, on recovery site 160. In practice, many other
configurations are possible. For instance, in one embodi-
ment, multiple servers 170 (and any virtual machines 130
hosted by those servers 170) can be communicatively
coupled to a single appliance 190 via a network or other
connection. Moreover, although only two appliances 190 are
expressly depicted in FIG. 1B for the sake of space, in
practice, more than two appliances can be used by a recov-
ery site in conjunction with this disclosure.

As was the case with other components described above,
the reader should recognize that there is not necessarily any
meaningful difference between appliances 150 and appli-
ances 190, except for the numbering provided herein.
Indeed, each group of servers is labeled with distinct num-
bers herein in order to facilitate clarity of discussion herein,
not because there is necessarily a difference between appli-
ances 150 and appliances 190 in and of themselves. Of
course, however, this also is not meant to imply that appli-
ances 150 are or must be identical to appliances 190, or even
that any one of appliances 150 is or must be identical to any
other of appliances 150 (and likewise for appliances 150).

As used throughout this disclosure, letters such as a, p, q,
X, V, and z are used to indicate a variable number of devices
or components. These letters are used to indicate a variable
number of instances of various devices and components, and
as such, the value of each of these letter may vary from
implementation to implementation of this system. However,
where a given letter is used in conjunction with two different
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components (e.g., disks 145(z) and disks 185(z)), that letter
should typically have the same value with respect to each of
those components within a given implementation of the
systems and methods described herein. Thus, for example, if
7=52 in any given implementation, then the reader should
understand that that implementation will include fifty-two
disks 145 and fifty-two disks 185. However, while the
foregoing will typically be the case, it need not always be the
case, as either the primary site or the recovery site could
have more than “z” disks in any given implementation
without hindering the ability to perform the methods put
forth herein in conjunction with the example systems
described here. Moreover, although two different variables
(e.g., x and y) do not have to have the same value as each
other within a given implementation, nothing in this disclo-
sure should be read as necessarily requiring any two differ-
ent variables (e.g., x and y) to have different values from
each other within any given implementation, and any vari-
able can indeed have the same value as any other variable
within any given implementation.

As can be seen in FIG. 1B, the entire recovery site 160 is
either directly or indirectly connected to a network 152 via
one or more connections 155, which components in turn
connects recovery site 160 to primary site 110. Network 152
can be any sort of network, examples of which are provided
above. Although only one network 152 is depicted in FIGS.
1A and 1B, in practice additional networks 152 can be
communicatively coupled or otherwise used in conjunction
with this disclosure. The reader will appreciate that, for the
sake of space, only certain of the connections (examples of
which are also provided above) are specifically labeled with
the number 155, and that more or less connections may be
used in any given environment. Through the various con-
nections and networks, recovery site 160 (including appli-
ances 190 and any virtual machines 130 being hosted on
recovery site 160 at any given time) is ultimately connected
to primary site 110 (including appliances 150 and any virtual
machines 130 being hosted on recovery site 110 at any given
time), components of which were shown in more detail in
FIG. 1A.

FIG. 1C provides enhanced details of certain components
that are used to perform replication, such as the replication
of step 310 below, including I/O tap operations and related
components and functionality that are used to transfer data
from primary site 110 to recovery site 170. As the reader will
appreciate, FIG. 1C only depicts certain components of
primary site 110 and recovery site 160, such as are necessary
for the explanation provided herewith, but does not
expressly show other components that are not necessary to
this portion of the explanation, including certain of the
components discussed in more detail above. As the reader
will appreciate, however, the “enhanced” view of the spe-
cific components provided herein does not in any way
negate or eliminate or otherwise remove the other compo-
nents that are discussed above with respect to primary site
110, and recovery site 160, respectively, including the net-
work(s) 152 and connections 155 connecting those sites to
each other.

As is shown in FIG. 1C, virtual machine 130(1) and
gateway appliance 150(1) are both connected to server
120(1), which in turn is connected to datastore 140, all of
which can also be seen in FIG. 1A. This group of compo-
nents is then communicatively coupled with associated
components on recovery site 160, via the connection
between appliance 150(1) and appliance 190(1). Appliance
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10
190(1) is then connected to server 170(1), which in turn is
connected to datastore 180, all of which can also be seen in
FIG. 1B.

Similarly, FIG. 1C depicts virtual machine 130(y) and
gateway appliance 150(p), which are both connected to
server 120(x), which in turn is connected to datastore 140, all
of which can also be seen in FIG. 1A. This group of
components is then communicatively coupled with associ-
ated components on recovery site 160, via the connection
between appliance 150(p) and appliance 190(g). Appliance
190(g) is then connected to server 170(2), which in turn is
connected to datastore 180, all of which can also be seen in
FIG. 1B.

In practice, of course, the primary site will typically
include additional servers, virtual machines, and datastores,
such as those shown in FIG. 1A; and the recovery site will
typically also include at least additional servers and data-
stores, with the potential of hosting one or more virtual
machines as required at any given time, such as is shown in
FIG. 1B.

Additionally, FIG. 1C also shows I/O taps 135(1)-(y). The
reader will notice that primary site 110 includes a variable
number y of virtual machines 130 and a variable number that
is also y of I/O taps 135. This is intentional, and is meant to
indicate that a given primary site 110 will typically have the
same number of I/O taps 135 as virtual machines 130. This
is the case because each virtual machine 130 will typically
require its own [/O tap 135, thereby resulting in a typical
scenario in which there are the same number of I/O taps 135
as there are virtual machines 130. However, this equivalence
does not necessarily have to be present in every embodiment
of this disclosure in order for the systems and methods
described herein to operate properly. In any event, /O taps
135 are used to intercept, or “tap,” the data stream flowing
from any given virtual machine to the datastore associated
with that virtual machine. /O taps 135 are typically software
components, or modules, that are configured to perform the
functionality required of an 1/O tap in conjunction with this
disclosure, and as described herein. In one embodiment, I/O
taps 135 can be a VERITAS 1/0 TAP (VXTAPP) module. In
other embodiments, other types of I/O taps can be used.

As shown by the broken lines in FIG. 1C, as the data is
read from the data stream between any given virtual
machine and a datastore associated with that virtual
machine, copies of (and/or other information about) the
replicated data will be transmitted to the appliance most
directly associated with that virtual machine. For instance,
data that is being written by virtual machine 135(1), and
which is intercepted by 1/O tap 135(1), will be transmitted
to appliance 150(1). Similarly, data that is being written by
virtual machine 135(y), and which is intercepted by I/O tap
135(y), will be transmitted to appliance 150(p). As the reader
will appreciate, more than one virtual machine, I/O tap,
and/or datastore can be associated with each appliance 150.
Moreover, appliances 150 do not necessarily have to be
hosted on the same server that hosts the virtual machine with
which that appliance is associated. Likewise, appliances 150
do not necessarily have to be hosted on the same server to
which a given datastore is connected, or upon which a given
1/O tap is being executed.

In any event, once the tapped data is transmitted to the
associated appliance on the primary site, that appliance will
then transmit that data to the appliance on the recovery site
with which the appliance on the primary site is communi-
catively coupled. Thus, for instance, in the example embodi-
ment depicted in FIG. 1C, appliance 150(1) would commu-
nicate any data that it receives to appliance 190(1), and
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appliance 150(p) would communicate any data that it
receives to appliance 190(i). Upon receiving this data, each
appliance 190 on the recovery site will in turn transmit that
data to the associated datastore, as shown, for example, in
FIG. 1C, as part of the replication process of step 310, which
is discussed in more detail below. Although not expressly
shown in FIG. 1C, the receiving datastore will then write the
data (or cause the data to be written) to a specific disk (such
as one of disks 185) that is associated with the virtual
machine that originally generated the data that is now being
written via a replication process.

Although FIG. 1C only depicts I/O taps on two of virtual
machine 130, in practice, an 1/O tap will typically be
included on each virtual machine being hosted on the
primary site. Each of those 1/O taps will then transmit copies
of (and/or other information about) the intercepted data to
their associated appliance, which will then proceed to for-
ward the data to the recovery site, such as, e.g., in the general
manner described above. Moreover, although not expressly
depicted in FIG. 1C, the reader will appreciate that the data
will be transmitted between each of appliances 150 and each
associated appliance 190 via one or more network(s) 152
and connections 155, such as are shown in FIGS. 1A and 1B.
The reader will appreciate that the emphasis here is on the
flow of the data from 1/O taps 135 to the associated desti-
nation datastore 180 on the recovery site, not on the specific
network architecture used to transmit that data, except as
expressly noted in FIG. 1C and the discussion provided
herein.

FIG. 2 is a flowchart of a method 200 illustrating various
actions performed in connection with one embodiment of
the systems and techniques disclosed herein. As will also be
appreciated in light of the present disclosure, this method
may be modified in order to derive alternative embodiments.
Moreover, although the steps in this embodiment are shown
in a sequential order, certain steps may occur in a different
order than shown, certain steps may be performed concur-
rently, certain steps may be combined with other steps, and
certain steps may be omitted in another embodiment.
Method 200 is described with reference to elements such as
those described in connection with FIGS. 1A, 1B, and 1C.

The general substance of method 200 was largely dis-
cussed above, in conjunction with the discussion of FIGS.
1A, 1B, and 1C. Therefore, a fairly brief treatment will be
given here. Nevertheless, a brief overview and discussion of
the set up method should be helpful here, particularly with
respect to understanding the relationship between the vari-
ous components on the primary site and the various com-
ponents on the recovery site. As a practitioner will recog-
nize, many other steps are required to set up a functioning
network. Method 200 should not be taken as discounting any
such steps, but rather, as highlighting the specific steps that
are necessary for an understanding of the other methods and
functionality discussed herein.

Subject to the above, method 200 begins at 210, where
method 200 determines or is used to determine the number
of appliances (such as appliances 150) on a primary site
(such as primary site 110). Thus, in the example provided in
FIGS. 1A and 1C, method 200 will determine that p number
of appliances are present on primary site 110. At 220,
method 200 either determines or is used to determine the
number of disks on a primary site (such as primary site 110).
Thus, in the example provided in FIGS. 1A and 1C, method
200 will determine that z number of disks are present on
primary site 110. As indicated elsewhere herein, p and z are
both whole number integers that represent variable values.
Within any given implementation of the systems and meth-
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ods described herein, p and z do not necessarily have to have
the same value as each other, although they can. For
instance, in one common embodiment, each virtual machine
130 on the primary site is associated with a specific disk 145
on the primary site, and will in turn be associated with a
specific disk 185 on the recovery site, thus resulting in the
same number of virtual machines 130, disks 145, and disks
185. In other embodiments, each virtual machine 130 will be
associated with a given multiple (e.g., 2, 3, etc.) of specific
disks on the primary site, in which case each disk 145 and
185 can be viewed as representing that multiple number of
disks. For instance, in one embodiment, each virtual
machine 130 on the primary is associated with two specific
disks 145 on the primary site, and in turn will be associated
with two specific disks 185 on the recovery site. As the
reader will also appreciate, steps 210 and 220 can be
performed in either order, and can also be performed simul-
taneously or substantially simultaneously to each other.

As the reader will appreciate, step 210 is typically per-
formed before 230, since step 230 makes use of the infor-
mation gathered in step 210 regarding the number of appli-
ances on the primary site. However, step 220 does not
necessarily have to be performed prior to step 230. In any
event, at some point after the number of appliances on the
primary site is determined in 210, method 200 will create or
be used to create an equivalent number of appliances (such
as appliances 190) on a recovery site (such as recovery site
160). Continuing with the example from above, method 200
would create or used to be create a sufficient number of
appliances on the recovery site in step 230. Thus, although
there may be the same number of appliances on the primary
site as there are appliances on the recovery site, in other
instances a different number of appliances may be in opera-
tion on site as compared to the other.

As the reader will also appreciate, step 220 is typically
performed before 240, since step 240 makes use of the
information gathered in step 220 regarding the number of
disks on the primary site. However, steps 210 and 230 do not
necessarily have to be performed prior to step 240. In any
event, at some point after the number of disks on the primary
site is determined in 220, method 200 will create or be used
to create an equivalent number of disks on a recovery site
(such as recovery site 160). Continuing with the example
from above, since method 200 would determine that there
are z number of disks on the primary site in step 220, method
200 would create or used to be create z number of disks on
the recovery site in step 240. Thus, as noted in the discussion
above, there will typically be the same number z of appli-
ances on the primary site as there are appliances on the
recovery site, although this is not necessarily required.

FIG. 3 is a flowchart of a method 300 illustrating various
actions performed in connection with one embodiment of
the systems and techniques disclosed herein. As will also be
appreciated in light of the present disclosure, this method
may be modified in order to derive alternative embodiments.
Moreover, although the steps in this embodiment are shown
in a sequential order, certain steps may occur in a different
order than shown, certain steps may be performed concur-
rently, certain steps may be combined with other steps, and
certain steps may be omitted in another embodiment.
Method 300 is described with reference to elements such as
those described in connection with FIGS. 1A, 1B, and 1C.
In one embodiment, one or more steps of method 300 are
performed by appliance(s), such as appliance(s) 150 or 190,
and/or an 1/0 tap module(s), such as one or more of /O
tap(s) 135.
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Prior to performing the steps of method 300, the replica-
tion environment will typically have been set up, such as in
the manner described above with respect to FIG. 2 and
method 200. Method 300 begins replication at step 310. In
one embodiment, the replication process uses an /O tap
(such as any of I/O taps 135) to intercept data being written
by a virtual machine (such as any of virtual machines 130)
to a disk (such as a disk 145) associated with that virtual
machine. In other embodiments, this data can be intercepted
or otherwise captured by functionality that does not directly
use an 1/O tap, such as by some other module or component
that is configured to intercept the data stream being written
by the virtual machine, and which is also communicatively
coupled to the primary site appliance which that is respon-
sible for replicating the data being transmitted in that data
stream. Typically, the process of intercepting or otherwise
capturing the data being written in the data stream will
produce either a copy of data and/or other information
describing the data, such as metadata pertaining to that data.
As used herein, the copy of the data that is read or otherwise
captured, along with any metadata or other information
associated with that data, will generally be referred to as
“read data” or “replication data.”

In any event, once the replication data is captured, such as
in the manner described above, that replication data is
transmitted (whether by the I/O tap, or by some other
component or functionality) to the appliance (such as any of
appliances 150) that is associated with the virtual machine
that was writing the original data. The appliance that
receives this replication data on the primary site in turns
transmits the replication data to an associated appliance on
the recovery site, such as one of appliances 190. The
appliance on the recovery site that receives this replication
data then writes that replication data to an associated disk
(such as any of disks 185 on the recovery site) that is
associated with the virtual machine that wrote the replication
data. In other embodiments, the replication of step 310 may
be performed in a manner different than the manner
described above, and the replication process can also include
more, less, and/or different components and functionality
that those that have been described herein. In any event,
once the replication process is started in 310, this replication
process will generally continue until the system is shut
down, or until a failure occurs or until the process is
otherwise interrupted for some other reason.

Moreover, the reader will note that, the replication process
(and other components and functionality described herein)
is/are described with respect to the normal operation of the
systems and methods described herein, that is, when infor-
mation is flowing primarily from production site 110 to
recovery site 160. However, as the reader will recognize,
certain situations may require a component or components
to be “failed over” to the recovery site, such as, e.g., when
a failure occurs on the primary site server that is a hosting
a given virtual machine. When such a “failover” occurs, then
the flow of information will typically switch directions, as
recovery site 160 would effectively become the primary site
for any component that was failed over to the recovery site,
and once available, the original primary site would effec-
tively become the recovery site with respect to any compo-
nent that was failed over to the recovery site. In such a
situation, recovery site 160 would function as the primary
site with respect to that failed over virtual machine, and
primary site 110 would function as the recovery site with
respect to that failed over virtual machine. (However, pri-
mary site 110 may still function as the primary site with
respect to other virtual machines that have been failed over,
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and likewise, recovery site 160 may continue to function as
the recovery site with respect to those virtual machines that
have not been failed over.) Thus, with respect to any virtual
machines that are failed over to the recovery site, that virtual
machine would write to a datastore on recovery site 160, the
/O tap would occur as part of that data stream, and
replication would occur in the opposite direction of what is
shown in FIG. 1C. That is, the tapped data would flow from
“recovery site” 160 to “primary site” 110, and would ulti-
mately be stored in a disk (or other portion of a datastore) on
primary site 110. However, for ease of discussion, the flow
of information will be discussed with respect to the flow
shown in FIG. 1C, and thus under the assumption that the
system is operating “normally,” without any virtual
machines having been failed over. In practice, the opposite
flow is both likely and probable with respect to any given
virtual machine(s). For the sake of providing a clear discus-
sion, however, such nuances will not be noted in any
significant detail, other than stating their possibility in this
paragraph.

In 320, method 300 dynamically evaluates the replication
load of one or more of the appliances in real-time, e.g., while
the system is already in the process of writing, reading,
replicating, and storing data. Step 320 will typically evaluate
the replication load of appliances on the primary site (e.g.,
appliances 150) as well as appliances on the recovery site
(e.g., appliances 190). In certain embodiments, however,
step 320 may only be performed at any given time with
respect to the appliances on the primary site or the appli-
ances on the recovery site, although not necessarily both
groups of appliances at once. As noted above, this function-
ality can also be used to evaluate the replication load of
appliances that are part of the primary site, generally speak-
ing, but which are essentially being used as recovery appli-
ances due to a previous failover of a virtual machine. In
other embodiments, this step can be used to evaluate the
replication work load of appliances on the primary site, even
when they are functioning normally (e.g., when data is
flowing in the direction shown in FIG. 1C).

The evaluation of 320 will typically occur after replica-
tion has begun, such as, e.g., by performing step 310. In
certain embodiments, this evaluation may occur, at least in
part, even prior to beginning replication, which is possible
where this evaluation is based, either in whole or in part, on
historical data or other predictive functionality (e.g., a
general knowledge that “Black Friday” will typically gen-
erate increased traffic for an ecommerce website, even if no
actual historic data exists for that site). As will be discussed
in more detail below, the goal of this functionality is to
ultimately determine the replication load of one or more of
the appliances on the recovery site, with a particular view
towards determining whether any appliances are overloaded
(or are expected to become overloaded), and/or whether any
appliances have access bandwidth available. The particulars
of this functionality will be discussed in more detail in
conjunction with FIG. 4 and method 400, below.

After evaluating the replication load of one or more
appliances, method 300 will then determine if any of the
evaluated appliances are overloaded in step 330. For
instance, an appliance can be overloaded when that appli-
ance is operating above a given acceptable threshold factor
for one or more load evaluation factors. As an example, in
one embodiment, the CPU usage of an appliance (either a
standalone appliance, or the CPU usage of the server hosting
the appliance) may be deemed unacceptable if the CPU
usage crosses a given threshold level, such as, e.g., 80%.
Additionally, an appliance can also be overloaded when the
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relative workload of that appliance exceeds the workload of
another appliance (typically, another appliance on the same
site, although this may not always be the case, e.g., in the
case of a failover) by a certain factor, such as, e.g., 1.5. For
instance, in one embodiment, an appliance might be con-
sidered overloaded if that appliance has a workload that is at
least 1.5 times the workload of another appliance. In each of
the scenarios discussed earlier in this paragraph, the specific
evaluation factors or parameters to be monitored can be
specified and customized, e.g., such as by an end user, by a
system administrator or network administrator, or even
automatically during the execution of a program performing
or configured to perform the functionality disclosed herein.
Likewise, the acceptable values and thresholds for any such
evaluation factors or parameters, as well as the acceptable
relative workload of one appliance as compared to another
appliance, can also be specified in such a manner and by
such a person as those mentioned in the immediately pre-
ceding sentence.

If no appliances are overloaded, then method 300 will
proceed to step 340, where method 300 will determine if any
appliances have faulted, in which case that appliance(s)
would not be able to perform the replication activities that it
would otherwise be configured to perform. A fault can occur
for various reasons, such as, e.g., the appliance crashing or
locking up, a network connection being disconnected or
otherwise lost, or the machine upon which the appliance is
hosted being powered down, among other such possibilities.
If either step 330 or 340 resolve in the affirmative, then
method 300 will proceed to step 350, and rebalance the
workload among two or more appliances. This functionality
will be discussed in more detail below, in conjunction with
the discussion of FIG. 5 and method 500.

After completing 350, method 300 will proceed to 360
and determine whether to continue processing. Method 300
will also proceed to step 360 if steps 330 and 340 both
resolve in the negative, in which case step 350 will not be
performed in that pass through method 300. In the typical
situation where 360 determines to continue processing,
method 300 will then loop back to 320, where the method
will once again evaluate the replication workload of one or
more appliances. Although method 300 will typically con-
tinue processing in this manner, method 300 may neverthe-
less be configured to briefly pause before returning to step
320, in order to avoid unnecessarily consuming system
resources or otherwise overloading the system. In other
embodiments, method 300 can be configured to loop at
certain time intervals, such as every one second, or every ten
seconds, and so forth. While these time values are provided
as examples for purposes of the discussion herein, in prac-
tice these time values can include any time value. In
practice, this time value can be configured in advance,
determined at run time, or hard coded into the program code,
among other such possibilities. If step 360 determines that
no further processing is needed, such as, e.g., if the entire
system 100 is being shut down or replication site 160 is
being taken offline for service, among other such possibili-
ties, then method 300 will end.

FIG. 4 is a flowchart of a method 400 illustrating various
actions performed in connection with one embodiment of
the systems and techniques disclosed herein. As will also be
appreciated in light of the present disclosure, this method
may be modified in order to derive alternative embodiments.
Moreover, although the steps in this embodiment are shown
in a sequential order, certain steps may occur in a different
order than shown, certain steps may be performed concur-
rently, certain steps may be combined with other steps, and

10

15

20

25

30

35

40

45

50

55

60

65

16

certain steps may be omitted in another embodiment.
Method 400 is described with reference to elements such as
those described in connection with FIGS. 1A, 1B, and 1C.
In one embodiment, one or more steps of method 400 are
performed by appliance(s), such as appliance(s) 150 or 190.
In one embodiment, one or more steps of method 400 are
performed by an appliance configured to operate within a
resiliency architecture such as that provided by VERITAS
RESILENCY MANAGER. In other embodiments, one or
more steps of method 400 are performed by an appliance
configured to execute other replication software or function-
ality.

As will be discussed in more detail below, method 400
evaluates the replication load for a given workload in step
410, and evaluates the replication load for one or more
appliances in step 420. As used herein, the term workload
can be understood as the total work (e.g., replication activ-
ity) that is being performed across a given system (e.g.,
system 100) for a specific customer account, although other
definitions of this term are also comprehended by the scope
and context of this disclosure. These evaluations (as well as
the evaluations of method 500, discussed below) are based,
at least in part, on various possible “evaluation factors.”
These possible evaluation factors can include, but are not
limited to, the number of disks that are associated with any
given workload, the number of disks that are associated with
each appliance, the current number of configurable replica-
tion units for any appliance, the maximum number of
configurable replication units for any appliance, the size of
the collective workload (across multiple potential customer
accounts) for the datastores or disks, the size of the collec-
tive workload (across multiple potential customer accounts)
for the appliances, the number of I/O operations (“IOPs”) on
the workloads, the number of IOPs on the appliances, the
number of average unique blocks that are being replicated
by the appliances at any given time, the maximum and
current I/O operations on the replication appliances, the
average or historic number of /O operations on the appli-
ances, the maximum and current CPU utilization on the
appliances, the average or historic CPU utilization on the
appliances, the maximum and current memory utilization on
the appliances, the average or historic memory utilization on
the appliances, the rate at which the blocks being replicated
are sent from the appliance on the primary site and received
at the appliance on the recovery site (e.g., the current
network delay or congestion), the current recovery point
objective (RPO) for a given customer (such as might be
based, e.g., on a service level agreement, or “SLA”), the
current recovery time objective (RTO) for a given customer
(such as might be based, e.g., on an SL.A), and the current
lag time for any operations such as those described herein.
Although numerous specific example evaluation factors are
provided above, the specific evaluation factors that are used
in any given embodiment can change from implementation
to implementation, and any given implementation or
embodiment can use any subset of these evaluation factors,
and can also include other factors other than the specific
evaluation factors listed above.

For each evaluation factor that is being considered in a
given embodiment, each such evaluation factor will be
assigned a “maximum limit” value and a weighted “load
contribution factor.” The maximum limit value will define a
maximum acceptable level (or amount) for that evaluation
factor with respect to any given appliance or workload. For
instance, using one of the examples from above, the maxi-
mum limit value for CPU usage may be defined as 80% of
the total available CPU availability. The weighted load
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contribution factor defines how much that evaluation factor
will impact the actual load placed on any given appliance or
workload. For instance, if a load will be increased twice as
much with an increase in IOPs than by an increase of a
second value, then the load contribution factor for IOPs
would be 0.67 and the load contribution factor for the second
value would be 0.33. This is obviously a simplified example
for the sake of explanation. In practice, more factors can be
considered and weighted against each other, thereby result-
ing in a more complex set of weights. Moreover, since the
weights are relative rather than absolute, these weights can
also be expressed as whole numbers (e.g., 67 and 33 in the
above example) rather than decimal numbers, and can also
be expressed in some other form so long as that form
conveys the same general information.

Using criteria such as those provided above, method 400
can calculate a current “replication load score” for each of
the customer workloads and each of the appliances, as
shown in steps 410 and 420, respectively. In one embodi-
ment, the current replication load score for each workload or
appliance can be calculated by determining the current value
of each evaluation factor in use, dividing that current value
by the maximum limit value for that evaluation factor to
produce a “usage quotient,” and then applying the load
contribution factor for that evaluation factor to weigh that
usage quotient appropriately. In other embodiments, an
average value (such as, e.g., the average historical value
over a certain time period) can be used instead of the current
value. Other calculation methods are possible as well.
Regardless of the specific calculation method and values
used, this process would be repeated for each evaluation
factor being used, with the results of each individual calcu-
lation being added together to produce an overall current
replication load score summary value for the workload or
appliance being evaluated.

In addition to evaluating the current replication load for
the workloads and appliances (such as, e.g., in the manner
discussed above), method 400 can also determine the maxi-
mum replication load that each appliance can handle, in step
430. This maximum value can be determined by, e.g.,
evaluating the predetermined specifications for any given
device or appliance. For instance, a given appliance may be
known to be able to perform a certain number of IOPs per
second, or to have a certain maximum CPU capacity. This
information may be provided by a manufacturer, or may be
obtained by other means. In one embodiment, the maximum
replication load can be determined by calculating a maxi-
mum replication load score. This maximum replication load
score can be calculated by determining the maximum value
of each evaluation factor in use, dividing that current value
by the maximum limit value for that evaluation factor to
produce a “usage quotient” for that factor, and then applying
the load contribution factor for that evaluation factor to
weigh that usage quotient appropriately. As was the case for
the current replication load score calculated above, this
process would be repeated for each evaluation factor being
used, with the results of each individual calculation being
added together to produce an overall maximum replication
load score for the workload or appliance being evaluated.

In 440, method 400 determines an effective replication
load score for each appliance. In one embodiment, the
effective replication load score can be determined by cal-
culating a quotient or ratio by dividing the current replica-
tion load score summary value for each appliance (step 420)
by the maximum replication load score for that appliance
(step 430).
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Finally, in 450, method 400 can determine a current
threshold percentage value for each evaluation criteria being
considered with respect to each appliance. For instance, for
each evaluation factor on each appliance, the current thresh-
old percentage value can be determined by dividing the
average value for that evaluation factor by the maximum
value for that factor, where the average and maximum values
are determined in a manner such as those described above.
This value can be expressed as a decimal factor (e.g., 0.67),
as a percentage (e.g., 67%), or in some other suitable
manner.

FIG. 5 is a flowchart of a method 500 illustrating various
actions performed in connection with one embodiment of
the systems and techniques disclosed herein. As will also be
appreciated in light of the present disclosure, this method
may be modified in order to derive alternative embodiments.
Moreover, although the steps in this embodiment are shown
in a sequential order, certain steps may occur in a different
order than shown, certain steps may be performed concur-
rently, certain steps may be combined with other steps, and
certain steps may be omitted in another embodiment.
Method 500 is described with reference to elements such as
those described in connection with FIGS. 1A, 1B, and 1C.
In one embodiment, one or more steps of method 500 are
performed by appliance(s), such as appliance(s) 150 or 190.
In one embodiment, one or more steps of method 500 are
performed by an appliance configured to operate within a
resiliency architecture such as that provided by VERITAS
RESILENCY MANAGER. In other embodiments, one or
more steps of method 500 are performed by an appliance
configured to execute other replication software or function-
ality.

Method 500 begins at 510, where the method determines
whether at least one appliance is not currently overloaded. If
510 determines that there are not any appliances that are not
currently overloaded (e.g., all appliances are currently over-
loaded), method 500 then proceeds to 520 and issues an
alert. This alert can take various forms, such as an email,
automated text message, or computer dialog box such as in
a WINDOWS computing environment. In one embodiment,
this alert will be directed to a customer and will include
information indicating that all of the appliances on their
recovery site are currently overloaded. A user can then
respond to this information in various ways, such as by
adding a new appliance or taking other measures, which are
beyond the scope of this disclosure. If step 520 was reached
(e.g., if method 500 determined that all of the appliances
were currently overloaded), method 500 then proceeds to
520 to determine if any of those appliances, even though
overloaded, nevertheless have any remaining capacity avail-
able. For instance, an appliance operating at 85% of its CPU
threshold may be overloaded (if the threshold limit was set
to 80%, per the example used above) but may nevertheless
have some capacity remaining (since 85% is still less than
100%). If this determination also evaluates in the negative
(e.g., none of the appliances have any capacity remaining),
then the system is overloaded and fairly drastic measures
(albeit measures which are beyond the scope of this disclo-
sure) are necessary. At this point, a second alert is generated
in 540 (or a single alert is generated here, in place of the alert
from 520). This alert may be similar to the alert described
with respect to 520, except that the content of the alert
should reflect the fact that none of the appliances have any
capacity remaining. At this point, method 500 would end.

However, if either step 510 or step 530 evaluate in the
affirmative (e.g., at least one device is not overloaded, per
510; or at least one device has some capacity remaining, per
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530), method 500 proceeds to 550. In 550, the appliances are
sorted or otherwise ordered based on their effective repli-
cation load score, such as was determined in 440. At this
point, although not expressly shown in FIG. 5, method 500
can also identify the appliance with the highest load and the
appliance with the lowest load, as well as their respective
effective replication load scores. At 560, method 500 can
determine whether the relative difference between the high-
est load score and the lowest load score exceeds a relative
load difference threshold, such as, e.g., determining whether
the highest score is at least 1.5 times as high as the lowest
score. If this determination evaluates in the positive, then at
least one appliance is overloaded with respect to the work-
load of at least one other appliance. If 560 evaluates in the
negative, then method 500 determines if any appliances
have been faulted in 570, in which case the workload should
be rebalanced (or at least attempted to be rebalanced), even
if none of the other appliances are overloaded, since at least
one of the appliances is now offline and that appliance’s
workload should be performed by some other appliance. In
practice, although multiple steps of this method can be
performed in different orders than what is expressly shown
in FIG. 5, the reader will recognize that steps 560 and 570
in particular can be performed in the opposite order of what
is shown, and can also be performed at the same time or
substantially the same time as each other. In any event, if
both of these steps evaluate in the negative, then method 500
will end. However, if either of these steps evaluate in the
positive, then method 500 will proceed to 580.

At 580, method 500 rebalances the various workloads by
shifting a portion of the workload from one or more appli-
ances that are overloaded, to one or more appliances on the
same site (or functioning as part of the same site) that have
a lower replication load score (or otherwise have available
capacity). If additional unused appliances are available with
respect to that site, one or more unused appliance may also
be brought on line at this point, particularly (but not only) in
the situation where one or more of the previously-used
appliances has failed or has otherwise been taken offline. In
one embodiment, method 500 can be used to determine how
much of the workload should be shifted from the overloaded
(or faulted) appliance(s) to other appliances that have avail-
able capacity, in order to even out (or roughly even out) the
workload distribution among the appliances on that site (or
among the appliances operating as part of the same site). For
instance, method 500 may determine the difference in work-
load between the most overloaded appliance and the most
underloaded appliance, and then shift one-half (or some
other portion) of that workload from the most overloaded
appliance to the most underloaded appliance. Method 500
then either ends, or although not expressly shown in FIG. 5,
method 500 can also repeat this same basic functionality for
other appliances, until the various workloads have been
generally evened out and the workload of all faulted appli-
ances have been redistributed to other online appliances.

FIG. 6 is a block diagram of a computing system 600
capable of performing one or more of the operations
described above. Computing system 600 broadly represents
any single or multi-processor computing device or system
capable of executing computer-readable instructions.
Examples of computing system 600 include, without limi-
tation, any one or more of a variety of devices including
workstations, personal computers, laptops, client-side ter-
minals, servers, distributed computing systems, handheld
devices (e.g., personal digital assistants and mobile phones),
network appliances, storage controllers (e.g., array control-
lers, tape drive controller, or hard drive controller), and the
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like. In its most basic configuration, computing system 600
may include at least one processor 614 and a memory 616.
By executing software that invokes, e.g., a virtual machine
130 and/or an /O tap 135, or that causes the computing
device to function as an appliance such as appliances 150 or
190, or any modifications thereof consistent with this dis-
closure, computing system 600 becomes a special purpose
computing device that is configured to perform operations in
the manner described above.

Processor 614 generally represents any type or form of
processing unit capable of processing data or interpreting
and executing instructions. In certain embodiments, proces-
sor 614 may receive instructions from a software application
or module. These instructions may cause processor 614 to
perform the functions of one or more of the embodiments
described and/or illustrated herein. For example, processor
614 may perform and/or be a means for performing the
operations described herein. Processor 614 may also per-
form and/or be a means for performing any other operations,
methods, or processes described and/or illustrated herein.

Memory 616 generally represents any type or form of
volatile or non-volatile storage devices or mediums capable
of storing data and/or other computer-readable instructions.
Examples include, without limitation, random access
memory (RAM), read only memory (ROM), flash memory,
a hard disk drive, or any other suitable memory device.
Although not required, in certain embodiments computing
system 600 may include both a volatile memory unit and a
non-volatile storage device. In one example, program
instructions implementing on or more operations described
herein may be loaded into memory 610.

In certain embodiments, computing system 600 may also
include one or more components or elements in addition to
processor 614 and memory 616. For example, as illustrated
in FIG. 6, computing system 600 may include a memory
controller 618, an Input/Output (I/O) controller 620, and a
communication interface 622, each of which may be inter-
connected via a communication infrastructure 612. Commu-
nication infrastructure 612 generally represents any type or
form of infrastructure capable of facilitating communication
between one or more components of a computing device.
Examples of communication infrastructure 612 include,
without limitation, a communication bus (such as an Indus-
try Standard Architecture (ISA), Peripheral Component
Interconnect (PCI), PCI express (PCle), or similar bus) and
a network.

Memory controller 618 generally represents any type or
form of device capable of handling memory or data or
controlling communication between one or more compo-
nents of computing system 600. For example, in certain
embodiments memory controller 618 may control commu-
nication between processor 614, memory 616, and /O
controller 620 via communication infrastructure 612. In
certain embodiments, memory controller 618 may perform
and/or be a means for performing, either alone or in com-
bination with other elements, one or more of the operations
or features described and/or illustrated herein.

1/O controller 620 generally represents any type or form
of module capable of coordinating and/or controlling the
input and output functions of a computing device. For
example, in certain embodiments /O controller 620 may
control or facilitate transfer of data between one or more
elements of computing system 600, such as processor 614,
memory 616, communication interface 622, display adapter
626, input interface 630, and storage interface 634.

Communication interface 622 broadly represents any type
or form of communication device or adapter capable of
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facilitating communication between computing system 600
and one or more additional devices. For example, in certain
embodiments communication interface 622 may facilitate
communication between computing system 600 and a pri-
vate or public network including additional computing sys-
tems. Examples of communication interface 622 include,
without limitation, a wired network interface (such as a
network interface card), a wireless network interface (such
as a wireless network interface card), a modem, and any
other suitable interface. In at least one embodiment, com-
munication interface 622 may provide a direct connection to
a remote server via a direct link to a network, such as the
Internet. Communication interface 622 may also indirectly
provide such a connection through, for example, a local area
network (such as an Ethernet network), a personal area
network, a telephone or cable network, a cellular telephone
connection, a satellite data connection, or any other suitable
connection.

In certain embodiments, communication interface 622
may also represent a host adapter configured to facilitate
communication between computing system 600 and one or
more additional network or storage devices via an external
bus or communications channel. Examples of host adapters
include, without limitation, Small Computer System Inter-
face (SCSI) host adapters, Universal Serial Bus (USB) host
adapters, Institute of Electrical and Electronics Engineers
(IEEE) 1894 host adapters, Serial Advanced Technology
Attachment (SATA) and external SATA (eSATA) host adapt-
ers, Advanced Technology Attachment (ATA) and Parallel
ATA (PATA) host adapters, Fibre Channel interface adapters,
Ethernet adapters, or the like.

Communication interface 622 may also allow computing
system 600 to engage in distributed or remote computing.
For example, communication interface 622 may receive
instructions from a remote device or send instructions to a
remote device for execution.

As illustrated in FIG. 6, computing system 600 may also
include at least one display device 624 coupled to commu-
nication infrastructure 612 via a display adapter 626. Dis-
play device 624 generally represents any type or form of
device capable of visually displaying information forwarded
by display adapter 626. Similarly, display adapter 626
generally represents any type or form of device configured
to forward graphics, text, and other data from communica-
tion infrastructure 612 (or from a frame buffer) for display
on display device 624.

As illustrated in FIG. 6, computing system 600 may also
include at least one input device 628 coupled to communi-
cation infrastructure 612 via an input interface 630. Input
device 628 generally represents any type or form of input
device capable of providing input, either computer or human
generated, to computing system 600. Examples of input
device 628 include, without limitation, a keyboard, a point-
ing device, a speech recognition device, or any other input
device.

As illustrated in FIG. 6, computing system 600 may also
include a storage device 632 coupled to communication
infrastructure 612 via a storage interface 634. Storage device
632 generally represents any type or form of storage device
or medium capable of storing data and/or other computer-
readable instructions. For example, storage device 632 may
be a magnetic disk drive (e.g., a so-called hard drive), a
floppy disk drive, a magnetic tape drive, an optical disk
drive, a flash drive, or the like. Storage interface 634
generally represents any type or form of interface or device
for transferring data between storage device 632 and other
components of computing system 600. A storage device like
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storage device 632 can store information such as the data
structures described herein, as well as one or more com-
puter-readable programming instructions that are capable of
causing a computer system to execute one or more of the
operations described herein.

In certain embodiments, storage device 632 may be
configured to read from and/or write to a removable storage
unit configured to store computer software, data, or other
computer-readable information. Examples of suitable
removable storage units include, without limitation, a floppy
disk, a magnetic tape, an optical disk, a flash memory
device, or the like. Storage device 632 may also include
other similar structures or devices for allowing computer
software, data, or other computer-readable instructions to be
loaded into computing system 600. For example, storage
device 632 may be configured to read and write software,
data, or other computer-readable information. Storage
devices 632 may also be a part of computing system 600 or
may be a separate device accessed through other interface
systems.

Many other devices or subsystems may be connected to
computing system 600. Conversely, all of the components
and devices illustrated in FIG. 6 need not be present to
practice the embodiments described and/or illustrated
herein. The devices and subsystems referenced above may
also be interconnected in different ways from that shown in
FIG. 6.

Computing system 600 may also employ any number of
software, firmware, and/or hardware configurations. For
example, one or more of the embodiments disclosed herein
may be encoded as a computer program (also referred to as
computer software, software applications, computer-read-
able instructions, or computer control logic) on a non-
transient computer-readable storage medium. Examples of
non-transient computer-readable storage media include
magnetic-storage media (e.g., hard disk drives and floppy
disks), optical-storage media (e.g., CD- or DVD-ROMs),
electronic-storage media (e.g., solid-state drives and flash
media), and the like. Such computer programs can also be
transferred to computing system 600 for storage in memory
via a network such as the Internet or upon a carrier medium.

The non-transient computer-readable storage medium
containing the computer programming instructions may be
loaded into computing system 600. All or a portion of the
computer programming instructions stored on the non-tran-
sient computer-readable storage medium may then be stored
in memory 616 and/or various portions of storage device
632. When executed by processor 614, a computer program
loaded into computing system 600 may cause processor 614
to perform and/or be a means for performing the functions
of one or more of the embodiments described and/or illus-
trated herein. Additionally or alternatively, one or more of
the embodiments described and/or illustrated herein may be
implemented in firmware and/or hardware. For example,
computing system 600 may be configured as an application
specific integrated circuit (ASIC) adapted to implement one
or more of the embodiments disclosed herein.

FIG. 7 is a block diagram of a network architecture 700
in which client systems 710, 720, and 730, and servers 740
and 745 may be coupled to a network 750. Client systems
710, 720, and 730 generally represent any type or form of
computing device or system, such as computing system 600
in FIG. 6.

Similarly, servers 740 and 745 generally represent com-
puting devices or systems, such as application servers or
database servers, configured to provide various database
services and/or run certain software applications. Network
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750 generally represents any telecommunication or com-
puter network including, for example, an intranet, a wide
area network (WAN), a local area network (LAN), a per-
sonal area network (PAN), or the Internet. In one example,
one or more of client systems 710, 720, and/or 730 may
include software configured to execute, e.g., a virtual
machine 130 and/or an /O tap 135, or that causes the
computing device to function as an appliance such as
appliances 150 or 190, and/or one or more components or
threads thereof.

As illustrated in FIG. 7, one or more storage devices
760(1)-(N) may be directly attached to server 740. Similarly,
one or more storage devices 770(1)-(N) may be directly
attached to server 745. Storage devices 760(1)-(N) and
storage devices 770(1)-(N) generally represent any type or
form of storage device or medium capable of storing data
and/or other computer-readable instructions. In certain
embodiments, storage devices 760(1)-(N) and storage
devices 770(1)-(N) may represent network-attached storage
(NAS) devices configured to communicate with servers 740
and 745 using various protocols, such as Network File
System (NFS), Server Message Block (SMB), or Common
Internet File System (CIFS). Such storage devices can store
backup information and storage configuration information,
as described above.

Servers 740 and 745 may also be connected to a storage
area network (SAN) fabric 780. SAN fabric 780 generally
represents any type or form of computer network or archi-
tecture capable of facilitating communication between mul-
tiple storage devices. SAN fabric 780 may facilitate com-
munication between servers 740 and 745 and a plurality of
storage devices 790(1)-(N) and/or an intelligent storage
array 795. SAN fabric 780 may also facilitate, via network
750 and servers 740 and 745, communication between client
systems 710, 720, and 730 and storage devices 790(1)-(N)
and/or intelligent storage array 795 in such a manner that
devices 790(1)-(N) and array 795 appear as locally attached
devices to client systems 710, 720, and 730. As with storage
devices 760(1)-(N) and storage devices 770(1)-(N), storage
devices 790(1)-(N) and intelligent storage array 795 gener-
ally represent any type or form of storage device or medium
capable of storing data and/or other computer-readable
instructions.

In certain embodiments, and with reference to computing
system 600 of FIG. 6, a communication interface, such as
communication interface 622 in FIG. 6, may be used to
provide connectivity between each client system 710, 720,
and 730 and network 750. Client systems 710, 720, and 730
may be able to access information on server 740 or 745
using, for example, a web browser or other client software.
Such software may allow client systems 710, 720, and 730
to access data hosted by server 740, server 745, storage
devices 760(1)-(N), storage devices 770(1)-(N), storage
devices 790(1)-(N), or intelligent storage array 795.
Although FIG. 7 depicts the use of a network (such as the
Internet) for exchanging data, the embodiments described
and/or illustrated herein are not limited to the Internet or any
particular network-based environment.

In at least one embodiment, all or a portion of one or more
of the embodiments disclosed herein may be encoded as a
computer program and loaded onto and executed by server
740, server 745, storage devices 740(1)-(N), storage devices
770(1)-(N), storage devices 790(1)-(N), intelligent storage
array 795, or any combination thereof. All or a portion of
one or more of the embodiments disclosed herein may also
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be encoded as a computer program, stored in server 740, run
by server 745, and distributed to client systems 710, 720,
and 730 over network 750.

In some examples, all or a portion of one of the systems
in FIGS. 1A, 1B, 1C, 6, and 7 may represent portions of a
cloud-computing or network-based environment. Cloud-
computing environments may provide various services and
applications via the Internet. These cloud-based services
(e.g., software as a service, platform as a service, infrastruc-
ture as a service, etc.) may be accessible through a web
browser or other remote interface. Various functions
described herein may be provided through a remote desktop
environment or any other cloud-based computing environ-
ment.

In addition, one or more of the components described
herein may transform data, physical devices, and/or repre-
sentations of physical devices from one form to another. For
example, one or more of the operations described herein
may transform the behavior of a computer system such that
the various operations described herein can be performed.

Although the present invention has been described in
connection with several embodiments, the invention is not
intended to be limited to the specific forms set forth herein.
On the contrary, it is intended to cover such alternatives,
modifications, and equivalents as can be reasonably
included within the scope of the invention as defined by the
appended claims.

What is claimed is:
1. A method comprising:
initiating a replication process between a primary site and
a recovery site, wherein
the recovery site comprises at least a first gateway
appliance and a second gateway appliance;
evaluating a replication load for the first gateway appli-
ance, wherein
the evaluating the replication load for the first gateway
appliance comprises analyzing at least a first evalu-
ation factor for the first gateway appliance and a
second evaluation factor for the first gateway appli-
ance, and
the first evaluation factor for the first gateway appliance
and the second evaluation factor for the first gateway
appliance are both related to the replication load of
the replication process on the first gateway appli-
ance, wherein
a first weight is applied to the first evaluation factor
of the first gateway appliance, and
a second weight is applied to the second evaluation
factor of the first gateway appliance, wherein the
first weight of the first evaluation factor of the first
gateway appliance is greater than the second
weight of the second evaluation factor of the
gateway appliance;
evaluating a replication load for the second gateway
appliance, wherein
the evaluating the replication load of the second gate-
way appliance includes analyzing at least a first
evaluation factor for the second gateway appliance
and a second evaluation factor for the second gate-
way appliance;
the first evaluation factor for the second gateway appli-
ance and the second evaluation factor for the second
gateway appliance are both related to the replication
load of the replication process on the second gateway
appliance;
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determining whether the first gateway appliance is over-
loaded based on the replication load of the replication
process on the first gateway appliance; and
in response to determining that the first gateway appliance
is overloaded, rebalancing a replication workload
between the first gateway appliance and the second
gateway appliance based on the replication load on the
first gateway appliance and the replication load on the
second gateway appliance.
2. The method of claim 1, wherein
the first evaluation factor pertains to a current replication
lag time associated with the first gateway appliance.
3. The method of claim 1, wherein
the first evaluation factor is evaluated based on historic
data pertaining to memory utilization of one or more
appliances on the recovery site.
4. The method of claim 1, wherein
the second evaluation factor pertains to a number of
average unique blocks of data directed to the first
appliance.
5. The method of claim 1, wherein
the determining whether the first gateway appliance is
overloaded comprises comparing the replication load
on the first gateway appliance to the replication load on
the second gateway appliance.
6. The method of claim 1, wherein
initiating the replication process further comprises
executing an /O tap with respect to data being written
from a first virtual machine to a first disk, wherein
the primary site comprises the first virtual machine and
the first disk.
7. A system comprising:
a microprocessor; and
a non-transient computer-readable storage medium, com-
prising computer instructions executable by the micro-
processor, wherein the computer instructions are con-
figured to perform a method comprising the steps of:
receiving replication data, wherein
the replication data is received at a recovery site from
a replication process initiated on a primary site, and
the recovery site comprises at least a first gateway
appliance and a second gateway appliance;
evaluating a replication load for the first gateway
appliance, wherein
the evaluating the replication load comprises analyz-
ing at least a first evaluation factor for the first
gateway appliance and a second evaluation factor
for the first gateway appliance, and
the first evaluation factor for the first gateway appliance
and the second evaluation factor for the first gateway
appliance are both related to the replication load of
the replication process on the first gateway appli-
ance, wherein
a first weight is applied to the first evaluation factor
of the first gateway appliance, and
a second weight is applied to the second evaluation
factor of the first gateway appliance, wherein the
first weight of the first evaluation factor of the first
gateway appliance is greater than the second
weight of the second evaluation factor of the
gateway appliance;
evaluating a replication load for the second gateway
appliance, wherein
the evaluating the replication load comprises analyz-
ing at least a first evaluation factor for the second
getaway appliance and a second evaluation factor
for the second gateway appliance, and
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the first evaluation factor for the second gateway
appliance and the second evaluation factor for the
second gateway appliance are both related to the
replication load of the replication process on the
second gateway appliance;
determining whether the first gateway appliance is
overloaded based on the replication load of the
replication process on the first gateway appliance;
and
in response to determining that the first gateway appli-
ance is overloaded, rebalancing a replication work-
load between the first gateway appliance and the
second gateway appliance based on the replication
load on the first gateway appliance and the replica-
tion load on the second gateway appliance.
8. The method of claim 7, wherein
the first evaluation factor pertains to a current replication
lag time associated with the first appliance.
9. The method of claim 7, wherein
the first evaluation factor is evaluated based on historic
data pertaining to memory utilization of one or more
appliances on the recovery site.
10. The method of claim 7, wherein
the second evaluation factor pertains to a number of
average unique blocks of data directed to the first
appliance.
11. The method of claim 7, wherein
the determining whether the first gateway appliance is
overloaded comprises comparing the replication load
on the first gateway appliance to the replication load on
the second gateway appliance.
12. The method of claim 7, wherein
the replication process further comprises executing an 1/0
tap with respect to data being written from a first virtual
machine to a first disk, wherein the primary site com-
prises the first virtual machine and the first disk.
13. A computer program product, comprising a plurality

of instructions stored on a non-transient computer-readable
storage medium, wherein the instructions are configured to
execute a method comprising the steps of:

receiving replication data, wherein
the replication data is received at a recovery site from
a replication process initiated on a primary site, and
the recovery site comprises at least a first gateway
appliance and a second gateway appliance;
evaluating a replication load for the first gateway appli-
ance, wherein
the evaluating the replication load comprises analyzing
at least a first evaluation factor for the first gateway
appliance and a second evaluation factor for the first
gateway appliance, and
the first evaluation factor for the first gateway appliance
and the second evaluation factor for the first gateway
appliance are both related to the replication load of
the replication process on the first gateway appli-
ance,
wherein
a first weight is applied to the first evaluation factor
of the first gateway appliance, and
a second weight is applied to the second evaluation
factor of the first gateway appliance, wherein the
first weight of the first evaluation factor of the first
gateway appliance is greater than the second
weight of the second evaluation factor of the
gateway appliance;
evaluating a replication load of the second gateway appli-
ance, wherein
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the evaluating of the replication load on the second
gateway appliance comprises analyzing at least a
first evaluation factor for the second getaway appli-
ance and a second evaluation factor for the second
gateway appliance, and
the first evaluation factor for the second gateway appli-
ance and the second evaluation factor for the second
gateway appliance are both related to the replication
load of the replication process on the second gateway
appliance;
determining whether the first gateway appliance is over-
loaded based on the replication load of the replication
process on the first gateway appliance; and
in response to determining that the first gateway appliance
is overloaded, rebalancing a replication workload
between the first gateway appliance and the second
gateway appliance based on the replication load on the
first gateway appliance and the replication load on the
second gateway appliance.
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14. The method of claim 13, wherein

the first evaluation factor pertains to a current replication
lag time associated with the first appliance.

15. The method of claim 13, wherein

the first evaluation factor is evaluated based on historic
data pertaining to memory utilization of one or more
appliances on the recovery site.

16. The method of claim 13, wherein

the second evaluation factor pertains to a number of
average unique blocks of data directed to the first
appliance.

17. The method of claim 13, wherein

the determining whether the first gateway appliance is
overloaded comprises comparing the replication load
on the first gateway appliance to the replication load on
the second gateway appliance.
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