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1
CONTENT FILTERING BASED ON USER
STATE

BACKGROUND

The exemplary embodiments relate generally to filtering
multimedia content, and more particularly to filtering mul-
timedia content based on user state.

Individuals are inundated with content, whether the con-
tent be in the form of text, images, audio, video, etc. While
content may be beneficial for purposes such as education,
entertainment, humor, etc., content may also be detrimental
to an individual based on a user state, such as a health
condition. For example, users with epilepsy may be suscep-
tible to seizures due to flashing lights within content while
users with motion sickness may be susceptible to the move-
ment of virtual reality experiences.

SUMMARY

The exemplary embodiments disclose a method, a com-
puter program product, and a computer system for content
filtering based on user state. Exemplary embodiments
include associating a user with one or more cohorts and
extracting one or more features from a content retrieved by
the user. Moreover, exemplary embodiments may further
include determining whether at least one of the one or more
features conflict with at least one of the one or more cohorts.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

The following detailed description, given by way of
example and not intended to limit the exemplary embodi-
ments solely thereto, will best be appreciated in conjunction
with the accompanying drawings, in which:

FIG. 1 depicts an exemplary schematic diagram of a
content filtering system 100, in accordance with the exem-
plary embodiments.

FIG. 2 depicts an exemplary flowchart 200 illustrating the
operations of a content filter 132 of the content filtering
system 100 in filtering content based on user state, in
accordance with the exemplary embodiments.

FIG. 3 depicts an exemplary block diagram depicting the
hardware components of the content filtering system 100 of
FIG. 1, in accordance with the exemplary embodiments.

FIG. 4 depicts a cloud computing environment, in accor-
dance with the exemplary embodiments.

FIG. 5 depicts abstraction model layers, in accordance
with the exemplary embodiments.

The drawings are not necessarily to scale. The drawings
are merely schematic representations, not intended to por-
tray specific parameters of the exemplary embodiments. The
drawings are intended to depict only typical exemplary
embodiments. In the drawings, like numbering represents
like elements.

DETAILED DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

Detailed embodiments of the claimed structures and
methods are disclosed herein; however, it can be understood
that the disclosed embodiments are merely illustrative of the
claimed structures and methods that may be embodied in
various forms. The exemplary embodiments are only illus-
trative and may, however, be embodied in many different
forms and should not be construed as limited to the exem-
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plary embodiments set forth herein. Rather, these exemplary
embodiments are provided so that this disclosure will be
thorough and complete, and will fully convey the scope to
be covered by the exemplary embodiments to those skilled
in the art. In the description, details of well-known features
and techniques may be omitted to avoid unnecessarily
obscuring the presented embodiments.

References in the specification to “one embodiment”, “an
embodiment”, “an exemplary embodiment”, etc., indicate
that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment
may not necessarily include the particular feature, structure,
or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular
feature, structure, or characteristic is described in connection
with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to implement such
feature, structure, or characteristic in connection with other
embodiments whether or not explicitly described.

In the interest of not obscuring the presentation of the
exemplary embodiments, in the following detailed descrip-
tion, some processing steps or operations that are known in
the art may have been combined together for presentation
and for illustration purposes and in some instances may have
not been described in detail. In other instances, some pro-
cessing steps or operations that are known in the art may not
be described at all. It should be understood that the follow-
ing description is focused on the distinctive features or
elements according to the various exemplary embodiments.

Individuals are inundated with content, whether the con-
tent be in the form of text, images, audio, video, etc. While
content may be beneficial for purposes such as education,
entertainment, humor, etc., content may also be detrimental
to an individual based on a user state, such as a health
condition. For example, users with epilepsy may be suscep-
tible to seizures due to flashing lights within content while
users with motion sickness may be susceptible to the move-
ment of virtual reality experiences.

Exemplary embodiments disclose a means for filtering
content based on a user state, such as user health, mental, or
other condition. Highlights of the exemplary embodiments
include adaptive and custom filtering of content for a user
based on the user state, resulting in a safer and more
enjoyable experience for the user. Use cases include noti-
fying a user of a potential conflict between content and user
state, for example notifying a user with epilepsy prior to
viewing content that includes flashing lights, notifying a
user with motion sickness prior to a virtual reality experi-
ence, notifying a user with a heart condition prior to listen-
ing to audio with sudden loud noises, etc. Overall, embodi-
ments exemplified herein relate to identifying content as
conflicting for a user based on user state, thereby increasing
the safety of and improving a user experience of content, as
will be described in greater detail herein.

FIG. 1 depicts the content filtering system 100, in accor-
dance with exemplary embodiments. According to the
exemplary embodiments, the content filtering system 100
may include a health device 110, a smart device 120, and a
content filtering server 130, which may be interconnected
via a network 108. While programming and data of the
exemplary embodiments may be stored and accessed
remotely across several servers via the network 108, pro-
gramming and data of the exemplary embodiments may
alternatively or additionally be stored locally or remotely on
as few as one physical computing device or amongst other
computing devices than those depicted. For example, in
embodiments, the content filter 132 and necessary compo-
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nents may be entirely stored on the smart device 120 for use
locally without the need to connect to the network 108.

In the exemplary embodiments, the network 108 may be
a communication channel capable of transferring data
between connected devices. In the exemplary embodiments,
the network 108 may be the Internet, representing a world-
wide collection of networks and gateways to support com-
munications between devices connected to the Internet.
Moreover, the network 108 may utilize various types of
connections such as wired, wireless, fiber optic, etc. which
may be implemented as an intranet network, a local area
network (LAN), a wide area network (WAN), or a combi-
nation thereof. In further embodiments, the network 108
may be a Bluetooth network, a Wi-Fi network, or a combi-
nation thereof. The network 108 may operate in frequencies
that include 2.4 gHz and 5 gHz Internet, near-field commu-
nication, Z-Wave, Zigbee, etc. In yet further embodiments,
the network 108 may be a telecommunications network used
to facilitate telephone calls between two or more parties
comprising a landline network, a wireless network, a closed
network, a satellite network, or a combination thereof. In
general, the network 108 may represent any combination of
connections and protocols that will support communications
between connected devices.

In the example embodiment, the health device 110 may be
any device capable of collecting, storing, processing, and
receiving/transmitting data, such as data related to a user
state. In embodiments, for example, the health device 110
may be a smart wearable device, such as glasses, a contact
lens, watch/wristband, ring, anklet, headband, mouthpiece,
and the like. In further embodiments, the health device 110
may be a special purpose-device, such as an insulin pen,
pacemaker, catheter, meter, implantable device, etc. More-
over, in embodiments, the health device 110 may include
computing components used for collecting, processing,
aggregating, and receiving/transmitting data, for example
those depicted by FIG. 4. While the health device 110 is
shown as a single device, in other embodiments, the health
device 110 may be comprised of a cluster or plurality of
computing devices, working together or working separately.

In exemplary embodiments, the smart device 120 includes
a content filtering client 122, and may be an enterprise
server, a laptop computer, a notebook, a tablet computer, a
netbook computer, a personal computer (PC), a desktop
computer, a server, a personal digital assistant (PDA), a
rotary phone, a touchtone phone, a smart phone, a mobile
phone, a virtual device, a thin client, an IoT device, or any
other electronic device or computing system capable of
receiving and sending data to and from other computing
devices. While the smart device 120 is shown as a single
device, in other embodiments, the smart device 120 may be
comprised of a cluster or plurality of computing devices, in
a modular manner, etc., working together or working inde-
pendently. The smart device 120 is described in greater
detail as a hardware implementation with reference to FIG.
3, as part of a cloud implementation with reference to FIG.
4, and/or as utilizing functional abstraction layers for pro-
cessing with reference to FIG. 5.

The content filtering client 122 may act as a client in a
client-server relationship, and may be a software and/or
hardware application capable of communicating with and
providing a user interface for a user to interact with a server
and other computing devices via the network 108. Moreover,
in the example embodiment, the content filtering client 122
may be capable of transferring data from the smart device
120 to and from other devices via the network 108. In
embodiments, the content filtering client 122 may utilize
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various wired and wireless connection protocols for data
transmission and exchange, including Bluetooth, 2.4 gHz
and 5 gHz internet, near-field communication, Z-Wave,
Zigbee, etc. The content filtering client 122 is described in
greater detail with respect to FIG. 2.

In the exemplary embodiments, the content filtering
server 130 may include a content filter 132, and may act as
a server in a client-server relationship with the content
filtering client 122. The content filtering server 130 may be
an enterprise server, a laptop computer, a notebook, a tablet
computer, a netbook computer, a PC, a desktop computer, a
server, a PDA, a rotary phone, a touchtone phone, a smart
phone, a mobile phone, a virtual device, a thin client, an [oT
device, or any other electronic device or computing system
capable of receiving and sending data to and from other
computing devices. While the content filtering server 130 is
shown as a single device, in other embodiments, the content
filtering server 130 may be comprised of a cluster or
plurality of computing devices, working together or working
independently. The content filtering server 130 is described
in greater detail as a hardware implementation with refer-
ence to FIG. 3, as part of a cloud implementation with
reference to FIG. 4, and/or as utilizing functional abstraction
layers for processing with reference to FIG. 5.

In the exemplary embodiments, the content filter 132 may
be a software and/or hardware program that may be capable
of receiving a user configuration and defining a user cohort
based on the received user configuration. In addition, the
content filter 132 may be capable of extracting features from
user content and determining whether the content presents
any conflicts for the user. If it is determined that the content
is conflicting for the user, the content filter 132 may be
capable of notifying the user of the conflict. The content
filter 132 may be further capable of assessing the user and
generating or updating a flag associated with the content
based on the assessment. The content filter 132 is described
in greater detail with reference to FIG. 2, forthcoming.

FIG. 2 depicts an exemplary flowchart 200 illustrating the
operations of the content filter 132 of the content filtering
system 100 in filtering content based on user state, in
accordance with the exemplary embodiments.

The content filter 132 may receive a user configuration
(step 202). The content filter 132 may be configured for a
user by receiving information such as a user registration
and/or preferences, which may be uploaded by a user or
administrator via the content filtering client 122 and the
network 108. Receiving the user registration may involve
receiving demographic information such as a name, age,
gender, location, username, account credentials, email
address, serial number, and the like, as well as data relating
to user state, such as health conditions and conflicts such as
sensitivities, intolerances, aggravators, etc. The content filter
132 may receive such the user registration data via user
input, for example via a user interface of the content filtering
client 122, or the content filter 132 may retrieve data from
sources such as a user profile, electronic medical/health
record (EMR/EHR), the health device 110, etc. In embodi-
ments in which the content filter 132 is integrated with the
health device 110, configuration of the content filter 132 may
further include connecting and linking the health device 110
to the smart device 120, the network 108, and/or the content
filtering server 130. In addition, the content filter 132 may
further receive any user preferences pertaining to the content
filtering system 100, such as data sharing preferences,
preferred methods of notification, etc.

To further illustrate the operations of the content filter
132, reference is now made to an illustrative example in
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which the content filter 132 receives information from a user
indicating an age, gender, and location of the user. In
addition, the user links an up to date electronic health record
indicating that the user has epilepsy, motion sickness, and a
heart condition. Lastly, the user connects a wearable smart
watch configured to extract additional health data, including
user fitness activity and a pulse.

The content filter 132 may define one or more user cohorts
(step 204). The content filter 132 may define one or more
user cohorts in order to group individuals having similar
features. Here, the content filter 132 may utilize the received
user registration, such as demographic and user state data, in
order to group one or more users into cohorts of similarly
situated individuals. For example, the content filter 132 may
define cohorts based on one or more users within a similar
age group, a similar location, or having a similar health
condition such as diabetes or high blood pressure. Such
cohorts may be defined using binary labels (such as positive/
negative), multiclass labels (stage I, stage II, stage III, etc.)
ranges, etc., and may be defined using clustering methods
such as K nearest neighbour (KNN), means-shift clustering,
density-based spatial clustering of applications with noise
(DBSCAN), expectation-maximization clustering using
Gaussian Mixture Models, agglomerative hierarchical clus-
tering, etc. Moreover, the content filter 132 may further
anonymize the users and store the data using identifiers
unique to an individual for future reference and/or updating.

With reference to the illustrative example introduced
above in which the content filter 132 receives the user
registration, the content filter 132 includes the user in a
cohort of similarly aged individuals, a cohort for individuals
of a same gender, and a cohort for users in/from a similar
location. In addition, the content filter 132 includes the user
in a cohort for individuals with epilepsy, a cohort for
individuals with motion sickness, and a cohort for individu-
als with a heart condition.

The content filter 132 may extract features from content
retrieved by the user (step 206). In embodiments, the
retrieved content may include text, image, audio, video,
augmented reality, diminished reality, virtual reality, etc.,
and may be viewed by the user via the smart device 120,
such as a computer, mobile phone, etc. Moreover, the
content filter 132 may extract features from the retrieved
content by analysing metadata associated with content such
that features related to the content may be extracted through
various means. Such features may relate to a topic, quality,
visual characteristics, audio characteristics, and other con-
tent characteristics, and may include content type, bright-
ness, sharpness, contrast, resolution, volume/loudness, ani-
mation, speed, motion, sentiment, topic, geographic
metadata, URL headers, abrupt changes in any of the above,
etc. Overall, the content filter 132 may be configured to
extract features for any content characteristics not limited to
the aforementioned. In embodiments, the content filter 132
may extract text-based features using techniques such as
content extraction, topic modelling, sentiment analysis,
natural language processing, etc., and may extract audio/
image/video metadata using techniques such as representa-
tional state transfer (REST) software, computer vision soft-
ware, image quality detection software, etc. Having
extracted features relating to the content, the content filter
132 may then group content having similar features based on
feature range thresholds, when applicable. For example, the
content filter 132 may group content having a similar
volume or similar brightness. It should be noted that during
the feature extraction process, the content filter 132 may be
configured to pause, delay, stop, or otherwise block the
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6

content in order to prevent a user from experiencing the
content until it can be determined whether the content poses
a potential conflict to the user and/or a user waives the
notification, as will be described in greater detail.

With reference again to the previously introduced
example, the content filter 132 identifies the retrieved con-
tent as a virtual reality experience and extracts one or more
features relating to brightness and volume.

The content filter 132 may determine whether the content
is conflicting for the user (decision 208). In embodiments,
the content filter 132 may determine whether the content is
conflicting for the user by first determining whether the
content has been previously noted as conflicting. For
example, the content filter 132 may determine that the
content has been flagged as conflicting to a particular user
state by other individuals within a same cohorts as that of the
user. In the example embodiment, the content filter 132 may
determine if other individuals within the user cohorts have
flagged the content by referencing a database in which one
or more individuals indicate whether content may be con-
flicting, for example that which may be detrimental, sensi-
tive, offensive, aggravating, etc., to those within the cohort.
In such embodiments, the content filter 132 may simply
reference the database to determine whether a flag is asso-
ciated with the content.

In addition, the content filter 132 may determine whether
content is conflicting by determining whether similar con-
tent, for example similar content grouped within a same
feature range as that of the content, contains flags for the one
or more cohorts in which the user is a member (decision 208
continued). In such embodiments, the content filter 132 may
reference the database to determine whether a flag is asso-
ciated with the content as well as all similar content within
a same feature range. Based on determining that a similar
content is flagged for the user cohort, the content filter 132
may infer that the content is similarly conflicting for the
user.

In yet further embodiments, the content filter 132 may be
configured to detect content conflicts based on analysis of
the extracted features (decision 208 continued). In such
embodiments, the content filter 132 may detect conflicting
content based on one or more known relationships between
content features and user states. For example, the database
may detail user health conditions, such as epilepsy, and
features of content associated with conflicts to those health
conditions, such as flashing lights. In addition, the content
filter 132 may detect conflicting content by identifying
features of the content that vary by a substantial deviation
from what may be considered a norm. For example, the
content filter 132 may determine an average brightness of
content and identify brightness within content that exceeds
the average brightness by more than a standard deviation,
etc. Based on such a determination, the content filter 132
may identify the content as potentially conflicting for users
with brightness sensitivities.

In furthering the previously introduced example for illus-
tration purposes, the content filter 132 determines that the
content is flagged for flashing lights based on other indi-
viduals within the cohort flagging the content as such.
Moreover, the content filter 132 determines that the content
may be dizzying for those with motion sickness based on
other similar virtual reality experiences having flags for
causing dizziness. Lastly, the content filter 132 determines
that the content includes loud noises based on an analysis of
metadata associated with the virtual reality experience indi-
cating that volumes levels a standard deviation greater than
that of an average virtual reality experience.
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Based on determining that the content is conflicting for
the user (decision 208, “YES” branch), the content filter 132
notifies a user (step 210). In embodiments, the content filter
132 may notify the user of any conflicts, or flags, prior to the
user experiencing the content by pausing, blocking, blurring,
obscuring, muting, or otherwise preventing the user from
experiencing the flagged content. The notification may be
communicated via the smart device 120 and may comprise
a pop-up, push notification, warning symbol, audio record-
ing, vibration, or any other means to notify the user. The
notification may further detail flag information associated
with the content, such as the conflicting feature(s) within the
content, a severity of the conflicting feature, cohorts typi-
cally affected by the conflicting feature, symptoms reported
by those within the cohort after experiencing the content,
etc. In addition to notifying the user of any flags associated
with the content, the content filter 132 may additionally
provide the user an option to dismiss the notification and/or
continue to experience the content. It should be noted that
while in the example embodiment, the user is provided a
notification and an option to nonetheless view the content, in
other embodiments, the content filter 132 may be configured
to block content autonomously with no notification or option
to view the content. Such a feature may be configured in, for
example, the user preferences.

Continuing the illustrative example earlier introduced, the
content filter 132 notifies the user via smart phone pop-up
notification that the content includes flashing lights that may
cause epileptic symptoms such as seizures, virtual reality
that may cause motion sickness, and loud noises that may
cause heart condition symptoms leading to a heart attack or
stroke.

Based on determining that the content is not conflicting
for the user (decision 208, “NO” branch) or after notifying
the user of the conflict (step 210), the content filter 132 may
assess the user (step 212). The content filter 132 may assess
the user before, during, and/or after the user experiences the
content in order to determine an effect that the content has
on the user as it relates to state of the user. In embodiments,
the content filter 132 may assess the user by prompting the
user for information regarding a state before, during, and/or
after viewing the content. Moreover, the prompt may further
request information regarding one or more features and/or
user states. For example, the content filter 132 may display
a pop-up on the smart device 120 prompting the user to
indicate a current anxiety level via a sliding scale before,
during, and after experiencing the content. In addition, the
content filter 132 may assess the user via communication
with the health device 110. For example, the content filter
132 may retrieve pulse information from a smart watch
while the user views a video. Overall, the content filter 132
may implement any means to assess a user before, during,
and/or after experiencing the content and, once the content
filter 132 determines that the viewer has stopped viewing the
content, e.g., the content has ended, the content filter 132
may consolidate the user assessment from all sources. The
content filter 132 may additionally identify trends of the user
conflicts and responses to features over time, thereby per-
sonalizing the content filter 132. For example, the content
filter 132 may modify a sensitivity of the user to some
features over time if the user assessment indicates that a user
is not particularly susceptible to that particular feature.
Moreover, the content filter 132 may be further configured
to provide the user an option to generate or modify any flags
associated with the content, and include any additional notes
regarding the content or flags. For example, the content filter
132 may provide a text box for the user to list any relevant
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notes, such as warnings, solutions, conditions under which
those in the cohort may experience the content, etc.

With reference to the illustrative example introduced
above, the content filter 132 prompts the user after experi-
encing the virtual reality to indicate whether the content was
conflicting for the user as it relates to epilepsy, motion
sickness, and a heart condition. In addition, the content filter
132 retrieves pulse and blood pressure information from the
smart watch of the user prior to, during, and after the user
views the content.

The content filter 132 may generate/update any content
flag(s) (step 214). In embodiments, the content filter 132
may generate, if non-existent, or update one or more flags
associated with the content based on the user assessment.
The update may comprise the content filter 132 incorporat-
ing the information regarding the health state of the user into
the information necessitating the tag. For example, the
content filter 132 may update a content tag to reduce a
severity of the feature based on assessed users having a lack
of sensitivity to the feature. In addition, the content filter 132
may weight or average the data based on factors such as
recency, reliability, etc. Moreover, the content filter 132 may
further update the flag(s) with any notes included by the user
during the user assessment. Note that in embodiments in
which the user does not experience the content, generating/
updating the content flag may be omitted.

In concluding the example introduced above, the content
filter 132 may maintain the flag associating motion sickness
with virtual reality based on the user indicating motion
sickness during the experience, however reduce a severity of
the flag associated with the flashing lights in response to the
user indicating that they were not overly sensitive to the
flashing lights. In addition, the content filter 132 may modify
the flag associated with the loud noises based on the user
smart watch recording a high pulse during the experience.

FIG. 3 depicts a block diagram of devices within the
content filtering system 100 of FIG. 1, in accordance with
the exemplary embodiments. It should be appreciated that
FIG. 3 provides only an illustration of one implementation
and does not imply any limitations with regard to the
environments in which different embodiments may be
implemented. Many modifications to the depicted environ-
ment may be made.

Devices used herein may include one or more processors
02, one or more computer-readable RAMs 04, one or more
computer-readable ROMs 06, one or more computer read-
able storage media 08, device drivers 12, read/write drive or
interface 14, network adapter or interface 16, all intercon-
nected over a communications fabric 18. Communications
fabric 18 may be implemented with any architecture
designed for passing data and/or control information
between processors (such as microprocessors, communica-
tions and network processors, etc.), system memory, periph-
eral devices, and any other hardware components within a
system.

One or more operating systems 10, and one or more
application programs 11 are stored on one or more of the
computer readable storage media 08 for execution by one or
more of the processors 02 via one or more of the respective
RAMs 04 (which typically include cache memory). In the
illustrated embodiment, each of the computer readable stor-
age media 08 may be a magnetic disk storage device of an
internal hard drive, CD-ROM, DVD, memory stick, mag-
netic tape, magnetic disk, optical disk, a semiconductor
storage device such as RAM, ROM, EPROM, flash memory
or any other computer-readable tangible storage device that
can store a computer program and digital information.
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Devices used herein may also include a R/W drive or
interface 14 to read from and write to one or more portable
computer readable storage media 26. Application programs
11 on said devices may be stored on one or more of the
portable computer readable storage media 26, read via the
respective R/W drive or interface 14 and loaded into the
respective computer readable storage media 08.

Devices used herein may also include a network adapter
or interface 16, such as a TCP/IP adapter card or wireless
communication adapter (such as a 4G wireless communica-
tion adapter using OFDMA technology). Application pro-
grams 11 on said computing devices may be downloaded to
the computing device from an external computer or external
storage device via a network (for example, the Internet, a
local area network or other wide area network or wireless
network) and network adapter or interface 16. From the
network adapter or interface 16, the programs may be loaded
onto computer readable storage media 08. The network may
comprise copper wires, optical fibers, wireless transmission,
routers, firewalls, switches, gateway computers and/or edge
servers.

Devices used herein may also include a display screen 20,
a keyboard or keypad 22, and a computer mouse or touchpad
24. Device drivers 12 interface to display screen 20 for
imaging, to keyboard or keypad 22, to computer mouse or
touchpad 24, and/or to display screen 20 for pressure sensing
of alphanumeric character entry and user selections. The
device drivers 12, R/W drive or interface 14 and network
adapter or interface 16 may comprise hardware and software
(stored on computer readable storage media 08 and/or ROM
06).

The programs described herein are identified based upon
the application for which they are implemented in a specific
one of the exemplary embodiments. However, it should be
appreciated that any particular program nomenclature herein
is used merely for convenience, and thus the exemplary
embodiments should not be limited to use solely in any
specific application identified and/or implied by such
nomenclature.

Based on the foregoing, a computer system, method, and
computer program product have been disclosed. However,
numerous modifications and substitutions can be made with-
out deviating from the scope of the exemplary embodiments.
Therefore, the exemplary embodiments have been disclosed
by way of example and not limitation.

It is to be understood that although this disclosure
includes a detailed description on cloud computing, imple-
mentation of the teachings recited herein are not limited to
a cloud computing environment. Rather, the exemplary
embodiments are capable of being implemented in conjunc-
tion with any other type of computing environment now
known or later developed.

Cloud computing is a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be
rapidly provisioned and released with minimal management
effort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows:

On-demand self-service: a cloud consumer can unilater-
ally provision computing capabilities, such as server time
and network storage, as needed automatically without
requiring human interaction with the service’s provider.
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Broad network access: capabilities are available over a
network and accessed through standard mechanisms that
promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There is
a sense of location independence in that the consumer
generally has no control or knowledge over the exact
location of the provided resources but may be able to specify
location at a higher level of abstraction (e.g., country, state,
or data center).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale
out and rapidly released to quickly scale in. To the consumer,
the capabilities available for provisioning often appear to be
unlimited and can be purchased in any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capa-
bility at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, controlled, and
reported, providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows:

Software as a Service (SaaS): the capability provided to
the consumer is to use the provider’s applications running on
a cloud infrastructure. The applications are accessible from
various client devices through a thin client interface such as
a web browser (e.g., web-based e-mail). The consumer does
not manage or control the underlying cloud infrastructure
including network, servers, operating systems, storage, or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Platform as a Service (PaaS): the capability provided to
the consumer is to deploy onto the cloud infrastructure
consumer-created or acquired applications created using
programming languages and tools supported by the provider.
The consumer does not manage or control the underlying
cloud infrastructure including networks, servers, operating
systems, or storage, but has control over the deployed
applications and possibly application hosting environment
configurations.

Infrastructure as a Service (IaaS): the capability provided
to the consumer is to provision processing, storage, net-
works, and other fundamental computing resources where
the consumer is able to deploy and run arbitrary software,
which can include operating systems and applications. The
consumer does not manage or control the underlying cloud
infrastructure but has control over operating systems, stor-
age, deployed applications, and possibly limited control of
select networking components (e.g., host firewalls).

Deployment Models are as follows:

Private cloud: the cloud infrastructure is operated solely
for an organization. It may be managed by the organization
or a third party and may exist on-premises or off-premises.

Community cloud: the cloud infrastructure is shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-
premises or off-premises.

Public cloud: the cloud infrastructure is made available to
the general public or a large industry group and is owned by
an organization selling cloud services.
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Hybrid cloud: the cloud infrastructure is a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standard-
ized or proprietary technology that enables data and appli-
cation portability (e.g., cloud bursting for load-balancing
between clouds).

A cloud computing environment is service oriented with
a focus on statelessness, low coupling, modularity, and
semantic interoperability. At the heart of cloud computing is
an infrastructure that includes a network of interconnected
nodes.

Referring now to FIG. 4, illustrative cloud computing
environment 50 is depicted. As shown, cloud computing
environment 50 includes one or more cloud computing
nodes 40 with which local computing devices used by cloud
consumers, such as, for example, personal digital assistant
(PDA) or cellular telephone 54A, desktop computer 54B,
laptop computer 54C, and/or automobile computer system
54N may communicate. Nodes 40 may communicate with
one another. They may be grouped (not shown) physically or
virtually, in one or more networks, such as Private, Com-
munity, Public, or Hybrid clouds as described hereinabove,
or a combination thereof. This allows cloud computing
environment 50 to offer infrastructure, platforms and/or
software as services for which a cloud consumer does not
need to maintain resources on a local computing device. It
is understood that the types of computing devices 54A-N
shown in FIG. 6 are intended to be illustrative only and that
computing nodes 40 and cloud computing environment 50
can communicate with any type of computerized device over
any type of network and/or network addressable connection
(e.g., using a web browser).

Referring now to FIG. 5, a set of functional abstraction
layers provided by cloud computing environment 50 (FIG.
4) is shown. It should be understood in advance that the
components, layers, and functions shown in FIG. 5§ are
intended to be illustrative only and the exemplary embodi-
ments are not limited thereto. As depicted, the following
layers and corresponding functions are provided:

Hardware and software layer 60 includes hardware and
software components. Examples of hardware components
include: mainframes 61; RISC (Reduced Instruction Set
Computer) architecture based servers 62; servers 63; blade
servers 64; storage devices 65; and networks and networking
components 66. In some embodiments, software compo-
nents include network application server software 67 and
database software 68.

Virtualization layer 70 provides an abstraction layer from
which the following examples of virtual entities may be
provided: virtual servers 71; virtual storage 72; virtual
networks 73, including virtual private networks; virtual
applications and operating systems 74; and virtual clients
75.

In one example, management layer 80 may provide the
functions described below. Resource provisioning 81 pro-
vides dynamic procurement of computing resources and
other resources that are utilized to perform tasks within the
cloud computing environment. Metering and Pricing 82
provide cost tracking as resources are utilized within the
cloud computing environment, and billing or invoicing for
consumption of these resources. In one example, these
resources may include application software licenses. Secu-
rity provides identity verification for cloud consumers and
tasks, as well as protection for data and other resources. User
portal 83 provides access to the cloud computing environ-
ment for consumers and system administrators. Service level
management 84 provides cloud computing resource alloca-
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tion and management such that required service levels are
met. Service Level Agreement (SLA) planning and fulfill-
ment 85 provide pre-arrangement for, and procurement of,
cloud computing resources for which a future requirement is
anticipated in accordance with an SLA.

Workloads layer 90 provides examples of functionality
for which the cloud computing environment may be utilized.
Examples of workloads and functions which may be pro-
vided from this layer include: mapping and navigation 91;
software development and lifecycle management 92; virtual
classroom education delivery 93; data analytics processing
94; transaction processing 95; and assessment processing
96.

The exemplary embodiments may be a system, a method,
and/or a computer program product at any possible technical
detail level of integration. The computer program product
may include a computer readable storage medium (or media)
having computer readable program instructions thereon for
causing a processor to carry out aspects of the present
invention.

The computer readable storage medium can be a tangible
device that can retain and store instructions for use by an
instruction execution device. The computer readable storage
medium may be, for example, but is not limited to, an
electronic storage device, a magnetic storage device, an
optical storage device, an electromagnetic storage device, a
semiconductor storage device, or any suitable combination
of the foregoing. A non-exhaustive list of more specific
examples of the computer readable storage medium includes
the following: a portable computer diskette, a hard disk, a
random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), a static random access memory
(SRAM), a portable compact disc read-only memory (CD-
ROM), a digital versatile disk (DVD), a memory stick, a
floppy disk, a mechanically encoded device such as punch-
cards or raised structures in a groove having instructions
recorded thereon, and any suitable combination of the fore-
going. A computer readable storage medium, as used herein,
is not to be construed as being transitory signals per se, such
as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a wave-
guide or other transmission media (e.g., light pulses passing
through a fiber-optic cable), or electrical signals transmitted
through a wire.

Computer readable program instructions described herein
can be downloaded to respective computing/processing
devices from a computer readable storage medium or to an
external computer or external storage device via a network,
for example, the Internet, a local area network, a wide area
network and/or a wireless network. The network may com-
prise copper transmission cables, optical transmission fibers,
wireless transmission, routers, firewalls, switches, gateway
computers and/or edge servers. A network adapter card or
network interface in each computing/processing device
receives computer readable program instructions from the
network and forwards the computer readable program
instructions for storage in a computer readable storage
medium within the respective computing/processing device.

Computer readable program instructions for carrying out
operations of the present invention may be assembler
instructions, instruction-set-architecture (ISA) instructions,
machine instructions, machine dependent instructions,
microcode, firmware instructions, state-setting data, con-
figuration data for integrated circuitry, or either source code
or object code written in any combination of one or more
programming languages, including an object oriented pro-
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gramming language such as Smalltalk, C++, or the like, and
procedural programming languages, such as the “C” pro-
gramming language or similar programming languages. The
computer readable program instructions may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on the
remote computer or server. In the latter scenario, the remote
computer may be connected to the user’s computer through
any type of network, including a local area network (LAN)
or a wide area network (WAN), or the connection may be
made to an external computer (for example, through the
Internet using an Internet Service Provider). In some
embodiments, electronic circuitry including, for example,
programmable logic circuitry, field-programmable gate
arrays (FPGA), or programmable logic arrays (PLA) may
execute the computer readable program instructions by
utilizing state information of the computer readable program
instructions to personalize the electronic circuitry, in order to
perform aspects of the present invention.

Aspects of the present invention are described herein with
reference to flowchart illustrations and/or block diagrams of
methods, apparatus (systems), and computer program prod-
ucts according to embodiments of the invention. It will be
understood that each block of the flowchart illustrations
and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be imple-
mented by computer readable program instructions.

These computer readable program instructions may be
provided to a processor of a computer, or other program-
mable data processing apparatus to produce a machine, such
that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus,
create means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks. These
computer readable program instructions may also be stored
in a computer readable storage medium that can direct a
computer, a programmable data processing apparatus, and/
or other devices to function in a particular manner, such that
the computer readable storage medium having instructions
stored therein comprises an article of manufacture including
instructions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.

The computer readable program instructions may also be
loaded onto a computer, other programmable data process-
ing apparatus, or other device to cause a series of operational
steps to be performed on the computer, other programmable
apparatus or other device to produce a computer imple-
mented process, such that the instructions which execute on
the computer, other programmable apparatus, or other
device implement the functions/acts specified in the flow-
chart and/or block diagram block or blocks.

The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods, and computer pro-
gram products according to various embodiments of the
present invention. In this regard, each block in the flowchart
or block diagrams may represent a module, segment, or
portion of instructions, which comprises one or more
executable instructions for implementing the specified logi-
cal function(s). In some alternative implementations, the
functions noted in the blocks may occur out of the order
noted in the Figures. For example, two blocks shown in
succession may, in fact, be accomplished as one step,
executed concurrently, substantially concurrently, in a par-
tially or wholly temporally overlapping manner, or the
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blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block dia-
grams and/or flowchart illustration, can be implemented by
special purpose hardware-based systems that perform the
specified functions or acts or carry out combinations of
special purpose hardware and computer instructions.

The invention claimed is:

1. A computer-implemented method for filtering content
based on user state, the method comprising:

associating a user with one or more cohorts based on one

or more health conditions and one or more health
conflicts, wherein the one or more health conflicts
aggravate the one or more health conditions, and
wherein the one or more health conditions and the one
or more health conflicts are further associated with one
or more features;

extracting at least one of the one or more features from a

content retrieved by the user on a virtual reality device;
and

determining whether at least one of the one or more

features conflict with at least one of the one or more
cohorts based on the associating;

based on determining that at least one of the one or more

features conflict with at least one of the one or more
cohorts, preventing the user from experiencing the
content on the virtual reality device; and

based on determining that none of the one or more

features conflict with at least one of the one or more
cohorts, playing the content on the virtual reality
device.

2. The method of claim 1, further comprising:

notifying the user of the determined conflict.

3. The method of claim 2, wherein playing the content on
the virtual reality device is based on receiving a waiver of
the notification from the user.

4. The method of claim 1, wherein determining whether
at least one of the one or more features conflict with at least
one of the one or more cohorts further comprises:

determining whether an individual within the one or more

cohorts has flagged the content.

5. The method of claim 1, wherein determining whether
at least one of the one or more features conflict with at least
one of the one or more cohorts further comprises:

grouping the content with one or more similar content;

and

determining whether an individual within the or more

cohorts has flagged the one or more similar content.

6. The method of claim 1, wherein determining whether
at least one of the one or more features conflict with at least
one of the one or more cohorts further comprises:

determining whether at least one feature of the one or

more features deviates from an average of the one or
more features by a threshold.

7. The method of claim 1, further comprising:

assessing the user at least one of before, during, or after

experiencing the content; and

updating a flag associated with the content based on the

user assessment.

8. A computer program product for filtering content based
on user state, the computer program product comprising:

one or more non-transitory computer-readable storage

media and program instructions stored on the one or
more non-transitory computer-readable storage media
capable of performing a method, the method compris-
ing:
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associating a user with one or more cohorts based on one
or more health conditions and one or more health
conflicts, wherein the one or more health conflicts
aggravate the one or more health conditions, and
wherein the one or more health conditions and the one
or more health conflicts are further associated with one
or more features;

extracting at least one of the one or more features from a

content retrieved by the user on a virtual reality device;
and

determining whether at least one of the one or more

features conflict with at least one of the one or more
cohorts based on the associating;

based on determining that at least one of the one or more

features conflict with at least one of the one or more
cohorts, preventing the user from experiencing the
content on the virtual reality device; and

based on determining that none of the one or more

features conflict with at least one of the one or more
cohorts, playing the content on the virtual reality
device.

9. The computer program product of claim 8, further
comprising:

notifying the user of the determined conflict.

10. The computer program product of claim 9, wherein
playing the content on the virtual reality device is based on
receiving a waiver of the notification from the user.

11. The computer program product of claim 8, wherein
determining whether at least one of the one or more features
conflict with at least one of the one or more cohorts further
comprises:

determining whether an individual within the one or more

cohorts has flagged the content.

12. The computer program product of claim 8, wherein
determining whether at least one of the one or more features
conflict with at least one of the one or more cohorts further
comprises:

grouping the content with one or more similar content;

and

determining whether an individual within the or more

cohorts has flagged the one or more similar content.

13. The computer program product of claim 8, wherein
determining whether at least one of the one or more features
conflict with at least one of the one or more cohorts further
comprises:

determining whether at least one feature of the one or

more features deviates from an average of the one or
more features by a threshold.

14. The computer program product of claim 8, further
comprising:

assessing the user at least one of before, during, or after

experiencing the content; and

updating a flag associated with the content based on the

user assessment.

15. A computer system for filtering content based on user
state, the computer system comprising:
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one or more computer processors, one or more computer-
readable storage media, and program instructions
stored on one or more of the computer-readable storage
media for execution by at least one of the one or more
processors capable of performing a method, the method
comprising:

associating a user with one or more cohorts based on one

or more health conditions and one or more health
conflicts, wherein the one or more health conflicts
aggravate the one or more health conditions, and
wherein the one or more health conditions and the one
or more health conflicts are further associated with one
or more features;

extracting at least one of the one or more features from a

content retrieved by the user on a virtual reality device;
and

determining whether at least one of the one or more

features conflict with at least one of the one or more
cohorts based on the associating;

based on determining that at least one of the one or more

features conflict with at least one of the one or more
cohorts, preventing the user from experiencing the
content on the virtual reality device; and

based on determining that none of the one or more

features conflict with at least one of the one or more
cohorts, playing the content on the virtual reality
device.

16. The computer system of claim 15, further comprising:

notifying the user of the determined conflict.

17. The computer system of claim 16, wherein playing the
content on the virtual reality device is based on receiving a
waiver of the notification from the user.

18. The computer system of claim 15, wherein determin-
ing whether at least one of the one or more features conflict
with at least one of the one or more cohorts further com-
prises:

determining whether an individual within the one or more

cohorts has flagged the content.

19. The computer system of claim 15, wherein determin-
ing whether at least one of the one or more features conflict
with at least one of the one or more cohorts further com-
prises:

grouping the content with one or more similar content;

and

determining whether an individual within the or more

cohorts has flagged the one or more similar content.

20. The computer system of claim 15, wherein determin-
ing whether at least one of the one or more features conflict
with at least one of the one or more cohorts further com-
prises:

determining whether at least one feature of the one or

more features deviates from an average of the one or
more features by a threshold.
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