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OPEN AND INTERACTIVE E-LEARNING SYSTEM AND METHOD

FIELD OF THE INVENTION
[0002] The invention relates generally to the field of on-line learning systems. More
particularly, the invention relates to on-line learning systems in which content is readily

publishable by a teacher and is readily accessible by a student via platform-independent means.

BACKGROUND OF THE INVENTION
[0003] Learning management systems (LMSs) conventionally are closed learning
systems by which a corporation makes teaching content available on-line to employees who are
authorized to subscribe thereto under management mandate or permission. Typically, such
teaching content is stored in complex forms on central servers, and access thereto most often
requires the involvement of an LMS's information technology (IT) department to decode and
debug. Thus each attempted e-learning content access requires a customized effort with
expensive and expert involvement. Such access tends to be one-way rather than interactive, i.e.
individual students each review the teaching content in its 'canned’ form without any ability to
interact with the author or an instructor or peers, and without any ability to critique, update,
question, or otherwise affect the teaching content. Even the author or instructor of the on-line
content in accordance with traditional systems does not have any update, revision, or
augmentation control over the content after it is data-based (e.g., stored) in a central server that

forms part of the LMS. Thus, loss of access by a
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learner or student, and loss of control by @ author or instructor of courseware,
characterizes the conventional LMS e-teachinge-learning model.

0004 Content delivery networks (CDNs) conventionally provide apphication-
specitic on-line content, ¢.g. music via ITUNES™ (TTUNES 15 a trademark owned by
Apple Computer, Inc) However, those with skill in the ant will appreciate that
downloading and playing music from ITUNES is umdirectional and non-interactive,
in that a track is simply downloaded, played, and listened to, vequiring and enabling
no response or feedback or other reverse conumunication from the listener back (o the
sogrce of the downloaded content. Those with skill in the art also will appreciate that
worldwwide musical digital comtent formats (e, MP3, ete) provide wmiversal
formatting standards for such music downloads, thus simphifying the players that are
designed for musical download systems,

{0005]  The Sharable Content Object Reference Model (SCORM) and Aviation
indastry Computer-Based Trainmng Conmmitiee {AICC) standards claim to offer such
an mieroperable e-leaming content standard. Usfortunately, in practice they do nof
puaraniee interoperability. Newer standards are periodically released that require
EMS systems to also be updated. Moveover, content that 1s claimed to conform to the
standards way not be deliverable  on every standards-comphant EMS due o
differences in LMS system programmers’ or content authors’ wmterpretation of the
standard or programming errors that only anse when a speaific SCORM or AICC
package 15 dehiverad through a specific LMS. Further, once most SCORM or AICC
courses are foaded into an LMS they must be manually opdated, which makes it
generaily impossible for a course anthor or content provider to control or track content
once 1 has been deploved. Those with skell i the art will appreciate that vendors of
some products, for example SKILLSOFT™ (SKILLSOFT 15 a trademark owned by
Skillsofi Ireland Limited), wse AICC (o centrally host and manage conieni
Nevertheless, they do not provide for secure but distributable central storage of a
broad range of content. Moreover, SKILLSOFT may require a technical legration

with the IT team, which can be costly and complex.

BRIEF DESCRIPTION OF THE DRAWINGS
[0006]  FIGS. 1, 2, 3, and 4 collectively tlustrate Block diagrams of the system
architecture and highlight various uses thal characierize the system and method,

accovding {0 an embodiment of the invention. More particularly, FIG. 1 highlights
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how an anthor would use the mmvented systemy FIG. 2 highlights how a traming
manager would use the invented systemy FIG. 3 highlights how a leaner would use
the mvented systeny; and FIG. 4 illustrates the wteraction and feedback mechamsms
by which a learner or trainig manager provide course {eedback o the author or other
prospective bayers, .2, by rating a course, collahorating in a discussion of the course,
participating in a study group, eic.

{0087  FIG. 5 illustrates an information exchange mode! by which the system and
method operate, n accordance with an embodiment of the invention.

{0008  FIG. 6 dlustrates a runtime block and flow diagram of the system {eg.,
OPENSESAME} architecture and Ihighlights the role of the proxy {eg
SESAMESEED) part thereof, using SCORM. in accordance with an embodiment of
the mrveation.

0009 FIG. 7 dlustrates a runtime block and Bow diagram of the system {eg.,
OPENSESAME) architecture and  highlights the vole of the proxy (g
SESAMESEED) part thereof, using AICC, m accordance with an embodimant of the
invention,

{00101 FIG. 8 iHustrates a monetization and business wodel enabled by the

vented svsiem and method, according to an embodinent of the invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
{0011]  The mvented svstem and method solve the above-identified problenss by,
for example, abstracting the actual courseware (e.g., e-learning course content) from
the LMS via a proxy SCORM package (called *SESAMESEED'). in accordance with
ong embodiment of the invention, the SESAMESEED proxy is loaded into an LMS
and communicates with the svstem {called “OPENSESAME") 1o enforce access
control, to provide access to the latest versionts) of the content {or current version, if
desired), to provide status updates to the LMS system, and to relieve the LMS svstem
of the burden of hosting and playing the content (which may be large files and
mplement & different SCORM or AICC version, or may even be mcompatible with
the LMS due to meonsistent or incorrect implementation of such a “standard’™). As
used heretn, a "SCORM package™ generally refers to a set of coded msiructions
configured when executed to perform a designated task or set of tasks within a
SCORM-compliant environment, system, device, elc.  Examples include the

SESAMESEED proxy, content for a course {e.g., ‘courseware’), eic,
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10012]  An ordinarily skilled artisan will appreciate that the pressnt mvention is
not intended to be limited 1o the use of any particular standard content wrapper or
definttion.  Thus, references berein o0 a SCORM implementation are simply for
purposes of Hustration and not restriction.  Those with skill will appreciate that the
gse of SCORM, AICC or any other suitable standard—including a future proprietary
or open source standard that might sain traction and might become widely accepted—
is contemplated as being within the spirit and scope of the invention.

0013]  OPENSESAME™ and SESAMESEED™ are trademarks owned by the
assignee of the present invention, namely Blae Tech LLC, all nights reserved world-
wide,

{0014]  Figures 14 collectively illustrate the architecture of invented system 10
and highlight foor different use models or use phases of the invented system mcluding
data and control, Bow and mteraction. The mvented OPENSESAME svstem 10 may
be seen to include an OPENSESAME catslog 12 {e.g., e-lesrning course catglog), an
OPENSESAME licensing and reporting {licensing/reporting) server 14 (e.g., a digital
vights management (DRM) server), a conlent delivery network (CBN)Y 16, an
OPENSESAME player 18 (e.g., content player), and a payment system 200 The
mvented user system 22 may be seen to further include o SESAMESEED proxy 24,
an LMS 26, an asthor 28, a tmining manager 36, and a leamer 32, The
OPENSESAME catalog 12 provides the interface for uploading of content from
suthor 28, and for browsing, purchasing, rating snd obtamming a copy of
SESAMESEED proxy 24 by traming manager 30 for loadmng mito LMS 26,

[0015]  Those with skill in the art will appreciate that SESAMESEED proxy 24
resides and executes typically @ invented wser system 22, but actually forms an
important part of invented OPENSESAME system 10 m accordance with one
embodiment of the invention. This unique systemy arclutecture by which a non-
OPENSESAME-server-resident component of OPENSESAME gystemy 10 resides and
execaies on user system 20 1s indicated in Figares [-4 by two crooked dashed lines.
{0016]  When author 28 uploads content, he or she 15 able to add metadata to the
course {e.p., o the course description, ete.) to assist one or more training managers 3
in browsing and identifving relevant courseware. Author 28 also provides a so-called
“zip™ {compressed) file containing SCORM- or AHCC-compliant courseware. Files in

the course package (e.g. a "SCORM package’ when configured for SCORM
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compliance) are processed to allow them to be deliverad wathin the SCORM runtime
via one or more CDNs. A current copy of the cowrseware 1§ then placed on the one or
more CDNs 16 where it can be accessed by one ov more authorized learners 32 via
thetr customer LMS 26 and the SCORM or AICC runtime provided by
OPENSESAME plaver 180 Ay used heremn, a “Leamner™ {or leatner i3 typically a
stadent or employee, etc., who has been assigned an e-learming activity by & training
manager or elects to begin an e-learming activity made available throngh an LMS. The
learner generally interacts with the wmvention through their web browser, o wiich
may be Joaded files from an LMS andior the invented OpenSesame systemr. s used
hereis, a “user” can be either of a learner or a traming manager, and 18 wypcally a
customer for e-learning courses andior content within the invented system and
method,

J0017]  When a training manager 30 puarchases a course, a hcense record s
inserted into icensing and reporting {licensing/reporting) server 14, The one or more
learngrs 32 can then simply launch the course from one or more corresponding LMSs
26, and mderact with the course content. “Laanching™ an e-learning course typicatly
refers herein to the learner’s intevaction with a web browser that begins the delivery of
the course. This s typically done by chicking a link m the LMS system that wdentifies
the specific course being delivered.

[0018] A suitable LMS can include, for example, SUMTOTAL (from SamTotal
Systems), BLACKBOARD (from BlackBoard Inc) and CORNERSTONE LMS
{from CorperStone On Demand}.  According to several exemplary embodiments,
sgitable plavers of SCORM content may include but arg not hmited to RUSTICH
SCORMENGINE (from Rustici Software), [CODEON SCORM Player (from feodeon
Lid), or other SCORM plavers developed for andior provided for wse with a
commercial LMS svstem such as those histed above.

{0019]  Conventional tectunques for delivering {e.g., plaving, displaving, eic.}
content from a CDN require the player and the content to be served [rom the same
dommain. Some CDNs permit this, but 1t 1s expensive and nontrivial to configure. In
order to play SCORM content, for example, in thus fashion, the browser’s secunity
model must be aken mnto sccount. Specifically, the web browser does not allow
script calls between pages on different domains, so the mvented OPENSESAME

system and method process the content, mjzcting a script that mstructs the web page
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{0 set its own domain indicator (document.donain) o the sane domaim that the player
will be served from, befors providing the content {0 {andfor storiny the content al) the
CDN. An embodiment of this novel solution involves the content and player bemg
served from domains that share a common root domain, e.g. content. opansesame com
and odn.content.opensesame.comn.  Thus, the nvention solves problems and avoids
estrictions and complexities of conventional CDN-based content-playing techniques
In at least another embodiment, a CDN aggregates traffic under a smgle domain using
a reverse-proxy server configuration.
{002]  The licensing/reporting server 14 provides aathorization and licensing
services, and aggregates status reports regarding the learvers” 32 progress in the
course. licensing/reporting server 14 alse wracks content access for the purpose of
restricting access 0 authorized wsers such as anthor 28, training masager 3, and/or
learner 32, When an access request is made, Heensing/reporting server 14 records the
request, logging which user gnd license {e.g., a key used to look up LMS customer,
course, and purchase information} seeks access. Licensingfreporting server 14 then
compares those vahsmes to s Heense store.  If the requesting wser 15 permitted
according to & favorable companison, then heensingfreporting server 14 returns in its
response ¢ location designator, for example a uniform resource locator {URL). andfor
other parameters necessary for the SESAMESEED proxy 24 to make a request to play
content on the OPENSESAME player 18, For example, the proxy con already
include the URLs designating one or more players, and the response indicates
parameters that the proxy can use fo load an appropriate {e.g, selected, content-
compatible, ete.) player for the e-learning cowrse andfor content.
[0021]  According to a typical embodiment, “plaving” e-learmng course content
refers 1o supplying learner-perceivable course content files (hunl, images, video) and
standard runtime (SCORM, AICC, future standard {o emerge) functions 1o a leamer’s
browser and tracking the learmer's progress through the course to the satisfaction of
the completion criteria defined by the course anthor, for example, when packaging the
content. If access is denied, a signal s sent to the user’s browser to display a warning
message on the user device {e.g. a deskiop, laptop or notebook compater, an IPAD™
a personal digital assistant {(PDA), a smart phone, et ), vather than playving, delivering

or otherwise providing access to the requested content.
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{0022]  The UDN 16 13 a storage and retrieval mechanism for the couwrseware
provided by one or more authors 28, A swilahle CON can be neatdy any commercial
or proprietary content delivery network. Examples of commercial CDNs include but
are not himued to AKAMAIL (from Akamat Techuoologies), EDGECAST (from
EdeeCast Networks, Inc} and COTENDO (from Contendo Ine.). Proprietary UDNs
can include those developed and/or otherwise estabhshed for access and use primarily
or solely within, for example, an educational mstitution or system, a corporate entity
{e.g., company), a government agency, eic.

{0023]  In accordance with one embodiment of the invention, the OPENSESAME
system 1) employs standard security schemes provided by CDNs including time-
based access, siening/hashing of URL parameters with a shared key, etc.

{0024]  The OPENSESAME player 18 provides standardized, e.g. SCORM andfor
AJCC, runtime support for playing content provided to the OPENSESAME system 10
by content amhor 28, The OPENSESAME plaver 18 alse provides status updates to
the licensing/reporting server 14 and the SESAMESEED proxy 22, which in fun
provides status updates to the LMS 260 It s this wechanism that enables the
abstraction of the content rantime (runtime abstraction’) from the LMS rontime. An
ordinarly skilled artisan will appreciate that the OPENSESAME plaver 18 15
enthodied as either or both of a server system and a set of instructions providing
runtime fonctionality resident 1o the learner’s web browser.

{0025]  The SESAMESEED proxy 22 15 & standards-based, e.g. SCORM or AICC,
module representing purchased content (e.g., a course) provided on-demand o a user

ger 30} for loading tuto s or her LMS 26, The SESAMESEED

o

{e.n., aimng mana
proxy 1s inttially stored on a tangible compuung-device-readable mediim at the
network-side, typically at the licensing/reporting server 14, in a template form tha
dees not vet mclude instractions refating to a specific instance of content. However,
once & course 15 purchased by a wser {e.g., 3 traming manager, elc.}, a SHSAMESEED
proxy will be configured o include instroctions that relate to a speafic instance of
confent, for execution by 3 chent-side computing device. A SESAMESEED proxy so
configured typically remains stored at the server-side until baing conveyed 1o a user as
described below. Those with skall in the art will apprecate that loading the proxy

need happen once only per purchased license.
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10026]  Reference herein fo a “specific msiance of content” generally means that
the wstructions m the SESAMESEED proxy allow the proxy to be used only within
the scope of the specifically purchased heense stored at the heensing/reporting server
14, The hcense scope may define access to one or mote specific courses or spenific
modules of a cowrse, 10 a specific user or Bmited number of wers, to a specific
namber of times plavedfaccessed, or to another limitation or combination of
limitations.  For example, a specific instance of content can mclude nstroctions
enabling access to a particudar course by all emplovees m a corporation. Conversely,
a speciic mstance of content can inclade access to a specified grouping {e.g,, list) of
courses by only one or more specified persons or groaps of persons.  Therefore, an
ordinarily skilled artisan will recognive that while the scope of a specific instance of
content is linnted by the instroctions i the SESAMESEED proxy, sach nstractions
can be configured according to nearly nfimte combingtions each representing a
separate specitic mstance of countent,

[0027]  An ordinandy skilled artisan will also appreciate that the traming manager
can sunply apdate the license (e.g. by purchasing additional seats) on the server to
pernt more asers (seats’) to access the course. Addtionally, the trabning manager
miy load the SESAMESEED proxy 22 info one or more other LMS systems and
access the same seats purchased. These and other approaches are contemplated as
being within the spirit and scope of the invention.

[0028]  From the perspective of the LMS 26, SESAMESEED proxy 24 is a
SCORM or AICC course, but those with skill will appreciate that the SESAMESEED
proxy does not comain the actual comtent.  Instead, in accordance with one
embodiment of the wvention, the SESAMESEED proxy 24 contams a licensing
identifier that, along with the user and cowrse identifier provided by LMS 26, wre
passed to Beensing/reparting server 14 by the SESAMESEED proxy when learner 32
acts o lmmich an OPENSESAME course {see shove detailed descriphion of
Heensing/reporting server 14 for description of the anthortzation process).

0029] It the authorization 13 successtul, the SESAMESEED proxy 24 prompts
the user's browser 10 load the provided URL to the OPENSESAME player IR, the
player prompts the user’s browser to foad the URL to the content on the CDN, and the
user interacts with the course comtent via the user’s browser. The SESAMESEED

proxy 24 remains resident in the browser and acts as a proxy, refayving sfatus changes
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from the plaver 1% back to the customer LMS 26, In ancther embodiment, status
changes are relaved from the plaver 18 through the SESAMESEED proxy 24 and
back 1o the costomer LMS 26, In one embodiment, status changes are sent from the
plaver 18 to the LMS system divectly. In one embodiment of the mvention, the
SESAMESEED proxy 24 relays the Jollowwing SCORM  runiine  values:
et core.lesson_status, cmi.core.scoreraw, omi.core.session_thne. Those of ordinary
skill in the art will recogmize that the values passed back to the customer LMS 26 will
vary depending upon the specific standard that the SESAMESEED proxy 24
mmplements.

{0034 In addition, the user can rate the cowrse, and the vating s passed through
the OPENSESAME plaver 18 1o the licensing/reporting server 14 where it can be
accessed by catalog 12 and provided, in aggregate, 1o prospective customers as well as
to the author of the course.

10031]  Those with skill in the grt will appreciate that the numbered and letiered
reference designators described below by reference to Figures 1-7 are mtended to be
Hlustrative and ool lnmiting.  Speaifically, the munbered and lettered reference
designators do not necessanly indicate chronology or order, and should not be so
interpreted as a limitation of the invention, the scope of which will be deternuned by
the claims.

0032]  Additionally, as diagranumatically represented in FIGS. 1-4, the mvented
systemt and method operates within each of (and scross) a “chientside’ and a
‘network-side.”  Generally, although wnol exclusively, “client-side™ refers to the
devices andfor opetations of a traiming manager andfor a leamner, typically mncluding
an LMS. From a vigwpoint of a provider of the fnvented system, the client-side
represents the customer for e-learning courses.

{0033]  Conversely, the network-side represents the provider(s) of e-learning
courses and/or systems for accessing and inleracting with such courses and/or content,
The network-side in an exemplary but nou-limitng embodiment inctudes, for
example, a lcensing/reporting server, a content plaver, a catalog, and a CDN. A
payment system, when present, is also typically represented on the network side.
0034]  The network-side and client-side corponents of the invented system and
method are operably conpled and exchange mformation across a data~transfer network

in a typical but not exclusive embodiment, Therefore, one or more of the client-side
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componenis can be remotely located from one or more of the network-side
components, although a local area network can also be used, and the one o1 more
client-side components can be located locally relative to the oue or more network-side
components. Therefore, an ovdinardy skilled artisan will recognize that the physical
location of the various system compousents does not determine whather such
components are considered client-side or network-side.

{0035]  Unique to the invented system, the SESAMESEED proxy bridges the
network-side and the chient-side, originating and mteracting with the network-side,
but being stored and execuied darmyg opevation at the chent-side. 1t is this dual nature
of the SESAMESEED proxy that enables several of the enhanced capabilities of the
invented svstem and method.

{0036]  Those with skill in the ant will appreciate that various “wsers”™ {broadly
defined and also refered to  aliernatively herein as “customers™) mclude
suthors/tnstructors, frafning manggers, and/or learners/stndents who make various
uses of the system capabilities resulting i1 various interactions, data and control paths
and fows, stc., as deseribed below by reference to Figures 1-4. Becaase such users
have different goals and roles fn the use of the mvented system, they tend to have
different tools at their disposal, as will be described by reference below to their
respective user devices.

{0037]  Brielly previewing, those with skill will appreciate that the embodinents
depicted n FIGS. 1-4 are identical in terms of the identically numbered functional
blocks and users thev feature, but that FIGS. 1-4 are different i terms of the actions
performed by the functional blocks and wsers featuwred. Thus, those with skill in the
art will appreciate that different fnteraction lines representing actions and mformation
passing between and among the various blocks and users are represented i fowr
different use models {or use phases}, i accordance wiath the invented system and
method. This will become clear from the following description. Note: the arrows n
FIGS. 1-6 indicate convevance of o request, 4 response, wstructions, content, or
another type of mformation, for example, from one block or user to another. The
direction of each arrow indicates the direction of each convevance, from the
onginating block or user 1o the receiving block or sser. Likewise, double-ended
arrows indicate a bi-directional conveyance, such as m a request and response

interaction, an exchange of mformation durning operation of the invenied method, or
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some other simularly bi<irectional interaction. In FIGS, 1-4, the SESAMESEED is
positionad i the center of the docwment & dustrate s role as a bridge between the
OPENSESAME and customer systems. As is described below, the actual location of
the SESAMESEED changes duting the course of at least ong usage scenario, from
within the Heensing/reporting sevver 14 to the customer LMS 26 and/or the learner™s
device 32,

[0038]  Figwee | illustrates an suthor’s use of wvented systemn 10, The several
operattons of the mvented method are scripted below by reference to their numbered
and lettered reference dessgnators. In FIG 1, the SESAMESEED 15 represented with
dashed borders o mdicate thay # mstially exists as a proxy template residing at the
heensing/reporting server 14, rather than as a fully configured and functional proxy.
The SESAMESEED proxy template generally includes all mformation andior
mstructions necessary for it to function within the mvented svstem as intended, except
that 1t does not yet include information and/or mstructions corresponding o a specific
hcense (e.g., 10 a particudar course ot other specific instance of content) purchased by
a user.

00391 At Ta, an author provides a course {e.2.. a3 a #ip fle) and metadata to the
OPENSESAME catalog.

{0040] At 1b, the OPENSESAME catalog stores license nformation in the
licensing reporting server.

[0041] At Ic, the OPENSESAME catalog processes the content and stores # on
ong or more CONs.

[0042]  Those with skill in the art will appreciate that, within the spirit and scope
of the invention, anthor 28 also can update his or her content stored ot a central
focation {e.g. via CDN 16}, and such updated content becomes irnmediately available
on-Hine to the other users mchuding {ramming manager 30 and learner 32 by a “pushy’
from the CDN {o its disivibuled content servers, or by a ‘pull” by distributed conlent
servers from the content origin. Thus, those with skill also will appreciate that auther
28 need not contact of otherwise communicate with anvone or everyone who has
already loaded the content into their one or more LMSs 20 {o provide the updated
content ot to notify them regarding the updates, although such notifications can be

optionally provided. Therelore, e-learning content 1s not ondy accessible 1o ail, but e
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learning content can also be very simply updated cnce or more o mainiam s
perpetual curraney.

{0043]  Figore 2 illustrates a trainming manager’s use of mvented system 10, In thus
usage scenarto, license identifters are added (2b} to the SESAMESEED proxy
template, and the resulting SESAMESEED proxy is then delivered fo the training
manager’s device (2¢) and 15 fimally uploaded o the LMS (2¢). Therefore, the
SESAMESEED 1s represented with solid borders indicating that it exists as a
functional entity within the client-side as depicted in FIG. 2. For deschptive
convensence, the SESAMESEED proxy is interchangeably referred to heremy as
simply the SESAMESEED.

{0044] At 2a, a customer (2.2, a training managey) chooses a cowrse {or other
content} to parchase and provides payment miormation,

j0045] At b, the OPENSESAME catalog system  reguests that  the
licensing/reporting server creste g license for the taining mangger 30, which is then
stored at the licensing/reporting server.

0046] At 2¢, the traming manager sends a reguest o the heensingfreporting
server which in response provides to the training manager a SESAMESEED proxy
corresponding to the purchase.

{0047] At 2d, the licensingfreporting server makes a payment request to the
payigent system {e.g., to pay the author ay agreed vpon amownt that is doe from the
purchase of the coursefcontent). Those with skill in the art will appreciate that, in
practice, the OPENSESAME svstem may hold the payment for a penod of time
before paying the aathor, to ensure agamst charge-backs, ete.

[0048] At Ze, the training manager loads the SESAMESEED proxy into his or her
LMS,

{0049 AL 21, the paviment system delivers payment o the author.

{0050]  Those with skit i the art will appreciate that, m accordance with the
mvention, the taning manager 30 can additionally suggest a course, or suggest a
topic, oF can request custontzation from a specilic author, ete.  AH such
augmentations {o the invented system and method are conptemplated as being within
the spirit and seope of the invention.

{0051]  Figare 3 illustrates a learner™s (or student’s} use of invented systen 10, In

FIG. 3, the SESAMESEED is represented with solid borders indicating that it exisds
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as a functional entity. In the usage scenario of FIG. 3, the SESAMESEED exists both

in the LMS (at 3a) and in the learner’s browser (3h), acting as the link between the
jovented System 10, the learner 32, and the LMS 26,

{0052] At 3a, the learner requests a course from his or her LMS by clicking ona
fink or otherwise acting to launch a cousse or leaming object. The LMS responds
with the location of the course.

{0053] At 3b, the learner requests and the leamer's browser loads the course,
which i accordance with one embodiment of the invention s actually a
SESAMESEED proxy provided from the LMS.

{0054] At 3¢, the SESAMESEED proxy makes a hicensing request o the
hcensing/reporting server, which then returns a seript containing a player URL,
mstructions in the form of JAVASCRIPT™ (JAVASCRIPT i3 a trademark owned by
Oracle Corporation), or another machinereadable code and associated parameters.
Aliernatively, the bicensingfreporting server returns a signgl indicsting that access is
dented. Those with skill in the art will recognize that by delivering mstructions m the
form of code from the server to the SESAMESEED proxy, rather than embedding
them directly into the SESAMESEED proxy, allows for changes to be made to the
code without the traimng manager having to re-upload the SESAMESEED proxy into
their LMS after each change.

[00S8] At 3d, o authonzation succeeds {ie. the wser is allowed to launch the
course), then the SESAMESEED proxy instructs the learner’s web browser 16 load the
player URL. Once loaded, the player 18 mstructs the learner’s browser to load from
the CDN the conlent corresponding {0 the course. The URLs (o the content are
constructed by the OPENSESAME player o be good only for this specific launch of
the content. According to one embodiment of the invention, the system will not allow
acuess i the user tries 1o use the same URL {o later access the content.

{0056] Al 3e, the learner’s browser reguests content from the CDN, and the
content is foaded from the CDN bnto the user’s browser,

[0057]  Figure 5 further depicts an alternative perspective on the LMS, the
SESAMESEED proxy, the lavering, and the content, as they relaie to the leamer’s
web browser and as #s also described below.

{0058]  Those with skall in the art will appreciate that, in accordance with one

enthodiment of the invention, the learner additionally or alternanvely can participate

SUBSTITUTE SHEET (RULE 26)



CA 02802683 2012-12-13

WO 2011/159569 PCT/US2011/039966
14

in social features of a cowrse (e.g. collaborating on-lme with a fellow learner or futor,
‘altending” an onhine studv group session, bloguing abowt a course and s mpact on
the leamning experience, etc.). Those with skill also will appreciste that such
interactive learning tends o remforce and thus to enrich the learning experience. It
will also be wnderstood that such mieractions may be subject to restictions from
particular LMSs to prevent cheating, plagiarism, etc.

[0059]  Figwre 3 iHustrates the flow of content requests as they relate to the user
only, and mientionally omits further communication between SESAMESEED proxy
22 and heensingfreporiing server 14, Figare 3 also intentionally omits depicting
conmmmcaion  between the OPENSESAME plaver 18, content, and the
heensing/reporting server (which enables tracking of a user’s status in the course}.
Such onuissions are made in the interest of drawing clarity alone, and no hmitations
should be ferred from the onussions.

j0060]  Figwe 4 lustrates a learner’s or training manager’s use of invented
system 10 {0 rate and review courses.

{0061] At da, the training manager provides a raling or teview of a course through
the interface of the catalog. In accordance with one embodiment of the invention, this
15 a divect contact between the training manager and the catslog.

0062] At 4b, the learner provides a rating through thewr web browser to the
OPENSESAME plaver.

{0063] At dec, the OPENSESAME player stores the rating wdfbrmation in the
OPENSESAME catalog.

[0004]  Figure 3 15 a block dingram depieting an miormation exchange mode! of
the OPENSESAME system shown in FIGS. 1-4. Those with skill w the art wall
appreciate that Figure 3 Hlustrates the invention as it is loaded into the user’s web
browsgr from the LMS and OPENSESAME system, and calls out spemific
commanication protocols and methods. Identical elements in the embodiment of FIG.
5 are designated identically ag i1 the embodiments of FIGS. 1-4, and hke elements are
destgnated wdentically except that they are represented as primed munbers, eg. 18
The leamer's browser 3R is shown separalely from the learner 32" 1n FIG. § for
purposes of explanation only.  An ordinanly skilled artisan will recognize that the
fearnter’s browser typically resides on the lewrner’s computing device, as represented

in one of meore of the other figures as leamer 32.
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{0065]  Figure 5 may be seen further to include a content laver 34, an LMS couwrse
runtime 36, and a browser 38, all of which are believed to be largely self~explanatory.
According to an embodiment, content layer 34 contams the e-learning content
corresponding to the purchase; LMS course runiime 36 represents the LMS’s built-in
SCORM or AICC content playver as restdant i1 the user’s browsear; browser 38 15 3
standard  browser {e.p.. MICROSOFT INTERNET EXPLORER, MOZILLA
FIREFQX, APPLE SAFARI, etc) currently invoked on the user’s device; and
OPENSESAME course runtime 40 15 the SCORM or AICC runtime resident in the
user’s browser. “In the browser™ generally mdicates that a set of mstructions {e.g. a
functional module) has been received from a remote or local data storage dewice, as in
the conventional example of a web page retneved frons an internet source, and made
available [or user interaction via the browser.

j0066]  Those with skill will appreciate that the commemcation steps ndicated
and explained below may in fact occur repestedly, stmultaneously, svachronousty, or
asynchronously depending upon the lsarner’s mput, how the courseware 18 authored,
and which learning standard the courseware or SESAMESEED proxy implemants,
{0067] In FIG. 5, the SESAMESFEED resides in the uset’s browser bt 1§
delivered there by the customer LMS 26

{0068] At Sa, a leamner 32" mstructs his or her web browser (hy chicking or
otherwise following an anchor tag as in the case of a screen-reader or mobile or other
device) to request course pages from his or her customer LMS 26" via a hypertext
transfer protocol (HTTP), and the browser conveys the request to the LMS. Cowrse
pages will tvpreally include a launeh URL that the LMS ases to look up and instruct
the browser 1o request conrse content.

{0069] At Sh, ay instructed in Sa, the learner’s browsey vequests the LMS course
runtime 36 from the custoner LMS 26" and the LMS course runtime s loaded mio the
browser.

00701 At 3¢, the LMS course runtime 36 wnstracts the learner's browser 38 o
requests a SESAMESEED proxy 24 from the customer LMS, vig HTTP.

[0071] At 5d, the SESAMESEED proxy 24" nstracts the learner’s browser to
request authorization from the OPENSESAME Heensing/reporting sevver 14" for

fearner 32" 1o access the course specified in the proxy. I the request is successful, the
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response from the heensingfreporting server will include 8 location designator for a
content plaver for the selected course/content.

{0072] At Se, the SESAMESEED proxy 24" mstructs the learner's browser 38 1o
{oad the OPENSESAME course runtime 40 from the OPENSESAME player 1%, and
the OPENSESAME course runtime 490 15 foaded into the learner's browser 38, This
request 1s in the form of an HTTP request parsmeterized with a query string.

[0073] At 5f, the OPENSESAME course runtime instructs the learner’s browser
10 load content from the CDN| and the conlent s loaded o the learner's browser 38
from the CDN 16" for viewing/learning/mieracting by the learner.

{0074] At Sg, the learner 32" interacts with content 34 i thesr browser 38 via one
or more output devices (e.g.. & visual display device, a sound-generating device, a
haptic-interface device, eic.} that ave operably coupled with the learmner’s device 32
and are configared to percetvably present the content to the learner. The interaction
can include, but 15 wvot limied to, viewing, listening, or otherwise perceiving
multimedia content, taking a training course andior example, answermg questions
prasented to the tearner, elc.

{0075] At Sh, the OPENSESAME course rantime 40 and content 34 comnunicate
with each other via HTTP SCORM or AICC runtime requests, for example, This
communication is bidirectional according o relevant standards, and accomplishes
tasks pecessary to present content to the user, resume where the wuser lefl off
{bookmarking), and veport a completion (full, partial, or fatlure) status to the player
(refer 1o 51 for completion status storage and aggregation),

[0076] At 31, the OPENSESAME course rantime 40 sends status updates to the
OPENSESAME player 18

0077] At 5, the OPENSESAME plaver 18" reports user completion status,
scores, andfor ratings to the OPENSESAME hKeensing/reporting server 14, which
may then report and/or ageregaie the information providad by the OPENSESAME
player 18

At 5k, the SESAMESEED proxy 24' sends status messages relating to course
completion, progress, or score, for example, to the LMS course rantime 36, At Sm,
the LMS course runtime 36 further conveys the status messages to the customer LMS

BT
R
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{0078]  Figures ¢ and 7 are muntime block and flow diagrams of the
SESAMESEED and other operative components of the invented svstem and method
of FIGS. 1-5.  Those with skill will appreciate that identical elements in the
embodiment of FIGS. 6 and 7 are designated sdentically as i FIGS. 1-4. Although
the SESAMESEED proxy 24 15 typically loaded to and remains resident in the user™s
{e.g., a learner) browser during content viewing, the SESAMESEED proxy 24 1n
FIGS. 6 and 7 are shown separately solely Tor descriptive clanty and simphcity, and a
functional or structral separation is not ntended and should not be mferred from
FIGS. e and 7.

{00791 Figare 6 lustrates an embodmment of the SESAMESEED as a standards-
based, e.g. SCORM package, and as such consists of  SCORM manifest (XML} file
41; a SCORM runtime implementation script (JAVASCRIPT {iles) 44, and an HTML
page {e.g.. SESAMESEED HTML file) 42 The manifest 13 a file or set of files which
describe the contents or focation of an e-learning course.  In particular, the SCORM
manifest file describes the contants of the SCORM package according o the SCORM
standard.  The unplensentation script geperally comprises coded mstrustions that
provide a common interface enabling standards-comphiant content and players to
conymunicate. In at least one embodiment, the implementation script is not contained
m the proxy as onginally delivered o the wser’s LMS, but s later downloaded from
the licensingfreporting server to the learner’s browser n response 1o a request from
the HTML page.

{008G]  The HTML page contains the muninwal HTML and JAVASCRIPT {ags and
calls necessary (o conform to the SCORM or other standard along with an
avthorization script,

{0081]  Figure 7 tlustrates an embodiment of the SESAMESEED gs a standards-
based, e.x. AICC package, and as such consists of an AICC manifest consisting of
four files (s, des, ost Lorg) (eg. AICT manifest) 45 and, m one ambodiment, an
HTML page {e.g. SESAMESEED HTML file) 42. In another embodiment, the AICC
manifest 45 is configured o nstract the LMS to load the SESAMESEED HTML file
42 from g remote location rather than from the LMS. In this embodiment,
SESAMESEED HTML file is not mitiafly included in the SESAMESEED, but 13
msiead loaded mio the rowser from any of the hoensing/reporiing server, the CDN,

or the player.
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{0082 These SESAMESEED files are all packaged. for example, into a zip
archive or other compressed form, f compression 1s used in an embodiment. The
HTML page is generally configured to receive the SCORM mamfest and SCORM
implementation scripl, for example, for operation within a learner’s rowser.

{0083] The SESAMESEED proxy 24 generally conlaing no training content as an
intended security precaution against the pirating or enawthorized use. e.g. viewing, of
content.  An ordinarily skilled artisan will appreciate that the abstraction of the
content {“content abstraction’) from the LMS 26 also supports the abidity fo update
content centrally.

{0084] At 6a, when the SESAMESEED proxy 18 loaded imto the customer LMS
26, the LMS creates and stores a copy of the files contained therein, extracting or
decompressing the SCORM package. The LMS theu parses the manifest file 41 and
stores metadate from the manifest, including the locaton where it stored the
SESAMESEED proxy files and which page 10 send to the leamer’s web browser
when the leamer 32 requests the course. This mformation is typically presented to the
wser on an HTMIL page served by the costomer LMS 26 in response to the user
requesting the course. Note that the SESAMESEED files are loaded tnto the LMS
system.

{0085] At 6b, & user, via their browser, requests an OPENSESAME course from
his or her LMS. In response, the LMS looks up the location of the SESAMESEED
proxy 24"s HTML launch page as previously specified in the manifest XML file and
as stored in the LMS and returns the location {o the learner’s browser. The browser
then requests the lmach page, {e.g SESAMESEED HTML} from the LMS, which
then delivers the page 1n response.

{0086] At 6o, in an ambodiment of the invention, upon being loaded by the
fearner’s browser, the SESAMESEED proxy’s HTML page first instrucis the
fearner’s browser {0 wstract the SCORM runtime implementation scuipt 1o tnitialive
the LMS SCORM runtime, which creates an instance of the SCORM JAVASCRIPT
runtime and discovers the LMS SCORM APH according o the appropriate SCORM
standard. In general, the SCORM rantime comprises a set of instractions loaded to
the browser that enable a leamer to load and interact with content, and enable content
to mteract with a player, including responding to conunands from the confent being

plaved. As a SCORM package, the SESAMESEED proxy 24 uses this runtime
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software to conununicate with the customer LMS 26 1o reprt status updates, as at 0l
described below.

00871 At 6d, the SESAMESEED HTML page then mstructs the browser fo
request an auwthorization script via a JAVASCRIPT script, which makes an HTT?
request 1o the OPENSESAME licensing/reporting server 14, This request provides as
parameters the location of the requested soript, s own license identifier, and the user
identifier supplied to the SESAMESEED proxy SCORM package by the LMS.

{0088]  The licensing server {4 returns a script {0 the browser contaming code that
the avthortzation script then executes. Execution of this script resalts 1 an access
dented message being displaved (o the user or, if access i granted, then the SCORM
implementation script 44 instructs the browser to load the plaver 1R with the
parameters and identifiers necessary to supply the content and to begin the wser’s
imeraction with the course. In an embodiment, this process is the same each time the
user faunches the course, aud the licensingfreporting server logs all such requests for
the purposes of reporting and lmiting access (o the number of users for whom the
traiming manager has purchased access,

[0089] At 6e, f suthortzed, the SESAMESEED HTML nstructs the browser to
request the OPENSESAME course rantime corresponding (o the course from the
plaver. This request supplies the user information provided by the LMS as well as the
license identification to the OPENSESAME plaver.

[0098] At of the OPENSESAME plaver uses these parameters to record the
learner’s successiul request {which has the effect of reserving one purchased license
for that user) and o request an encoded URL {0 the actual content, which 8 then
delivered o the player from the hicensing/reposting server 14, By this mechanism, the
invention ufilizes CON security APIs to prevent unanthovized access (o the content,
The CDN security APIs differ by vendor, so the invented OPENSESAME system
ulittees multiple CDNs for the sake of parformance and fauli-tolerance. Asx a resuil,
mnplementation of a given mstantiation of the invented system, snd by extension the
level of security provided, witl vary by CDN vendor.

{0091] At op-oh, the actual content files and the appropriate required runtime
{SCORM or AICC) are dehvered fo the learner’s browser via the OPENSESAME

plaver. Those with skill in the art will appreciate that such comtent delivery may
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resull from andior be 1n response o many requests as the user progressas through a
COUKSE.

{0092] At 61, when the SESAMESEED proxy detects a status spdate from the
plaver, the SESAMESEED proxy communicates the update to the LMS via the
SCORM or AHCC (for example) nmtime provided by the LMS. In order to relay user
progress and course results that are stored by the OPENSESAME player and the
lHeensing/reporting server into the LMS via SCORM, the SESAMESEED proxy
functions as a proxy for such sfatus reporting.  To accomphsh thus, the
SESAMESEED proxy rematns resident in the leamer’s web browser and monitors for
status updates from the OPENSESAME playver. When a status update i3 detected, the
SESAMESEED proxy communicates with the LMS via the SCORM runtime
provided by the LMS. It is by this mechanism that the LMS 15 notified when the user
completes or fails a course and what thefr scores ave {if such mformation s provided
by the courseware).

[0093] At 7a, when the SESAMESEED proxy 25 15 loaded mio the customer
LMS 26, the LMS creates and stores a copy of the files contained therein, extracting
or decompressing the AICC package. The LMS then parses the mamfest file 43 and
stores metadata from the manifest, inclading the location where # stored the
SESAMESEED proxy files and which page to send to the learner's web browser
when the learner 32 requests the cowrse. This information is typically presented to the
user on an HTML page 43 served by the customer LMS 26 i response o the user
requesting the course. Note that the SESAMESEED files are loaded mio the LMS
sysiem,

[0094] At 7h, a user, via thewr browser, requests an OPENSESAME cowrse from
tus or her LMS. In response, the LMS looks up the location of the SESAMESEED
proxy’s HTML lawch page 43 as previously specified m the manifest file 45 and as
stored either W the LMS or on the OPENSESAME system (eg. the
Heensing/reporting server, the CDN, or the plaver), and retoms the location to the
learner’s browser. The browser then requests the launch page, {e.g. SESAMESEED
HTML 43) from the devicedocation indicated i the wmanifest 45, and that
devicedlocation then delivers the page in response.

{0095] At 7¢, in an embodiment of the invention, upon being loaded by the

fearner’s browser, the SESAMESEED proxy’s HTML page 43 instructs the browser
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{0 request an authorization script via a JAVASCRIPT scupt, which makes an HTTP
request to the OPENSESAME boensing/reporting server 14, This request provides as
parameters the location of the requested script, s own heense dentifier, and the user
identifier supphiad to the SESAMESEED proxy by the LMS,

{0096] The ficensing sarver 14 returns a senipt to the wowser containmg code that
the authorization script then executes.  Execution of this seript vesults i an access
denied message being displayed to the user or, if access 15 gramted, instructs the
browser to load the plaver 18 with the parameters and identifiers necessary o supply
the content and to begin the user’s interaction with the course. In an ambodnnent, this
process i3 the same each time the user launches the course, and the hicensingfreporimg
server logs all such requests for the purposes of reporting and himiting access to the
number of asers for whom the traiming manager has purchased access.

{0097] At Te, 1f authorized, the SESAMESEED HTML 43 instructs the browser to
request from the plaver the OPENSESAME course runtime corresponding to the
course. This request supphies the user indormation provided lrv the LMS as well as the
hicense wdentification to the OPENSESAME player.

0098] At 7 the OPENSESAME player uses these parameters to record the
learner’s successful request {which has the effect of reserving one parchased license
for that wser), and {o request an encoded URL to the actual content. The encoded
URL s then delivered to the plaver from the hicensingfreporting server 14, By this
mechamisin, the invention utilizes CDN security APIs to prevent unauthorized sccess
to the content. The CDN secunty APIs differ by vendor, so the mvented
OPENSESAME system utilizes multiple CINg for the sake of performnce and hult-
tolerance. As a resalt, implementation of @ given mstantiation of the invented system,
and by extension the level of security provided, will vary by CDN vendor.

{099] At Te-7h, the actual content files and the approprate regquived runtime
(SCORM or AICC) are delivered o the leavaer™s browser via the OPENSESAME
player. Those with skill in the art will appreciate that such content delivery may
result from and/or be in response 10 many requests as the user progresses through a
COUSe.

01600]  Those with skall in the art will appreciate that AICT embodiments
generally differ from SCORM embodiments in the way that status messages are

recelved by an LMS. 1n order to relay user progress and course resulis that are stored
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by the OPENSESAME plaver and the hicensing/reporting server o the LMS v
AICC, messages are seat to an AICC request processor resident on the LMS server,
not a runtime that is foaded into the browser as in SCORM.

{0101  FIG. 7 illustrates at 71, 7y, and Tk three different smplementations
according o allersative embodiments.

{0102] At 71, when the SESAMESEED proxy detects a statas update, the
SESAMESEED proxy communicates the update to the LMS.

[0103] At 7, when the OPENSESAME plaver detects a status update, the
OPENSESAME Playver conumanicates the update to the LMS.

{0104] At 7k, when the heensingfreporting server detects a statas wpdate, the
ficensing/reporting server conununicates the update to the LMS.

{01038]  Figwe 8 ithstates an embodiment of 3 monetization/basiness model
enabled by the invented system and method.  The tlustrated model inclades the
OPENSESAME system 10 as described and tHustrated hevein.  The model also
mncludes awthory 28 and learners 32, as described above. Authors 28 may mclude
professors, mstructional designers, business feaders, business consultants, eic., any o
all of whom may supply courses or other content to the OFENSESAME system 10 in
exchange for money or other consideration.  Authovs can be mdividaals, teams,
conumitiees, ete.  Learners 32 may include ndividuals, teams of individaals,
graditionalty enrolled studemts, emplovess, business cousultants, ete. or others
imvolved i continuing education, any or all of whom launch, “attend” and complete
COUTSES,

[0166]  An embodiment of the model further meludes buvers 46 who maght buy
courses from the OPENSESAME system 10 for money or other consideration, and
who acl as intermediaries between the OPENSESAME system and the learners,
Buvers 46 may clude businesses, universities, mulividuals, ete. The model may
further include sponsors 48 who supply courses and mongy or other consideration to
the OPENSESAME syster. so that the sponsors” coursewsare can be made available
m an expanded e-leammng marketplace to a broad number of learners wia
OPENSESAME system buyers, as shown.  Spossors 48 may inclode surance
companies, manufacturers, eic.

0107]  Those having skill in the art will appreciate that the monetization/business

mode! may include pav-for-play, on-line PAYPAL-lvpe authorizations or installiment
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pavinent schema, that it mayv nclude mdividual learner or multiple leamer site
hoenses representing per-learner discounts, that it may mwelude courseware (muliple
courses} discousts andior bundling or even aggregation into diploma or degree
curricela, and that it may include advertisements embedded in coursewars to defray
costs of development or marketing, although the embodiments are not so himited.
{PAYPAL 15 a trademark owned by PayPal, Inc).  Those with skill will also
appreciate that an embodiment may include survey/poll or webinar imferactions, that st
may include a problem/suggestion reporting mechanism, and/or that parts of il may be
more closely coupled, e.g. mtegrated, with LMSs in order to better atilize new and
mproved LMSespecific capabilities.  Apy and all such suggested or equivalent
modifications to and extensions of the invented OPENSESAME system and method
and the above-described monetization/business model are contemplated as being
within the spirtt and scope of the mvention.

[0108]  Thus, a robust but open gnd inleractive e-legring experience s unlocked
by the use of the iwvented svstem and method.  Authors are encouraged to submut
content, fraining managers are encouragad 1o approve and recommend such content,
and learners are encowraged fo read and enderstand sach content wn a svstem of
unparatieled utility and security. The user need not learn an arcane or differemt
mtesface, since the content is made to play via visual and fimctional interfaces that ave
familiar 10 them. The difference 1s that wore content is avarable because of monetary
or other incentives given to authors to publish on-line courseware.

{0169]  Those with skill in the art will appreciate that most of the machinery of the
present invention {as depicted in the several drawing flpwres) can ke the form of
software or firmyvare stored in a memeory for execution by a digital processor or other
general-purpose computing element that is configured by specific mstructions as a
spectal-purpose computing machine.  For example, the proprietary or third-party
servers described herain all have such computerized machinery w them, as do user
devices such as desktop or laptop computers, or hand-held digital devices such as
personal digital assistants {(PDAs), and mobile phones such as [PHONE®R or
DROID™ (IPHONE is a trademark owned by Apple Computer, Ine.. DROID 15 a
trademark owned by Lacasfibn Ltd).  Such software andior firmware can be

progranimed in any suitable langrage and stored in object forn: in a mewmory device
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for execution by a suitable msfruction processor thereby to realize the mvention’s
ntiliy.

{01101  In general, reference to a “server” herein indicates a computing device
configured as a server, including device executable mstructions configwred, when
exeented on a computing device, to enable the compating device to fmetion as a
server, as described herein, Such servers will, 1 most cases, also be operably coupled
with, or confipured to enable operable connection with, o data transfer network.
Although several (ypes of servers may be described with reference to a smgle
embodiment of the invention, an ordinartly skilled artisan will recognize that a single
computing device can be suwtably configured with progranmmuing andfor circuiry o
perform as two or more of the listed servers in 3t least one embodiment.

{0111 It will be understood that the present invention is not limited fo the method
or detail of construction, fabrication, material, application or use described and
Huostrated herem. Tndeed, sy suitable vardation of fabrication, use, or application is
contemplated as an alternative embodiment, and thus s within the spint and scope, of
the wvention.

01121 It is further intended that any other embodiments of the present invention
that result from any changes in application or method of use or operstion,
configuration, method of manufacture, shape, sire, or material, which are wot
specified within the detatled written description or illastrattons contained hevein yet
would be undersicod by one skilled i the art, are within the scope of the present
invention.

[0113]  Funally, those with skall i1 the avt will appreciate that the wvented method,
system and apparatus desenbed and ilestrated heretn may be mmplemented i
software, firmware or hardware, or sny switsble combingtion thereof, Preferably, the
method system and apparatus are implemented m a combination of the three, for
purposes of low cost and flexibibiy. Thus, those with skill in the ant will appreciate
that embodiments of the methods and system of the invention may be tmplemented by
a compuier Of NUCToprocessor process i winch nstructions are execuied, the
nstructions bemng stored for execution on a computer-readable medium and being
executed by any suttable instruction processor.

{0134]  Accordingly, while the present invention has been shown and described

with reference fo the foregoing embodiments of the mvented apparatus, it will be
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apparent to those skilled m the art that other changes i form and detat]l may be made
theremny withowt departing from the spirit and scope of the wvention as defined in the

appended claims.
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WE CLAIM:

1. An e-learning delivery system, comprising:

a licensing/reporting server;

a network-side content player operably coupled with each of the
licensing/reporting server and a content delivery network comprising stored e-learning
content; and

a proxy comprising coded proxy instructions stored on a network-side non-
transitory computing device-readable medium, wherein the proxy instructions identify a
specific instance of licensed content, and wherein the proxy instructions are configured
when executed on a client-side computing device to enable a user to access and interact
with the specific instance of licensed content via a browser of the client-side computing
device and are further configured to report a status of the user's interaction with the
content to one or both of the licensing/reporting server and a learning management
system (LMS);

wherein the licensing/reporting server includes coded instructions configured
when executed to cause the licensing/reporting server to verify a validity status of a user
license to the specific instance of licensed content, and upon verifying the validity of the
user license, the instructions are further configured to cause the licensing/reporting server
to provide to the proxy a location designator for accessing the content player;

wherein the proxy instructions are further configured, when executed on the
client-side computing device in response to a request for access to the specific instance of
licensed content, to:

cause the client-side computing device to request verification by the
licensing/reporting server of the validity status of a license to the specific instance
of licensed content; and

cause the client-side computing device to instruct the browser to access
the content player via the location designator;

wherein the proxy instructions are further configured to relay information to a
client-side Learning Management System (LMS) including information indicating a

status of content played by the content player; and
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wherein the proxy instructions stored on the network-side non-transitory
computing device-readable medium are provided, across a data-transfer network, to the

client-side computing device for execution thereon.

The e-learning system of claim 1, further comprising:

a network-side e-learning course catalog comprising coded instructions
configured when executed on the client-side computing device to request that the
licensing/reporting server create the license to the specific instance of licensed content in

response to a user request.

The e-learning system of claim 1, wherein the licensing/reporting server is configured
with instructions stored on a non-transitory computing-device-readable medium, and
wherein the licensing/reporting server instructions are configured, when executed in
response to a failed user license verification, to cause the licensing/reporting server to

notify the proxy that the requested access is denied.

The e-learning system of claim 1, wherein the proxy is operably compliant with either or
both of the Shamble Content Object Reference Model (SCORM) and the Aviation

Industry Computer-Based Training Committee (AICC) e-learning standards.

A method for delivering e-learning standard-compliant content, comprising:

receiving a request from a learning management system of a user to access
content residing on a content delivery network (CDN);

configuring a proxy with license information indicating a specific instance of
licensed content, the configuring being performed by a network-side licensing/reporting
server in response to the request;

providing the proxy to the user;

receiving, at the licensing/reporting server, a license verification request from the
proxy;

providing, from the licensing/reporting server to the proxy in response to a

successful verification by the licensing/reporting server of the license verification request
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received from the proxy, a location designator, wherein the proxy is further configured to
instruct a learner's browser to load a content-specific course runtime from the content
player;

loading the content-specific course runtime from the content player to the
learner's browser;

instructing the learner's browser to request the specific instance of licensed
content from the CDN, the instructing being performed by the content-specific course
runtime;

loading, the specific instance of licensed content from the CDN to the learner's
browser;

reporting, from the content player to either or both of the licensing/reporting
server and the proxy, a learner's status relative to the content; and

reporting from the proxy to the learning management system of the user the

learner's status relative to the content.

The method for delivering e-learning standard-compliant content of claim 5, further
comprising:
providing a network-linked content player, the content player being accessible to

the learner's browser via the location designator.

The method for delivering e-learning standard-compliant content of claim 5, further
comprising:
receiving, from the user at the licensing/reporting server, a rating of e-learning

content.

The method for delivering e-learning standard-compliant content of claim 7, further
comprising:
storing the rating information at a network-side catalog operably coupled with the

licensing/reporting server.
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The method for delivering e-learning standard-compliant content of claim 5, wherein the
license information of the proxy is configured, when received by either or both of the
license/reporting server and the CDN as part of a request to access licensed content, to be
used by the licensing/reporting server and/or the CDN respectively to limit a number of

instances that the content can be accessed via the location designator.

The method for delivering e-learning standard-compliant content of claim 5, wherein the
proxy is operably compliant with one or both of Sharable Content Object Reference
Model (SCORM) and Aviation Industry Computer-Based Training Committee (AICC) e-

learning standards.

A computer program product comprising a non-transitory computing-device-readable
medium having proxy instructions stored thereon, wherein the proxy instructions are
configured, when executed on a computing device, to cause the computing device to:

send a request to a network-side licensing/reporting server to verify a license to a
specific instance of licensed content in response to a learner's request for access to the
content;

receive from the licensing/reporting server, in response to a successful
verification of the license, a location designator for a content player; and

instruct a learner's browser to access and load the content player via the location
designator;

wherein:

the proxy instructions include license information rendering the proxy specific to
the specific instance of licensed content;

the proxy itself does not contain any e-learning course content;

the proxy is configured to be loaded from a learning management system (LMS)
of auser to the learner's browser in response to a request from the learner for access to
the specific instance of licensed content;

the proxy instructions are configured, when the proxy is loaded to the learner's
browser, to instruct an implementation script to initialize a runtime compliant with the e-

learning standard; and
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the proxy instructions are further configured to use the runtime to communicate

with the LMS and to report status updates of the learner's interaction with the content.

The computer program product of claim 11, wherein the proxy further comprises:

an e-learning standard-based manifest.

The computer program product of claim 11, wherein the proxy further comprises:

an e-learning standard-based implementation script.

The computer program product of claim 11, wherein the proxy further comprises:
a hypertext markup language (HTML) page configured to receive, for operation
within the learner's browser, either or both of an e-learning standard-based manifest and

an e-learning standard-based implementation script.

The computer program product of claim 11, wherein the proxy is operably compliant
with one or both of Shamble Content Object Reference Model (SCORM) and Aviation

Industry Computer-Based Training Committee (AICC) e-learning standards.

The computer program product of claim 11, wherein the request to the network-side

licensing/reporting server includes a license identifier and a user identifier.
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