
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2012/0096511 A1 

Plummer 

US 20120096.511A1 

(54) 

(75) 

(73) 

(21) 

(22) 

(63) 

(60) 

ENHANCED BROWSER SECURITY 

Inventor: David W. Plummer, Redmond, WA 
(US) 

Assignee: SDC Software, Inc., Redwood 
City, CA (US) 

Appl. No.: 13/205,821 

Filed: Aug. 9, 2011 

Related U.S. Application Data 

Continuation of application No. 1 1/549,812, filed on 
Oct. 16, 2006, now Pat. No. 8,020,190. 

Provisional application No. 60/727,288, filed on Oct. 
14, 2005, provisional application No. 60/805,683, 
filed on Jun. 23, 2006. 

(43) Pub. Date: Apr. 19, 2012 

Publication Classification 

(51) Int. Cl. 
G06F2L/00 (2006.01) 

(52) U.S. Cl. ............................................................ 726/1 

(57) ABSTRACT 

A machine-executable method implementable in a system 
operable to execute a browser application having at least one 
security-context Zone and operable to apply at least one secu 
rity policy to interaction between the system and web sites 
corresponding to domain identifiers populating the at least 
one security-context Zone includes comparing a first set of 
domain identifiers populating a first security-context Zone of 
the at least one security-context Zone with a second set of 
domain identifiers. The method further includes populating 
the first security-context Zone with at least one second-set 
identifier not included in the first set of domain identifiers. 

COMPARE FIRST-SE 
DENFERS WITH 
SECONO-SET 
DENTIFIERS 

610 

POPULATE FIRST ZONE 
WITH SECON)-SET 

IDENTFER(S) 

20 

COMPARE THIRD-SE 
DENTIFIERS WITH 
FOURTH SET 
DENTIFIERS 

S30 

POPULATE SECOND 
ZONE WITH FOURTH-SET 

IDENTFIER(S) 

640 

  



US 2012/0096511 A1 Apr. 19, 2012 Sheet 1 of 6 Patent Application Publication 

  



US 2012/00965.11 A1 Apr. 19, 2012 Sheet 2 of 6 Patent Application Publication 

SHTAGOW WWH90??d HEH10 
| 

  

  

  

    

  

  

    

  

  

  



Patent Application Publication Apr. 19, 2012 Sheet 3 of 6 US 2012/00965.11 A1 

g 

li 
D 
k 
g 
o 
KC 
O 

SN 

  

  

  

      

  

  

  

  



US 2012/0096511 A1 

099 

Apr. 19, 2012 Sheet 4 of 6 Patent Application Publication 

  



US 2012/0096511 A1 Apr. 19, 2012 Sheet 5 of 6 Patent Application Publication 

007 
  



Patent Application Publication Apr. 19, 2012 Sheet 6 of 6 US 2012/00965.11 A1 

COMPARE FIRST-SET 
OENFERS WH 
SECON). SET 
DENT FERS 

610 

POPULATE FIRST ZONE 
WITH SECOND-SET 

IDENTFIER(S) 

20 
will 

COMPARE THIRD-SET 
DENFERS WIT 
FOURTH SET 
IDENTIFIERS 

S30 

POPULATE SECOND 
ZONE WITH FOURT-SET 

IDENTFIER(S) 

640 

F.G. 6 

    

    

  

  

      

  

    

    

    

  

  



US 2012/00965 11 A1 

ENHANCED BROWSER SECURITY 

PRIORITY CLAIMACROSS REFERENCE TO 
RELATED APPLICATIONS 

0001. The present application is a continuation of U.S. 
patent application Ser. No. 1 1/549,812 filed Oct. 16, 2006 
which claims priority from U.S. Provisional Patent Applica 
tion No. 60/727.288 filed Oct. 14, 2005, along with com 
monly owned and co-pending U.S. patent application Ser. 
No. 1 1/351,257 filed on Feb. 9, 2006, U.S. patent application 
Ser. No. 1 1/549,804 filed Oct. 16, 2006, U.S. patent applica 
tion Ser. No. 1 1/549,783 filed Oct. 16, 2006 and U.S. Provi 
sional Application No. 60/805,683 filed on Jun. 23, 2006, all 
of which are herein incorporated by reference in their entirety. 

FIELD OF THE INVENTION 

0002 Embodiments of the invention relate generally to 
computer systems and, more particularly, to improvements in 
security for browser applications. 

BACKGROUND OF THE INVENTION 

0003. Many conventional Internet-browser applications 
(“browsers’) include one or more security “Zones' that allow 
a user to apply one or more security policies to web sites 
accessible to the browsers. Such a security policy may govern 
whether an accessed web site is allowed to, for example, run 
ActiveX controls on or automatically upload/download soft 
ware to the system on which the browser is running. As shown 
in FIG. 1, the browser may include a “Restricted' Zone rep 
resented by a user interface 10 displayable on a display device 
(not shown) and having one or more fields 20A, 20B that a 
user can populate with the domain identifiers of web sites to 
which the user would like to apply a comparatively restrictive 
security policy. In the example illustrated in FIG. 1, the user 
has previously placed several domain identifiers (e.g., www. 
abc.com, www.cba.com) in the Restricted Zone, a fact illus 
trated in field 20B. As such, the browser applies a predefined 
security policy associated with the Restricted Zone to each of 
the web sites associated with the domain identifiers displayed 
in field 20B. If the user wishes to add a web site to the 
Restricted Zone, the user must type or otherwise manually 
enter the domain identifier into the field 20A. 
0004. As the number of web sites that the user wishes to 
add to a Zone increases, it should be appreciated that the task 
of employing a user interface, such as the interface 10 of FIG. 
1, to manually enter each associated domain identifier 
becomes increasingly nontrivial. Moreover, by the time the 
user decides to so restrict a web site, it is highly possible that 
the user has already suffered some negative effect from 
accessing the web site due to the user being previously 
unaware of the harmful nature of the web site. 

SUMMARY OF THE INVENTION 

0005. In an embodiment of the invention, a machine-ex 
ecutable method implementable in a system operable to 
execute a browser application having at least one security 
context Zone and operable to apply at least one security policy 
to interaction between the system and web sites correspond 
ing to domain identifiers populating the at least one security 
context Zone includes comparing a first set of domain identi 
fiers populating a first security-context Zone of the at least one 
security-context Zone with a second set of domain identifiers. 
The method further includes populating the first security 

Apr. 19, 2012 

context Zone with at least one second-set identifier not 
included in the first set of domain identifiers. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006 Preferred and alternative embodiments of the 
present invention are described in detail below with reference 
to the following drawings. 
0007 FIG. 1 illustrates a conventional user interface; 
0008 FIG. 2 is a schematic view of an exemplary operat 
ing environment in which an embodiment of the invention can 
be implemented; 
0009 FIG. 3 is a functional block diagram of an exem 
plary operating environment in which an embodiment of the 
invention can be implemented; 
0010 FIG. 4 illustrates a user interface according to an 
embodiment of the invention; 
0011 FIG. 5 illustrates a user interface according to an 
embodiment of the invention; and 
0012 FIG. 6 is a flow diagram illustrating a method 
according to an embodiment of the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0013 FIG. 2 illustrates an example of a suitable comput 
ing system environment 100 on which the invention may be 
implemented. The computing system environment 100 is 
only one example of a suitable computing environment and is 
not intended to suggest any limitation as to the scope of use or 
functionality of the invention. Neither should the computing 
environment 100 be interpreted as having any dependency or 
requirement relating to any one or combination of compo 
nents illustrated in the exemplary operating environment 100. 
0014 Embodiments of the invention are operational with 
numerous other general purpose or special purpose comput 
ing system environments or configurations. Examples of well 
known computing systems, environments, and/or configura 
tions that may be suitable for use with the invention include, 
but are not limited to, personal computers, server computers, 
hand-held or laptop devices, multiprocessor Systems, micro 
processor-based systems, set top boxes, programmable con 
Sumer electronics, network PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 
00.15 Embodiments of the invention may be described in 
the general context of computer-executable instructions, such 
as program modules, being executed by a computer. Gener 
ally, program modules include routines, programs, objects, 
components, data structures, etc. that perform particular tasks 
or implement particular abstract data types. The invention 
may also be practiced in distributed computing environments 
where tasks are performed by remote processing devices that 
are linked through a communications network. In a distrib 
uted computing environment, program modules may be 
located in both local and remote computer storage media 
including memory storage devices. 
0016. With reference to FIG. 2, an exemplary system for 
implementing the invention includes a general purpose com 
puting device in the form of a computer 110. Components of 
computer 110 may include, but are not limited to, a process 
ing unit 120, a system memory 130, and a system bus 121 that 
couples various system components including the system 
memory to the processing unit 120. The system bus 121 may 
be any of several types of bus structures including a memory 
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bus or memory controller, a peripheral bus, and a local bus 
using any of a variety of bus architectures. By way of 
example, and not limitation, such architectures include Indus 
try Standard Architecture (ISA) bus, Micro Channel Archi 
tecture (MCA) bus, Enhanced ISA (EISA) bus, Video Elec 
tronics Standards Association (VESA) local bus, and 
Peripheral Component Interconnect (PCI) bus also known as 
Mezzanine bus. 
0017 Computer 110 typically includes a variety of com 
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 110 and 
includes both volatile and nonvolatile media, removable and 
non-removable media. By way of example, and not limita 
tion, computer readable media may comprise computer stor 
age media and communication media. Computer storage 
media includes both volatile and nonvolatile, removable and 
non-removable media implemented in any method or tech 
nology for storage of information such as computer readable 
instructions, data structures, program modules or other data. 
Computer storage media includes, but is not limited to, RAM, 
ROM, EEPROM, flash memory or other memory technology, 
CD-ROM, digital versatile disks (DVD) or other optical disk 
storage, magnetic cassettes, magnetic tape, magnetic disk 
Storage or other magnetic storage devices, or any other 
medium which can be used to store the desired information 
and which can accessed by computer 110. Communication 
media typically embodies computer readable instructions, 
data structures, program modules or other data in a modulated 
data signal such as a carrier wave or other transport mecha 
nism and includes any information delivery media. The term 
modulated data signal” means a signal that has one or more 

of its characteristics set or changed in such a manner as to 
encode information in the signal. By way of example, and not 
limitation, communication media includes wired media such 
as a wired network or direct-wired connection, and wireless 
media such as acoustic, RF, infrared and other wireless 
media. Combinations of any of the above should also be 
included within the scope of computer readable media. 
0018. The system memory 130 includes computer storage 
media in the form of volatile and/or nonvolatile memory such 
as read only memory (ROM) 131 and random access memory 
(RAM) 132. A basic input/output system 133 (BIOS), con 
taining the basic routines that help to transfer information 
between elements within computer 110, such as during start 
up, is typically stored in ROM 131. RAM 132 typically con 
tains data and/or program modules that are immediately 
accessible to and/or presently being operated on by process 
ing unit 120. By way of example, and not limitation, FIG. 2 
illustrates operating system 134, application programs 135, 
other program modules 136, and program data 137. 
0019. The computer 110 may also include other remov 
able/non-removable, volatile/nonvolatile computer storage 
media. By way of example only, FIG. 2 illustrates a hard disk 
drive 140 that reads from or writes to non-removable, non 
Volatile magnetic media, a magnetic disk drive 151 that reads 
from or writes to a removable, nonvolatile magnetic disk 152, 
and an optical disk drive 155 that reads from or writes to a 
removable, nonvolatile optical disk 156 such as a CDROM or 
other optical media. Other removable/non-removable, vola 
tile/nonvolatile computer storage media that can be used in 
the exemplary operating environment include, but are not 
limited to, magnetic tape cassettes, flash memory cards, digi 
tal versatile disks, digital video tape, solid state RAM, solid 
state ROM, and the like. The hard disk drive 141 is typically 
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connected to the system bus 121 through an non-removable 
memory interface such as interface 140, and magnetic disk 
drive 151 and optical disk drive 155 are typically connected to 
the system bus 121 by a removable memory interface, such as 
interface 150. 
0020. The drives and their associated computer storage 
media discussed above and illustrated in FIG. 2, provide 
storage of computer readable instructions, data structures, 
program modules and other data for the computer 110. In 
FIG. 2, for example, hard disk drive 141 is illustrated as 
storing operating system 144, application programs 145, 
other program modules 146, and program data 147. Note that 
these components can either be the same as or different from 
operating system 134, application programs 135, other pro 
gram modules 136, and program data 137. Operating system 
144, application programs 145, other program modules 146, 
and program data 147 are given different numbers here to 
illustrate that, at a minimum, they are different copies. A user 
may enter commands and information into the computer 20 
through input devices such as a keyboard 162 and pointing 
device 161, commonly referred to as a mouse, trackball or 
touch pad. Other input devices (not shown) may include a 
microphone, joystick, game pad, satellite dish, scanner, or the 
like. These and other input devices are often connected to the 
processing unit 120 through a user input interface 160 that is 
coupled to the system bus, but may be connected by other 
interface and bus structures, such as a parallel port, game port 
ora universal serial bus (USB). A monitor 191 or other type of 
display device is also connected to the system bus 121 via an 
interface, such as a video interface 190. In addition to the 
monitor, computers may also include other peripheral output 
devices such as speakers 197 and printer 196, which may be 
connected through a output peripheral interface 190. 
0021. The computer 110 may operate in a networked envi 
ronment using logical connections to one or more remote 
computers, such as a remote computer 180. The remote com 
puter 180 may be a personal computer, a server, a router, a 
network PC, a peer device or other common network node, 
and typically includes many or all of the elements described 
above relative to the computer 110, although only a memory 
storage device 181 has been illustrated in FIG. 2. The logical 
connections depicted in FIG. 2 include a local area network 
(LAN) 171 and a wide area network (WAN) 173, but may also 
include other networks. Such networking environments are 
commonplace in offices, enterprise-wide computer networks, 
intranets and the Internet. 
0022. When used in a LAN networking environment, the 
computer 110 is connected to the LAN 171 through a network 
interface or adapter 170. When used in a WAN networking 
environment, the computer 110 typically includes a modem 
172 or other means for establishing communications over the 
WAN 173, such as the Internet. The modem 172, which may 
be internal or external, may be connected to the system bus 
121 via the user input interface 160, or other appropriate 
mechanism. In a networked environment, program modules 
depicted relative to the computer 110, or portions thereof, 
may be stored in the remote memory storage device. By way 
of example, and not limitation, FIG. 2 illustrates remote 
application programs 185 as residing on memory device 181. 
It will be appreciated that the network connections shown are 
exemplary and other means of establishing a communications 
link between the computers may be used. 
0023 Referring now to FIG. 3, an embodiment of the 
present invention can be described in the context of an exem 
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plary computer network system 200 as illustrated. System 
200 includes an electronic client device 210, such as a per 
Sonal computer or workstation, that is linked via a communi 
cation medium, Such as a network 220 (e.g., the Internet), to 
an electronic device or system, such as a server 230. The 
server 230 may further be coupled, or otherwise have access, 
to a database 240 and a computer system 260. Although the 
embodiment illustrated in FIG. 3 includes one server 230 
coupled to one client device 210 via the network 220, it 
should be recognized that embodiments of the invention may 
be implemented using one or more such client devices 
coupled to one or more Such servers. 
0024. In an embodiment, each of the client device 210 and 
server 230 may include all or fewer than all of the features 
associated with the computer 110 illustrated in and discussed 
with reference to FIG. 3. Client device 210 includes or is 
otherwise coupled to a computer screen or display 250. Client 
device 210 can be used for various purposes including both 
network- and local-computing processes. 
0025. The client device 210 is linked via the network 220 
to server 230 so that computer programs. Such as, for 
example, a browser, running on the client device 210 can 
cooperate in two-way communication with server 230. Server 
230 may be coupled to database 240 to retrieve information 
therefrom and to store information thereto. Database 240 may 
include a plurality of different tables (not shown) that can be 
used by server 230 to enable performance of various aspects 
of embodiments of the invention. Additionally, the server 230 
may be coupled to the computer system 260 in a manner 
allowing the server to delegate certain processing functions to 
the computer system. 
0026. An embodiment of the invention includes a first 
domain-identifier file 270 and a populating component 280, 
the functionality of which is discussed more fully hereinafter. 
At least portions of the component 280 may be executed by 
the server 230. Alternatively or additionally, at least portions 
of the component 280 may be executed by the computer 
system 260. Alternatively or additionally, at least portions of 
the component 280 may be executed by the client device 210. 
The first domain-identifier file 270 and/or component 280 
may be implemented in any suitable hardware, Software, 
firmware, or combination thereof. 
0027 Still referring to FIG. 3, and in operation according 

to an embodiment of the invention, a user (not shown) of the 
client device 210 desiring to apply one or more security 
policies to one or more web sites uses a browser application 
running on the client device to access web content, which 
may, but need not, be served by the server 230. Specifically, 
by employing an appropriate uniform resource locator (URL) 
in a known manner, the user may download from the server 
230 and install on the client device 210 the first domain 
identifier file 270 and/or component 280. Alternatively, the 
user may receive the first domain-identifier file 270 and/or 
component 280 on a tangible computer-readable medium 
(not shown), such as, for example, a CD-ROM, and subse 
quently install the file and/or component on the client device 
210 from the medium. 

0028. An embodiment of the invention, which may 
include the first domain-identifier file 270 and/or component 
280, includes one or more user-interface components (not 
shown). As such, upon execution of an embodiment, a user 
interface including, for example, a window 300 (FIG. 4) may 
be presented to the user on a display device such as display 
250. In the illustrated embodiment, the window 300 includes 
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a control-button panel 310, the buttons of which are selectable 
via a conventional “point-and-click” device. Such as a mouse 
(not shown), and enable the user to control probe functional 
ity of the component 280 as described more fully hereinafter. 
0029. An embodiment of the file 270 includes domain 
identifiers associated with web sites that have been analyzed 
and categorized according to their trustworthiness and, as 
Such, the extent to which each is appropriate for a particular 
security Zone. For example, the file 270 may include a set of 
identifiers of sites appropriate for the “Restricted' Zone (i.e., 
a Zone having a more-restrictive policy than that of a Zone 
having normal or average security requirements), a set of 
identifiers appropriate for a “Trusted' Zone (i.e., a Zone hav 
ing a less-restrictive policy than that of a Zone having normal 
or average security requirements), and/or sets of identifiers 
appropriate for respective ones of other Zones of varying 
security requirements. The administrator of the server 230 or 
the administrator of a site hosted by the server 230 and from 
which the client device 210 ultimately receives the file 270 
may make the determinations upon which Such categoriza 
tions are based. These determinations may be made on an 
ongoing basis such that, periodically, a second domain-iden 
tifier file 290 (FIG. 3), and perhaps subsequent updated 
domain-identifier files (not shown) that include newly ana 
lyzed sites may be provided in a manner described above to 
the client device 210 to supplement or supplant the first 
domain-identifier file 270. In alternative embodiments, the 
second domain-identifier file 290 and subsequent updated 
domain-identifier files may be manually downloaded by the 
user or automatically uploaded to the client device 210. An 
embodiment allows users to submit web sites for review and 
automatic or manual inclusion in, for example, an updated 
domain-identifier file. Additionally, an embodiment enables a 
user to contact the server 230 for a real-time evaluation of a 
site rather than relying on a static domain-identifier file. 
0030. In an embodiment, the user interface allows the user 
to choose a security Zone (i.e., Restricted, Trusted, etc.) for 
which a probe shall be performed using the window 300. 
Once the “Start Probe' button of the panel 310 is selected, the 
component 280 is operable to review the domain identifiers in 
the file 270, and to determine whether those domain identifi 
ers currently populate the selected Zone (in the example illus 
trated in FIG. 4, the Restricted Zone) of the browser. In the 
illustrated embodiment, the status of this probe is displayed in 
a status pane 320 of the window 300. Those identifiers in the 
file 270 that do currently populate the Zone are tallied into the 
total corresponding to the “Protected Sites Found entry of 
the status pane320. Those identifiers in the file 270 that do not 
currently populate the Zone are tallied into the total corre 
sponding to the “Exposed Sites Found entry of the status 
pane 320. Sites corresponding to those identifiers in the file 
270 that do not currently populate the Zone may be displayed 
in a probe-results pane 330. After reviewing the sites listed in 
the results pane330, the user may select a populate button 340 
of the window 300 to populate the Zone with all of the sites 
displayed in the results pane 330. In an embodiment, the user 
may, prior to selecting the populate button 340, select one or 
more of the sites listed in the results pane 330 to be excluded 
from populating the Zone. 
0031 Referring to FIG. 5, the user interface of an embodi 
ment may include a settings page 400 that enables a user to 
customize the security policy that will be applied to web sites 
that have been made Subject to a particular Zone. As illustrated 
in FIG. 5, the settings page may allow the user to enable/ 
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disable the ability of sites in the applicable Zone to, for 
example, run ActiveX controls, Script ActiveX controls, run 
Java Applets, etc. The user may enable/disable these settings 
by using setting buttons 410 to toggle between or otherwise 
select the permission settings. 
0032 FIG. 6 illustrates a process 600, according to an 
embodiment of the invention, that can be implemented in a 
system operable to execute a browser application having at 
least one security-context Zone and operable to apply at least 
one security policy to interaction between the system and web 
sites corresponding to domain identifiers populating the a 
security-context Zone. The process 600 is illustrated as a set of 
operations shown as discrete blocks. The process 600 may be 
implemented in any suitable hardware, software, firmware, or 
combination thereof. As such the process 600 may be imple 
mented in computer-executable instructions that can be trans 
ferred from one computer, such as server 230, to a second 
computer, such as client device 210, via a communications 
medium, such as network 220. The order in which the opera 
tions are described is not to be necessarily construed as a 
limitation. 

0033. At a block 610, a first set of domain identifiers 
populating a first security-context Zone is compared with a 
second set of domain identifiers. For example, the populating 
component 280 may review a set of domain identifiers in the 
file 270 appropriate for the Restricted Zone and determine 
whether those domain identifiers currently populate the 
Restricted Zone of the browser. 

0034. At a block 620, the first security-context Zone is 
populated with at least one second-set identifier not included 
in the first set of domain identifiers. For example, as discussed 
above, sites corresponding to those identifiers in the file 270 
that do not currently populate the Restricted Zone may be 
displayed in a probe-results pane 330. After reviewing the 
sites listed in the results pane 330, the user may select a 
populate button 340 of the window 300 to populate the 
Restricted Zone with all of the sites displayed in the results 
pane 330. In an embodiment, the populating component 280 
or other associated implementation may be operable to 
restrict the number of domain identifiers that can populate a 
given one or more of the Zones and, as Such, restrict the 
number of web sites to which a given one or more security 
policies are applied. 
0035. At a block 630, a third set of domain identifiers 
populating a second security-context Zone is compared with a 
fourth set of domain identifiers. For example, the populating 
component 280 may review a set of domain identifiers in the 
file 270 appropriate for the Trusted Zone and determine 
whether those domain identifiers currently populate the 
Trusted Zone of the browser. 

0036. At a block 640, the second security-context Zone is 
populated with at least one fourth-set identifier not included 
in the third set of domain identifiers. For example, sites cor 
responding to those identifiers in the file 270 that do not 
currently populate the Trusted Zone may be displayed in a 
probe-results pane 330. After reviewing the sites listed in the 
results pane 330, the user may select a populate button 340 of 
the window 300 to populate the Trusted Zone with all of the 
sites displayed in the results pane 330. 
0037. While a preferred embodiment of the invention has 
been illustrated and described, as noted above, many changes 
can be made without departing from the spirit and scope of the 
invention. Accordingly, the Scope of the invention is not lim 
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ited by the disclosure of the preferred embodiment. Instead, 
the invention should be determined entirely by reference to 
the claims that follow. 

1-21. (canceled) 
22. A method for enhancing browser security, the method 

comprising: 
receiving a first request to update a first set of domain 

identifiers associated with a first security-context of a 
browser, the first security-context being associated with 
at least a first security policy; 

responsive to the first request, comparing the first set of 
domain identifiers with a second set of domain identifi 
ers and updating the first set of domain identifiers to 
include at least one domain identifier in the second set 
that is not already in the first set of domain identifiers; 

receiving a second request to update a third set of domain 
identifiers associated with a second security-context of 
the browser, the second security-context being associ 
ated with at least a second security policy; 

responsive to the second request, comparing the third set of 
domain identifiers with a fourth set of domain identifiers 
and updating the third set of domain identifiers to 
include at least one domain identifier in the fourth set 
that is not already in the third set of domain identifiers; 
and 

providing data for presentation by the browser in accor 
dance with at least one of the first security-context and 
the second security-context, 

wherein the first security policy is more restrictive than the 
second security policy. 

23. The method of claim 22, wherein the browser is a web 
site browser and the domain identifiers correspond to at least 
portions of web sites. 

24. The method of claim 23, wherein said at least portions 
of web sites associated with the first set of domain identifiers 
populate the first security-context of the web site browser and 
the first security policy applies to said at least portions of web 
sites associated with the first set of domain identifiers. 

25. The method of claim 23, wherein the first and second 
security policies control browser functionality that is able to 
be activated by said at least portions of web sites. 

26. The method of claim 25, wherein said at least portions 
of web sites under control of the more restrictive security 
policy are able to activate less browser functionality. 

27. The method of claim 22, wherein the browser com 
prises a user interface having at least one element configured 
at least to generate the first request when activated by a user. 

28. The method of claim 22, further comprising: 
presenting, with a user interface of the browser, a list of 

domain identifiers in the second set that are not already 
in the first set of domain identifiers; and 

receiving a selection of one or more of the list for inclusion 
in first set of domain identifiers. 

29. A method for enhancing browser security, the method 
comprising: 

receiving a first request to update a first set of domain 
identifiers associated with a first security-context of a 
first browser, the first security-context being associated 
with at least a first security policy; 

responsive to the first request, sending a second request to 
obtain a second set of domain identifiers associated with 
the first security-context of the first browser; 
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responsive to the second request, receiving the second set 
of domain identifiers, the second set of domain identifi 
ers including at least one domain identifier Submitted for 
review by a browser user; 

responsive to receiving the second set of domain identifi 
ers, comparing the first set of domain identifiers with the 
second set of domain identifiers and updating the first set 
of domain identifiers to include at least one domain 
identifier in the second set that is not already in the first 
set of domain identifiers; and 

providing data for presentation by the first browser in 
accordance with at least the first security-context. 

30. The method of claim 29, further comprising: 
receiving a second request to update a third set of domain 

identifiers associated with a second security-context of 
the first browser, the second security-context being asso 
ciated with at least a second security policy; and 

responsive to the second request, comparing the third set of 
domain identifiers with a fourth set of domain identifiers 
and updating the third set of domain identifiers to 
include at least one domain identifier in the fourth set 
that is not already in the third set of domain identifiers, 

wherein the first security policy is more restrictive than the 
second security policy. 

31. The method of claim 29, further comprising submitting 
said at least one domain identifier for review with a user 
interface of the first browser. 

32. The method of claim 29, wherein the first request to 
update the first set of domain identifiers is initiated by a first 
user of the first browser and said at least one domain identifier 
was submitted for review by at least a second user of at least 
a second browser. 

33. The method of claim 29, wherein said at least one 
domain identifier was manually reviewed and included in the 
second set of domain identifiers responsive to the Submission 
for review by the browser user. 

34. The method of claim 29, wherein said at least one 
domain identifier was automatically reviewed and included in 
the second set of domain identifiers responsive to the submis 
sion for review by the browser user. 

35. The method of claim 29, wherein said at least one 
domain identifier is reviewed by a service located remotely 
from the first browser. 
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36. The method of claim 29, wherein the second set of 
domain identifiers is received from a service located remotely 
from the first browser. 

37. A method for enhancing browser security, the method 
comprising: 

receiving a first request to update a first set of domain 
identifiers associated with a first security-context of a 
browser, the first security-context being associated with 
at least a first security policy, the first request including 
at least one domain identifier to be considered for inclu 
sion in the update; 

responsive to the first request, sending a second request to 
obtain a second set of domain identifiers associated with 
the first security-context of the browser, the second 
request including said at least one domain identifier to be 
considered for inclusion in the update; 

responsive to the second request, receiving the second set 
of domain identifiers, the second set of domain identifi 
ers including said at least one domain identifier consid 
ered and found suitable for inclusion in the update; 

responsive to receiving the second set of domain identifi 
ers, comparing the first set of domain identifiers with the 
second set of domain identifiers and updating the first set 
of domain identifiers to include said at least one domain 
identifier; and 

providing data for presentation by the browser in accor 
dance with at least the first security-context. 

38. The method of claim 37, wherein said at least one 
domain identifier to be considered for inclusion in the update 
is included in the first request with a user interface of the 
browser. 

39. The method of claim 37, wherein the second request is 
sent from the browser to a service configured at least to 
consider said at least one domain identifier for association 
with the first security-context. 

40. The method of claim 37, wherein the browser is one of 
a plurality of browsers and the plurality of browsers has a 
plurality of security-contexts including the first security-con 
text. 

41. The method of claim 40, wherein inclusion of said at 
least one domain identifier in the update for the browser 
results in inclusion of said at least one domain identifier in 
updates associated with each of the plurality of browsers. 
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