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Algorithm  Assign label of public node
Input: each public node n m the XML document
Output: labell N,
begin
for{i = 0; { < childnum; i~+) do
if {n is the root node) then
label( N, | = nil:
else if (n is a child of oot node) then
parent = root.childnum:
n.self_labell1] = 10:
n.self-lobel i) = 1 & noselflabel’i-17;
label( N,) = n.selflabel 1];
else parent childnum-——;
labell N}) = parent. lobel & delimiter @ n.selflobell]
end if
end for
return fabel| N}
end
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Algorithm  Assign label of secure node
Input: Np_epe, Noright
Output: lobel(N,)
hegin
H{ Ny ey 18 empty; but N I8 not empty) then
Ne= -\-p..":_qht & U
else if (N 1p and N, o0, are not empty ) then

if(len{ Npiepe) € len( Ny righe) then

Neo= Nosighe B 0
else if (len( N, eji) > len| N ighe ) then
-\-r: = -\;_u'e_Ft @
else (N, j.p+ & not empty, but N o0 18 empty)
Ne=Noden @ 1,
end if
return [ohel( V)
end
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Algorithm  Node reconstruction
Input: alabeled document and decrvpted nodes
Output: reconstruction of decrvpted nodes

if parent node has child)
select the first child of parent
if{child of parent mnst be made child of decrypted node)
if{ already identified firstChiid )

lastChild == child;

else if{child is following the decrypted node)
firstFollowing == child;

else
firstChild == child:

else
append node to parent;
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