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TERMINAL DEVICE AND METHOD FOR PROCESSING AN ENCRYPTED BIT
STREAM

Embodiments of the invention generally relate to a terminal

device and a method for processing an encrypted bit stream.

Online music stores have shown the viability of online music
sales. An existing limitation of online music sales is that.
the music files are only offered at fixed bitrates in lossy
compressed form. However, with the proliferation of broadband
access and continuous decline of memory storage prices, there
is an increasing number of music lovers who wish to purchase
their favorite music online at a high resolution which is as
good as CD quality. On the other hand, some users may prefer
to purchase songs that are cheaper but are encoded at a lower
bit rate. This is because the perceptual audibility between,
for example, an audio file encoded at 96kbps and an audio
file encoded at 128kpbs is traﬁsparent or not important to
such users, for example in case that the music is played on a

mobile device.

In order to satisfy the various bit rate and quality
requirements of their customers, music stores may archive
different versions of the same piece of music at different
bitrates on their file servers. This is a burden for the file
servers since it increases the complexity of the data

management and the amount of necessary storage space.

Alternatively, a music store may prefer to encode songs at a
required bit rate only when a purchase order is received for
the required bit rate. This, however, is both time consuming

and computationally intensive.
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Fine granular scalable audio coding, which has been
extensively studied recently, provides the opportunity to
address variable quality requirements. Released by the ISO in
late 2006, MPEG-4 audio scalable lossless coding {(SLS, cf.
e.g. [1] and [2]) integrates the functions of lossless audio
coding, perceptual audio coding and fine granular scalable
audio coding in a single framework. It allows the scaling up
of a perceptually coded representation such as a MPEG-4 AAC
coded piece of audio to a lossless representation of the

piece of audio with fine granular scalability.

Embodiments may be seen to be based on the problem to provide
a user terminal with a digital signal having a pre-defined
quality, e.g. a quality corresponding to a quality level for

which the user has paid.

In one embodiment, a terminal device is provided including a
receiver configured to receive an encrypted bit stream which
is decodable to a digital signal, a decrypting circuit
configured to decrypt the encrypted bit stream, a truncator
configured to receive a quality indication and configured to
truncate the decrypted bit stream in accordance with the
gquality indication such that the truncated decrypted bit
stream is decodable to a digital signal having a quality
corresponding to the indicated by the gquality indication, and

a decoder configured to decode the truncated bit stream.

According to other embodiments, a method for processing an
encrypted bit stream and an computer readable medium in
accordance with the terminal device described above are

provided.



10

15

20

25

30

WO 2011/028175 PCT/SG2009/000307

3

Illustrative embodiments of the invention are explained below

with reference to the drawings.

FIG. 1 shows a communication system according to an

embodiment.
FIG. 2 shows a terminal device according to an embodiment.

FIG. 3 shows a communication arrangement according to an

embodiment.

FIG. 4 shows an encoder according tb an embodiment.
FIG. 5 shows a decoder acgording to an embodiment.
FIG. 6 shows a bit plane diagram.

FIG. 7 shows an SLS enhancer.

FIG. 8 shows an illustration of file formats in accordance

with an embodiment.

FIG. 9 illustrates an encryption process in accordance with

an embodiment.

FIG. 10 illustrates a decryption process in accordance with

an embodiment.
FIG. 11 shows a truncator according to an embodiment.

FIG. 12 shows a truncator according to an embodiment.
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It should be noted that embodiments described in the
following that are described in the context with the terminal
device are analogously valid for the method for processing an

encrypted bit stream and the computer readable medium.

FIG. 1 shows a communication system 100 according to an

embodiment.

The communication system 100 includes a server (e.g. a server
computer) 101 and a plurality of terminals 102. The terminals
102 are for example client units and may be (terminal)
communication devices such as (radio) communication devices,

e.g. mobile phones, or (personal) computers.

The server 101 may send a bit stream 103, for éxample an SLS
(scalable-to-lossless coding) bit stream 103 to the terminals
102, for example by means of a communication network,
indicated by arrow 104) such as the Internet or a radio -
communication network such as a cellular mobile radio
communication network using broadcast or multicast. The bit
stream 103 is for example decodable to a digital signal, e.g.
an audio signal, of high quality. The bit stream 103 may thus
be seen as a high or full quality bit stream including a high

or full quality version of the digital signal.

The terminals 102 may generate from the bit stream 103 a
digital signal of low quality 105, a digital signal of medium
quality 106, or a digital signal of high quality 107,
reséectively. It should be'noted that in other embodiments,
more or less than three quality levels are used. For example
it is possible to have two, five or any levels of quality.
Similarly, in any of the examples described in the following

where a plurality of quality levels is used, this plurality
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of quality levels may include any number of quality levels,

e.g. two, three, five or higher numbers of quality levels.

In other words, the terminals 102 may generate a low quality
version of the digital signal, a medium quality version of
the digital signal and a high quality version of the digital
signal included in the bit stream 103. For example, the
quality of the digital signal 105, 106, 107 that is generated
from the bit stream 103 depends on the amount of money that
the user of the respective terminal 102 has paid. For
example, if a user of a terminal 102 has paid a low amount of
money the digital signal with low quality 105 is generated
from the bit stream 103. If a user of a terminal 102 has paid
a medium amount of money the digital signal with medium
quality 106 is generated from the bit stream 103 and if a
user of a terminal 102 has paid a high amount of money the
digital signal with high quality 107 is generated from the
bit stream 103.

The bit stream 103 may for example be encrypted by the server

101 before broadcasting or multicasting.

A terminal 102 according to one embodiment is described in

the following with reference to figure 2.

FIG. 2 shows a terminal device 200 according to an

embodiment.

The terminal device 200 includes a receiver 201 configured to
receive an encrypted bit stream which is decodable to a

digital signal.
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The terminal device 200 further includes a decrypting circuit

202 configured to decrypt the encrypted bit stream.

Additionally, the terminal device 200 includes a truncator
203 configured to receive a quality indication and configured
to truncate the decrypted bit stream in accordance with the
quality indication such that the truncated decrypted bit
stream is decodable to a digital signal having a quality
corresponding to the quality indicated by the quality

indication.

Furthermore, the terminal device 200 includes a decoder 204

configured to decode the truncated bit stream.

In other words, illustratively, a bit stream is received
which is decodable to a digital signal and the bit stream is
truncated such that it is decodable to a version of the
digital signal having an indicated quality. For example, the
received bit stream would be decodable to a high (or full)
quality but the user of the terminal device only has the
right to receive medium quality and the received bit stream
is therefore truncated to be only decodable to medium
guality. The bit stream is for example.received from a server
device that transmits the bit stream corresponding to a fixed
quality (e.g. a fixed bit rate). Embodiments may be seen to
be based on the flexibility of the setting of the quality
(e.g. bit rate) is moved from the server to the client or

terminal.

The components such as the truncator 203 and the decoder 204
may be implemented using circuits. In an embodiment, a
"circuit" may be understood as any kind of a logic

implementing entity, which may be special purpose circuitry
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or a processor executing software stored in a memory,
firmware, or any combination thereof. Thus, in an
embodiment, a "circuit" may be a hard-wired logic circuit or
a programmable logic circuit such as a programmable
processor, e.g. a microprocessor (e.g. a Complex Instruction
Set Computer (CISC) processor or a Reduced Instruction Set
Computer (RISC) processor). A "circuit" may also be a
processor executing software, e.g. any kind of computer
program, e.g. a computer program using a virtual machine code
such as e.g. Java. Any other kind of implementation of the
respective functions which will be described in more detail
below may also be understood as a "circuit” in accordance

with an alternative embodiment.

In one embodiment, the terminal device is a client device and
the receiver is configured to receive the encrypted bit

stream from a server device.

The digital signal is for example an audio signal or a video

signal.

The quality indication may for example include the indication
of a bit rate and the truncator is for example configured to
truncate the decrypted bit stream such that the truncated
decrypted bit stream is decodable to a digital signal having
the indicated bit rate.

In one embodiment, the bit stream is an SLS bit stream.

For example, the bit stream includes the digital signal

encoded in accordance with a scalable coding scheme.
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In one embodiment, thée bit stream includes the digital signal
encoded in accordance with SLS. For example, the decoder is

an SLS decoder.

In one embodiment, the terminal device is an electronic
communication device. The terminal device is for example a

mobile communication device such as a mobile phone.

In one embodiment, the truncator is configured to truncate
the decrypted bit stream in accordance with the quality
indication such that the truncated decrypted bit stream is
not decodable to a version of the digital signal having a
higher quality than the quality indicated by the quality

indication.

In one embodiment, the encrypted bit stream is decodable to a
digital signal of a plurality of digital signals wherein the
digital signals are associated with different quality levels
and wherein the truncator is configured to truncate the
decrypted bit stream in accordance with the quality level
indication such that the truncated decrypted bit stream is
decodable to the digital signal of the plurality of digital
signals that is associated with the quality level indicated
by the quality level indication but is not decodable to a
digital signal associated with a higher quality level than
the quality level indicated by the quality level indication.

The quality indication is for example a key (e.g. in a form

of a sequence of bits) corresponding to a quality level.

The truncator may be configured to determine the quality
level from the user key and to truncate the decrypted bit

stream in accordance with the quality level.
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In one embodiment, the receiver is configured to receive the

encrypted bit stream via streaming.

In one embodiment, the receiver is configured to receive the

encrypted bit stream via broadcast or multicast.

In the following, a communication arrangement is described
that may for example include a terminal device as described

above with reference to figure 2.

FIG. 3 shows a communication arrangement 300 according to an

embodiment.

The communication arrangement 300 includes a server
communication device 301 and a terminal device 302, e.g. a
client device. The server communication device 301 may be
seen as the encoding side and the terminal device 302 may be

seen as the decoding side.

The server communication device 301 includes a bit stream
generating circuit 303 which may for example be an SLS
encoder or an SLS enhancer as explained below. The bit stream
generating circuit 303 for example outputs a bit stream which
is decodable to a digital signal such as a video signal or an

audio signal.

The server communication device 301 further includes an
encrypting circuit 304 which for example receives a cipher
bit stream for encrypting the bit stream output by the bit
stream generating circuit 303. The cipher bit stream may for
example be seen as or may be based on a shared key of the

server communication device 301 and the terminal device 302,
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i.e. a key both known to the server communication device 301
and the terminal device 302. The encrypting circuit 304
generates an encrypted bit stream 304 which is supplied to an
error protection circuit 305 of the server communication
device 301. The error protection circuit 305 processes the
encrypted bit stream 305 to allow error correction and
detection at the receiver side, i.e. by the terminal device
302. For example, the error protection circuit 304 includes
additional bits for error correction into the encrypted bit
stream, such as bits in accordance with CRC (cyclic

redundancy check) .

The encrypted bit stream that has been processed by the error
protection circuit 305 is then transmitted by the server
communication device 301 to the terminal device 302 by means
of a communication channel 306, e.g. by means of broadcasting
it, e.g. using a radio communication network, or by streaming

it via the Internet.

The terminal device 302 includes an error detection and
correction circuit 307 which applies error detection and,
possibly, error correction on the encrypted bit stream as
received by the terminal device 302. The encrypted bit stream
is then supplied to a decryﬁtion circuit 308 of the terminal
device 302 which decrypts the encrypted bit stream, e.g. in
accordance with the cipher bit stream that has been used by
the encrypting circuit 304 for encrypting the bit stream. The
decryption circuit 308 outputs a (received) bit stream which
corresponds to the bit stream generating circuit 303 except
for, for example, differences which may arise, for example,
due to the transmission errors that could not be corrected by

the error detection and correction circuit 307.
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The terminal device 302 further includes a truncator (e.g. a
truncating circuit) that truncates the bit stream such that
the truncated bit stream is decodable to digital signal
having a quality indicated by a quality indication 310. The
quality for example corresponds to an amount of money the
user of the terminal device 302 has paid for the digital
signal (e.g. a piece of music or a video clip). For example,
the quality corresponds to a type of subscription of the user

of the terminal device 302.

The truncator 309 supplies the truncated bit stream to a
decoding circuit 311, e.g. an SLS decoder, of the terminal
device 302 which generates the digital signal having the
quality indicated by the quality indication 310. For example,
the decoding circuit 311 generates and outputs an audio
signal that is a lower quality version (as specified by the
quality indication 310) of an original audio signal (e.g. a
PCM (pulse code modulation) audio signal) supplied to the bit
stream generating circuit 303. The original audio signal can
for example be seen as a full quality audio signal. The bit
stream that is supplied to the truncator 309 is in this case
in one embodiment decodable to the full gquality audio signal
(except for, e.g., transmission errors that could not be
corrected by the error detection and correction circuit 307,
i.e. the bit stream supplied to the truncator may be seen as
a full quality bit stream which is truncated by the truncator
to a bit stream of lower quality, i.e. to a bit stream that
is only decodable to a digital signal of lower quality than
the original digital signal. In other words, this can be seen
as the truncator removing parts of the decrypted bit stream
that would be need for a certain quality. For example, the
truncator removes SLS enhancement layers included in the

decrypted bit stream such that the decrypted bit stream can
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only be decoded to a version of the digital signal with a

certain maximum quality.

The server communication device is for example a streaming

server or a broadcasting station.

The bit stream generating circuit 303 is for example an
encoder as explained in the following with reference to

figure 4.
FIG. 4 shows an encoder 400 according to an embodiment.

The encoder 400 receives an audio signal 401 as input, which
is for example an original uncompressed audio signal which

should be encoded to an encoded bit stream 402.

The audio signal 401 is for example in integer PCM (Pulse
Code Modulation) format and is losslessly transformed into
the frequency domain by a domain transforming circuit 406
which for example carries out an integer modified discrete

Cosine transform (IntMDCT).

The resulting frequency coefficients (e.g. IntMDCT
coefficients) are passed to a lossy encoding circuit 403
(e.g. an AAC encoder) which generates the core layer bit
stream, e.g. an AAC bit stream, in other words a core audio
signal portion. The lossy encoding circuit 403 for example
groups the frequency coefficients grouped into scale factor
bands (sfbs) and quantizes them for example with a non-
uniform quantizer. In order to efficiently utilize the
information of the spectral data that has been coded in the
core layer bit stream, an error-mapping procedure is employed

by an error mapping circuit 404 which receives the frequency
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coefficients and the core layer bit stream as input to
generate an residual spectrum (e.g. a lossless enhancement
layer, LLE), in other words a residual audio signal portion,
by subtracting the quantized frequency coefficients generated
by the lossy encoder (e.g. the AAC quantized spectral data)
from the original frequency coefficients. The encoder 400 may
thus be seen to include a core layer and a (lossless)

enhancement layer.

The residual spectrum is then encoded by a bit stream
encoding circuit 405, for example according to the bit plane
Golomb code (BPGC), context-based arithmetic code (CBAC) and
low energy mode coding (LEMC) to generate a scalable
enhancement layer bit stream (e.g. a scalable LLE layer bit

stream) .

Finally, the scalable enhancement layer bit stream is
multiplexed by a multiplexer 407 with the core layer bit
stream to produce the encoded bit stream 402, e.g. the SLS

bit stream.

The decoding circuit 311 of the terminal device for example
corresponds to the encoder 400 as explained in the following

with reference to figure 5.

FIG. 5 shows a decoder 500 according to an embodiment.

The decoder 500 receives an encoded bit stream 501 as input.
A bit stream parsing circuit 502 extracts the core layer bit
stream 503 and the enhancement layer bit stream 504 from the
encoded bit stream. The enhancement layer bit stream 504 is
decoded by a bit stream decoding circuit 505 corresponding to

the bit stream encoding circuit 405 to reconstruct the
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residual spectrum as exact as it is possible from the

transmitted encoded bit stream 501.

The core layer bit stream 503 is decoded by a lossy decoding
circuit 506 (e.g. an AAC decoder) and is combined with the
reconstructed residual spectrum by an inverse error mapping
circuit 507 to generate the reconstructed frequency

coefficients.

The reconstructed frequency coefficients are transformed into
the time domain by a domain transforming circuit 508
corresponding to the domain transforming circuit 406 (e.g. an
integer inverse MDCT) to generate a reconstructed audio

signal 509.

By selecting how much of the residual speétrum generated by
the error mapping circuit 404 is supplied to the decoder 500,
the reconstructed audio signal 509 is scalable from lossy to
lossless. For example, the guality of the audio signal 509
depends on the amount of the residual spectrum that is left
from the full residual spectrum after the truncation by the

truncator 309.

In SLS (MPEG-4 scalable lossless) coding, the bit stream
encoding circuit 405 carries out a bit plane scanning scheme
for encoding the residual spectrum. SLS, using this bit plane
scanning scheme, allows the scaling up of a perceptually
coded representation such as MPEG-4 AAC to a lossless
representation with a wide range of intermediate bit rate

representations.

The bit plane scanning scheme in SLS that is used according

to one embodiment is illustrated in figure 6.
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FIG. 6 shows a bit plane diagram 600.

In the bit plane diagram 600, the residual spectrum values
are represented as bit words (i.e. words of bits), wherein
each bit word is written as a column and the bits of each bit
word are ordered according to their significance from most

significant bit to least significant bit.

The significance of the bits in their respective bit word
increases along a first axis 601 (y-axis). Each residual
spectrum value for example corresponds to a frequency and
belongs to a scale factor band. The scale factor band (sfb)
number increases from left to right (from 0 to s-1) along a,

second axis 602 (x—axis).

The scanning process carried but by the bit stream encoding
circuit 405 starts from the most significant bit of spectral
data (i.e. of the residual spectrum values) for all scale
factor bands. It then progresses to the following bit planes
until it reaches the least significant bit (LSB) for all
scale factor bands. Starting from the fifth bit plane or in
this example the seventh bit plane (for CBAC), the bit plane
scanning process enters the Lazy-mode coding for the lazy bit
planes where the probability of a bit to be 0 or 1 is assumed

to be equal.

As the frequency assignment rule of BPGC is derived from the
Laplacian probability density function, BPGC only delivers
excellent compression performance when the sources are near-
Laplacian distributed. However, for some music items, there
exist some “silence” time/frequency regions where the

spectral data are in fact dominated by the rounding errors of
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IntMDCT. In order to improve the coding efficiency, low
energy mode coding may be adopted for coding signals from low

energy regions.

It is possible to improve the coding efficiency of BPGC by
further incorporating more sophisticated probability
assignment rules that take into account the dependencies of
the distribution of IntMDCT spectral data to several contexts
such as their frequency locations or the amplitudes of
adjacent spectral lines, which can be effectively captured by
using CBAC. For CBAC coding, the seventh and below bit planes

are set as absolute lazy bit planes in SLS reference codec.

In one embodiment, the bit stream generating circuit 303 is

an SLS enhancer as described in the following with reference

to figure 7.

FIG. 7 shows an SLS enhancer 700.

The SLS enhancer 700 can operate in two modes. In the core
mode, there are two inputs including the original audio
signal, which is in this embodiment an original uncompressed
PCM audio file 701 and a compressed version of the original
audio signal, in this embodiment in the form of a
perceptually compressed file 702 e.g. in accordance with AAC
(Advanced Audid Coding), scalable AAC, or BSAC (Bit Sliced
Arithmetic Coding). The compressed version of the original
audio signal is for example a low gquality version of the

original audio signal.

The perceptually compressed file 702 is in this embodiment
Huffman decoded by a Huffman decoder 703 of the SLS enhancer

700, and the quantized frequency coefficients corresponding
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to the compressed audio signal are extracted from the bit
stream corresponding to the Huffman decoded perceptually
compressed file 702 by a de-quantization and data extraction

circuit 704.

The uncompressed PCM audio file 701 is losslessly transformed
into the frequency domain by an integer modified discrete

Cosine transform (IntMDCT) circuit 705.

The resulting IntMDCT coefficients are passed to an error
mapping circuit 706 which also receives the quantized
frequency coefficients to generate a residual spectrum, in
other words a residual audio signal portion, by subtracting
the quantized frequency coefficients generated from the

original frequency coefficients.

The residual spectrum is then encoded by a low energy mode
encoding circuit 707 and a BPGC/CBAC encoding circuit 708
according to the bit plane Golomb code (BPGC) and'the
context-based arithmetic code (CBAC) and by a low energy mode
encoding circuit 707 according to low energy mode coding
(LEMC), e.g. for coding coefficients from low energy regions

of the spectrum.

The outputs of the BPGC/CBAC encoding circuit 708 and the low
energy mode encoding circuit 707 are multiplexed by a
multiplexer 710 with the core layer bit stream to produce an

SLS bit stream 709.

In the second mode, which is so called non-core mode, the
Huffman decoder 703 and the de-quantization and data
extraction circuit 704 are not used and the uncompressed PCM

audio file 701 is the only input. In this case, the SLS
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enhancer 700 operates as an SLS encoder as explained above
with reference to figure 4. The output of the SLS enhancer
700 is, in both cases, a bit stream corresponding to a

lossless SLS format as illustrated in figure 8

FIG. 8 shows an illustration of data formats in accordance

with an embodiment.

Data in a first format 801 may be seen as the perceptually
compressed file which includes an audio signal, for example,

in a format in accordance with AAC.

Data in a second format 802 is the uncompressed PCM audio

(file) which includes the original audio signal.

Data in a third format 803 includes the audio signal in SLS
lossless format according to core mode and a data in a fourth
format 804 includes the audio signal in SLS lossless format
according to non-core mode. A difference between the third
format 803 and the fourth format 804 may be seen in that in
the fourth format 804, the data is fine granularly scalable
over the whole range while the third format 803 includes the

audio signal in a basic quality that is not scalable.

The drawing of the data size in figure 8 is not exact to
scale but should only illustrate the relation of the data
amounts corresponding to the formats 801, 802, 803, 804.

The perceptually compressed format in accordance with AAC for
examples corresponds to a bit rate of the audio signal of

64kbps.
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As explained above, the output of the bit stream generating
circuit 303 is supplied to the encrypting circuit 304 for
encryption. In one embodiment, this output is a bit stream
corresponding to the data in the third format 803 or the data
in the fourth format 804.

This bit stream is sent to the encrypting circuit 304 for
encrypting using the cipher bit stream. The encryption may
for example be any symmetric key encryption where plaintext
bits are combined with a pseudorandom cipher bit stream (key
stream), e.g. by an exclusive OR (XOR) operation. A possible

implementation of the encryption is illustrated in figure 9.

FIG. 9 illustrates an encryption process in accordance with

an embodiment.

According to the encryption process a bit stream 901, e.g. an
SLS bit stream, is encrypted using a cipher bit stream 902 to
generate an encrypted bit stream 903. For this, each bit of
the bit stream 901 is combined in accordance with an XOR
operation with a corresponding bit of the cipher bit stream
902 to generate a corresponding bit of the encrypted bit
stream 903. The encryption may thus be seen as a bit-wise
combination of the bit stream to be encrypted 901 with the
cipher bit stream 902. The XOR operation is for example

carried out by an XOR circuit of the encrypting circuit 304.

In one embodiment, for better efficiency, in which the bit
stream contains as a part the basic AAC format the audio
signal compressed in accordance with the perceptually
compressed format in accordance with AAC, only the SLS part
is encrypted, i.e. the basic AAC format is not encrypted. In

one embodiment in which the bit stream generating circuit 303
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is an SLS enhancer in non-core mode, only the enhancement bit
stream above a pre-defined bit rate is encrypted. For
example, the pre-defined bit rate can be set at 64kbps or
96kbps. This is illustrated in figure 8 where only first
parts 805 of the data in the third format 803 and the data in
the fourth format 804 are illustrated to be encrypted while
second parts 806, which may be seen as containing the audio
signal in a basic quality, are not encrypted in one

embodiment.

The error protection circuit 305 for example adds error
protection code to the encrypted bit stream. For
broadcasting, any type of forward error correction (FEC),
such as turbo coding can be applied. For streaming, both the

FEC and automatic repeat-request (ARQ) can be applied.

As mentioned above, the error protected encrypted SLS
lossless bit stream, e.g. the error protected encrypted SLS
lossless bit stream, is transmitted via the communication
channel 306 through wireless or Internet transmission or

broadcasting.

In the terminal device 302, the received signal, i.e. the bit
stream received from the communication device 301 is firstly
checked, in one embodiment, with an error detection and
correction scheme that corresponds to the encoder error

protection scheme.

The (possibly) corrected bit stream is then decrypted using a
decryption method corresponding to the encryption method used
by the encrypting circuit 304. For example, the decryption

circuit 308 decrypts the received encrypted bit stream using

the cipher bit stream, which is in this example a shared key,
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that has been used in the encryption process illustrated in
figure 9. The decryption process in this case is illustrated

in figure 10.

FIG. 10 illustrates a decryption process in accordance with

an embodiment.

According to the decryption process, the received encrypted
bit stream 1001 is decrypted using the cipher bit stream 1002
to generate the decrypted (received) bit stream 1003. For
this, each bit of the encrypted bit stream 1001 is combined
in accordance with an XOR operation with a corresponding bit
of the cipher bit stream 1002 to generate a corresponding bit
of the decrypted bit stream 1003. The decryption may thus be
seen as a bit-wise combination of the bit stream to be
decrypted 1001 with the cipher bit stream 1002.The XOR
operation is for example carried out by an XOR circuit of the

decrypting circuit 308.

The decrypted bit stream, e.g. the decrypted SLS lossless bit
stream, is then passed to the (SLS) truncator 309. Another
input of the truncator 309 is quality information, in one
embodiment in the form of a quality indication 310. This
quality information is for example extracted from payment
information. For example, there are three subscription
choices including the basic (64kbps, $20/month), intermediate
(192kbps, $50/month) and premium (lossless, $70/month)
subscription. If the user of the terminal device 302 chooses
intermediate quality and pays $50/month then the quality
information input to the truncator is for example the
indication of the corresponding bit rate which is, for

example, 192kbps.
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The truncator 309 truncates the decrypted received bit
stream, which may be seen to contain the original audio
signal in lossless format, to, for example, the target bit

rate as indicated by the quality indication 310.

In one embodiment, this is for example done in accordance
with the following. Let the total target bit rate after

T (in kbps) and the perceptually coded bit

truncation be B
rate (i.e. the bit rate corresponding to the second parts

T

806, be BC (in kbps). The new total LLE bit stream length L

(in byte) for each frame may be determined by

where F is the frame size and S is the sampling rate.

Let the lossless bit stream length for each frame be . It

is assumed that there are a total of N channels and for each
channel n, n = 0,1,..,N~-1, the bit stream length per frame is

denoted as ﬁ%. Then the target per frame LLE stream 1length

for channel n,ﬁ%, may be computed as

L
ﬁ% =1 .=n (2)
b

The received lossless bit stream for each channel is for
example truncated according to equation (2). The truncated

bit stream may then be input to the decoding circuit 311,
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e.g. a standard SLS decoder to achieve the subscribed

quality.

In another embodiment, the target per frame LLE stream length

is evenly distributed over the channels such that ﬁ% is

equal for all n, i.e. for all channels.

The operation of the truncator 309 according to one

embodiment is illustrated in figure 11.
FIG. 11 shows a truncator 1100 according to an embodiment.

The truncator 1100 receives a high quality bit stream 1101
including a high quality audio signal, i.e. decodable to an
audio signal with high quality, as input. For example, the
high quality bit stream 1101 is a lossless SLS bit stream
corresponding to the third file 803 or the fourth file 804.
For example, the high quality bit stream 1101 includes a
first part 1102, a second part 1103, and a third part 1104,
wherein the first part 1102 corresponds to a basic quality,
i.e. is decodable to an audio signal of 1low quality, e.q.
includes an audio signal encoded according to AAC, and the
second part 1103 and the third part 1104 include a lossless
enhancement bit stream (LLE) for the first part 1102. For
example, the second part 1103 may be used to enhance the low
quality audio signal decodable from the first part 1102 to
generate a medium quality version of the audio signal and the
third part 1103 may be used to enhance the medium quality
audio signal to generate a high quality version of the audio

signal.

The truncator 1100 truncates the high quality bit stream 1102

in accordance with a quality indication which for example
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indicates that the third part 1104 should be removed from the
high quality bit stream 1102 or the third part 1104 and the
second part 1103 should be removed from the high quality bit
stream 1102. It should be noted that "truncation”" a part from
a bit stream may refer to the removal of any parts of the bit
stream that do not have to be necessarily be arranged at the
end of the bit stream. Thus, data may be arranged in any way
(e.g. in and order to form of a bit stream) while the removal
of certain parts from the data is still referred to in this
specification as a truncation of a bit stream corresponding

to the dataf

In one embodiment, the quality indication is based on a user
key. For example, a first user key 1105 corresponds to low
quality, a second user key 1106 corresponds to medium
quality, and a third user key 1107 corresponds to high
quality. In one embodiment, the truncator does not receive
the quality indication itself but receives a user key 1105,
1106, 1107 and truncates the high quality bit stream 1101 in
accordance with the quality corresponding to the user key
1105, 1106, 1107. The user key 1105, 1106, 1107 is for
example provided to the user of the terminal device 302 based
on the subscription or the amount the user has paid for the

audio signal.

The user key 1105, 1106, 1107 may be a software key provided
(e.g. transmitted) to the user in course of the subscription
or after having paid for the audio file. It may also be a

hardware key that is provided for the terminal device of the

user.

In one embodiment, the user key may be determined and issued

by the provider of the audio file. In contrast, in one
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embodiment, the shared key used for encrypting and decrypting
by the encryption circuit 304 and decryption circuit 308 may
be set by the operator of the communication network that is
used for the transmission of the encrypted error protected
bit stream from the server communication device 301 to the
terminal device 302, i.e. by the operator who provides the
communication channel 306. Thus, in one embodiment, the
specification of what parts to be truncated may be carried
out independently from the operator providing the
communication channel 306. For example, the same shared key
may be used for encrypting and decrypting for different users
even if the users have paid for different quality levels of
the digital (e.g. audio) signal (i.e. a common key may be
used for different users); Furthermore, the number of
different quality levels that are used (i.e. the number of
different qualities according to which the received bit
stream is truncated) may be set by the provider of the audio
signal independently from the operator providing the
communication channel 306 and independently from the

encryption/decryption method used.

The truncator truncates the high quality bit stream 1101 in
accordance with the quality corresponding to the user key
1105, 1106, 1107 such that a low quality bit stream 1108
(decodable to the audio signal in low gquality), a medium
quality bit stream 1109 (decodable to the audio signal in
medium quality) or a high quality bit stream 1110 (decodable
to the audio signal in high quality) are generated. The low
quality bit stream 1108 for example corresponds to the first
part 1102 of the high quality bit stream 1101, the medium
quality bit stream 1109 for example corresponds to the first
part 1102 and the second part 1103 of the of the high quality
bit stream 1101 and the high guality bit stream 1110 for
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example corresponds to the first part 1102, the second part
1103, and the third part 1104 of the high quality bit stream
1101, i.e. to the whole high gquality bit stream 1101.

It should be noted that "low", "medium", and "high" are only
used as examples and may refer to any gquality levels.
Furthermore, any number of different quality levels (and

correspondingly truncation levels) may be defined and used.

In one embodiment, the truncator 309 receives as input the
target bit rate of the audio signal decodable from the

truncated bit stream. This is illustrated in figure 12.
FIG. 12 shows a truncator 1200 according to an embodiment.

In this embodiment, the full (or high) guality bit stream
includes an AAC core layer 1201 and a lossless enhancement
layer 1202 as for example generated by the encoder 400
described with reference to figure 4 or the SLS enhancer 700

described with reference to figure 7.

The truncator 1200 receives one of the target bit rates By,
By, .., BNy-1 as input and truncates the full quality bit

stream such that the resulting truncated bit stream 1203 is
decodable to an audio signal with the specified target bit

rate. For example, if the bit rate By is input to the

truncator 1200, the full quality bit stream is truncated such
that the resulting truncated bit stream 1203 includes the AAC
core layer 1201 and a first part 1204 of the lossless

enhancement layer. Similarly, if the bit rate Bs is input to
the truncator 1200, the full gquality bit stream is truncated

such that the resulting truncated bit stream 1203 includes

the AC core layer 1201, the first part 1204, and a second
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part 1205 of the lossless enhancement layer. Analogously, if
higher bit rates are input to the truncator 1200, further
parts of the lossless enhancement layer remain in the

resulting truncated bit stream 1203. For example, bit rate By

is the highest bit rate and corresponds to the full lossless
enhancement layer, i.e. can be achieved if the truncated bit

stream includes the full lossless enhancement layer.

The quality indication may, as mentioned above, for example
be received from the provider of the digital signal. Thus,
according to one embodiment, a terminal device is provided
including a receiver configured to receive a quality
indication and a bit stream, and including a truncator
configured to truncate the received bit stream in accordance

with the quality indication.

Embodiments may for example be used with a Digital Audio
Broadcast (DAB) network such that single-quality audio data
is broadcast and the users are provided with multi-quality
audio signals according to their individual subscription.
Thus, only one version of the audio data needs to be
transmitted which may for example lead to less audio
broadcast stations being necessary compared to a scenario
where an audio signal is broadcast in a plurality of
qualities. Embodiments may also be used, for example, for an

Internet radio service.
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The following documents are cited in the specification:

[1] Scalable Lossless Coding (SLS), ISO/IEC 14496-3:2005/Amd
3, 2006.

[2] R. Yu, S. Rahardja, X. Lin, and C. C. Koh, “A fine
granular scalable to lossless audio coder,” IEEE Trans.
Audio, Speech, Lang. Process., vol. 14, no. 4, pp. 1352-1363,
Jul. 2006.
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Claims

A terminal device comprising

a receiver configured to receive an encrypted bit stream
which is decodable to a digital signal;

a decrypting circuit configured to decrypt the encrypted
bit stream;

a truncator configured to receive a quality indication
and configured to truncate the decrypted bit stream in
accordance with the quality indication such that the
truncated decrypted bit stream is decodable to a digital
signal having a quality corresponding to the indicated
by the quality indication; and

a decoder configured to decode the truncated bit stream.

The terminal device of claim 1, wherein the terminal
device is a client device and the receiver is configured,
to receive the encrypted bit stream from a server

device.

The terminal device of claim 1 or 2, wherein the digital

signal is an audio signal or a video signal.

The terminal device of any one of claims 1 to 3, wherein
the quality indication comprises the indication of a bit
rate and the truncator is configured to truncate the
decrypted bit stream such that the truncated decrypted
bit stream is decodable to a digital signal having the

indicated bit rate.

The terminal device of any one of claims 1 to 4, wherein

the bit stream is an SLS bit stream.
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The terminal device of any one of claims 1 to 5, wherein
the bit stream includes the digital signal encoded in

accordance with a scalable coding scheme.

The terminal device of claim 6, wherein the bit stream
includes the digital signal encoded in accordance with

SLS.

The terminal device of claim 7, wherein the decoder is

an SLS decocder.

The terminal device of any one of claims 1 to 8, wherein
the terminal device is an electronic communication

device.

The terminal device of claim 9, wherein the terminal

device is a mobile communication device.

The terminal device of any one of claims 1 to 10,
wherein the truncator is configured to truncate the
decrypted bit stream in accordance with the quality
indication such that the truncated decrypted bit stream
is not decodable to a version of the digital signal
having a higher quality than the quality indicated by

the quality indication.

The terminal device of any one of claims 1 to 11,
wherein the encrypted bit stream is decodable to a
digital signal of a plurality of digital signals wherein
the digital signals are associated with different
quality levels and wherein the truncator is configured
to truncate the decrypted bit stream in accordance with

the quality level indication such that the truncated
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decrypted bit stream is decodable to the digital signal
of the plurality of digital signals that is associated
with the quality level indicated by the quality level
indication but is not decodable to a digital signal
associated with a higher quality level than the quality

level indicated by the quality level indication.

The terminal device of any one of claims 1 to 12,
wherein the quality indication is a key corresponding to

a quality level.

The terminal device of claim 13, wherein the truncator
is configured to determine the quality level from the
user key and to truncate the decrypted bit stream in

accordance with the quality level.

The terminal device of any one of claims 1 to 14,
wherein the receiver 1is configqured to receive the

encrypted bit stream via streaming.

The terminal device of any one of claims 1 to 15,
wherein the receiver is configured to receive the

encrypted bit stream via broadcast or multicast.

A terminal device comprising

a receiver configured to receive a quality indication
and a bit stream, and

a truncator configured to truncate the received bit

stream in accordance with the quality indication.

A method for processing an encrypted bit stream

comprising
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receiving, in a terminal device, an encrypted bit stream
which is decodable to a digital signal;

decrypting, in the terminal device, the encrypted bit
stream;

truncating, in the terminal device, the decrypted bit

- stream in accordance with a quality indication such that

the truncated decrypted bit stream is decodable to a
digital signal having a quality corresponding to the
indicated by the quality indication; and

decoding, in the terminal device the truncated bit

stream.

A computer readable medium having computer instructions
recorded thereon, which, when executed by a computer,
make the computer perform a method for processing an
encrypted bit stream comprising

receiving, in a terminal device, an encrypted bit stream
which is decodable to a digital signal;

decrypting, in the terminal device, the encrypted bit
Stream;

truncating, in the terminal device, the decrypted bit
stream in accordance with a quality indication such that
the truncated decrypted bit stream is decodable to a
digital signal having a quality corresponding to the
indicated by the quality indication; and

decoding, in the terminal device the truncated bit

Sstream.
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