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(57) Abréegée/Abstract:

According to some embodiments, a system and method are provided comprising a communication device operative to
communicate with a user to obtain one or more requirements, wherein each requirement Is defined using a formal notation; a
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(57) Abrege(suite)/Abstract(continued):

requirements analysis module to recelve the one or more reguirements, store the one or more requirements, and analyze each
requirement individually and two or more requirements in conjunction to determine whether a conflict exists in the one or more
requirements; an error localization module to identify each requirement involved In the conflict and Iindicates how the one or more
requirement conflicts; a memory for storing program instructions; at least one requirements analysis processor, coupled to the
memory, and In communication with requirements analysis module and the error localization module and operative to execute
program instructions to: analyze each requirement individually to determine If the requirement Is self-conflicting by executing a self-
conflicting module of the requirements analysis module; generate an error explanation by executing the error localization module In
response to the self-conflicting module determining the requirement self- conflicts; receive a first updated requirement from a user
InN response to the self- conflicting module determining the requirement Is self-conflicting; repetitively analyze each updated
requirement to determine If the requirement self-conflicts until the self- conflicting module determines the requirement is not self-
conflicting; analyze two or more requirements in conjunction to determine If two or more requirements conflict by executing a set-
conflicting module of the requirements analysis module after it is determined each requirement is not self-conflicting; generate an
error explanation by executing the error localization module In response to the set-conflicting module determining two or more
requirements conflict; receive a second updated requirement from a user in response to the set-conflicting module determining two
or more requirements conflict; and repetitively analyze each updated requirement with the set-conflicting module to determine If the
two or more requirements conflict until the set-conflicting module determines the two or more requirement are not self-conflicting;
generate an indication that requirements analysis Is complete for the one or more requirements and the one or more reguirements
IS validated for use In software design. Numerous other aspects are provided.
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SCALABLE METHODS FOR ANALYZING FORMALIZED
REQUIREMENTS AND LOCALIZING ERRORS

ABSTRACT

According to some embodiments, a system and method are provided comprising a
communication device operative to communicate with a user to obtain one or more
requirements, wherein each requirement is defined using a formal notation; a requirements
analysis module to receive the one or more requirements, store the one or more
requirements, and 'analyze each requirement individually and two or more requirements in
conjunction to determine whether a conflict exists in the one or more requirements; an error
localization module to identify each requirement involved in the conflict and indicates how
the one or more requirement conflicts; a memory for storing program instructions; at least
one requirements analysis processor, coupled to the memory, and in communication with
requirements analysis module and the error localization module and operative to execute
program instructions to: analyze each requirement tndividually to determine if the
requirement is self-conflicting by executing a self-conflicting module of the requirements
analysis module; generate an error explanation by executing the error localization module
In response to the self-conflicting module determining the requirement self-conflicts:
receive a first updated requirement from a user in response to the self-conflicting module
determining the requirement is self-conflicting; repetitively analyze each updated
requirement to determine if the requirement self-conflicts until the self-conflicting module
determines the requirement is not self-conflicting: analyze two or more requirements in
conjunction to determine if two or more requirements conflict by executing a set-
contlicting module of the requirements analysis module after it is determined each
requirement is not self-conflicting; generate an error explanation by executing the error
localization module in response to the set-contlicting module determining two or more
requirements conflict; receive a second updated requirement from a user in response to the
set-contlicting module determining two or more requirements conflict; and repetitively

analyze each updated requirement with the set-conflicting module to determine if the two
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or more requirements conflict until the set-conflicting module determines the two or more
requirement are not self-conflicting; generate an indication that requirements analysis is
complete for the one or more requirements and the one or more requirements is validated

for use in software design. Numerous other aspects are provided.
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SCALABLE METHODS FOR ANALYZING FORMALIZED
REQUIREMENTS AND LOCALIZING ERRORS

BACKGROUND

10001] Developing a system with software and hardware components often
Involves system requirements provided by a customer. These requirements are used to
design the system. Often, many errors in software and hardware components are
Introduced early (e.g., during requirement capture phases) but may not be discovered until

later in the component creation process. Typically, the larger the distance between error

Introduction and error discovery, the larger the cost associated with fixin g the error.

[0002] Therefore, it would be desirable to design an apparatus and method that

provides for an earlier detection of requirements errors.
BRIEF DESCRIPTION

[0003] According to some embodiments, requirements are verified and validated
by a formal requirements analysis module. The formal requirements analysis module may
include a type-safety module, a contingency module, a global-contingency module, an
independence module, a self-conflicting module, a set-contlicting module, a completeness
module, a conditional-completeness module, a surjectivity module, a partial-surjectivity
module and a conditional-surjectivity module, that are each successively applied to the
requirements. If a requirement does not satisfy the analysis, in one or more embodiments
a counter-example 1s generated and displayed to a user via execution of an error-
localization module. The user is then able to edit the requirements identified by the error-
localization module, and apply the formal requirements analysis module again to validate
and verify the updated requirement. In one or more embodiments, after the requirements
are verified and validated, the requirements are transmitted for development of the next

stage of design, incorporating the verified and validated requirements.
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[0004] A technical effect of some embodiments of the invention is an improved
technique and system for validating and verifying requirements. With this and other
advantages and features that will become hereinafter apparent, a more complete
understanding of the nature of the invention can be obtained by referring to the following

detailed description and to the drawings appended hereto.

[0005] Other embodiments are associated with systems and/or computer-readable

medium storing instructions to perform any of the methods described herein.
DRAWINGS

[0006] FIG. 1 illustrates a system according to some embodiments.

[0007] FIGS. 2A and 2B illustrates a flow diagram according to some

embodiments.

[0008] FIG. 3 illustrates a block diagram of a system according to some

embodiments.
[0009] FIG. 4 illustrates a user interface according to some embodiments.
[0010] FIG. 5 illustrates a model according to some embodiments.

[0011] FIG. 6 illustrates a model according to some embodiments.

[0012] FIG. 7 is a block diagram of an automated test case generation processing

tool or platform according to some embodiments.

DETAILED DESCRIPTION

[0013] Developing a system with software and hardware components often
involves system réquirements provided by a customer. These requirements may be
incorporated or captured in a specification model in a computer-readable form. The

requirements may also be captured in the specification model in a human-readable form.

2
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Then a design model may be developed from the requirements contained in the
specification model, and may express software design data (e.g., prescribed software
component internal data structures, data flow, and/or control flow). Source code may then

be generated automatically from the design model using a qualified code generator.

[0014] Often, many errors in software and hardware components are introduced
early (e.g., during requirement capture phases) but may not be discovered until later in the
component design and creation process. Typically, errors may be difficult to determine
early in the process as the requirements may be abstract and may only become more clear
as the system is built (e.g, the final software or hardware component is generated).
Typically, the larger the distance between error introduction and error discovery, the larger

the cost associated with fixing the error.

[0015] In one or more embodiments, requirements, such as those included in a
specification model, may be formally analyzed using theorem proving. In some
embodiments, where the analyses generate conjectures that are not theorems, a counter-
example may be automatically generated to illustrate where and how the requirement fails

to satisty some analysis.

[0016] In one or more embodiments the requirements are described using a formal
notation (e.g., the notation has a precise, mathematically defined syntax and semantics.)
Examples of formal notation include, but are not limited to, modeling languages, first order
logic, set theory, higher-order logic, programming languages, and structured natural

language.

[0017] In one or more embodiments, the requirements may be verified and
validated in an incremental way, where requirements may be checked incrementally and

dynamically (e.g., as soon as individual requirements are formalized/written).

10018] In one or more embodiments, the verification and validation strategies may

be integrated into a requirements capture tool, for example, such that the verification and
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validation of the requirements occurs automatically as soon as a user updates the
requirements, without the need for a user to explicitly initiate the verification and validation

analysis.

[0019] In one or more embodiments, the verification and validation strategies may
be used to analyze the requirements without needing to access executable object code,

lower-level requirements or higher-level requirements.

[0020] Some embodiments apply a series of modules executing verification and
validations strategies to the requirements in a particular order. The series of modules may

find errors at the earliest possible point in time (e.g., as soon as requirements are written).

[0021] In one or more embodiments, the application of the modules may be
ordered such that simpler analyses are performed before more complex analyses. Simpler
analyses may be performed more quickly than complex analyses and may find obvious,

egregious errors that may be easier to correct.

10022] In one more embOdiments, the application of the modules may be ordered
such that if performing analysis A can help simplify analysis B, then analysis A may come

before analysis B.

[0023] In one or more embodiments, an analysis performed by a module may be

simplified because the preceding analysis has already been performed.

[0024] In some embodiments, the modules are applied to incomplete requirements

(¢.g., the requirements are not completely written).

[0025] In one or more embodiments, the modules are applied continually to the
requirements such that notification of the verification/validation status of the requirement

may be provided in real time.

[0026] In one or more embodiments, checking the satisfiability of formulas may

be performed by a complete decision procedure (€.g., module returns “satisfactory” or
4
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“unsatisfactory”) or a partial decision procedure (e.g., module may return “?” for
incomplete). Incomplete decision procedures may arise, for example, because the
underlying logic may be undecidable or the problem may be intractable (e.g., the
computational complexity of the decision procedure is more than an available resource

(e.g., time, space)).

[0027] Fig. 1 is an example of a software development system 100, according to
some embodiments. The system 100 may include system requirements 102, a specification
model 104, a requirements based automated test case generation module 106, a design
model 108, a structural test case module 110, a source code module 1 12, and an executable
object code module 114. As used herein, “system requirements” and “requirements” will

be used interchangeably.

[0028] In some embodiments, a text version of system requirements 102 to be
allocated to software and hardware are acquired. From these requirements 102, the
specification model 104 is developed. In one or more embodiments, the specification
model 104 may be developed using a combination of semantic modeling and graphical
modeling technologies. Other suitable specification model development technologies may
be used. In one or more embodiments, the specification model 104 may be validated with
the customer via a customer validation module 116. In some embodiments the
specification model 104 may be formally analyzed and verified for correctness and

consistency with a formal requirements analysis module 118 using automated theorem
proving, as will be described further below. Other suitable means of analysis and
verification may be used. The formal requirements analysis module 118 may identify

errors in requirements early in the software development process, which may significantly

reduce late software development cycle rework, thereby saving time and money.

10029] After the specification model 104 is approved by the customer validation
module 116 and the formal requirements analysis module 118, the specification model 104
may be passed as an input to a model based design team to create a design model 108. The

design model 108 may be formally verified using a formal design verification module 120,
5
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which may include some of the same methods in the formal requirements analysis module

118.

[0030] In some embodiments, the specification model 104 may be used as an input
to the requirements based automated test case generation module 106. Test cases and
procedures may be automatically generated by the test case module 106 and may then be
applied to the design model 108 via a model based verification module 122 and analyzed
for correct functionality. The test cases generated with the test case module 106 may be
applied to the design model 108 and analyzed for structural coverage with a structural
coverage analysis module 124. The requirements based automated test case generation

module 106 may include some of the methods in the formal requirements analysis module

118.

[0031] The source code module 112 may create source code from the des; gn model
108. The source code may be formally analyzed with a formal code verification module
126 using static analysis methods, for example. Other suitable analyses may be used. The
executable object code module 114 may compile the source code. A test based executable
object code verification module 128 may then verify the executable object code reusing the

test cases developed in the test case module 106.

[0032] Turning to FIGS. 2-6, in one example operation according to some
embodiments, FIGS. 2A and 2B are a flow diagram of a process 200. Process 200 and
other processes described herein may be performed using any suitable combination of
hardware (e.g., circuit(s)), software or manual means. In one or more embodiments, the
system 100 1s conditioned to perform the process 200 such that the system 100 is a special
purpose element configured to perform operations not performable by a general purpose
computer or device. Software embodying these processes may be stored by any non-
transitory tangible medium including a fixed disk, a floppy disk, a CD, a DVD, a Flash

drive, or a magnetic tape. Examples of these processes will be described below with respect

to the elements of the system 100, but embodiments are not limited thereto.
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[0033] As described above, embodiments apply a series of modules executing
strategies in a particular order. For example, as described further below, process 200
includes the execution of verification and validation strategies to the requirements, via a
series of modules, in a particular order. The order provided in one or more embodiments
Is advantageous in that simpler analyses are performed before more complex analyses.
Stmpler analyses may be performed more quickly than complex analyses and may find

obvious, egregious errors that may be corrected earlier.

[0034] While the process 200 and associated modules will be described in more
detail below, the process 200 initially receives the requirements at a type-safety module
302 (FIG. 3). In one or more embodiments, a communication device 720 (F1G. 7)
communicates with a user to obtain one or more requirements associated with a
specification model 104 or other model. The type safety module 302 determines whether
the requirements are type-safe in S210. If the requirements are not type-sate, the process
200 proceeds to S212, and an error message is generated by the type-safety module 302
and an error explanation 305a may be generated via the error-localization module 303a and
displayed. The error explanation module 303a may include a counter-example. While an
error localization module 303a-k is shown in FIG. 3, such that each module includes an
individual/module specific error localization module 303a-k, in other embodiments, a
single error localization module may be shared by all of the modules. In one or more
embodiments, each error localization module may include a method specific for the
analysis being performed by the analysis module. Then the requirements are edited and
revised in S214 to address the type-safe error. In one or more embodiments, the editing
and revision of requirements, in this step and throughout the specification, may be by a
software engineer or any other suitable element able to address the error. After the
requirements are updated (e.g., edited/revised) the process 200 returns to 5210, and the

type-safety module 302 receives the updated requirements. The process 200 is iterative

until the type-safety module 302 determines the requirements are type-safe.
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[0035] Ifin S210 the type-safety module 302 determines the requirements are type-
safe, the process 200 continues to S216, and the requirements are received at a cohtingency
module 304 (FIG. 3). The contingency module 304 determines whether the reqUirements
are contingent (i.e., a requirement that is both satisfiable and falsifiable) in S216. If the
requirements are not contingent, the process 200 proceeds to S211, and an error message
Is generated by the contingency module 304 and an error explanation 305b may be
gencrated by the error-localization module 303b and displayed. The error explanation may
' include a counter-example. Then the requirements are edited and revised in S214 to address
the contingency error. After the requirements are updated (e.g., edited/revised) the process
200 returns to S210, and the type-safety module 302 receives the updated requirements.
The type-safety module 302 and then the contingency module 304 are applied to the
updated requirements, as described above. The process 200 is iterative until the

contingency module 304 determines the requirements are contingent.

[0036] If in S216 the contingency module 304 determines the requirements are
contingent, the process 200 continues to S218, and the requirements are received at a
global-contingency module 306 (FIG. 3). The global-contingency module 306 determines
whether the requirements are globally contingent (i.e., the conjunction of all requirements
Is contingent) in S218. If the requirements are not globally contingent, the process 200
proceeds to S213, and an error message is generated by the global-contingency module 306

identifying a minimal set of requirements that are not globally contingent and an error

explanation 305c¢ is generated by the error localization module 303¢ and displayed. The
error explanation 305¢ may include a counter-example. Then the requirements are edited
and revised in S214 to address the global-contingency error. After the requirements are
updated (e.g., edited/revised) the process 200 returns to S210, and the type-safety module
302 receives the changed requirements. The type-safety module 302, then the contingency
module 304, and then the global-contingency module 306 are applied to the updated
requirements, as described above. The process 200 is iterative until the global-contingency

module 306 determines the requirements are globally contingent.
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[0037] Ifin S218 the global-contingency module 306 determines the requirements
are globally contingent, the process 200 continues to S220, and the requirements are
received at an independence module 308 (FIG. 3). The independence module 308
determines whether the requirements are independent (e.g., each requirement is
independent (not-implied) of other requiremenfs) in S220. If the requirements are not
iIndependent, the process 200 proceeds to S215. and an error message 1s generated by the
independence module 308 and an error explanation 305d is generated by the error
localization module 303d, whereby a requirement which is not independent is identified
along with a minimal set of requirements on which it depends and displayed. Then the
requirements are edited and revised in S214 to address the independence error. After the
requirements are updated (e.g., edited/revised) the process 200 returns to S210, and the
type-satety module 302 receives the changed requirements. The type-satety module 302,
then the contingency module 304, then the global-contingency module 306, and then the
independence module 308 are applied to the updated req.uirements, as described above.
The process 200 is iterative until the independence module 308 determines the

requirements are independent.

[0038] If the independence module 308 determines in S220 the requirements are
independent, the process' 200 continues to S222, and the requirements are received at a self-
contlicting module 310 (FIG.3). The self-conflicting module 310 determines whether each

requirement is self-conflicting (i.e., if there is some input value of a monitored variable for

which the requirement cannot be satisfied, no matter what value is given to the controlled
variables). If the requirements are self-conﬂicting, the process 200 proceeds to S217, and
an error message 1s generated by the self-conflicting module 310 and an error explanation
305¢ is generated by the error-localization module 303e and displayed. The error
explanation 305¢ may include a counter-example. Then the requirements are edited and
revised in S214 to address the self-conflicting error. After the requirements are updated
(e.g., edited/revised) the process 200 returns to S210, and the type-safety module 302
recetves the changed requirements. The type-safety module 302, then the contingency

module 304, then the global-contingency module 306, then the independence module 308,
9
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and then the self-conflicting module 310 are applied to the updated requirements, as
described above. The process 200 is iterative until the self-conflicting module 310

determines the requirements are not self-conflicting.

[0039] If the self-conflicting module 310 determines in S222 the requirements are
not self-conflicting, the process 200 continues to $224, and the requirements are received
at a set-contlicting module 312 (FIG. 3). The set-conflicting module 312 determines
whether the set of requirements is conflicting (e.g., there is some input value of the
monitored variables for which the set of requirements cannot be satisfied, not matter what
value is given to the controlled variables.) If the requirements are set-conflicting, the
process 200 proceeds to S219, and an error message is generated by the set-conflicting
module 312 and a minimal set of conflicting requirements is identified and an error
explanation 305f, which may include a counter-example, is generated by the error
localization module 303f and displayed. Then the requirements are edited and revised in
5214 to address the set-conflicting error. After the requirements are updated (e.g..
edited/revised) the process 200 returns to S210, and the type-satety module 302 receives
the updated requirements. The type-safety module 302, then the contingency module 304,
then the global-contingency module 306, then the iIndependence module 308, then the self-
conflicting module 310 and then the set-contlicting module 312 are applied to the updated
requirements, as described above. The process 200 is iterative until the set-conflicting

module 312 determines the requirements are not set-conflicting.

[0040] If the set-conflicting module 312 determines the requirements are not set-
conflicting, the process 200 continues to S226. and the requirements are received at a
completeness module 314 (FIG. 3). The completeness module 314 determines whether the
set of requirements is complete (a set of requirements is complete with respect to a set of
controlled variables if the requirements uniquely specity the value of every given
controlled variable, given concrete values for the monitored variables.) If the set of
requirements are not complete, the process 200 proceeds to 5221, and an error message is

generated by the completeness module 314 and an error explanation 305g including a

10
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minimal set of controller variables and requirements is identified. along with a counter-
example that includes two possible values for a controlled variable is generated by the error
localization module 303g and displayed. Then the requirements are edited and revised in
5214 to address the incomplete set error. After the requirements are updated (e.g.,
edited/revised) the process 200 returns to S210, and the type-satety module 302 receives
the updated requirements. The type-safety module 302, then the contingency module 304,
then the global-contingency module 306, then the independence module 308, then the self-
conflicting module 310, then the set-conflicting module 312, and then the completeness
module 314 are applied to the updated requirements, as described above. The process 200

s iterative until the completeness module 314 determines the requirements are complete.

[0041] If the completeness module 314 determines the requirements are complete,
the process continues to S228, and the requirements are received at a conditionally
completeness module 316 (FIG. 3). The conditionally completeness module 316
determines whether the set of requirements is conditionally complete (a set of requirements
s conditionally complete with respect to a set of controlled variables and a condition if the
requirements are complete under the assumption that the condition holds, where a condition
Is a formula whose free variables are a subset of the monitored variables appearing in the
requirements.) If the set of requirements is not conditionally complete, the process 200
proceeds to S223, and an error message is generated by the conditional-completeness

module 316 and an error explanation 303h including identification of a minimal set of

controller variables and requirements, along with a counter-example that includes two
possible values for a controlled variable is generated by the error localization module 303h
and displayed. Then the requirements are edited and revised in S214 to address the
conditionally incomplete set error. After the requirements are updated (e.g., edited/revised)
the process 200 returns to S210, and the type-safety module 302 receives the updated
requirements. The type-safety module 302, then the contingehcy module 304, then the
global-contingency module 306, then the independence module 308, then the self-
contlicting module 310, then the set-conflicting module 312, then the completeness module

314, and then the conditionally completeness module 316 are applied to the updated
I ]
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requirements, as described above. The process 200 is iterative until the conditional-

completeness module 316 determines the requirements are conditionally complete.

[0042] If the conditional-completeness module 316 determines the requirements
are conditionally complete, the process continues to S230, and the requirements are
received at a surjectivity module 318 (FIG. 3). The surjectivity module 318 determines
whether the requirements are surjective (a controlled variable, c, is surjective with respect
to a set of requirements, R, if for every value, v, in ¢’s type, there is some system state for
which ¢ gets assigned v.) If the set of requirements are not surjective, the process 200
proceeds to S225, and an error message is generated by the surjectivity module 318 and an
error explanation 305 including a counter-example is generated by the error localization
module 303i that identifies a value for the controlled variable so that no matter what system
state we start out in, there is no way to assign this value to the controlled variable and
displayed. Then the requirements are edited and revised in S214 to address the surjective
error. After the requirements are updated (e.g., edited/revised) the process 200 returns to
5210, and the type-safety module 302 receives the updated requirements. The type-safety
module 302, then the contingency module 304, then the global-contingency module 306,
then the independence module 308, then the self-conflicting module 310, then the set-
contlicting module 312, then the completeness module 314, then the conditional-
completeness module 316, then the surjectivity module 318 are applied to the updated

requirements, as described above. The process 200 is iterative until the surjectivity module

318 determines the requirements are surjective.

10043] If the surjectivity module 318 determines the requirements are surjective,
the process continues to S232, and the requirements are received at a limited or partial-
surjectivity module 320 (FIG. 3). The partial-surjectivity module 320 determines whether
the requirements are partially surjective (a controlled variable, c, is partially surjective with
respect to a set of requirements, R, and a set of values, V, if for every value v € V, there
Is some system state for which ¢ gets assigned v.) If the set of requirements is not partially

surjective, the process 200 proceeds to S227, and an error message 1s generated by the

12
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partial-surjectivity module 320 and an error explanation 305) including a counter-example
IS generated by the error localization module 303) that identifies a value in V for the
controlled variable so that no matter what system state we start out In, there is no way to
assign this value to the controlled variable and displayed. Then the requirements are edited
and revised in S214 to address the partially surjective error. After the requirements are
updated (e.g., edited/revised) the process 200 returns to S210, and the type-satety module
302 receives the updated requirements. The type-satety module 302, then the contingency
module 304, then the global-contingency module 306, then the independence module 308,
then the self-conflicting module 310, then the set-contlicting module 312, then the
completeness module 314, then the conditional-completeness module 316, then the
surjectivity module 318, and then the partial-surjectivity module 320 are applied to the
updated requirements, as described above. The process 200 is iterative until the partial-

surjectivity module 320 determines the requirements are surjective.

10044] If the partial-surjectivity module 320 determines the requirements are
partially surjective, the process continues to S234, and the requirements are received at a
mode or conditional-surjectivity module 322 (FIG. 3). The conditional-surjectivity module
322 determines whether the requirements are conditionally surjective (e.g., a controlled
variable, c, is conditionally surjective with respect to a set of requirements, R, a set of
values, V, and a condition » if under the assumption that = holds, for every value v €

V, there is some system state for which ¢ gets assigned v). If the set of requirements is not

conditionally surjective, the process 200 proceeds to 5229, and an error message is
generated by the conditional-surjectivity module 322 and an error explanation 305k
Including a counter-example is generated by the error localization module 303k that
identifies a value in V for the controlled variable so that no matter what system state we
start out in, if the system state satisfies ¥ there is no way to assign this value to the
controlled variable and displayed. Then the requirements are edited and revised in S?14 to
address the conditionally surjective error. After the requirements are updated (e.g.,
edited/revised) the process 200 returns to S210, and the type-satety module 302 receives

the updated requirements. The type-safety module 302, then the contingency module 304,
13
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then the global-contingency module 306, then the independence module 308, then the self-
conflicting module 310, then the set-conflicting module 312, then the completeness module
314, then the conditional-completeness module 316, then the surjectivity module 318, then
the partial-surjectivity module 320, and then the conditional-surjectivity module 322 are
applied to the updated requirements, as described above. The process 200 1s iterative until

the conditional-surjectivity module 322 determines the requirements are surjective.

10045] If the conditional-surjectivity module 322 determines the requirements are
conditionally surjective, the process 200 proceeds to S236, and a message is displayed on
a user interface indicating the requirements are verified and validated as the requirements
have successfully passed through all of the modules. After the specification model 104
including the requirements is verified and validated by the requirements analysis module
F1S, for use in software design, the specification model 104 may be passed as an input to

a model based design team to create the design model 108.

10046] Turning to FIG. 3, a more detailed description of the modules included in

the requirements analysis module 118 is provided.

[0047] The type-safety module 302, associated with S210, may analyze the
requirements to determine that all expressions used to formalize the requirements are well
typed, as specified by semantic typing rules. This analysis may catch errors such as
assigning a single float to a double, a variable that is in units of mph (miles/hr) to one in
kph (km/hr), etc. In one or more embodiments, after identification of a type-safe error by
the type-safety module 302, the error localization module 303a may isolate errors by
highlighting the type violations in the requirements and may provide an error explanation
305a including a counter-example. Type-safety analysis performed by the type-safety
module 302 may depend on the type of framework or formalization used to represent

requirements.

10048] In one or more embodiments, the requirements may include variables and

components and modules, and type-safety analyses may be performed on variables,
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components and modules encoded with type information. In one or more embodiments the
type information may be semantic. For example, if variables x and y store integers, but x
s intended to hold values of unit a and y is intended to hold values of unit B, then x and y
should be of different types. Having different types may facilitate the discovery of errors,
such as adding x and y, during type-safety analysis. Additionally, the types of x and y may
be ranges that include only the feasible values of that type (e.g., if x is meant to denote the
number of passengers that could simultaneously be located on a vehicle, then the type of x
should be the set of non-negative integers up to the maximum capacity of the vehicle). Of
note, by specifying types in this way, it may be possible to find errors in requirements that
are ditficult to find otherwise. In one or more embodiments, the type of various variables

may be stated as part of the requirements.

[0049] After semantic types are defined, functions over those types may be defined
as part of the requirements. In one or more embodiments, these functions may be defined
using a requirements specification formalism, which may be done in an abstract way and
then refined via a sequence of refinement steps until an actual implementation is developed.
In one or more embodiments, the controlled variables (output variables) may be functions

of the monitored variables (input variables). In one or more embodiments functions satisfy

PN

the rule of Leibniz: © = # then f{r) = f{y},; e., the return value of f depends only
on the arguments to f. Of note, defining the requirements with functions may have the

advantage that all dependencies of a function, component, or module are explicitly

identified, which may facilitate analysis and error identification.

10050] The contingency module 304, associated with S216, may analyze each
requirement to determine whether the requirement, on its own is contingent. As described

above, a requirement is contingent if it is both satisfiable and falsifiable. In one or more
embodiments, a requirement that is not satisfiable may not be implemented. In one or more
embodiments, a requirement that is not falsifiable is always true (1.e, it does not place any
constrains on the behavior of the system) and therefore may not add any value to the

system. In one or more embodiments, the contingency module 304 first analyzes the
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requirement to determine whether the requirement  is satisfiable. If 7 is unsatisfiable, then
r 1s not contingent, and this status may be reported to a user by the contingency module
304. In one or more embodiments, the status may be displayed on a user interface, as
further described below. Then the contingency module 304 analyzes the requirement to
determine whether ™!'is satisfiable, e.g. whether r is falsifiable. If both r and =" are

satistiable, then r is contingent, and this status may be reported to a user by the contingency

module 304,

[0051] In one or more embodiments, requirements that are not contingent
correspond to errors. In one or more embodiments, the error localization module 303b may
identify and report which test (satisifiable, falsifiable) failed. In one or more embodiments,
if an outcome of one of the contingency tests cannot be determined, an error may be
reported to the user by the error localization module 303b, and may include which test has

an indeterminate outcome.

10052} The global-contingency module 306, associated with S218. may analyze all
of the requirements to determine whether the conjunction of all requirements is contingent.
Note that as each of the requirements has already been individually checked for
contingency via the contingency module 304, the global-contingency analysis may be
simplified. As described above, a set of requirements is contingent if the conjunction of
the requirements is contingent (satisfiable and falsifiable). In one or more embodiments,

it the set of requirements is not satisfiable, the requirements may not be consistent and then

may not be implemented. In one or more embodiments if the set of requirements is not

falsifiable, the set may not place any constrains on the behavior of the system and then may

be unnecessary. As used herein, R is the set of all requirements, and the notation It denotes
the conjunction of requirements in the set R. Given that the contingency module 304 has
alrcady been applied to each requirement individually such that each requirement is

contingent when it is received at the global-contingency module 306, it follows from

)
propositional reasoning that 1 is falsifiable. As such, in one or more embodiments, a
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check of the falsifiability of [ may be avoided to save costs, and to check the contingency

T
of 1 , In one or more embodiments the global-contingency module 306 may only check

)
that /i 1S satisfiable.

{0053] In one or more embodiments, there may be at least two instances where the
contingency of R may not be determined. In the first instance, the satifiabilty of R may be
unknown, and this status may be reported to the user by the global-contingency module
306. In one or more embodiments, if the satisfiabilty status is unknown, a user may perform
at least one of: increase the timeout of the satisfiability test, if that is the issue: restrict the
analysis to a subset of the requirements; use any other suitable standard method for

reducing the complexity of checking the satisfiability of R.

[0054] In the second instance, if R is unsatisfiable, the error localization module
303¢ may then i1dentify an unsatisfiable core of requirements. In one or more embodiments,
the unsatistiable core of requirements may be a subset of the requirements, S, that satisfies
two properties: 1. The conjunction of requirements in § is unsatisfiable, and 2. Every proper

subset of S is satisfiable.

[0055] In one or more embodiments, to determine the unsatisfiable core of
requirements, the error localization module 303¢ may initially set S to be the list of all

requirements, and then the core C may be initialized to be the empty list. The error

localization module 303¢c may then check the elements of S. During each check, the error
localization module 303¢c may determine whether the conjunction of the REST of S (all
elements besides the first) and C is not unsatisfiable. If so, then the FIRST element of S is
added to C. In one or more embodiments, if the error localization module 303 returns a
value of satisfiable, then FIRST is part of an unsatisfiable core. However, if the error
localization module 303c cannot determine satisfiability then FIRST may or may not be
part of the unsatisfiable core. In these instances, FIRST (S) may also be added to C. Ifthe

error localization module 303c returns unsatisfiable, then FIRST (S) may be removed from
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S, and the process continues with each requirement to determine the unsatisfiable core of

requirements.

[0056] In one or more embodiments, an unsatisfiable core of requirements may be
smaller than the set of all requirements (e.g., there may be thousands of requirements, but

an unsatistiable core of requirements may include only a handful of requirements).

[0057] In one or more embodiments determining a core of unsatisfiable
requirements may use a linear number of satisfiability queries. In one or more
embodiments, the call to determine a core of unsatisfiable requirements may only include

requirements that contributed to the unsatisfiable core.

[0058] The independence analysis module 308, associated with $220, may analyze
the requirements to determine that a set of requirements is independent. As described
above, a requirement, r, is independent of a set of requirements R if it is not implied by the
other requirements. If the requirement is implied by the set of requirements, then the
requirement is dependent on R. In one or more embodiments, if a requirement is dependent,
the requirement may be erroneous and need to be fixed, or the requirement may be
redundant. In one or more embodiments, if the independence analysis module 308
determines a requirement is redundant, the error localization module 303d may generate a
dependent core (e.g., a minimal subset of requirements which are not independent) and
may report the dependent core to the user. In one or more embodiments, the user may
revise or delete the requirement to remove the redundancy, as if the redundancy were left
in the specification, it may lead to redundant work downstream, including redundant
verification and validation work. In one or more embodiments, the independence analysis
module 308 may analyze the reason why there was a redundancy to determine if there is a

systemic process issue.

[0059] In one or more embodiments, there are two instances where the
iIndependence analysis module 308 may not determine that a requirement, Ri, is

independent of R’, where R’ denotes the set of all requirements except for requirement R;.
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The first instance may be that the independence analysis module 308 may not be able to
determine the independence, and a report is generated by the iIndependence analysis module
308 for the user indicating that the independence of R; is unknown. In the second Instance,
if the independence analysis module 308 determines the requirement is not independent
(¢.g., Is dependent), a dependent core is determined by the error localization module 303d
and reported to the user. In one or more embodiments, the dependent core may be a subset
of the requirements, S, that satisfies the following requirements: 1. S is a subset of all the
requirements and does not contain requirement R;, and 2. The requirement, R;, is dependent

on $, and 3. R; is independent of every proper subset of S.

[0060] In one or more embodiments, the error localization module 303d may
determine the dependent core of requirements. In some embodiments, the dependent core
of requirements may be significantly smaller than the set of all requirements (e.g., there
may be thousands of requirements, but a dependent core may include a handful (e.g., less
than or equal to a dozen) of requirements). The determination of the dependent core of
requirements may indicate to the user the cause of the independence failure and how to
correct it.  For this determination, S may initially be the list of all requirements in except
requirement R; and r is initially R.. In one or more embodiments, the error localization
module 303d may only include requirements that contributed to the dependence

determination in the determination of the dependent core of requirements.

[0061] The self-conflicting module 310, associated with S222. may analyze the
requirements to determine whether a requirement is selt-conflicting. As described above,
a requirement is self-conflicting if there is some input value for the monitored variables
from which the requirement cannot be satisfied, no matter what value is given to the
controlled variables. In one or more embodiments, if a requirement is self-conflicting then
the requirement implies that some values of the monitored variables are not allowed.

However, requirements may not be allowed to restrict the domain of the monitored

variables, and therefore a determination that a requirement is self-conflicting results in the
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selt-conflicting module 310 generating a report to a user indicating a self-conflict exists

and the error localization module 303e identifying the selt-conflicting requirement.

[0062] For example, consider the requirement: if AccelerateMode is ON then
DesiredSpeed shall be set to a value greater than CurrentSpeed. 1f CurrentSpeed and
DesiredSpeed are of the same type, say they are integers in the range [0..400], and if the
monitored variable CurrentSpeed = 400, then there is no way to assign the controlled
variable DesiredSpeed a value so that the requirement is satisfied. In this example, the
characterization of the feasible values of the variables allowed for the determination of the
contlict (e.g., if type of variables had just been specified to be an integer, then the

requirement would not be self-conflicting because there is no largest integer).
[0063] In one or more embodiments where the standard logical symbols are:

e - negation symbol {not)

e V: disjunction symbol (or)

e A! conjunction symbol (and)

e =>: implication symbol (implies)

e =: bi-implication symbol (iff)

e =: equality symbol (equals)

e V: universal quantification symbol (for all)

¢ ! existential quantification symbol (there exists) .
(Qry.....r, o r:b) denotes a quantified expression where:
1. (), the quantifier, is either V or 3.

2. .I'y......ar, are the bound variables:
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3. ris the range (true if omitted); and

4. b the body:.

(Vo 2 r @ b) is equivalent to (Vr 2 r = b) and (3o 1 r 2 b) is equivalent to
(3 r A D). n

[0064] In one or more embodiments, the self-conflicting analysis module 310 may

formalize the self-conflicting check as:

10065] where r is the requirement being analyzed, mi, ...m, are the monitored
variables of the requirement, 71, ..., T, are the types of the monitored variables, ci, ..., ck
are the controlled variables of the requirement, and Z1, ..., Zx are the types of the controlled
variables. Formula 1 states that for any feasible assignment of values to the monitored
variables (recall that the types of the monitored variables correspond to their feasible
values), there is at least one assignment of feasible values to the controlled variables such

that requirement r holds.

[0066] In one or more embodiments, to determine whether Formula 1 is valid, the

self-conflicting analysis module 310 determines whether the requirement satisfies the

following (the negation of the equation):

[0067] 1If the requirement satisfies Formula 2, then there is an assignment to the
monitored variables mi, ...m, which may provide a concrete system state exhibiting a self-
conflict. If the requirement does not satisfy Formula 2, then Formula 1 is invalid (e.g.,

requirement r is not self-conflicting).
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[0068] In one or more embodiments, to determine whether a requirement self-
conflicts, the self-conflicting module 310 may apply a decision procedure to the
requirement.  The self-conflicting module 310 may first determine whether the
requirements contain any quantifiers or function symbols. If the requirement does not
contain any quantifiers or function symbols, then a decision procedure may be used to
determine whether the requirement self-conflicts. In one or more embodiments, for
example, Formula 1, described above, is constructed by extracting the monitored and
controlled variables appearing in r, (e.g., m1, ...msand ci, ..., cx respectively, and their
types 11, ..., In and Zi, ..., Zi,) and then executes the decision procedure and returns the

result, depending on whether the requirement self-conflicts per the executed formula.

[0069] In one or more embodiments, to determine whether a requirement self-
contlicts, the self-conflicting module 310 may first determine a finite type associated with
each controlled variable. The self-conflicting module 310, in some embodiments, may
select a set of variables that includes all the controlled variables, and for each selected
variable z of type Z to associate a finite set V such that V& Z. In one or more embodiments
the self-conflicting module 310 may determine the association in one of several ways. For

example:

[0070] 1. If Z] < % thenv=1z (where + denotes the cardinality of the set of

natural numbers, i.e., it is the first infinite ordinal).

[0071] 2. For each type Z, an association of a finite subtype of a specified size is

determined by selecting elements of S using a random process.

10072] 3. If type Z is a set of numbers ranging from [ to 4, a finite subtype of size
n > 1 may be defined by dividing the range into n-1 equally sized segments and then

selecting numbers at the borders of the segments. For example, numbers may be selected

/ ] . Fr [ i v —{ /r
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[0073] 4. For each type Z perform an analysis to determine a finite subset based on

historical information, e.g., by considering values for which testing found errors in the past.

[0074] 5. For each type construct a finite set of values based on subject matter

expertise.

[0075] 6. For each type perform an equivalence-class analysis to partition the type
Into equivalence classes and then select some number of representatives from each
equivalence class. In one or more embodiments, equivalence-class analysis may include

one of robustness analysis, normal case analysis, and any other suitable analysis.

[0076] 7. Any finite number of strategies may be used to construct a sequence of

subtypes V1, V2,...Vi which may then be combined in some way (e.g., by taking their union).

[0077] In one more embodiments, each of the above strategies 1-7 may be applied
to types or to individual variables. For example, two variables of the same type may have
different finite subtypes associated with them. While the examples herein assume that only
controlled variables are associated with finite sets, finite sets may be associated with

monitored variables, in one or more embodiments.

10078] After the self-conflicting module 310 associates finite types with each
controlled variable, the module 310 may take as input the requirement r, the list of
monitored variables in the requirement, the list of the types of the monitored variables in
the requirement, the list of controlled variables in the requirement, the types of the
controlled variables in the requirement, and the associated finite types. In one or more
embodiments, the association between controlled variables and finite types may allow the

removal of the universal quantifiers from Formula 2, yielding:
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where the notation o denotes the application of substitution 7 to formula * , where a

substitution is a mapping from variables to values.

[0079] In one or more embodiments, an assignment that satisfies Formula 3 may
not necessarily satisfy Formula 2. As such, if the requirement is not selt-conflicting using
Formula 3, the implication is that there is no conflict using Formula 2; but if there’s a
conflict using Formula 3, that may not necessary imply there is a conflict using Formula 2.
As such, the self-conflicting module 310 determines whether Formula 3 holds for a
requirement. In one or more embodiments, to determine whether Formula 3 holds for a
requirement, the self-conflicting module 310 applies Formula 4, below, to the requirement.
In one or more embodiments, Formula 4 is Formula 3 with all of the parameters made

explicit.

~
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As used herein, vector notation may denote lists, e.g. /1. denotes my, .. ..mn.

[0080] In one or more embodiments, the application of Formula 4 may result in an
output that the requirement is not self-conflicting or that it could not be determined that the
requirement was self-conflicting. In one or more embodiments, this output 1s reported to

the user.
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[0081] In one or more embodiments if the self-conflicting analysis module 310
determines via application of Equation 4 that the requirement is self-conflicting, the
module 310 may further apply an additional test to determine whether the requirement is
truly self-conflicting. For example, the module 310 may instantiate the monitored variables
in Formula 1, and solve the formula. The error localization module 303e may then return

the requirement that self-conflicts.

[0082] In one or more embodiments, after the self-conflicting module 310
determines a requirement is not self-conflicting, it may create a better finite approximation

of the types, which may increase the precision of the analysis.

[0083] The set-conflicting module 312, associated with S224, may analyze the set
of requirements to determine whether they are conflicting. As described above, a set of
requirements is conflicting if there is some input value of the monitored variables for which
the set of requirements cannot be satisfied, no matter what value is given to the controlled
variables. In one or more embodiments, if the set of requirements is contlicting, then the
set of requirements may imply that some values of the monitored variables are not allowed.
However, requirements may not be allowed to restrict the domain of the monitored
variables, such that if the set-conflicting module 312 determines a set of requirements
contlicts, a report indicating the conflict is generated for the user. An example of two

conflicting requirements is:

0084 If ExternalTemperature is less than or equal to TemperatureLow then

lemperatureWarning shall be set to On.

10085] If TemperatureWarningMode is Off then T emperatureWarning shall be set
to Off.

10086] In the case where ExternalTemperature is less than T emperatureLow and
LemperatureWarningMode is Off, then the first requirement implies  that

I'emperatureWarning shall be set to On, but the second requirement implies that it shall be
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set to Off. 'This is a conflict. While in this example two requirements participated in the

set-conflict, a conflict may depend on any number of requirements.

[0087] In one or more embodiments, the set-conflicting module 312 may apply
rormula 1 to the requirements, replacing the single requirement r with the conjunction of

requirements R.

[0088] In one or more embodiments, if the set-conflicting module 312 determines
a set of requirements includes a conflict, the error localization module 303 may identify
those requirements involved in the conflict, by extracting a conflict core. In one or more
embodiments, the error localization module 303 may extract a conflict core given a list of
requirements S, an assignment to the monitored variables exhibiting a conflict (a1, ...,an), a
list of the controlled variables (c1,...cx) and a list of the types of the controlled variables
(Z1,...Zk). Given S, a set of conflicting requirements, a conflict core, say 5", may satisfy

all of the following properties:
[0089] 1.~ &5
[0090] 2. 5" contains a conflict
[0091] 3. No proper subset of 5’ contains a conflict

[0092] In one or more embodiments, the error localization module 303f may begin

the conflict core determination by first defining C, the conflict core, to be the empty list
and P to be the list of requirements obtained by applying the assignment to all requirements
in S. The error localization module 303f may then iterate through the requirements in P
and if the particular requirement is needed for the conflict, it may be added to C. In one or
more embodiments, whether a requirement is needed for the conflict may be determined

by application of Formula 1.

10093} Of note, if a set of requirements does not contain a conflict, it also does not

contain a self-conflict. However, performing a self-conflict analysis on the requirements
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first, as in embodiments of the invention, provides several advantages. One advantage is
that self-conflict analysis may be performed as each requirement is defined, without having
to wait for all requirements to be ready, allowing errors to be found earlier. Another
advantage is that a self-conflict may be easier to understand and fix than a set conflict
because a self-conflict only requires understanding one requirement, whereas a set conflict
may involve any number of requirements. Another advantage is that self-conflict analysis

may be simpler, less complex and therefore more robust than a set-conflict analysis.

[0094] Of note, simultaneously checking many (€.g., complex systems may
Include over a hundred thousand requirements) requirements may be difficult to scale. In

one or more embodiments, set-conflict checking may be made more scalable by the set-

Partitioning may allow the checking of each component in isolation and to then check
interface requirements that specify how components interact. In one or more embodiments,
set-conflict checking may also be made more scalable by the set-conflicting module 312
checking for conflicts between pairs of requirements that may share a controlled variable
that may conflict with each other, as many conflicts involve a small number of
requirements. In other embodiments, checking for conflicts with the set-conflicting
module 312 may be extended to sets of requirements whose cardinality is less than some
small integer. In some embodiments, set-conflict checking may also be made more
scalable by the set-conflicting module 312 pertforming conflict analysis on a per-variable
basis (“variable-based conflict analysis™). In variable-based conflict analysis, the set-
conflicting module 312 may select all requirements that can constrain the values a
particular variable can take and to only analyze these requirements for a conflict. Since a
single requirement can potentially contain more than one variable, requirements may now

be involved in several conflict analyses, but each conflict analysis will tend to contain far

fewer requirements than the total number of requirements, making analysis more scalable.
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[0095] In one or more embodiments, to make the set-conflict analysis more
scalable, the set-conflicting module 312 may start with a set of requirements R, and
determine the controlled variable connected components. In one or more embodiments the
connected components may be determined by starting with a set of requirements R, then
creating an undirected graph, G, whose nodes are the elements of R and where there is an
edge between two requirements if they have at least one controlled variable in common.
Then for each component C of H (where H is the set of all connected components, and, as
described above, C is a set of nodes, i.e.. a set of requirements), any of the preceding
conflict analysis may be performed to analyze C to determine a conflict. If a conflict is
found, the conflict core may be extracted (since a strict subset of C may be responsible for
the conflict). Note that the analysis is performed on the components in H, not on the
variables because the connected component determination partitions the variables into
equivalence classes and therefore two variables that are in the same class may have the
same set of requirements associated with them. Therefore, analyzing over the variables

may lead to redundant determinations.

[0096] The completeness module 314, associated with S226 may determine if a set
of requirements is complete with respect to a set of controlled variables if the requirements
uniquely specify the value of every given controlled variable, given concrete values for the
monitored variable. In one or more embodiments, completeness may be needed for

functional requirements. As used herein, “uniqueness” means that for every feasible

assignment to the monitored variables, at least one assignment of values to the controlled
variables is allowed and that no more than one assignment to the controlled variables is
allowed. By applying the completeness module 314 to the requirements after the set-
conflicting module 312, it has already been established that for every value of the
monitored variables, there is at least one assignment of values to all of the controlled
variables that satisfies the requirement. The completeness module 314 then determines
that no more than one assignment is allowed for the controlled variables of interest. In one
or more embodiments, controlled variables that have the property that requirements should

completely describe their behavior may be referred to as “tunctionally complete.” In one
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or more embodiments, the completeness module 314 may only be applied to requirements

including variables identified as being functionally complete.

10097] In one or more embodiments, to determine completeness, the completeness
module 314 may take as input the set of requirements, the list of monitored variables, the
types of the monitored variables, the list of functionally complete controlled variables and
the types of the controlled variables, in that order. The completeness module 314 may
determine the set of requirements is complete or may not be able to determine if the set of
requirements is complete, and may generate a report indicating completeness status for the
user. The completeness module 314 may determine the set of requirements is not complete
(incomplete). If the set of requirements is determined to be incomplete, the completeness
module 314 may report this status to the user, and the error localization module 303 g may
determine and report to the user which set of requirements are Incomplete and may provide
an assignment to the monitored variables for which there are two different assignments to

the functionally complete controlled variables, both of which satisfy the requirements.

[0098] In one or more embodiments, the completeness module 314 may apply a
similar strategy as the set-conflicting module 312 to make the determination of set
completeness more scalable. For example, the completeness module 314 may perform
completeness analysis, as described above, on a per-variable basis by collecting together
all requirements that can constrain the values of a particular functionally complete

controlled variable. Requirements that constrain more than one functionally complete

controlled variable may be involved in several completeness analyses, but each individual
completeness analysis may contain less requirements than the total number of
requirements, making the analysis more scalable. An advantage of making the
completeness analysis more scalable is that the completeness results may be simpler to

understand.

[0099] The conditionally completeness module 316, associated with S228, may
determine whether a set of requirements is conditionally complete. In one or more

embodiments, a set of requirements is conditionally complete with respect to a set of
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controlled variables and a condition of the requirements if they are complete for a set of
specified modes (i.e., if the requirements are complete under the assumption that the
condition holds, where a condition is a formula whose free variables are a subset of the
monitored variables appearing in the requirements.) In one or more embodiments, the
conditionally complete set analysis module 316 determines, for a given set of requirements,
a set of controlled variables, and a condition, whether the requirements are conditionally

complete with respect to the controlled variables and the condition.

[00100] In one or more embodiments, there may be conditions, such as certain
modes of operation, for example, where the values given to controlled variables are
irrelevant (e.g., because the controlled variables are not used in these modes). If such
conditions are identified, it is a common design practice to not needlessly over-specify the
value of these controlled variables in these conditions. If these design practices are used,
the conditional-completeness module 316 may indicate that the requirements are complete
with respect to the controlled variables, under the appropriate condition. To determine
whether the set of requirements is conditionally complete, the conditional-completeness
module 316 may receive as input the set of requirements, the list of monitored variables,
the types of the monitored variables, the list of functionally complete controlled variables,
the types of the controlled variables, and the condition. The conditional-completeness
module 316 may then determine whether the set is conditionally complete, whether
conditional completeness is indeterminate, or conditional incompleteness and the variables
that exhibit incompleteness, and report the status (and incomplete variables, if present) to
the user. In one or more embodiments, if conditional incompleteness is determined, the
error localization module 303h may generate a report including the reduced set of
requirements needed to exhibit the incompleteness, the reduced set of controlled variables

needed to exhibit the incompleteness, and the condition.

[00101] In one or more embodiments, determining whether the set of requirements
1s conditionally complete may be made more scalable by the conditionally complete set

analysis module 316 generating a set of controlled variable connected components, H.
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Recall that the set of all controlled variables may be used in generating H and that each

component of H is a set of requirements.

[00102] The surjectivity module 318, associated with 5230, may determine
whether a controlled variable, c, is surjective. As used herein, a controlled variable is
surjective with respect to a set of requirements, R, if for every value, v, in v’s type, there is
some system state tor which v gets assigned v. In other words, surj ectivity means all output
values of a controlled variable over an enumerated type are possible. If the controlled
variable is not surjective, a requirement error exists or the type of the variable should be
updated. In one or more embodiments, the surjectivity module 318 may determine, given
a set of requirements and a controlled variable, whether the controlled variable is surjective

with respect to the requirements.

[00103] In one or more embodiments, the surjectivity module 318 may be applied
to all controlled variables whose type is a set with a small cardinality, e.g. Boolean-valued

variables.

[00104] An example of a non-surjective controlled variable is as follows: The
variable is Speed-Alarm and its type is the enumerated type {green, red}. The following
two requirements are the only requirements in which Speed-Alarm appears as a controlled

variable.

[00105] Requirement 1: When the Speed is greater than 60kn, the Pilot-Display
shall set the Speed-Alarm to green in order to notify the pilot that the Speed 1s not in the

danger zone.

[00106] Requirement 2: When the Speed is less than 340kn, the Pilot-Display shall
set the Speed-Alarm to green in order to notify the pilot that the Speed is not in the danger

Z0N¢C.

00107} The two requirements above imply that Speed-Alarm is always green,

which indicates that the requirements are erroneous. In this case, 1t seems that the author
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of the requirements may have meant to write that Speed-Alarm should be green if the speed
1s between 60kn and 340 kn and red otherwise. Even if it is assumed that the requirements

are correct as written, then the type of Speed-Alarm can be updated to remove Red.

[00108] In one or more embodiments, if the surjectivity module 318 determines
the following Formula is satisfiable, then an assignment satisfying the formula provides an
clement of Z (the type of controlled variable) for the controlled variable that is a witness to
a surjectivity violation, because no matter what system state is present initially, and no
matter what values are assigned to the other controlled variables, the requirements prohibit

the controlled variable from ever taking on this value.

(Becee Z:NVmy.....mp.ep o e €Ty N Am, €T, A |
0 - Z 1 ARERPA Cl S Z o W’R(” LS EITIRIRIRG £ 4 P 7R SFE 65 DU & 2 )>>

[00109] In one or more embodiments, the module 318 may begin by computing
the controlled variable connected components, thereby allowing the use of the above
formula only on the set of requirements that is relevant to the controlled variable c, making
the analysis more scalable. In one or more embodiments the above formula may be used

if the requirements do not contain any quantifiers or function symbols.

[00110] In one or more embodiments, associating a finite set with the controlled
variable, as described above with respect to the self-conflicting module 310, may facilitate
scalability. The module 318 may compute the controlled variable connected components
of the given requirements and identify the component that includes the controlled variable

c. Then, for every value v in V, the following formula is applied:

aps ﬁ,,
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[00111] The output of the above formula may indicate the controlled variable is
not surjective, that surjectivity could not be determined, or that the variable is surjective,
and this output may be reported to a user. In one or more embodiments, the error
localization module 303i may generate assignments when surjectivity violations are

discovered.

[00112] The partial-surjectivity module 320, associated with S232, determines
whether a controlled variable, c, is partially surjective. In one or more embodiments, a

controlled variable is partially surjective with respect to a set of requirements, R, and a set

of values, V, if for every value v © V there is some system state for which ¢ gets assigned
v. In one or more embodiments, the partial-surjectivity module 320 may determine for a
given set of requirements, a controlled variable, and a set of values, whether the controlled
variable is surjective with respect to the requirements and values. In some instances, there
may be controlled variables whose domain is very large (e.g., variables of type float). It
may not make sense to require such variables to be surjective, but it may be desirable to
check partial surjectivity, where the domain of interest is determined using analyses such
as robustness analysis, normal case analysis, equivalence-class analysis, and any other
suitable analysis. In one or more embodiments, the partial-surjectivity module 320 may
use the same analyses as described above with respect to the surjectivity module 318,
substituting V, a subset of Z for which it is expected that ¢ is surjective, instead of Z. In
onc or more embodiments, the partial-surjectivity module 320 may report to the user
whether the controlled variable is partially surjective, if partial surjectivity s
undeterminable, or whether the controlled variable is not partially surjective. The error
localization module 303i may determine and report the values of the controlled variable

considered that violate partial surjectivity.

[00T13] The conditional-surjectivity module 322, associated with S234.
determines whether a controlled variable, c, is conditionally surjective. In one or more
embodiments, a controlled variable is conditionally surjective with respect to a set of

requirements, R, a set of values, V, and a condition if under the assumption that the
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vel , there is some system state for which ¢ gets

condition holds, for every value
assigned v. In other words, the conditional-surjectivity module 322 may determine whether
all specified output values of a controlled variable are possible under all specified modes

(1.e., that surjectivity holds under certain modes).

[00114] In one or more embodiments, the conditional-surjectivity module 322 may
determine, for a given set of requirements, a controlled variable, a set of values, and a
condition, whether the controlled variable is surjective with respect to the requirements,
values and the condition. Similarly to the conditionally completeness module 316, there
may be conditions, such as certain modes of operation, where the values given to controlled
variables are irrelevant (e.g., because the controlled variables are not used in these modes).

T'he conditional-surjectivity module 322 may be used, in some embodiments, to show that

of requirements, but to not be conditionally surjective with respect to the same
requirements and some condition. As such, conditional surjectivity may be a stronger
vertfication and validation element than surjectivity because the controlled variable has to
be surjective on the subset of the state space satisfying the condition. Conditional
surjectivity may be used to check that requirements are surjective on the domain over which

their output is meaningful.

[00115] Inone or more embodiments, the conditional-surjectivity module 322 may
begin by applying the following formula. Ifthe formula is satistiable, then an assignment
satisfying the formula provides an element of V for the controlled variable ¢ that is a witness
to a conditional surjectivity violation, because no matter what condition-compatible system
state 1s present initially, and no matter what values are assigned to the other controlled

variables, the requirements prohibit the controlled variable from ever takin on this value.
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100116] Based on the output of the above formula, the conditional-surjectivity
module 322 may report to the user whether the controlled variable is not conditionally
surjective, whether the conditional surjectivity determination is indeterminate, or if the

controlled variable is conditionally surjective on V.

[00T17] Turning to FIGS. 4-6, an example of the application of the requirement
analysis module 118 is provided. FIG. 4 shows a user interface 400 displaying a set of
requirements formalized into logical expressions and captured using sémantic modeling
technology. In the example shown herein, the requirements are about a temperature
warning indicator. As the requirements have already been formalized and captured, the
next step is to perform requirements analysis with the requirement analysis module 118 to
ensure the requirements are accurate and consistent. In particular, the next step in the
example shown herein is to apply the set conflicting module 312, and the module finds a
contlict between requirements 18 and 32. FIG. 5, for example, shows the semantic model
500 capture of these two requirements for reference. After analyzing requirements 18 and
32, the set conflicting module 312 determines a conflict exists between these requirements,

and the error localization module 303 provides the following test case exhibiting the

conflict:

[00118] (TemperatureWarningMode  Off), (TemperatureLow 12), and

(ExternalTemperature 2)

[00T19]  As described above, a set of requirements is conflicting if there is some
input value for the monitored variables for which the set of requirements cannot be
satistied, no matter what value is given to the controlled variables. In one or more

embodiments, the rationale is for applying the set conflicting analysis is that when one set
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of requirements states that a controlled variable must have one value, while another set of

requirements states that it must have a different value, a conflict exists.

[00120] The problem with requirements 18 and 32 is that requirement 18 says
lemperatureWarning is On when ExternalTemperature is less than or equal to
T'emperatureLow, but requirement 32 says that TemperatureWarning is Off when
T'emperatureWarningMode is Off. Nothing stops both antecedents from being true at the
same time, as witnessed by the counter-example test case generated by the error

iocalization module 303.

[00121]} In one or more embodiments, the resolution to this conflict may involve
consultation with a systems engineer or revisiting the System Requirements Allocated To
Software (SRATS) to understand the customer’s intension. In the example herein, a high-
level requirement was missing a monitored variable and was also missing text to
distinguish whether the TemperatureWarningMode was On or Off. The refined and
conflict-free 'requirements were corrected in the Specification Model, as shown in the Table
600 1n FIG. 6, where the refinements are highlighted in bold. As described above, once
the conflicts as well as the results from the other modules are resolved, the requirements

may be ready to be passed to a software designer to be implemented.

[00122] Note the embodiments described herein may be implemented using any
number of different hardware configurations. For example, FIG. 7 illustrates a requirement
analysis processing platform 700 that may be, for example, associated with the system 100
of FIG. 1. The requirement analysis processing platform 700 COMprises a requirement
analysis processor 710, such as one or more commercially available Central Processing
Units (CPUs) in the form of one-chip microprocessors, coupled to a communication device
/720 configured to communicate via a communication network (not shown in FIG. 7). The
communication device 720 may be used to communicate, for example, with one or more
users. The requirement analysis platform 700 further includes an input device 740 (e.g.,a
mouse and/or keyboard to enter information about variables, clustering and optimization)

and an output device 750 (e.g., to output and display the selected samples).
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[00123] The requirement analysis processor 710 also communicates with a
memory/storage device 730. The storage device 730 may comprise any appropriate
information storage device, including combinations of magnetic storage devices (e.g., a
hard disk drive), optical storage devices, mobile telephones, and/or semiconductor memory
devices. The storage device 730 may store a program 712 and/or requirement analysis
processing logic 714 for controlling the processor 710. The processor 710 performs
instructions of the programs 712, 714, and thereby operates in accordance with any of the
embodiments described herein. For example, the processor 710 may receive requirements
and then may apply the requirement analysis module 118 via the instructions of the

programs 712, 714.

[00124] The programs 712, 714 may be stored in a compressed, uncompiled and/or
encrypted format. The programs 712, 714 may furthermore include other program
clements, such as an operating system, a database management system, and/or device

drivers used by the processor 710 to interface with peripheral devices.

[00125] As used herein, information may be “received” by or “transmitted” to, for
example: (1) the platform 700 from another device; or (ii) a software application or module

within the platform 700 from another software application, module, or any other source.

[00126] As will be appreciated by one skilled in the art, aspects of the present
Invention may be embodied as a system, method or computer program product.
Accordingly, aspects of the present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including firmware, resident software,
micro-code, etc.) or an embodiment combining software and hardware aspects that may all
generally be referred to herein as a “circuit,” “module” or “system.” Furthermore, aspects
of the present invention may take the form of a computer program product embodied in

one or more computer readable medium(s) having computer readable program code

embodied thereon.

37



CA 02933217 2016-06-16

277686-3

[00127] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and
computer program products according to various embodiments of the present invention. In
this regard, each block in the flowchart or block diagrams may represent a module,
segment, or portion of code, which comprises one or more executable instructions for
implementing the specified logical function(s). It should also be noted that, in some
alternative implementations, the functions noted in the block may occur out of the order
noted in the figures. For example, two blocks shown in succession may, 1n fact, be executed
substantially concurrently, or the blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be noted that each block of the block
diagrams and/or flowchart illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special purpose hardware-based
systems that perform the specified functions or acts, or combinations of special purpose

hardware and computer instructions.

[00128] It should be noted that any of the methods described herein can include an
additional step of providing a system comprising distinct software modules embodied on a
computer readable storage medium; the modules can include, for example, any or all of the
elements depicted in the block diagrams and/or described herein; by way of example and
not limitation, a self-conflicting module and a completeness module. The method steps
can then be carried out using the distinct software modules and/or sub-modules of the
system, as described above, executing on one or more hardware processors 710 (FIG. 7).
Further, a computer program product can include a computer-readable storage medium
with code adapted to be implemented to carry out one or more method steps described

herein, including the provision of the system with the distinct software modules.

[00129] While there have been described herein what are considered to be
preferred and exemplary embodiments of the present invention, other modifications of
these embodiments falling within the scope of the invention described herein shall be

apparent to those skilled in the art.
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WHAT IS CLAIMED IS:

1. A system for analyzing formal system requirements for software and
hardware components 1n a .Software and hardware component specification model
comprising:

a communication device operative to communicate with a user to obtain two or
more spectfication requirements, wherein each specification requirement is defined using
a formal notation;

a requirements analysis module to receive the two or more specification
requirements, store the two or more specification requirements, and analyze cach
specilication requirement individually and two or more specification requirements in
conjunction to determine whether a conflict exists in the one or more specification
requirements;

an error localization module to 1dentify each specification requirement involved
1n the contlict and indicates how the one or more specification requirement conflicts;

a memory for storing program instructions;

at least one requirements analysis processor, coupled to the memory, and in
communication with requirements analysis module and the error localization module and
operative to execute program instructions to:

analyze each specification requirement individually to determine if the
speciiication requirement 1s self-conflicting by executing a self-conflicting module of the
requirements analysis module;

generate an error explanation by executing the error localization module
in response to the self-conflicting module determining the specification requirement self-
contlicts:

receive a first updated specification requirement from a user in response
to the self-contlicting module determining the specification requirement is sclf-conflicting;

repetitively analyze each of the first updated specification requirement to
determine 1f the specification requirement self-contlicts until the self-conflicting module

determines the specification requirement 1s not self-conflicting;
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analyze two or more specification requirements in conjunction to
determine 1f two or more specification requirements conflict by executing a set-conflicting
module of the requirements analysis module after it is determined each specification
requirement 1s not self-conflicting;

generate an error explanation by executing the error localization module
in response to the set-conflicting module determining two or more specification
requirements conflict;

receive a second updated specification requirement from a user in
response to the set-contlicting module determining two or more specification requirements
contlict; and

repetitively analyze each of the second updated specification requirement
with the set-contlicting module to determine if the two or more specification requirements
conflict until the set-conflicting module determines the two or more specification
requirement are not self-conflicting;

generate an 1ndication that requirements analysis is complete for the one
or more specification requirements and the one or more specification requirements is

validated for use 1n software design.

2. The system of claim 1, wherein the specification requirement is self-
conflicting if there is an input value of one or more monitored variables for which the

specification requirement 1S unsatisfiable irrespective of a value given to a controlled

variable.

3. The system of claim 1, wherein the set-conflicting module is operative to
determine whether an input value of the monitored variables is unsatisfiable for the set of

two or more specification requirements irrespective of a value of a controlled variable.

4. The system of claim 1 wherein the formal notation has a mathematically

defined syntax and semantics.

J. The system of claim 1 wherein each specification requirement may be

one of complete or incomplete.
40
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0. The system of claim 1 wherein the execution of the requirements analysis

module 1s dynamic.

7. The system of claim 1 wherein exccution of the rcquircments analysis
module further comprises execution of a type-safety module operative to indicate type

violations 1n the specification requirements prior to execution of self-conflicting module.

8. The system of claim 7, wherein after execution of the type safety module
and prior to execution of the self-contlicting module, the requirements analysis module
executes:

a contingency module operative to determine whether a single specification
requirement 1s both satisfiable and falsifiable;

a global-contingency module after execution of the contingency module,
wherein the global-contingency module 1s operative to determine whether the set of two or
more specification requirements 18 both satisfiable and falsifiable;

an independence module after execution of the global-contingency module,
whereln the independence module 1s operative to determine whether the set of specification

requirements 1s independent.

9. The system of claim 8, wherein the self-conflicting module i1s executed

after the independence module.

10.  The system of claim 1, wherein the self-conflicting module 1s executed

as the specification requirement 1s defined.

11.  The system of claim 1, wherein after execution of the set-conflicting
module, the requirements analysis module executes a completeness module operative to
determine whether the set of two or more specification requirements uniquely specifies a
value of each controlled variable, given one or more values for each of the one or more

monitored variables.
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12.  The system of claim 11, wherein after execution of the completeness
module, the requirements analysis module executes a conditional-completeness module
operative to determine whether a set of specification requirements is complete for a set of

specified modes.

13.  The system of claim 12, wherein after execution of the conditionally
completeness module, the requirements analysis module executes a surjectivity module
operative to determine whether each output value of the one or more controlled variables

over an enumerated type s possible.

14.  The system of claim 13, wherein after execution of the surjectivity
module, the requirements analysis module executes a partial-surjectivity module operative
to determine whether each specified output value of the one or more controlled variables

1S possible.

15. The apparatus of claim 14, wherein after execution of the partial-
surjectivity module, the requirements analysis module executes a conditional-surjectivity
module operative to determine whether all specified output values of the one or more

controlled variables are possible under one or more specified modes.

16. A method for analyzing formal system requirements for software and
hardwarc components 1n a software and hardware component specification model
COmprising:

receiving at least two specification requirements defined using a formal notation;

determining 1f each of the specification requirements is self-conflicting via
execution of a self-contlicting module;

determining 1f two or more specification requirements conflict with each other
via execution of a set-conflicting module after execution of the self-conflicting module;

identifying each specification requirement involved 1n a conflict and how the
one or more specification requirements contlicts via execution of an error localization
module;

receiving an updated specification requirement;
42
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repetitively analyzing each updated specification requirement with the self-
contlicting module and the set-contlicting module; and

generating an 1ndication that requirements analysis 1s complete for the one or
more specification requirements and the one or more specification requirements is

validated for use in software design.

17.  The method of claim 16 further comprising, prior to execution of the self-
contlicting module:

executing a type-satety module on the received specification requirements;

executing a contingency module on the specification requirements following
execution of the type-safety module;

executing a global-contingency module on the specification requirements
following execution of the contingency module;

executing an independence module on the specification requirements following

execution of the global-contingency module.

18.  The method of claim 16 wherein the specification requirement is self-
contlicting when an input value of a monitored variable for the specification requirement

1s unsatisfiable, irrespective of a value of a controlled variable.

19.  The method of claim 16 wherein the self-conflicting module is executed

as each specification requirement 1s formally defined.

20.  The method of claim 16 wherein execution of the set-conflicting module

further comprises:

determining whether an 1nput value of one or more monitored variables in the
specification requirement 1s unsatisfiable for a set of two or more specification
requirement.s irrespective of a value of a controlled variable of the specification

requirement.

43

CA 2933217 2017-10-11



CA 02933217 2016-06-16

L Ol

42
UOI}ED1JIIBA on f
_ waWQOw_wm | °pP09 Fom.Eo 3|de}indsX4
8¢l

(pajelsuab ojne) LUOREJIIBA 971
9P02 82JN0S 3P0 |ew.io

Hel=S]IIEY) 211
|apow ubisap
paseq ]Sa | AA)
Y _ 801
[ A :
“ (pajesauab _ UOIBIILISA
| ojne) sased _ lapow ubisaq ubissp  [_—0cl
“ 18} [BinjonuS “ |ewlo 4
_ sisAjeue |
“ abelanod “
m |€INJONAS Obl _“ sisAjeue
| (pajessusb ojne) _ [2poW uoledI10ads syuswalinbai f_—8L1
| ) sSase?d }sa) paseq | BULIO
| - 9)ns sjuswalinbayy __
/m_uwzmcm RN/ _ 7 POL
|||||||||||||||| L AL (1X3}) aiemyos 0} pajedo|(e
901 9Ll PSSEq [spowl cOl

sjuswalinbai wejsAg

Jawojsny

oor\



CA 02933217 2016-06-16

200\ _

8910 - 5212
= IocaEI:;Zrtion

Yes

Yes

S213
S218
Glgbally No Error
contingent? localization
YVes S215
~35220
No Error
Vou S017 S214
~— 8222 S
Self ) No Error Edit
conflicting’ localization requirement
YVes S219

_so24 _2
NO Error

localization

Complete Error
set? localization

Set
conflicting?

FIG. 2A



CA 02933217 2016-06-16

Yes S223
~— 8228

Conditionally No Error
complete localization
set”
Yes S225
~—S230
NO Error

localization

Yes S227
~— 8232

Partially NO Error
surjective? localization
Yes S229
— 95234
Conditionally No

Error
localization

surjective?

Yes

Display success 3236
message

FIG. 2B



CA 02933217 2016-06-16

302 —303a ~-305a
Type-safety Error localization Error-
module module explanation

—-305b

-303Db

Contingency Error localization Error-
module module explanation
~—306
303c 305¢C
Global- Error localization Error-
module P .
-308 -303d —-305d
Independence Error localization Error-
module module | explanation
—310 303e ~——305e
Self-conflicting Error localization Error-
102 module module explanation
[~ 312 -303f —305f
Requirements Set-conflicting Error localization Error-_
__ module module explanation
. 314 ~-303g ~-305¢
Completeness Error localization Error-
module module explanation
y 316 —~303h ~-305h
Conditional- Error localizat Error
completeness m(z:l :za o explanation l
module odule P -
—-318 -~ 3031 ~— 3005I
Surjectivity Error localization Error-
module module explanation
320 ‘ 303] ~— 305]
Partial-surjectivity Error localization Error-
module module explanation
-322 303k —305kK

Conditional- Error localization Error-
surjectivity module module explanation

FIG. 3




CA 02933217 2016-06-16

//R18 Turn on TemperatureWarning when ExternalTemperature is less than or
//fequal to Temperature Low.

Requirement 18: TempFunc shall set TemperatureWarning to On when
ExternalTemperature is less than or equal to TemperatureLow.

//IR19 Turn off TemperatureWarning when ExternalTemperature is greater than
/[Temperature Low.

Requirement 19: TempFunc shall set TemperatureWarning to Off when
ExternalTemperature is greater than TemperatureLow.

/[R32 Turn off TemperatureWarning when TemperatureWarningMode is Off.

Requirement 32: TempFunc shall set TemperatureWarning to Off when
TemperatureWarningMode is Off.

FIG. 4
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/[R18 Turn on TemperatureWarning when ExternalTemperature is less than or
/fequal to Temperature Low.

Requirement 18: TempFunc shall set TemperatureWarning to On when
ExternalTemperature is less than or equal to Temperaturel.ow.

/[R32 Turn off TemperatureWarning when TemperatureWarningMode is Off.
Requirement 32: TempFunc shall set TemperatureWarning to Off when
TemperatureWarningMode is Off.

FIG. 5

//R18 Turn on TemperatureWarning when ExternalTemperature is less than or
/lequal to Temperature Low and TemperatureWarningMode is On.
Requirement 18: TempFunc shall set TemperatureWarning to On when
ExternalTemperature is less than or equal to TemperaturelL.ow

and TemperatureWarningMode is On.

//R19 Turn off TemperatureWarning when ExternalTemperature is greater than
//[Temperature Low.

Requirement 19: TempFunc shall set TemperatureWarning to Off when
ExternalTemperature is greater than TemperaturelLow.

/[R32 Turn off TemperatureWarning when TemperatureWarningMode is Off.

Requirement 32: TempFunc shall set TemperatureWarning to Off when
TemperatureWarningMode is Off.

FIG. 6
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