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WIRELESS MESH NETWORK WITH PINCH POINT
AND LOW BATTERY ALERTS
CROSS-REFERENCE TO RELATED APPLICATION(S)

This application claims priority to U.S. Provisional Patent Application No.
61/099,959, filed September 25, 2008 which 1s hereby incorporated by reference in its
entirety.

BACKGROUND

A wireless mesh network 1s a communication network made up of a plurality of
wireless devices (1.e., nodes) organized in a mesh topology. In a true wireless mesh
network, which may also be referred to as a self-organizing multi-hop network, each
device must be capable of routing messages for itself as well as other devices 1n the
network. The concept of messages hopping from node to node through the network 1s
beneficial because lower power RF radios can be used, and yet the mesh network can
span a significant physical area delivering messages from one end to the other. High
power radios are not needed 1in a mesh network, in contrast with point-to-point systems
which employ remote devices communicating directly to a centralized base-station.

The term ‘self-organizing’ refers to the capability of mesh networks to form
alternate paths for messaging between devices and between devices and a data collector,
or a bridge or gateway to some higher-level, higher-speed data bus. Having alternate,
redundant paths for wireless messages enhances data reliability by ensuring there 1s at
least one alternate path for messages to flow even if another path gets blocked or
degrades due to environmental influences or due to interference.

The paths provided from each node to a bridge or gateway are dynamic, meaning
the paths can change in response to a path being blocked or a new path being added. For
example, when a device node 1s commissioned 1t will generate a list of devices (1.e.,
neighbors) with which 1t can communicate. This list may be particularly dynamic as the
radio frequency (RF) environment and physical space occupied by the network change
(e.g., a wall or metal shield 1s constructed between two devices limiting communication
between the devices). Based on the dynamic neighbor list, the network manager
associated with the gateway selects parent/child devices which define the communication
paths to/from the device to the gateway device. The list of parent/child devices 1s also
dynamic, but typically less dynamic than the neighbor list. Because of these dynamics,

the organization of the wireless mesh network 1s continuously changing.
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One method of analyzing the operation of a mesh network 1s to review the
organization of the mesh network based on the neighbor lists, parent-child lists, etc.
provided by the network. Changes in the organization of the network are used to
diagnose problems associated with the network. Prior art methods of analyzing the list
include displaying each node in a diagram with lines connecting neighbors and/or parent-
child pairs.

If a wireless device (or devices) 1s reliant on a single wireless device (or limited
number of wireless devices) to route 1ts message to the gateway, a pinch point (or
communication bottleneck) may exist in the mesh network. A wireless device may be
deemed to be a pinch point if a failure of that device would result in other wireless
devices 1n the network no longer having a route back to the gateway. A pinch point can
have several negative impacts on a wireless network.

First, the wireless devices that have to communicate through the pinch point may
have decreased communication reliability. Second, bandwidth for the wireless devices
that have to communicate through the pinch point may be limited, and network
performance may be adversely affected. Third, a wireless device that 1s a pinch point
will consume additional power to transmit the increased message load. This 1s especially
significant 1n battery-powered devices (resulting in decreased battery life) or devices
dependent on energy scavenging (e.g. a solar-powered device).

Pinch points occur due to a variety of circumstances. For example, pinch points
can be the result of poor network design or installation, of a constantly changing RF
environment, changes in the physical space in which the network 1s located (which
impacts the RF environment), and of wireless devices being taken out of service.

Information as to whether a wireless device 1s a pinch point 1s not provided by the
wireless devices or by the gateway. In many cases, users of wireless mesh network are
unaware that a pinch point exists in the network until one or more of the adverse affects
mentioned above occur. At the time that the user detects the adverse aftect, he or she
may begin to examine and graphically build a diagram of communication links between
wireless devices 1n order to identify pinch points. This process can take anywhere from
minutes to hours, depending on the complexity of the wireless mesh network. Once the
communication characteristics of the network are mapped and graphed, the user 1s then
able to address the 1ssues (or 1ssues) causing a network pinch point.

A pinch point that has a low battery can be a critical situation. If a wireless

device that 1s a pinch point runs out of power, its radio will cease to function. The
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wireless mesh network will lose the pinch point device, as well as those other wireless
devices that depend on the pinch point to communicate with the gateway.

In other cases, the loss of a particular wireless device due to loss of power may
cause another device within the network to become a pinch point. Although the device
that becomes a pinch point may still have adequate battery power, negative impact on the
performance of the wireless mesh network will still occur.

Wireless devices 1in wireless mesh networks typically report battery condition to
the gateway along with the measured value of the process variable being sensed by the
wireless device. If a low battery alert 1s recognized, a user of the wireless mesh network
may prioritize the replacement of the battery based on the importance of the
measurement (the process variable value) generated by that wireless device. This
prioritization, however, does not take into account whether low battery condition of a
particular wireless device causes that wireless device to create a pinch point failure,
causes another wireless device within the network to become a pinch point, or both.
Thus the user may be unaware that a device with a low battery may place the
measurements of other wireless devices at risk.

SUMMARY

A wireless mesh network includes a device manager that evaluates radio statistics
produced by the wireless devices of the network to determine whether the wireless mesh
network has a pinch point. An alert 1s provided, so that a user can take action to remedy
the pinch point before an adverse affect on reliability, bandwidth, or wireless device
POWET OCCurs.

In another embodiment, the wireless mesh network includes a device manager
that uses battery condition as well as radio statistics to evaluate and predict network
performance. The device manager alerts the user to existence of a wireless device with a
low battery that 1s a pinch point, or a wireless device with a low battery that may cause
another device to become a pinch point.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a diagram 1llustrating a self-organizing mesh network system in which
messages are routed between a host and field devices.

FIG. 2 1s a flow chart 1llustrating one method of determining pinch points using

neighbor information.
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DETAILED DESCRIPTION

FIG. 1 shows process communication system 10, which includes host computer
12, highspeed network 14, wireless mesh network 16 (which includes gateway 18 and
wireless field devices or nodes 20a-201...20N), and network computer 30. Gateway 18
interfaces mesh network 16 with host computer 12 over highspeed network 14.
Messages may be transmitted from host computer 12 to gateway 18 over network 14, and
are then transmitted to a selected node of mesh network 16 over one of several different
paths. Similarly, messages from individual nodes of mesh network 16 are routed through
mesh network 16 from node-to-node over one of several paths until they arrive at
gateway 18 and are then transmitted to host 12 over highspeed network 14.

Host computer 12 may be a distributed control system host running application
programs to facilitate sending messages to field devices 20a-20N, and receiving and
analyzing data contained in messages from field devices 20a-20N. Host computer 12
may use, for example, AMS (TM) Device Manager as an application program that allows
users to monitor and interact with field devices 20a-20N. Host computer 12 may be
located, for example, 1n a central control room and may display process information and
alarms on a control room operator screen.

Gateway 18 can communicate with host computer 12 over network 14 using a
number of different communication protocols. In one embodiment, network 14 1s an
RS4835 two wire communication link, on which gateway 18 may communicate with host
computer 12 using the MODBUS protocol. In another embodiment, network 14 1s an
Ethernet network, and communication over network 14 can support MODBUS TCP/IP
using an Ethernet interface.

Gateway 18 and wireless devices 20a-20N communicate using a wireless
communication protocol. In the following discussion, the WirelessHART protocol will
be used by way of example, although other protocols usable 1n a wireless mesh network
may also be used. The WirelessHART protocol uses time division multiple access
(TDMA) and channel hopping to control communication within wireless network 16.
Network manager 32, which may be implemented as software resident on gateway 18,
schedules communications among wireless field devices 20a-20N and gateway 18.
Network manager 32 also defines communication paths among the gateway and the
various wireless devices 20a-20N.

Time division multiple access (TDMA) uses time slots. In which communication

between the various devices can take place. The series of time slots are defined to form a
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TDMA super frame. Network manager 32 determines which devices are assigned to a
particular slot within the super frame for communication. All of the devices within the
network are time synchronized to form a communication. Network manager 32 also
assigns the particular channel and frequency on which the assigned devices will
communicate during a particular time slot.

Network manager 32 defines communication paths for messages traveling from
gateway 18 to the various wireless devices 20a-20N, as well as communication paths of
return messages from wireless devices 20a-20N to gateway 18. The paths of messages
are assigned by network manager 32 using information received from each of the
wireless devices 20a-20N. During commissioning of each wireless device or node, the
node communicates with other nodes to determine its neighbors. A neighbor 1s defined
as a device or gateway that 1s 1in active communication with the wireless device. During
each communication, each wireless device measures received signal strength (RSSI)
from and to a neighbor. It also generates a periodically reports path stability, RSSI and
other radio statistics regarding wireless communication with its neighbors.

Network manager 32 makes use of the neighbor information and RSSI
information 1n determining the communication paths to be used for outgoing and
returned messages. For each message path, network manager 32 identifies the parent
nodes and child nodes for the various hops or links of the path. A parent i1s a device that
passes communications through itselt for another device (its child). A child 1s a device
that communicates through another device (a parent) to reach a third device or gateway.
A neighbor may be a parent or a child. Although FIG. 1 shows wireless mesh network
16 with only a single gateway 18, in other embodiments more than one gateway may be
included. In that case, the gateways share network manager 32 so that the same wireless
protocol (1n this case WirelessHART) 1s operating throughout wireless mesh network 16.

Network computer 30 may, for example, be a computer used by maintenance
personnel to monitor and service wireless network 16. Network computer 30 may be
located, for example, 1n an instrumentation and electrical (I&E) maintenance shop.
Device manager 34 (which may be, for example, AMS (TM) Device Manager and AMS
wireless SNAP-ON from Emerson Process Management) can be an application program
running on network computer 30. Device manager 34 i1s used to provide alerts to
maintenance personnel regarding existence of pinch points within wireless mesh network

16, as well as alerts regarding low battery conditions 1in wireless devices. Device
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manager 34 may also advise a user of the impact or likely impact of the pinch point, and
may suggest how the pinch point may be resolved.

Each of wireless devices 20a-20N periodically reports radio statistics to gateway
18. These radio statistics are used by network manager 32 to determine communication
paths and assign time slots. Radio statistics may also be used by device manager 34 1n
determining the existence of actual or potential pinch points. The radio statistics may
include 1dentification of neighbors, received signal strength (RSSI) from each neighbor,
received signal strength (RSSI) to each neighbor, the percentage of successful
communications with each neighbor (an indication of path stability), number of parents
and children to that particular device or mode, parent-to-children ratio, parent-to-
neighbor ratio, and children-to-neighbor ratio, and whether the device 1s within range of
gateway 18. These radio statistics are gathered over a period of time and reported at
intervals of, for example, about 15 minutes.

Each device also senses a parameter of the process (e.g. temperature, pressure,
flow rate, liquid level) and sends a message containing the measured process variable to
gateway 18 according to the schedule determined by network manager 32. Along with
the process variable data, each wireless device 20a-20N also provides diagnostic data
relating to the condition of operation of that device. The diagnostic information includes
power source information. For those devices that are battery powered, the diagnostic
information includes an indication of battery condition. Diagnostic information 1s
received by gateway 18 and 1s provided over network 14 to network computer 30 and
device manager 34.

Device manager 34 uses the radio statistics received by gateway 18 from wireless
devices 20a-20N to analyze wireless network 16 for pinch points. There are a number of
different ways that device manager 34 may use information, either individually or in
combination, to identify pinch points. For example, information regarding the number of
wireless devices within range of gateway 18 can be used as an indication of a pinch point
condition. If less than three devices are in range of gateway 18, or if less than a certain
percentage of all of the devices in network 16 (e.g. less than 10 percent) are within range
of gateway 18, one or more pinch points may exist.

Another way of identifying pinch points 1s using the number of neighbors. If a
particular device has an unusually large number of neighbors, this may indicate that 1t 1s

a pinch point. In another method described in conjunction with FIG. 2, individual
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analysis of each device with respect to its neighbors can be used to identify which
devices are pinch points.

Another method of identifying a pinch point from radio statistics uses the parent-
to-children ratio of each node. A pinch point may be identified 1f the device has an
unusually large or unusually small parent-to-children ratio. The statistical deviation of
the parent-to-children ratio from mean values within the network can also be used by
device manager 34 as an indication of a pinch point. Similar analysis can be performed
using other ratios such as parent-to-neighbor or child-to-neighbor ratios.

The statistical deviation of the number of neighbors at a particular device with
respect to the mean number of neighbors for each device within network 16 can indicate
that the device 1n question 1s a pinch point.

When device manager 34 identifies a pinch point within wireless mesh network
16, it provides an alert to maintenance personnel through network computer 30. The
alert indicates that a pinch point exists, and can identify by device number or by a visual
representation the particular device that 1s a pinch point. In providing the alerts, device
manager 34 can provide visual displays 1in which individual devices 20a-20N are
represented 1n conjunction with a visual representation of the space in which they are
located. An example of such a display 1s described in co-pending application Serial No.
12/394,399 filed February 27, 2009, and entitled “System for Visualizing Design and
Organization of Wireless Mesh Networks and Physical Space™, which 1s assigned to the
same assignee as the present application, and 1s incorporated by reference in 1ts entirety.

When diagnostic information from one of wireless devices 20a-20N indicates a
low battery condition, device manager 34 can prioritize the low battery alert that 1s
provided based upon whether the device reporting the low battery condition 1s either a
possible pinch point itself, or would cause a possible pinch point to occur upon its
fallure. Device manager 34 can use the existing radio statistics to determine whether the
device reporting a low battery condition 1s currently a possible pinch point. It can also
perform an analysis to identify possible pinch points in the event that the device
reporting the low battery condition were no longer present within wireless mesh network
16.

By performing a pinch point analysis for wireless mesh network 16 1n
conjunction with a reported low battery condition, device manager 34 can provide a
prioritized low battery alert to the user. Normally a low battery condition will first be

reported some time prior to the anticipated power failure. By providing an indication of
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the priority of battery condition as it relates to pinch points, the user 1s provided an
indication of the criticality of an early replacement of the battery power source for the
wireless device reporting a low battery condition. In that way, maintenance can be
scheduled so that the highest priority battery replacement occurs first.

As described previously, there are a number of different ways 1in which pinch
points can be identified. The particular method or combination of methods used to
analyze radio statistics from the wireless devices can vary. FIG. 2 illustrates one
method, which uses neighbor information provided by the wireless devices to identify
pinch points. This method allows pinch points to be identified without requiring
parent/child information to the device.

The method first eliminates all devices identified which have no neighbors.
These may be, for example, devices that were active within network 16 at one time, but
have been withdrawn or replaced, or which are no longer operating. Testing of the
remaining devices 1s the performed as illustrated by FIG. 2.

FIG. 2 1s a flow chart showing the evaluation of each wireless device X being
tested to determine whether 1t 1s a pinch point. Upon having a device X identified for
testing (step 50), device manager 34 starts the test procedure (step 52). Initially, device
manager 34 assumes that none of the wireless devices can reach gateway 16 (step 54).
Device manager 34 then accesses the list of devices with neighbors (excluding device X).
For each device A in the list of devices with neighbors (step 56), device manager 34
determines whether device A has gateway as a neighbor (step 58).

If the answer 1s yes, device manager 34 adds device A to the list of devices which
can reach the gateway (step 60). Device manager 34 also removes device A from the list
of devices which cannot reach the gateway (step 62). Device manager 34 then proceeds
to the next device A within the list (step 64). Alternatively, if device A at step 58 does
not have the gateway as a neighbor, device manager 34 proceeds to the next device A
(step 64).

Device manager 34 then proceeds to testing of each device B in the list of devices
which cannot reach the gateway (step 66). Device manager 34 determines whether
device B has a neighbor which 1s 1n the list of devices which can reach the gateway (step
68). If device B does have a neighbor 1n the list of devices which can reach the gateway,
device B 1s added to the list of devices which can reach the gateway (step 70), and device

B 1s removed from the list of devices which cannot reach the gateway (step 72).



10

15

20

25

CA 02733268 2011-02-07

WO 2010/036885 PCT/US2009/058366

Device manager 34 then proceeds from step 72 to testing of the next device B
(step 74). If the answer to the inquiry at step 68 1s no (i.e. device B does not have a
neighbor in the list of devices which can reach the gateway), then device manager
proceeds to the next device B (step 74).

If there 1s another device B to test, device manager 34 returns to step 66 and
repeats the steps. This continues until the last device B has been tested. At that point,
device manager 34 determines whether the list of devices which cannot reach the
gateway 1s empty (step 76). If the answer 1s yes, device X 1s identified as not being a
pinch point (step 78), and the testing ends (step 80).

On the other hand, if the list of devices which cannot reach the gateway 1s not
empty, device manager 34 determines whether a device was removed from the list of
devices that cannot reach the gateway in the latest iteration (step 82). If the answer 1s
yes, device manager 34 returns to step 66. If the answer 1s no, device X 1s identified as a
pinch point (step 84). At that point, the process ends (step 80). The process illustrated in
FIG. 2 1s repeated for each device X that 1s 1dentified as having neighbors within mesh
network 16. When all devices have been tested using the method of FIG. 2, device
manager 34 has a complete list of devices that are 1identified as pinch points.

The method illustrated by FIG. 2 has the advantage of using only neighbor
information to make pinch point identification. This method may be used by itself, or in
conjunction with any of the other methods described.

While the invention has been described with reference to an exemplary
embodiment(s), 1t will be understood by those skilled in the art that various changes may
be made and equivalents may be substituted for elements thereof without departing from
the scope of the invention. In addition, many modifications may be made to adapt a
particular situation or material to the teachings of the invention without departing from
the essential scope thereof. Therefore, it 1s intended that the invention not be limited to
the particular embodiment(s) disclosed, but that the invention will include all

embodiments falling within the scope of the appended claims.
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CLAIMS:

1. A wireless mesh network comprising:

a gateway;

a plurality of wireless devices, each wireless device providing radio statistics and
battery condition to the gateways;

a network manager for scheduling communication among the wireless devices
and gateway and defining communication paths between the gateway and
the wireless devices based upon ratio statistics provided by the wireless
devices; and

a device manager for providing a pinch point alert indicating existence of a pinch
point within the mesh network based upon radio statistics.

2. The wireless mesh network of claim 1, wherein the device manager provides a
prioritized low battery alert based upon battery condition data and an actual or potential
pinch point associated with a source of the battery condition data.

3. The wireless mesh network of claim 1, wherein the radio statistics include at least
one of identification of neighbors, received signal strength from neighbors, percentage of
successful communications with neighbors, number of parents to each wireless device,
number of children to each wireless device, a parent-to-children ratio, a parent-to-
neighbor ratio, and a children-to-neighbor ratio.

4, The wireless mesh network of claim 1, wherein the device manager performs a
pinch point analysis based upon a number of wireless devices within radio range of the
gateway.

J. The wireless mesh network of claim 1, wherein the device manager performs a
pinch point analysis based upon a percentage of all wireless devices 1n the network that
are within radio range of the gateway.

0. The wireless mesh network of claim 1, wherein the device manager performs a
pinch point analysis based upon neighbors of each wireless device.

7. The wireless mesh network of claim 6, wherein the pinch point analysis includes
an evaluation of standard deviation of the number of neighbors and one wireless device
to a mean value of neighbors per wireless device in the network.

3. The wireless mesh network of claim 1, wherein the device manager performs a

pinch point analysis based upon a parent-to-children ratio.
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9. The wireless mesh network of claim 8, wherein the pinch point analysis includes
an evaluation of statistical deviation of the parent-to-children ratio of one wireless device
to a mean value of the parent-to-children ratio for the network.
10. The wireless mesh network of claim 1, wherein the device manager provides a
visual display that includes a visual representation of a particular wireless device that 1s a
pinch point.
11. A method comprising:
collecting radio statistics from a wireless devices of a wireless mesh network;
determining communication paths, parent-child relationships and communication
time slots for the wireless devices based upon the radio statistics;
identifying a pinch point within the wireless mesh networks based upon the radio
statistics; and
producing an alert that indicates existence of the pinch point.
12. The method of claim 11 and further comprising:
receiving battery condition data from the wireless devices; and
producing a prioritized low battery alert if a wireless device with a low battery 1s
a pinch point.
13. The method of claim 11 and further comprising:
receiving battery condition data from the wireless devices; and
producing a prioritized low battery alert if failure of a wireless device with a low
battery will cause a pinch point to occur.
14. The method of claim 1, wherein the radio statistics include at least one of
identification of neighbors, received signal strength from neighbors, percentage of
successful communications with neighbors, number of parents to each wireless device,
number of children to each wireless device, a parent-to-children ratio, a parent-to-
neighbor ratio, and a children-to-neighbor ratio.
15. The method of claim 11, wherein 1dentifying a pinch point includes performing a
pinch point analysis based upon a number of wireless devices within radio range of the
gateway.
16. The method of claim 11, wherein 1dentifying a pinch point includes performing a
pinch point analysis based upon neighbors of each wireless device.
17. The method of claim 11, wherein identifying a pinch point includes performing a
pinch point analysis based upon at least one of a parent-to-children ratio, a parent-to-

neighbor ratio, and a children-to-neighbor ratio.
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18.

19.

20.

The method of claim 11 and further comprising:

providing a visual display that includes a visual representation of a particular
wireless device that 1s a pinch point.

A method comprising:

collecting radio statistics from wireless devices of a wireless mesh network;

determining communication paths, parent-child relationships, and communication
time slots for the wireless devices based upon the radio statistics;
receiving battery condition data from the wireless devices; and

producing a low battery alert based upon the battery condition data and the radio
statistics.

The method of claim 19, wherein the prioritized low battery alert 1s produced 1f a

wireless device with a low battery condition 1s a pinch point, or failure of the wireless

device will cause another wireless device in the wireless mesh network to become a

pinch point.
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