wo 2016/155589 A1 [N N0F 0 0O AR O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2016/155589 Al

6 October 2016 (06.10.2016) WIPOIPCT
(51) International Patent Classification: (81) Designated States (uniess otherwise indicated, for every
HO04L 12/761 (2013.01) kind of national protection available): AE, AG, AL, AM,
(21) International Application Number: A0, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
.PCT/CN2016/077480 BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
(22) International Filing Date: HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
28 March 2016 (28.03.2016) KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,
) MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
(25) Filing Language: English PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
(26) Publication Language: English SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
(30) Priority Data: . L
201510137621.9 27 March 2015 (27032015) CN (84) De51gnated States (unless otherwise zndlcated, fO}" every
kind of regional protection available): ARIPO (BW, GH,
(71) Applicant: HANGZHOU H3C TECHNOLOGIES CO., GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
LTD. [CN/CN]; 466 Changhe Road, Binjiang District, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
Hangzhou, Zhejiang 310052 (CN). TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
(72) Inventors: WANG, Ju; Room 730, Oriental Electronic DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
BLD., NO.2, Chuangye Road, Shangdi Information In- LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, S, 5K,
, , gye Road, g 0 0
dustry Base, Haidian District, Beijing 100085 (CN). YAN. SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
. . ’ GW, KM, ML, MR, NE, SN, TD, TG).
Dehan; Room 730, Oriental Electronic BLD., NO.2, ’ > ’ O
Chuangye Road, Shangdi Information Industry Base, Published:

74

Haidian District, Beijing 100085 (CN).

Agent: DEQI INTELLECTUAL PROPERTY LAW
CORPORATION; 7/F, Xueyuan International Tower,
NO.1 Zhichun Road, Haidian District, Beijing 100083
(CN).

with international search report (Art. 21(3))

(34

(57) Abstract: In an example, after receiving a first multicast packet from an underlay network, a virtual switch (vSwitch) determ -
ines a first virtual machine (VM) corresponding to a first underlay network multicast group identity and a first overlay network mul -

Title: FORWARDING MULTICAST PACKETS

28

31
£

after recelving a first multicast packet from an underlay network, determine a
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first VM
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after receiving a second multicast packet from a second VM, determine a
second uMGID corresponding to a tenant 1D of a tenant to which the second
VM belongs and a second oMGID in the second multicast packet by using a

category-2 entry, perforrn VXLAN encapsulation on the second mufticast

packet using the second uMGID, and forward the encapsulated second
muiticast packet to the underlay network

FIG. 3

ticast group identity in the first multicast packet by using a category-1 entry, performs VXLAN decapsulation on the first multicast
packet and sends the decapsulated first multicast packet to the first VM. After receiving a second multicast packet from a second
VM, the vSwitch determines a second underlay network multicast group identity corresponding to a tenant ID of a tenant to which
the second VM belongs and a second overlay network multicast group identity in the second multicast packet by using a category-2
entry, performs VXLAN encapsulation on the second multicast packet using the second underlay network multicast group identity,
and forwards the encapsulated second multicast packet to the underlay network.



WO 2016/155589 PCT/CN2016/077480

FORWARDING MULTICAST PACKETS

Backeround
(0001} Virtual eXtensible Local Area Network (VXLAN) is a layer 2 VPN

technique based on 1P network and using “MAC in UDP” cucapsulation.  VXLAN
enables a layer 2 virtnal network to overlay a layer 3 physical network. The layer 2
virtual network is referred to as an overlay network, and the layer 3 physical network is

referred to as an underlay network.,

Brief Description of the Drawings

10002} Features of the present disclosure are illustrated by way of example and not
Hmited in the following figures.

(0003} FI1G. 1 is a schematic diagram illustrating a network in accordance with
examples of the present disclosure;

[0004] FIG. 2 is a schematic diagram illustrating a device in accordance with
exaruples of the present disclosure;

0005] Fig.3 is a flowchart illustrating a method of forwarding multicast packets in
accordance with examples of the present disclosure;

{0006} FIG. 4 15 a flowchart illusirating a method of a vSwitch oblaining a
category-1 enfry in accordance with examples of the present disclosure;

[0007] FIG. § is a flowchart illustrating a method of a vSwitch deleting a
category-1 entry in accordance with examples of the present disclosure;

[0008] FIG. 6 is a flowchart illustrating a method of a v8wiich deleting a
category-2 entry in accordance with examples of the present disclosure;

{0009} FI1G. 7 is a tlowchart illustrating a method of joining a multicast group in
accordance with examples of the present disclosure;

[0010] FIG. 8 is a flowchart illustrating a method of leaving a multicast group in
accordance with examples of the present disclosure; and

(0011} FIG. 9 is a schematic diagram illustrating an apparatus of forwarding

muliicast packets in accordance with examples of the present disclosure.
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Detailed Descriptions

{0012} Various examples of the present disclosure roay implement multicast 1o an

overlay network by using a Software Defined Network (SDN) and an underlay network.

(0013} SDN separates the control plane of network devices from the data plane.
SDN may include: an SDN controller and switching devices.  According to some

exarnples, the switching device may be a virtual switch (vSwitch).

[0014] FIG. 1 is a schematic diagram tllustrating a network 10 in accordance with
examples of the present disclosure.  The network 10 may include an overlay network

and an underlay network.

{0015} According to various examples, the overlay network may be implemented
using SDN.  The overlay network may include an SDN controller and plural vSwitches,
such as vSwitch 1, vSwitch 2 and vSwitch n as shown in FIG. 1. In an example, the
vSwitches may be configared to be VXLAN tununel end points (VTEP). In various
examples, cach vSwitch may store a sct of category-1 entrics (C1 entries) and a set of
category-2 entries {(C2 entries) for forwarding multicast packets. In an example, a C1
entry or a C2 entry may comprise a tenant identity, an overlay network multicast group

identity » an underlay network mmlticast group identity and an egress port.

[0016] FIG. 2 1s a schematic diagram illustrating a device 20 in accordance with
examples of the present disclosare. The device 20 way implement functions of a
vewitch.  As shown in FIG. 2, the device 20 may include a processor 202, a
non-transitory storage medium, ¢.g., a memory 204, a network communication interface
208, and an internal bus 210 connecting the components. The memory 204 may include
logical instructions for controlling forwarding of roulticast packets.  The logical

instructions may cause the processor 202 to:

(00171 after receiving a first multicast packet from an underlay network, determine
a first virtual machine (VM) corresponding to a first underlay network multicast group
identity (simply referred to as uMGID) and a first overlay network multicast group
identity (simply referred to as oMGID) in the first multicast packet by asing a category-1
entry, perform VXLAN decapsulation on the first multicast packet and forward the

decapsulated first multicast packet to the first VM;

AN
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{0018} after receiving a second multicast packet from a second VM, determine a
second uMGID corresponding to a tenant ID of a tenant to which the second VM belongs
and a second oMGID iu the second multicast packet by using a category-2 entry, perforn
VXLAN encapsulation on the second multicast packet using the second uMGID, and

forward the encapsulated second roulticast packet to the underlay network,

{0019} According to various examples, a vSwitch can forward roulticast packets
using a category-1 entry and a category-2 entry, thereby implement multicast in an
overlay network by using an underlay network. FIG. 3 is a flowchart illustrating a
method 30 of forwarding multicast packets in accordance with examples of the present

disclosure. The method 30 may include the following procedures.

{0020} At block 31, a vBwitch may receive a first multicast packet from an underlay
network, determine a first VM corresponding to a first uMGID and a first oMGID in the
first roulticast packet by using a category-1 muliicast entry (simply referred to as Cl
entry), perform VXLAN decapsulation on the first multicast packet and send the

decapsulated first multicast packet to the first VM.,

(0021} At block 32, the vSwitch may receive a second multicast packet from a
sccond VM, determine a second uMGID corresponding to a tenant ID of a tenant to
which the second VM belongs and a second oMGID in the second multicast packet by
using a category-2 multicast entry (simply referred to as C2 entry), perform VXLAN
encapsulation on the second multicast packet using the second uMGID, and forward the

encapsulated second multicast packet to the underlay network.

[0022] According to some examples, afier receiving the second multicast packet
from the second VM, the vSwitch may also determine a third VM corresponding to the
tenant ID of the tenant of the second VM and the second oMGID in the second multicast
packet by using a C1 entry, and forward the second multicast packet to the third VM if
the third VM is not the second VM. For example, the vSwitch may search for a Cl
entry which inclades: the tenant ID of the tenant of the sccond VM and the second
oMGID, and an egress port which is not the port from which the second nwlticast packet

is received,

(0023} In an example, a C1 entry may include: a tenant 1D, an oMGID, an uMGID,

and an egress port. The vSwitch may scarch for a Cl entry which inclades the first
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uMGID and the first oMGID, and determine the first VM using the egress port in the C1
entry found. In an example, the egress port is a port of the vSwitch which connects the

vSwitch to the first VM,

[0024] According to some examples, a C2 eniry may include: a tevant 1D, an
oMGID, an uMGID, and an cgress port.  The vSwitch may scarch for a C2 entry which
mchudes the tenant ID of the tenant of the second VM and the second oMGID, determine
the second uMGID to be the aMGID in the C2 entry found, and forward the second
multicast packet which was processed through VXLAN cucapsulation to the underlay

network through the egress port in the C2 entry.

(0025} In an example, the vSwitch may obtain from the second multicast packet the
VM 1D of the second VM that sent the second multicast packet. According to some
examples, static configuration in a vSwitch may include information of VMs connected to
the vSwiich, e.g., a port of the viwitch which connects the viwiich to a VM, a VM ID of
the VM, a tenant ID of a tenant to which the VM belongs, a VXLAN ID of a VXLAN to
which the VM belongs, or the like.  Therefore, after receiving a packet from a VM, the
vSwitch may identify the VM using the port from which the packet is received, and

determine the tenant 1D of the tenant to which the VM belongs.

0026} The €1 entries and the C2 entries may be obtained through different
methods.
{0027 According to various examples, the vSwitch may obtain the C1 entries from

the SDN controller.  FIG. 4 is a flowchart tllustrating a method of a vSwitch obtaining a
C1 entry in accordance with cxamples of the present disclosure.  As shown in Fig. 4, the

method 40 may include the following procedures.

[0028] At block 41, a first multicast group join packet may be received from a first
VM, and provided to the SDN coniroller which may search for a fust sMGID
corresponding to a tenant ID of a tenant to which the first VM belongs and a first oMGID
in the first muliicast group join packet and generate a Cl entry.  In an example, the
multicast group join packet may include a group join message conforming to a nmlticast

protocol, ¢.g., an Internet Group Management Protocol (IGMP) join message.

{0029} At block 42, the C1 entry sent by the SDN countroller may be received and

stored,
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{0030} According to an example, after receiving the first multicast group join
packet from the first VM, the vSwitch may create a second multicast group join packet
which may include the first uMGID, and send the second multicast group join packet
through a port connected to the underlay network so as to join the underlay network

muliicast group.

{0031} According to various examples, the vSwitch may obtain the C2 eniries from
the SDN controller. The vSwitch may receive a €2 entry sent by the SDN controlier.
The C2 entry may be created by the SDN controller in response to a roulticast group join
packet sent by another vSwitch. That is, after receiving a mmlticast group join packet,
the SDN controller may generale a relation which associates a tenant ID and an oMGID
with an uMGID. The relation may be sent to the vSwitch that sent the multicast group
join packet in the form of a C1 entry, and be synchronized into other v8witches in the

form of a C2 entry.

(0032} According to various examples, the vSwitch may delete a C1 entry after
receiving a multicast group leave packet from a VM,  FIG. 5 is a flowchart illusirating a
method of a vSwitch deleting a C1 entry in accordance with examples of the present
disclosure.  As shown in Fig. 5, the method 50 may include the following procedures.
In an example, the muiticast group leave packet may include a group leave message
conforming to a multicast protocol, ¢.g., an Internet Group Management Protocol (IGMP)
feave message.

[0033] At block 51, a first multicast group leave packet may be received from a first
VM, and provided to the SDN controller which may search for a first uMGID
corresponding to a tenant ID of a tenant to which the first VM belongs and a first oMGID
in the first multicast group leave packet and generate a C1 entry for deletion.

(0034} At block 52, the first C1 entry for deletion sent by the SDN controller may
be received.

[0035] At block 53, the first C1 entry for deletion may be searched for in stored C1

entries, and the C1 entry found may be deleted.
[0036] In some examples, after deleting the C1 entry, the vSwitch may also search
in remaining C1 entries for a C1 eniry which inclades the first aMGID in the deleted C1

entry. If no C1 entry is found, the vSwitch may create and send a second multicast

L
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group leave packet to leave the anderlay network multicast group corresponding to the

first uMGID,

[0037] According to various examples, the vSwitch may delete a C2 entry
according to an instruction from the SDN controller.  FIG. 6 is a flowchart illastrating a
method of a vSwitch deleting a C2 entry in accordance with examples of the present

disclosure.  As shown in Fig. 6, the method 60 may include the following procedures.

{0035} At block 61, a C2 entry for deletion sent by the SDN controller may be
received.  The C2 entry for deletion may be created by the SDN controller in response to

a multicast group leave packet sent by another vSwitch.

[0039] At block 62, the C2 entry for deletion may be searched for in stored €2

entries, and the C2 entry found may be deleted.

{0040} That is, after recetving a mullicast group leave packet, the SDN controller
may generate a relation for deletion which associates a tenant ID and an oMGID with an
oMGID.  The relation for deletion ruay be sent o the vSwitch that sent the multicast
group leave packet in the form of a C1 entry for deletion, and may also be synchronized

into other vSwitches in the form of a C2 entry for deletion.

(0041} The process of obtaining the Cl entry and the C2 entry may be described in

the following with reference to a multicast group join process.

(0042} FIG. 7 1s a flowchart tlustrating a method of joining a multicast group in
accordance with examples of the present disclosure.  As shown in FIG.7, the method 70

may include the following procedures.

{0043} At block 71, a VM in an overlay network, e.g., VM 11 in FIG. 1, may send a
nmulticast group join packet which includes an identity of an overlay network multicast

group which the VM wanis to join, and the identity may be denoted as G1.

(60447 At block 72, a vSwitch, e.g., vSwitch 1 as shown in FIG. 1, may receive the
multicast group join packet sent by VM 11, and send the mmulticast group join packet to
the SDIN controller.

[0045] At block 73, the SDN controller may receive the nmulticast group join packet
sent by vSwitch 1, search for a relation which matches a tenant identity of a tenant to

which VM 11 belongs and the oMGID in the multicast group join packet, perform the
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procedure in block 74 if the relation is not found, and perform the procedure in block 75

if the relation is found,

[0046] The SDN controller may manage VMs connected to cach vSwitch, ¢.g.,
allocate a tenant 1D, a VXLAN identity (VNI) or the like for each VM connected to cach
viwitch. Theretore, in block 73, after receiving the multicast group join packet sent by
viwitch 1, the SDN controller may determine the tenant ID {e.g., virtual private cloud
identity (VPCID) 1) of the tenant to which VM 11 belongs according to the VM ID in the
multicast group join packet.  Then the SDN controller may search in stored relations for
a relation using the VPCIDI1 and G1 as keywords, perform the procedure in block 74 if

the relation is not found, and perform the procedure in block 75 if the relation is found.
(00471 At block 74, the SDN controller may create a relation which includes the
tenant 1D and the oMGID.

[004§] In an cxample, the relation created in block 74 may include: VPCIDI, G1,
an sMGID (denoted as G17) corresponding to 1, and a counting value. The counting
value may be set to be a pre-determined value (e.g., the pre-determined value may be 1

according to an example).

[0049] Table 1 shows an example of the relation created in block 74,

tenant ID | oMGID uMGID counting value
pre-determined value

Table 1
[0050] According to various cxamples, the tables illustrated herein are merely

exaroples, and may include other information according to practical needs.

[6051] Inn various examples, there may be various applications running on the SDN
countroller.  One of the applications, which is generally referred to as broadcast/multicast
(BM) application, may implement centralized management of multicast groups in the
overlay network and multicast groups in the underlay nctwork., In the procedure of
block 74, the SDN controller may allocate an uMGID to an oMGID in the multicast

group join packet using the BM application.

(0052} The SDN controller may select an unoccupied eMGID from pre-configured

uMGIDs and aliocate the selected uMGID to the osMGID.

1
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{0053} For exarople, oMGIDs pre-configured in the SDN controller may range from
1 to 100, and aMGIDs pre-configured in the SDN controlier may range from 101 to 200.
Supposing the oMGID in the muliicast group join packet is 10, an unoccupied uMGID

may be selected from the range 101 to 200, e.g., 110, and allocated to oMGID 10.

[0054] According an example, the SDN controller may abide by the following rules
when allocating the uMGID to the oMGID.

{0055} Rule 1. For multicast group join packets sent by VMs of different tenants,
different tMGIDs may be allocated as long as the packets are sent by VMs trom different

tenants even if the packets inchude the same oMGID.

00561 For example, the SDN controller may receive a multicast group join packet
sent by VM 11 of tenant 1, and the packet includes multicast group 1 as an oMGID.  The
SDN controller may allocate multicast group 101 to the multicast group 1 of tenant 1.
After that, the SDN controller may receive a multicast group join packet sent by VM 12
of tenant 2, and the packet includes multicast group 1 as an oMGID. The SDN
controller may allocate a different uMGID to multicast group 1 in the multicast group join
packet sent by VM 12, and may allocate multicast group 102 or the like to multicast
group 1 of tenant 2. As such, it can be ensurced that different uMGIDs are allocated for
multicast group join packets sent by VMs from different tenants even if the multicast

group join packets include the same oMGID,

{0057} Rule 2: The same uMGID may be allocated for multicast group join packets
which includes the same oMGID sent by different VMs of the same tenant even if the

VMs have different VNI

[0058] For example, the SDN coutroller may receive a multicast group join packet
sent by VM 1 of tenant 1, and the packet includes an oMGID of multicast group 1.
Supposing the VNI of VM 1 15 VNI 1, the SDN controller may allocate muliicast group
101 as the uMGID for the multicast group 1. After that, SDN controller may receive a
multicast group join packet sent by VM 21 of tenant 1, the packet includes an oMGID of
multicast group 1, and the VNI of VM 21 s VNI 2. The SDN controller may allocate
multicast group 101 as the uMGID allocated to multicast group 1 for the multicast group

join packet sent by VM 21,
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{0059} According to the above two rules, the SDN controller may allocate an

uMGID to an oMGID in a mmlticast group join packet.
[006U] At block 75, the counting value in the found relation is increased by 1.

[0061] The SDN controller may make use of stored relations instead of creating a

new relation which is the same with a stored relation.

[0062] At block 76, subseqguent to block 74 or 75, the SDN controller may create a
Cl entry using the VPCID 1, G and G in the relation and the virtual port that connects
the vSwitch 1 to VM 11 which serves as an egress port in the C1 entry, and send the C1
entry to the vSwitch 1. For each vSwitch other than the vSwitch 1, the SDN controller
may create a C2 entry using the VPCID 1, G1, G1” and a port connecting the vSwitch to
the underlay network which serves as an egress port in the C2 entry, and send the C2

entry to the vBwitch,

(0063} The SDN controller may send the C1 entry to the vSwitch 1 and a 2 entry
to cach viwiich other than vSwitch 1 as flow table eniries.

[6064] At block 77, subseguent to block 76, vSwitch 1 may receive and store the
C1 entry sent by the SDN controller.

{0065] The C1 entry may include the information listed in block 76, e.g., an egress

port, a tenant ID, an oMGID, and an uMGID.,  Table 2 is an example of a C1 entry.

egress port tenant ID oMGID uMGID

Table 2

[0066] At block 78, subsequent to block 76, a vSwitch other than vSwitch 1 may
receive and store a C2 entry sent by the SDN controller, and set a counting value
corresponding to the C2 entrv.  The counting value may be set to be a pre-determined
value.

{0067} The C2 entry may ionclude the information listed in block 76, e.g., a tenant
1D, an oMGID, an uMGID and an egress port.  Table 3 illustrates an example of a C2

entry.

| tenant 1D | oOMGID | uMGID | earess port §
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Table 3

[0065] In an example, in order to avoid creating an eniry which is the same with a

stored entry, before storing the C2 entry in block 78, the method may also include:

[0069] searching for a stored C2 entry which is the same with the received (2
entry;
{0070} increasing the counting value corresponding to the found C2 entry by 1 if

the C2 entry is found; and
[0071] storing the received C2 entry and sctting a counting value corresponding to
the C2 entry if the C2 entry is not found.  The initial value of the counting value may be

a pre-determined value.

{0072} The above are examples of how a vSwitch in an SDN may obtain a C1 entry
and a C2 entry. After receiving multicast packets, each vSwitch may forward the
multicast packets using respective Cl entries and C2 entries (block 79).  The forwarding

process may be as shown in FIG. 4, and not repeated herein.

[0073] The process of deleting C1 entries and C2 entries may be described in the

following with reference to a muliicast group leave process.

(0074} FiG. 8 is a flowchart illustrating a method of leaving a mmlticast group in
accordance with examples of the present disclosure.  As shown in FIG.8, the method 80

may include the following procedures.

[0075] At block 81, a VM in an overlay network, e.g., VM 21 in FIG. 1, may send a

&

multicast group leave packet which includes an identity of an overlay network multicast
group which the VM wants to leave, and the identity may be denoted as G2.

[0076] At block 82, vSwitch 2 connected with VM 21 may receive the multicast
group leave packet and send the multicast group leave packet to the SDN controller.
100771 At block 83, the SDN controller may receive the multicast group leave
packet sent by vSwitch 2, search in stored relations for a relation which includes: a tenant
1D of the tenant of VM 21 (e.g., VPCID 2), GZ. The relation may also include an
uMGID (denoted by G2°) corresponding to G2.

10
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{0078} At block 84, the SDN controller may create a C1 entry for deletion using
VPCID 2, G2, G2’ and a vport connecting vSwitch 2 to VM 21 which serves as an egress
port, and send the C1 entry for deletion to vSwiich 2. For cach vSwitch other than
vSwitch 2, the SDN controller may create a C2 entry for deletion using VPCID 2, G2,
(G2’ and a port connecting the vSwiich to the underlay network which serves as an egress
port, and send the C2 entry for deletion to the vSwitch. The SDN controller may
decrease a counting value in the relation by 1, judge whether the decreased counting
value eguals the pre-determined value, and delete the relation if the decreased counting

value equals the pre-determined value.

{0079} According to an example, before deleting the relation at block 84, the SDN
controller may mark the uMGID in the relation as unoccupied, i.e., making the uMGID

available for other oMGID,

0080} At block 85, subseqguent to block 84, vSwitch 2 may receive the C1 cutry for
deletion sent by the SDN controller, search for a Cl entry identical to the CI entry for
deletion and delete the C1 entry found. After that, vSwilch 2 may check whether
vSwitch 2 stores a Cl entry which inclades: the uMGID in the C1 entry for deletion,
terminate the process if the Cl entry is found, or create a roulticast group leave packet
which includes the aMGID in the C1 entry for deletion to leave the underlay network

muliicast group if vBwitch 2 does not store a C1 entry which includes the uMGID.

[0081] At block 86, subsequent to block 84, a vSwitch other than vSwitch 2 may
receive the C2 entry for deletion sent by the SDN controller, search for a C2 entry
identical to the C2 entry for deletion.  If a U2 entry identical to the C2 entry for deletion
is found, the vSwitch may decrease a counting value corresponding to the found C2 entry
by 1, and check whether the counting value cquals the pre-determined value after 1 13
deducted from the counting value. If the counting value equals the pre-determined value,
the vSwitch may delete the C2 entry found. If the counting value does not equal the

pre-determined value, the vSwitch may terminate the process.
[0082] Hence, the process as shown in Fig, 8 is completed.

(0083} FI1G. 9 is a schematic diagram illustrating an apparatus 90 of forwarding

multicast packets in accordance with examples of the present disclosure.  As shown in
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FIG. 9, the apparatus 90 may inclode: a sending unit 91, a C1 entry vnit 92, a C2 eniry

unit 93, and a packet unit 94.

[0084] The sending unit 91 may send a multicast group join packet from a VM to

an SDN controller.

[0085] The C1 entry unit 92 may receive and store a Cl entry sent by the SDN
controller in response to the multicast group join packet. The C1 entry may include: an
egress port, a VNI of a VXLAN that the egress port belongs to, a tenant 1D, an oMGID,
and an uMGID. The Cl entry unit 92 may create a multicast group join packet

corresponding to the uMGID to join a multicast group corresponding to the uMGID.

[0086] The C2 entry unit 93 may receive and store a C2 entry sent by the SDN
countroller in response to a multicast group join packet seut by another vSwitch, and set a
counting value corresponding to the C2 entry. The counting value is set to be a
pre-determined value. The C2 entry may include a tenant 1D, an oMGID, an aMGID,

and an egress port.

00871 The packet unit 94 may receive a multicast packet from a VM, search in
stored C1 entries and C2 entries for an entry for forwarding the multicast packet, and
forward the nmlticast packet using an entry found. The packet unit 94 may also receive
a multicast packet from the underlay network, search in the stored Cl entries for an cotry
for forwarding the multicast packet, and forward the mumlticast packet using an entry

found.

[O0RR] In an example, before storing the C2 entry and sctiing the counting value
corresponding to the C2 entry, the C2 entry unit 93 may search stored C2 entries for an
entry identical to the received C2 entry, increase a counting value corresponding to the
found entry by 1 if the entry identical to the received C2 entry is found, or perform the

s

procedure of storing the C2 eniry and setting the counting value correspounding to the C2

entry if the entry identical to the received C2 entry is not found.

[0089] In an example, the sending unit 91 may send a multicast group leave packet
received from a VM to the SDN controller.

[G090] The C1 entry 92 may also receive a 1 entry for deletion sent by the SDN
controller in response to a mmlticast group leave packet sent by the vSwiich, search in

stored C1 entries for a C1 entry identical to the received 1 entry for deletion, and delete

12



WO 2016/155589 PCT/CN2016/077480

the Cl entry found. The Cl entry 92 may also check whether remaining C1 entries

include a C1 entry which includes: the uMGID in the received C1 entry for deletion.

[0091] If the stored C1 entries include a C1 entry including the oMGID, the Cl
entry unit 92 may terminate the process. I the remaining C1 entries do notinclade a C1
entry which includes the uMGID, the C1 entry unit 92 may create a multicast group leave
packet which inchides the oMGID in the C1 entry for deletion to leave the multicast

group in the underlay network corresponding to the uMGID in the C1 entry for deletion.

[0092] According to examples, the C2 entry unit 93 may receive a C2 entry for
deletion sent by the SDN controller in response to a multicast group leave packet sent by
another vSwitch. The C2 entry unit 93 may search in stored C2 entries for a C2 entry
identical to the received C2 entry for deletion. The 2 entry unit 93 may decrcase a
counting value corresponding to the found C2 entry by 1, and check whether the counting
value equals the pre~determined value after 1 is deducted from the counting value,  the
counting value equals the pre-determined value, the C2 entry unit 93 may delete the €2
entry found,  If the counting value does not equal the pre-determined value, the C2 entry

unit 93 may terminate the process.

[0093] According to some cxamples, the packet unit 94 may scarch in stored Cl
entries and C2 entries for an entry for forwarding a multicast packet, and forward the
multicast packet using the found entry.  The process of forwarding the multicast packet

may include the following procedures.

{0094} The packet anit 94 may search in the stored C1 entries for an entry which
includes: a tenant 1D corresponding to the multicast packet, an oMGID in the multicast
packet. Ifthe 1 entry is found and an egress port in the C1 entry is not the port through
which the mmlticast packet is received, the packet unit 94 may forward the nmlticast
packet according to a VNI and the egress port in the C1 entry.

[0095] The packet unit 94 may search in stored 2 enfries for a C2 eniry which
includes: a tenant 1D correspounding to the multicast packet, an oMGID in the multicast
packet. If the C2 entry is found, the packet unit 94 may forward the multicast packet

using an uMGID and an cgress in the C2 entry.

13
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{0096} According to some examples, the packet unit 94 may secarch in the stored C1
entries for an entry which includes: an uMGID, and forward the multicast packet using an

oMGID, a VNI and an egress port in the found C1 entry if the C1 entry s found.

160971 1t should be understood that in the above processes and stractures, not all of
the procedures and meodules are necessary. Certain procedures or modules may not be
present in certain implementations according to the needs of the user, The order of the
procedures is not fixed, and can be adjusted. The modules are defined based on function
stimply for facilitating description. Tn implementation, a module may be implemeunted by
multiple modules, and functions of multiple modules may be implemented by the same
module. The modules may reside in the same device or distribute in different devices.
The “first”, “second” in the above descriptions are merely for distinguishing two similar

objects, and have no substantial meanings.

6098] The scope of the claims should not be limited by the embodiments set forth
in the examples, but should be given the broadest interpretation consistent with the

description as a whole.

14



WO 2016/155589 PCT/CN2016/077480

Claims
1. A method of forwarding a muliicast packet, comprising:
after receiving a first multicast packet from an underlay network, determining, by a
virtual switch (vSwitch), a first virtual machine (VM) corresponding to a first underlay
network multicast group identity (eMGID) and a first overlay network multicast group
identity (oMGIDY) in the first multicast packet by using a category-1 entry (C1 entry),
performing VXLAN decapsulation on the first muliicast packet and sending the

decapsulated first multicast packet to the first VM

after receiving a second multicast packet from a second VM, determining a second
uMGID corresponding to a tenant 1D of a tenant to which the second VM belongs and a
sccond oMGID in the sccond nmlticast packet by using a category-2 entry (C2 entry),
performing VXLAN encapsulation on the second mmlticast packet using the second
eMGID, and forwarding the encapsulated second multicast packet to the underlay

network,

2. The method of claim 1, wherein the C1 entry comprises: a tenant D, an oMGID,

an uMGID and an cgress port;

wherein determining the first VM by looking ap the C1 entry comprises: searching
for a C1 entry which matches the first uMGID and the first oMGID, and determining the

first VM using the egress port in the Cl entry.

3. The method of claim 1, wherein the C2 entry comprises: a tenant 1D, an oMGID,

an uMGID and an cgress port;

wherein determining the second uMGID by using the C2 entry comprises: searching
for a C2 entry which matches the tenant ID of the tenant to which the second VM belongs
and the sccond oMGID, detcrmining the uMGID in the C2 entry as the second uMGID,
performing VXLAN encapsulation on the second mmlticast packet, and forwarding the
encapsulated sccond multicast packet to the underlay networking via the egress port in the

{2 entry.

4. The method of claim 2, further comprising: obtaining the C1 entry; wherein

obtaining the C1 cutry comprises:
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recetving a first multicast group join packet from the first VM, and providing the
first multicast group join packet to an SDN contreller which searches for the first uMGID
corresponding to a tenant ID of a tevant to which the first VM belongs and the first

oMGID in the first multicast group join packet and generates a C1 entry; and

receiving and storing the C1 entry sent by the SDN controller.

5. The method of claim 3, further comprising: obtaining the C2 entry; wherein
obtaining the C2 entry comprises:

receiving the C2 entry sent by the SDN controller;

wherein the C2 entry is created by the SDN controller in response to a multicast
group join packet sent by another vSwitch.

6. The method of claim 2, further comprising: deleting the C1 entry; wherein
deleting the C1 entry comprises:

recetving a {irst multicast group leave packet from the first VM, and providing the
first multicast group leave packet to an SDN controlier which scarches for the first
eMGID corresponding to a tenant ID of a tenant to which the first VM belongs and the
first oMGID in the first multicast group leave packet and generates a C1 entry for
deletion; and

receiving the C1 entry for deletion sent by the SBN controller; and

searching in stored C1 entries for a Cl enftry identical to the C1 entry for deletion,
and deleting the C1 entry found.

7. The method of claim 3, further comprising: deleting the C2 entry; wherein
deleting the C2 entry comprises:

recetving a €2 eniry for deletion sent by the SDN controller;

searching in stored C2 entries for a C2 entry identical to the C2 eniry for deletion,
and deleting the C2 entry found;

wherein the C2 entry for deletion is created by the SDN controller in response to a

multicast group leave packet sent by another vSwitch.
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8. A device, comprising a processor and a non-transitory storage mediam which
stores logic instructions for forwarding a multicast packet, wherein the logic instructions

are executable by the processor to:

after receiving a first multicast packet froro an underlay network, determine a first
virtual machine (VM) corresponding to a first underlay network multicast group identity
(uMGID) and a first overlay network multicast group identity (oMGID) in the first
nmulticast packet by using a category-1 entry (C1 entry), perform VXLAN decapsulation
on the first muliicast packet and send the decapsulated first multicast packet to the first
VM;

after receiving a second multicast packet from a sccond VM, determine a second
uMGID corresponding to a tenant 1D of a tenant to which the second VM belongs and a
second oMGID in the second nmlticast packet by using a category-2 entry (C2 entry),
perform VXLAN encapsulation on the second multicast packet using the second uMGID,

and forward the encapsulated second mmlticast packet to the underlay network.
9. The device of claim 8, wherein
the C1 entry comprises: a tenant 1D, an oMGID, an uMGID, and an egress port;
the logic instructions are executable by the processor to:

search for a Cl entry which matches the first uMGID and the first oMGID, and

determine the first VM using the egress port in the C1 entry found.
10. The device of claim ¥, wherein
the C2 entry comprises: a tenant 1D, an oMGID, an eMGID, and an egress port;
the logic instructions are executable by the processor to:

search for a C2 entry which matches the tenant 1D of the tenant of the second VM
and the second oMGID, determine the second uMGID to be the uMGID in the C2 entry
found, and forward the sccond multicast packet which was processed through VXLAN

encapsulation o the underlay network through the egress port in the C2 entry.

11. The device of claim 9, wherein the logic instructions are cxecutable by the

processor to obtain the C1 entry by:
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recetving a first multicast group join packet from the first VM, and providing the
first multicast group join packet to an SDN contreller which searches for the first uMGID
corresponding to a tenant ID of a tevant to which the first VM belongs and the first
oMGID in the first multicast group join packet and generates a C1 entry; and

receiving and storing the C1 entry sent by the SDN controller.

12. The device of claim 10, wherein the logic instructions are executable by the
processor to obtain the C2 entry by:

receiving the C2 entry sent by the SDN controller;

wherein the C2 entry is created by the SDN controller in response to a multicast
group join packet sent by a second vSwiteh.

13. The device of claim 9, wherein the logic instructions are cxecutable by the
processor to delete the C1 entry by:

recetving a {irst multicast group leave packet from the first VM, and providing the
first multicast group leave packet to an SDN controlier which scarches for the first
oMGID corresponding to a tenant ID of a tenant to which the first VM belongs and the
first oMGID in the first multicast group leave packet and generates a C1 entry for
deletion;

receiving the first C1 entry for deletion sent by the SDN controller; and

searching in stored C1 entries for a €1 entry identical to the first C1 entry for
deletion, and deleting the C1 entry found.

14, The device of claim 10, wherein the logic instructions are executable by the
processor to delete the C2 entry by:

recetving a €2 eniry for deletion sent by the SDN controller;

wherein the C2 entry for deletion is created by the SDN coniroller in response to a

nulticast group leave packet sent by a third vSwitch.

18



WO 2016/155589

PCT/CN2016/077480

SDN
controlier

e anam oone anan conn aoon nne o aane oo oann ooan o

C1 entries: Tenant | oMG | uMG | Egress

Tenant | oMG | uMG | Egress

C2 entries: Tenant | oMG | uMG | Egress

Tenant | oMG | uMG | Egress

Overlay
network

202

FIG. 1

instructions for ’/
forwarding

|
multicast packets :

: Underlay
network

208

network
communication
interface

internal bus

FIG. 2

210



WO 2016/155589 PCT/CN2016/077480

2/6

38

31
&

after receiving a first multicast packet from an underlay network, determine a
first VM corresponding to a first uMGID and a first oMGID in the first multicast
packet by using a category-1 entry, perform VXLAN decapsulation on the first
multicast packet and forward the decapsulated first multicast packet to the
first VM

] -
s

after receiving a second multicast packet from a second VM, determine a
second uMGID corresponding o a tenant 1D of a tenant to which the second
VM belongs and a second oMGID in the second multicast packet by using a

category-2 entry, perform VXLAN encapsulation on the second muiticast

packet using the second uMGID, and forward the encapsulated second
multicast packet to the underlay network

FIG. 3
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receive a first multicast group join packet from a first VM, send the first
multicast group join packet o an SDN controller which searches for a first
uMGID corresponding to a tenant 1D of a tenant to which the first VM belongs
and the first oMGID in the first multicast group join packet and creates a C1
entry
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receive and store the C1 eniry sent by the SDN controller
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receive a first multicast group leave packet from a first VM, provide the first
multicast group leave packet to an SDN controller which searches for a first
uMGID corresponding to a tenant ID of a tenant to which the first VM
belongs and a first oMGID in the first multicast group leave packet and
creates a C1 entry for delstion

‘é f,sz

receive the C1 enfry for deletion sent by the SDN controlier

I 53

search in stored C1 entries for a C1 entry identical to the C1 entry for
deletion, and delete the C1 entry found
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//61

receive a C2 entry for deletion sent by an SDN controlier, the C2 entry for
deletion is created by the SDN controller in response to a multicast group
leave packet sent by another vSwitch

é 62

search in stored C2 entries for a C2 entry identical to the C2 entry for
deletion and delete the C2 entry found
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the SDN controller creates a C1 entry using the tenant I, the oMGID, an
uMGID in the found relation and a vport connecting vSwitch 1 with the
VM which serves as an sgress port, and sends the C1 entry to v8Swiich 1;
for each vSwitch other than v8wilch 1, creates a C2 entry using the
tenant 1D, the oMGID, the uMGID in the relation and a port connecting the
v8witch to the underlay network which serves as an egress port, and
sends the ©2 entry to the v8witch
é? yadl é v
Yawiich 1 receives and stores tne a vowiich other than vbwiich 1
C1 eniry sent by the SDN raceives and stores the C2 eniry sent
controller in response to the by the SDN controller in response {o
multicast group join packet, and the multicast group join packet sent
creates a multicast group join by vSwitch 1, and sets a counting
packet using the uMGID in the C1§ | value corresponding to the C2 entry,
entry to jmn a muitscast gmup the counting value is set to be a pre-
; ding { € determined value
¥ 7
a v8witch in the SDN receives a multicast data packet from a VM,
searches in stored C1 entries and stored C2 entries for an entry for
forwarding the multicast data packet, forwards the multicast data
packet according to the entry found; receives a multicast data packet
from the underlay natwork, searches in the stored €1 entries for an
entry for forwarding the muiticast data packet, and forwards the
multicast data packet using the entry found
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v8witeh 1 connectied fo VM 1 receives the multicast group leave packet, sends
the multicast group leave packet to an SDN controller

Ve 83
the SDN controlier receives the mullicast group leave packet sent by vSwitch 1
from VM 1, searches in stored relations for a relation which includes at least: a
tenant ID of a tenant to which VM 1 belongs, an oMGID in the multicast group
leave packet

'3 / 84
the SDN controller craates a €1 entry for deletion using the tenant 1D, the
oMGID and the uMGID in the found relation and a vport connecting v8witch 11
{o VM 1 which serves as an egress port, sends the C1 entry for delstion to
v3wiich 1; for each v8wilch other than vSwitch 11, creates a €2 entry using the
fenant 1D, the oMGID and the uMGID in the found relation and a port connecting
tha v8witch to the underiay network which serves as an egress port, and sends
the C2 antry for deletion to the vBwiich; decreases a counting value in the
found relation by 1, checking whether the decreased counting value equals a
pre-determined value, and deletes the found reiation if the counting value
aquals the pre-determined value
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¥ yd

vSwitch 11 receives the C1 entry for deletion sent by the SDN controller in
response fo the multicast group leave packe! sent by vB8witch 11, ssarches in
storad C1 entries for an entry identical to the C1 entry for deletion, and deletes
the found entry; checks whether the stored C1 entries include an entry including
the uMGID in the C1 entry for deletion; terminatas the process If the stored €1
entries include such an sntry; creates a multicast group leave packet using the
uMGID in the C1 entry for deletion to leave the multicast group corresponding to
the uMGID in the C1 entry for deletion if the stored C1 entries does not include
such an entry
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a vBwitch other than v8wiich 11 recelves the C2 entry for deletion sant by the
SDN controlier In response {o the multicast group leave packet sant by vBwitch
11, searches stored €2 entries for an entry identical {o the C2 entry for dalelion,

decreases a counting value corresponding to the found C2 entry by 1; checks
whether the decreased counting value equals a pre-delermined value, deletes the

C2 entry found if the counting value equals the pre-determined value, or
terminates the process if the counting value does not equal the pre-determined
value
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