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SYSTEMAND METHOD FOR 
AUTHENTICATING CALLED PARTIES OF 
INDIVIDUALS WITHIN A CONTROLLED 

ENVIRONMENT 

TECHNICAL FIELD 

0001. The disclosure relates to a system and method for 
identifying and authenticating called parties and/or fund con 
tributors of members of a controlled environment. 

RELATED ART 

0002. In controlled environments, such as prisons for 
example, member (hereinafter "inmate') communications 
with individuals outside the controlled environment are care 
fully regulated and monitored. As part of a communications 
system within a controlled environment, the inmate or some 
body on the inmate's behalf can set up a deposit account to be 
used by the inmate to pay for telephone calls, internet access, 
etc. When the inmate makes a telephone call, funds can be 
drawn from the deposit account. 
0003. Although a person creating a deposit account on 
behalf of an inmate may be required to provide certain per 
sonal information in order to verify his identity and/or 
address, there are many alternative ways for an inmate to 
mask a source of funding for a particular call. For example, 
the inmate can use a prepaid calling card, or the call can be 
made collect, both of which are substantially anonymous. 

BRIEF DESCRIPTION OF THE 
DRAWINGS/FIGURES 

0004 Embodiments are described with reference to the 
accompanying drawings. In the drawings, like reference 
numbers indicate identical or functionally similar elements. 
Additionally, the left most digit(s) of a reference number 
identifies the drawing in which the reference number first 
appears. 
0005 FIG. 1 illustrates an inmate calling environment 
according to an exemplary embodiment; 
0006 FIG. 2 illustrates an inmate calling platform accord 
ing to an exemplary embodiment; 
0007 FIG. 3 illustrates a cellular telephone according to 
an exemplary embodiment; 
0008 FIG. 4 illustrates a flowchart diagram of an exem 
plary method for registering a cellular phone with an inmate 
calling platform; 
0009 FIG. 5 illustrates a flowchart diagram of a method 
for processing an outgoing call by an inmate at an inmate 
calling platform; and 
0010 FIG. 6 illustrates a flowchart diagram of a method 
for processing call acceptance and authentication. 

DETAILED DESCRIPTION 

0011. The following Detailed Description refers to 
accompanying drawings to illustrate exemplary embodi 
ments consistent with the disclosure. References in the 
Detailed Description to “one exemplary embodiment,” “an 
exemplary embodiment,” “an example exemplary embodi 
ment, etc., indicate that the exemplary embodiment 
described may include a particular feature, structure, or char 
acteristic, but every exemplary embodiment may not neces 
sarily include the particular feature, structure, or characteris 
tic. Moreover, such phrases are not necessarily referring to the 
same exemplary embodiment. Further, when a particular fea 
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ture, structure, or characteristic is described in connection 
with an exemplary embodiment, it is within the knowledge of 
those skilled in the relevant art(s) to affect such feature, struc 
ture, or characteristic in connection with other exemplary 
embodiments whether or not explicitly described. 
0012. The exemplary embodiments described herein are 
provided for illustrative purposes, and are not limiting. Other 
exemplary embodiments are possible, and modifications may 
be made to the exemplary embodiments within the spirit and 
scope of the disclosure. Therefore, the Detailed Description is 
not meant to limit the invention. Rather, the scope of the 
invention is defined only in accordance with the following 
claims and their equivalents. 
0013 Embodiments may be implemented in hardware 
(e.g., circuits), firmware, software, or any combination 
thereof. Embodiments may also be implemented as instruc 
tions stored on a machine-readable medium, which may be 
read and executed by one or more processors. A machine 
readable medium may include any mechanism for storing or 
transmitting information in a form readable by a machine 
(e.g., a computing device). For example, a machine-readable 
medium may include read only memory (ROM); random 
access memory (RAM); magnetic disk storage media; optical 
storage media; flash memory devices; electrical, optical, 
acoustical or other forms of propagated signals (e.g., carrier 
waves, infrared signals, digital signals, etc.), and others. Fur 
ther, firmware, Software, routines, instructions may be 
described herein as performing certain actions. However, it 
should be appreciated that such descriptions are merely for 
convenience and that such actions in fact results from com 
puting devices, processors, controllers, or other devices 
executing the firmware, Software, routines, instructions, etc. 
Further, any of the implementation variations may be carried 
out by a general purpose computer, as described below. 
0014 For purposes of this discussion, any reference to the 
term "module' shall be understood to include at least one of 
Software, firmware, and hardware (such as one or more cir 
cuit, microchip, or device, or any combination thereof), and 
any combination thereof. In addition, it will be understood 
that each module may include one, or more than one, com 
ponent within an actual device, and each component that 
forms a part of the described module may function either 
cooperatively or independently of any other component form 
ing a part of the module. Conversely, multiple modules 
described herein may represent a single component within an 
actual device. Further, components within a module may be in 
a single device or distributed among multiple devices in a 
wired or wireless manner. 

0015 The following Detailed Description of the exem 
plary embodiments will so fully reveal the general nature of 
the invention that others can, by applying knowledge of those 
skilled in relevant art(s), readily modify and/or adapt for 
various applications such exemplary embodiments, without 
undue experimentation, without departing from the spirit and 
Scope of the disclosure. Therefore, such adaptations and 
modifications are intended to be within the meaning and 
plurality of equivalents of the exemplary embodiments based 
upon the teaching and guidance presented herein. It is to be 
understood that the phraseology or terminology herein is for 
the purpose of description and not of limitation, such that the 
terminology or phraseology of the present specification is to 
be interpreted by those skilled in relevant art(s) in light of the 
teachings herein. 
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0016. Although the description below is made with 
respect to a prison facility or other controlled environment, 
the disclosed systems and methods can be used in any com 
munication environment. 
0017. Inmate Calling Environment 
0018 FIG. 1 illustrates a block diagram of an inmate call 
ing environment 100 according to an exemplary embodiment. 
In the inmate calling environment 100, an inmate of the 
controlled environment makes a telephone call via an inmate 
telephone 110. The inmate telephone 110 communicates with 
an inmate calling platform 120. 
0019. The inmate calling platform 120 manages several 
aspects of the call and call processing, including call routing, 
user authentication, billing, monitoring, etc. After processing 
the signals received from the inmate telephone 110, the 
inmate calling platform 120 transmits those signals to the 
telephone 170 of a called party via a telephone network 150. 
0020. In embodiments, any of the various connections of 
the inmate calling environment 100 can be VoIP, and that the 
inmate telephone 110 can be a wireless, macro-cellular, or 
personal telephone. 
0021. In an embodiment, the called telephone 170 is a 
cellular telephone that receives the signals from the telephone 
network 150 via a base station 160 connected to the telephone 
network 150. When the called telephone 170 is a cellular 
telephone, conventional called party identification may easily 
be subverted. Specifically, even as little as 20 years ago, 
conventional landline telephones dominated mainstream use 
and Were registered with a person's name and a billing 
address that typically matched their residential address. With 
this information, called parties could easily be identified. 
0022. However, this registration process can easily be sub 
verted with the advent of cellular telephones. As one example, 
cellular telephones can easily be registered in the name of one 
person, and physically owned by another. As another 
example, more recently, disposable cellular telephones com 
monly referred to as “burners' have become popular, espe 
cially among drug dealers and other criminals. These burners 
can be purchased and prepaid in cash and do not require any 
registration or identity verification. 
0023. Because of the anonymity of many cellular tele 
phones, conventional inmate calling environments are unable 
to acquire any information of called parties beyond their 
phone numbers. Specifically, provided that a particular num 
ber is not on an inmate’s “blacklist” (e.g., a list of prohibited 
contact numbers for that particular inmate), the inmate is 
generally permitted to call that particular number. Further, 
although conventional systems request permission to com 
plete the call from the called party, this request typically 
amounts to nothing more than a single key press (e.g., “if”). 
AS Such, calls are permitted between the inmate and anony 
mous persons without acquiring any identifying information 
of the called parties. 
0024. To address this situation, the exemplary calling 
environment 100 includes an inmate calling platform 120 to 
enhance data gathering and security regarding called tele 
phones, as described below. 
0025 Called Party Identification 
0026. In order to facilitate called party identification, the 
inmate calling platform 120 requires cooperation from a cel 
lular telephone before calls can be placed. FIG. 2 illustrates a 
block diagram of an inmate calling platform 200 according to 
an exemplary embodiment. In an embodiment, the inmate 
calling platform 200 includes an I/O module 210, a call pro 
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cessing module 220, a notification module 230, an authenti 
cation module 240, a memory module 250, and a registration 
module 260, and optionally includes a billing module 270 and 
a monitoring module 280, and may represent an exemplary 
embodiment of the inmate calling platform 120. 
(0027 FIG. 3 illustrates a block diagram of a device 300 
according to an exemplary embodiment. In an embodiment, 
the device 300 includes an application module 310 (that 
includes a user verification module 312, a user authentication 
module 314, and a notification processing module 316), a 
biometric module 320, a user interface module 330, an elec 
tronic text communication module 340, a camera module 
350, a display module 360, and a device memory module 370, 
and may represent an exemplary embodiment of the cellular 
telephone 170. 
0028. A system for identifying called parties will now be 
described relative to FIGS. 2 and 3. 
(0029 Outside Party Registration 
0030. As previously mentioned, one goal of the present 
disclosure is to acquire identifying information of a particular 
called party. One way to achieve this goal is to restrict inmate 
calls to or from cellular telephones unless those cellular tele 
phones and their users have been pre-registered with the 
inmate calling platform 200. The pre-registration involves the 
cellular telephone user Submitting certain personal informa 
tion to the inmate calling platform 200 for storage and later 
reference. In embodiments, the registration process described 
below is initiated either upon the outside number first being 
called from the prison facility, or upon the outside number 
first placing a call to the prison facility. In an embodiment, in 
either scenario, the call processing module 220 places the 
inmate on hold (or delay call connection) while at least a 
portion of the registration process takes place, and then con 
nect the user with the inmate following the completion of that 
portion. 
0031. In order to perform this registration, as well as many 
other functions as will be described herein, the cellular tele 
phone user downloads a mobile application (e.g., an “app') 
that handshakes and communicates with the inmate calling 
platform 200. As shown in FIG.3, the application module 310 
of the device 300 includes the functionality of the app. Device 
300 can be, for example, a cellular telephone or smartphone. 
0032. Upon installation and loading of the app, the app 
performs an initial registration of the user. For example, the 
app is pre-registered with the specific controlled environment 
or prison of the inmate or the desired controlled environment 
(s) is selected from a list. Once selected, the app prompts the 
user via the display module 360 for one or more pieces of 
identifying information, which device 300 acquires using the 
various hardware capabilities common among cellular tele 
phones and Smartphones. 
0033 For example, in an embodiment the application 
module 310 prompts the user to input various biometric data 
using the device's biometric module 320. The biometric data 
capable of being acquired will be dependent on the hardware 
capabilities of the biometric module 320, but may include one 
or more fingerprints, a retinal scan, and/or a voiceprint, 
among others. 
0034. In an embodiment, the application module 310 
prompts the user to input a password and/or personal identi 
fication number (PIN) to be associated with that user. Upon 
being prompted, the user could interface with the user inter 
face module 330 in order to enter the password/PIN informa 
tion. 



US 2015/03 19612 A1 

0035. In an embodiment, the application module 310 
prompts the user to Submit a photo of his/her face using the 
camera module 350. The facial photo is later be used for facial 
recognition purposes, etc. In an embodiment, the application 
module 310 also requests the user to capture an image of a 
picture ID using the device's camera module 350. This can be 
particularly useful because most picture IDs include some 
form of a description of the person, as well as a known address 
of that person. As most current picture IDs include Some form 
of a barcode, in an embodiment, the application module 310 
prompts the user to capture a picture of the barcode, which is 
then analyzed for identifying information. In an embodiment, 
the application module 310 provides the option to the user of 
capturing an image of a utility bill or other piece of mail with 
their name and address printed thereon. 
0036. Once the application module 310 has received a 
predetermined amount of personal verification data from the 
user, the user verification module 312 of the application mod 
ule 310 connects to the inmate calling platform 200. The user 
verification module 312 packages the user's personal verifi 
cation data, and transmits that data to the inmate calling 
platform 200. In an embodiment, the user verification module 
312 transmits the personal verification data together with at 
least one of a device phone number and a device identification 
number associated with the cellular telephone of a user. 
0037. At the inmate calling platform 200, incoming and 
outgoing communications pass through the I/O module 210. 
The call processing module 220 performs general informa 
tion processing and routing. Therefore, as the user verifica 
tion module 312 connects with the inmate calling platform, 
the initial request is routed through the I/O module 210 and 
the call processing module 220 to the registration module 
260, which performs the initial registration of users. 
0038. The registration module 260 handshakes with the 
device 300 and receives the personal verification data from 
the user. Once the personal verification data is received, the 
registration module 260 registers the user and the device with 
the inmate calling platform 200 by storing the telephone 
number and/or device identification number in the memory 
module 250. The registration module 260 also stores the 
various pieces of personal verification information in the 
memory module in association with the telephone/device 
number. In this manner, the user's personal verification infor 
mation and the phone device becomes registered to the tele 
phone number of the user. As such, future phone calls to this 
number will be known to be made to the user registered, as 
will be discussed in further detail below. 
0039. Once the user has been successfully registered, the 
registration module 260 issues a notification to the device 300 
of the Successful registration. In an embodiment, as an added 
level of security, the registration module 260 causes a letter to 
be mailed to the address provided in order to confirm that the 
address is current. In order to perform this action, the regis 
tration module 260 notifies authorized personal to generate 
the letter and provide the necessary information of the user, or 
the registration module 260 generates the letter (alone or in 
conjunction with a separate module and/or device). In this 
embodiment, only after the letter has been returned to a par 
ticular address with certain personal verification information 
of the user filled in is the successful notification transmitted to 
the application module 310 of the device 300. 
0040. In an embodiment, the registration module 260 pro 
vides the option or requires that the user elect for geofencing 
capabilities. Geofencing permits the user's location to be 
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tracked before, during, and/or after a call for use by the inmate 
calling platform 200 in investigative functions. In an embodi 
ment, the location information is tracked and compiled by the 
app loaded on the device 300, and transmitted to the inmate 
calling platform 200 at predetermined times (e.g., the end of 
a call). In this manner, the inmate calling platform 200 pro 
vides useful information for investigation purposes. 
0041. Once successfully registered, the device 300 is per 
mitted to receive telephone calls from the inmate. 
0042. Although described above as a app for a cellular 
telephone, in another embodiment, the functionality of the 
registration process can be embodied on a website. The user 
accesses the website to Verify his personal and contact infor 
mation in order to gain calling access. In another embodi 
ment, the functionality of the registration process is achieved 
using “traditional telephones. In this embodiment, the user 
contacts an 800 or equivalent service number. Once con 
nected to the service number, a computer system or live agent 
directs the caller through the process of registering his 
acCOunt. 

0043 Calls to Registered User 
0044) Once the device 300 has been registered with the 
inmate calling platform 200, the inmate is able to call the 
device 300 user. In doing so, the inmate calling platform 200 
will interact with the app on the registered device in order to 
facilitate the communication. 

0045. As discussed above, one problem with conventional 
inmate telephone calls is that the called party is able to accept 
the call by a single button press, without any further identi 
fying information. In the exemplary calling system, an inmate 
places a call from a local telephone within or managed by the 
controlled facility. This call is routed to the inmate calling 
platform 200 via its I/O module 210. The call is received by 
the call processing module 220, which first detects whether 
the inmate is permitted to call the called number. 
0046 Calls placed to certain telephone numbers can be 
blocked for many reasons. For example, inmates are gener 
ally restricted from calling witnesses or judges associated 
with their case, victims or victim family members, etc. There 
fore, as an initial check, the call processing module 220 
accesses a blocked call list from the memory module 250 
associated with the inmate in order to determine whether the 
desired number is blocked. If the number is not blocked, the 
call processing module 220 performs a Subsequent check to 
determine whether the number is associated with a device, 
such as device 300. This can be done locally, or by accessing 
a national/global phone number registry, etc. 
0047. If the number is not associated with a device, such as 
device 300, the call processing module 220 processes the call 
as normal, for example, by contacting the called party and 
requesting acceptance from the called party before connect 
ing the call. In another embodiment, the call processing mod 
ule 220 prompts the non-wireless user to acquire a PIN via a 
different method, as discussed below. If it is determined that 
the phone number is associated with a device, such as device 
300, the call processing module 220 accesses the memory 
module to determine if the telephone number has been regis 
tered. 
0048 If the call processing module 220 determines that 
the phone number being called has not been registered with 
the inmate calling platform 200, then the call processing 
module 220 causes the notification module 230 to generate a 
notification, which the inmate calling platform 200 transmits 
to the called number via the I/O module 210. The notification 
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can be a pre-recorded Voice message, an SMS text message, 
an email message, or other notification, and is used to inform 
the recipient that a member of the controlled facility seeks to 
contact them, as well as provide instructions as to how to 
acquire and install the necessary app for communicating with 
the inmate. Once the notification has been transmitted, the 
call processing module 220 terminates the inmate's telephone 
call, and optionally provides a notification to the inmate as to 
the reason for the termination. 
0049. If the call processing module 220 determines that 
the telephone number is registered, the call processing mod 
ule 220 causes the notification module 230 to generate a 
notification to be transmitted to the called party via the I/O 
module 210. In this case, the notification informs the called 
party that an inmate of the controlled facility seeks to talk 
with the called party, and also provides the name and/or other 
identifying information of the inmate. In an embodiment, the 
notification is configured to be received by the application 
module 310 of the device 300. 
0050. The notification processing module 316 receives the 
notification from the inmate calling platform 200 and extracts 
the identifying information of the inmate, as well as the 
indication that a call is being requested. The application mod 
ule 310 causes the display module 360 to graphically notify 
the user of the device 300 that a call is being requested from 
the inmate, and prompts the user to accept or reject the call via 
the user interface module 330. If the user accepts the call, the 
application module 310 controls the user authentication mod 
ule 314 to verify the user's identity, such as by prompting for 
and verifying the user's PIN number. 
0051. In an embodiment, the application module 310 
tracks a time from notifying the device user, and if the user 
fails to respond accept or reject the call within a predeter 
mined amount of time, the application module 310 responds 
to the inmate calling platform 200 with a “timeout' notifica 
tion. Alternatively, this timing is performed directly by the 
inmate calling platform 200. When the notification times out, 
the inmate calling platform terminates the call. 
0052. If the user rejects the call, the notification processing 
module 316 transmits a “call rejected notification to the 
inmate calling platform 200, at which time the call processing 
module 220 terminates the inmate's call. In an embodiment, 
upon rejecting a call from an inmate, the application module 
310 further prompts the user as to whether the user would like 
to block future calls from the inmate. The user's response to 
this query is included in the “call rejected notification, which 
the call processing module 220 uses to update its blocked 
number list. 

0053. On the other hand, if the user accepts the call, the 
user authentication module 314 prompts the user via the 
display module 360 to enter his PIN. In response, the user 
enters his PIN via the user interface module 330, which the 
user authentication module 314 receives. The user authenti 
cation module 314 authenticates the user by comparing the 
entered PIN to the registered PIN stored in the device memory 
module 370. If a mismatch is detected, the user authentication 
module 314 re-prompts the user for his PIN a predetermined 
number of times. When the user ultimately fails to enter the 
correct PIN, the notification processing module 316 transmits 
an “authentication failed notification to the inmate calling 
platform 200. The call processing module 220 then termi 
nates the call. In an embodiment, the call processing module 
220 further flags the registered phone number with a “cau 
tion' flag, which is later referenced to indicate the need for 
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additional security for this number, whether by requiring call 
monitoring, additional identification information from the 
called party, and/or similar requirements. 
0054 If the user authentication module 314 determines 
that the user has entered the correct PIN, the notification 
processing module 316 transmits an "authentication Success 
ful notification to the inmate calling platform 200. Once the 
call processing module 220 receives the “authentication Suc 
cessful notification, the call processing module 220 causes 
the inmate's call to be connected to the user's device. In an 
embodiment, the notification processing module 316 
includes the user's PIN in the “authentication successful 
notification to allow the inmate calling platform to performan 
independent authentication of the user using authentication 
module 240. This prevents a user of the device from subvert 
ing the system by tampering with the stored identification 
information at device 300. 
0055. In an embodiment, the authentication module 314 
requires alternative or additional identification information 
from the user other than the PIN. Also, upon successful 
authentication of the user, the call processing module 220 
causes the notification module 230 to transmit a “conditions' 
notification to the device 300. This “conditions' notification 
includes various conditions that the called party must satisfy 
in order to maintain the call. For example, the called party 
may be required to keep their face in sight of the devices 
camera, may be prohibited from allowing any other voices on 
the call, may be required to submit biometric or other identi 
fying information at intervals throughout the call, etc. The 
satisfaction of these parameters is checked and monitored by 
the user authentication module 314 of the device 300. 
0056. When the user authentication module 314 detects 
that the user has failed any of the set conditions, the applica 
tion module 310 takes any of various actions, including mut 
ing the line, muting the call, placing the parties on hold, 
and/or terminating the call. In addition, the application mod 
ule 310 also transmits a notification to the inmate calling 
platform 200 to take appropriate action, such as adding the 
called number to the blocked number list, or flagging the 
called number with a "caution' flag for increased security for 
future calls. 
0057 Through the cooperation of the app on the device 
300 and the inmate calling platform 200, enhanced security 
and monitoring is provided for calls made to cellular tele 
phones, Smartphones, and similar devices. Further, because 
the app and the inmate calling platform 200 communicate the 
various errors and/or other statuses between each other, they 
are eachable to enhance their own functionality based on the 
occurrences taking place at the other. 

Non-Wireless Phones 

0.058 Although the above discussion is largely directed 
towards cellular telephones, at least a portion of the benefits 
resulting from the above configurations can be achieved for 
non-wireless phones through. Although the inmate calling 
platform 200 can not require a POTS phone to install an app 
for handshaking therewith, the platform 200 can nonetheless 
require registration of the phone for purposes of authenticat 
ing the phone during calls to or from the controlled environ 
ment. 

0059. As discussed above, upon receiving a request to 
place a call between an inmate and a number that has not been 
registered with the platform 200, the call processing module 
220 makes a determination as to whether the unregistered 
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number is associated with a cellular telephone. The above 
discussion details procedures for handling a cellular tele 
phone. However, when the call processing module 220 deter 
mines the phone to be a non-wireless telephone, the call 
processing module 220 prompts the user of the non-wireless 
telephone to register a PIN. In an embodiment, the call pro 
cessing module 220 directs the non-wireless telephone user to 
a live person or computerized system for acquiring the user's 
personal information and administering the user a PIN. The 
registration module 260 then registers the phone number with 
the PIN in the memory module 250 for later reference. 
0060. Because of the time-consuming steps that may be 
involved in the registration process, and the likelihood of 
disconnecting from the call with the inmate, in an embodi 
ment the inmate calling platform 200 informs the user to 
acquire a PIN before establishing a first call with the user's 
number, but allow the first call to continue following the 
notification. The inmate calling platform 200 then stores the 
user's number for future reference to barfurther calls until the 
number has been registered and received a PIN. In an embodi 
ment, the inmate calling platform 200 places other restric 
tions on the first (unregistered) call. Such as by restricting the 
length of the call, performing live monitoring, etc. 
0061. After the user has been registered, the call process 
ing module 220 authenticates the user upon when called or 
calling by requesting and confirming the user's PIN. In this 
manner, the inmate calling platform 200 provides a level of 
security relating to non-wireless telephone calls. 
0062 Method of Registering a Phone 
0063 FIG. 4 illustrates a flowchart diagram of an exem 
plary method for registering a cellular telephone with an 
inmate calling platform. In an embodiment, the app is run by 
the application module 310 of the device 300, and registers 
with the inmate calling platform 200. In an embodiment, the 
device 300 is a cellular telephone. 
0064. When the app is installed and first run (410), the app 
prompts the user for personal verification information (420). 
In an embodiment, the app requires multiple pieces of per 
Sonal verification information. After the app has prompted for 
the personal verification information (420), the app checks to 
determine whether the user has complied and provided suffi 
cient personal verification information (425). If the user has 
not provided sufficient personal verification information 
(425 N), then the registration fails (430). 
0065. If, on the other hand, the app determines that the user 
has provided sufficient personal verification information 
(425—Y), the app compiles, packages, and transmits the 
personal verification information to the inmate calling plat 
form (440). 
0066. At the inmate calling platform 200, the registration 
module 260 causes the personal verification information to 
store the personal verification information in the memory 
module 250 in association with the device phone number 
and/or device identification number (450). 
0067. Optionally, the inmate calling platform 200 then 
requests an additional level of Verification. In particular, the 
notification module 230 transmits a notification to the device 
300 informing him that a letter has been sent to a home, email, 
or other address and requesting the user to verify that address 
by responding when received. If the response is not received 
within a predetermined time (475 N), the registration fails 
(430). On the other hand, if the response is received with the 
predetermined time (475 Y), the notification module 230 
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transmits a "success' notification back to the device 300 in 
order to complete the registration. 
0068. The above description of the exemplary method is 
for illustrative purposes and can be modified in accordance 
with any of the functionality previously described with 
respect to the inmate calling platform 200 and/or the device 
3OO. 
0069 Method of Calling an Outside Party 
(0070 FIG. 5 illustrates a flowchart diagram of a method 
for processing an outgoing call by an inmate at an inmate 
calling platform. In an embodiment, the call is processed by 
the inmate calling platform 200. 
0071. In the method, an inmate of the controlled facility 
initiates call (505) by dialing a number to an outside (called) 
party. Initially, the inmate calling platform 200 determines if 
the dialed number is on a block list associated with the inmate 
(515). If the number is blocked (515 Y), the inmate calling 
platform 200 terminates the call (580). If the number is not on 
the block list (515 N), the inmate calling platform 200 
determines if the dialed number is associated with a device, 
such as device 300 (525). 
0072. In an embodiment, if it is determined that number is 
not associated with a device, such as device 300 (525 N), 
the inmate calling platform 200 processes the call as normal. 
For example, the inmate calling platform 200 calls the recipi 
ent 530 and prompts for acceptance of the call. If the call is 
accepted by the called party (535 Y), the inmate calling 
platform 200 connects the called party to the inmate. On the 
other hand, if the call is rejected by the called party (535-N), 
the inmate calling platform terminates the call 540. 
0073. If the inmate calling platform 200 determines that 
the number is associated with a device, such as device 300 
(525 Y), the inmate calling platform 200 checks to deter 
mine whether the called number is registered with the system 
(555). If it is determined that the called number is not regis 
tered (555 N), the inmate calling platform 200 forwards 
registration information to the called party (560) and termi 
nates the call (580). The registration information can be for 
warded by email or other electronic message, by a pre-re 
corded Voice message, or other Suitable method. 
0074. If the called number is registered with the inmate 
calling platform 200 (555 Y), the inmate calling platform 
200 sends a call notification to the device 300. The inmate 
calling platform 200 then checks whether the PIN (or other 
personal verification information) has been received (575). If 
the PIN is not received within a predetermined time, or does 
not match the registered PIN (575 N), the inmate calling 
platform 200 terminates the call. Alternatively, if the PIN is 
received within the predetermined time and matches the reg 
istered PIN (575 Y), the inmate calling platform 200 pro 
cesses the call by connecting the inmate to the called party. 
0075. As discussed above, in an embodiment, the inmate 
calling platform 200 processes all calls inaccordance with the 
registration process. In other words, all called numbers are 
checked for registration in order to process the calls. This 
omits steps (525)-(550) from the method described above. 
0076. The above description of the exemplary method is 
for illustrative purposes and can be modified in accordance 
with any of the functionality previously described with 
respect to the inmate calling platform 200 and/or the device 
3OO. 
(0077 Method of Processing a Call 
0078 FIG. 6 illustrates a flowchart diagram of a method 
for processing call acceptance and authentication by a called 
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party. In an embodiment, portions of the method are per 
formed by the inmate calling platform 200 and the device 300. 
In an embodiment, the device 300 is a cellular telephone. 
0079. Upon the call being initiated by an inmate, the 
inmate calling platform 200 transmits a call notification to the 
device 300 (605). The device 300 prompts the user to either 
accept or reject the incoming call (610). If the call is rejected 
(625 N), the device 300 further prompts the user as to 
whether he would like to block future calls from the inmate 
(620). If the user indicates that they would like future calls 
blocked (620 Y), the device 300 transmits a “block” noti 
fication back to the inmate calling platform 200 indicating 
that the number associated with the device 300 should be 
added to the inmate's block list (630). In that case, the inmate 
calling platform 200 will add the number to the block list 
(625) and terminate the call. Alternatively, if the user 
responds that he does not wish to block future calls (620 N), 
then the device 300 issues a “reject” notification (622), which 
causes the inmate calling platform to simply terminate the 
call (615). 
0080. If the user accepts the call (625 Y), the device 300 
next prompts the user for his PIN or other personal verifica 
tion information (640). Upon entry of the PIN, the device 300 
authenticates the user by comparing the entered PIN to a 
previously stored PIN (645). If the PIN authentication fails 
(645 N), the device 300 reprompts (640) the user a prede 
termined number of times before terminating the call. If the 
PIN authentication is successful (645 Y), the device 300 
issues an “accept notification to the inmate calling platform 
2OO. 
0081. Upon receiving the accept notification (and option 
ally also receiving personal verification information for inde 
pendently verifying the user's identity), the inmate calling 
platform 200 transmits a “conditions' notification (655) to 
the device 300 setting forth the conditions that must be met in 
order to avoid call interruption/termination. The inmate call 
ing platform 200 then forwards the inmate's call to the device 
300 (665). 
I0082. The device 300 processes the conditions (660) and 
monitors their satisfaction while processing the call (670) 
between the inmate and the device user. 
0083. The above description of the exemplary method is 
for illustrative purposes and can be modified in accordance 
with any of the functionality previously described with 
respect to the inmate calling platform 200 and/or the device 
3OO. 

CONCLUSION 

0084. It is to be appreciated that the Detailed Description 
section, and not the Abstract section, is intended to be used to 
interpret the claims. The Abstract section may set forth one or 
more, but not all exemplary embodiments, and thus, is not 
intended to limit the disclosure and the appended claims in 
any way. 
0085. The invention has been described above with the aid 
of functional building blocks illustrating the implementation 
of specified functions and relationships thereof. The bound 
aries of these functional building blocks have been arbitrarily 
defined herein for the convenience of the description. Alter 
nate boundaries may be defined so long as the specified func 
tions and relationships thereof are appropriately performed. 
I0086. It will be apparent to those skilled in the relevant 
art(s) that various changes in form and detail can be made 
therein without departing from the spirit and scope of the 
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disclosure. Thus, the invention should not be limited by any of 
the above-described exemplary embodiments, but should be 
defined only in accordance with the following claims and 
their equivalents. 
What is claimed is: 
1. A call processing platform for processing telecommuni 

cations of a controlled environment, comprising: 
a registration module configured to receive device identi 

fication of an external device and personal verification 
information of a user of the external device via an appli 
cation running on the external device, and configured to 
register the external device by Storing the personal veri 
fication information in association with the device iden 
tification; 

a call processing module configured to process a call 
placed by a member of the controlled environment; and 

a notification module configured to communicate with the 
application. 

2. The call processing platform of claim 1, wherein the 
personal verification information includes biometric infor 
mation of the user and multi-character PIN. 

3. The call processing platform of claim 1, wherein the call 
processing module is configured to determine whether the 
number dialed by the member is associated with a select 
group, and 

wherein the call processing module is configured to deter 
mine, if the number is associated with a wireless com 
munication device, whether the number is registered 
with the call processing platform. 

4. The call processing platform of claim 3, wherein the 
notification module is configured to transmit a notification 
message to the external device that is viewable using the 
application and that requests acceptance or rejection of the 
call. 

5. The call processing platform of claim 4, wherein the 
notification message includes an identification of the mem 
ber. 

6. The call processing platform of claim 4, wherein the call 
processing module is configured to connect the call to the 
external device after receiving an acceptance notification 
from the external device, and is configured to terminate the 
call after receiving a rejection notification from the external 
device. 

7. The call processing platform of claim 3, wherein the 
select group is cellular telephones. 

8. A communication device, comprising: 
an application module configured to collect and provide 

personal verification information of a user to a calling 
platform, the application module including: 
a user verification module configured to receive the per 

Sonal verification information from the user, and 
transmit the personal verification together with a 
device identification to the calling platform for regis 
tration; and 

a notification processing module configured to process 
Subsequent notifications received from the calling 
platform; 

a user interface module configured to receive and process 
user inputs; and 

one or more information acquisition devices configured to 
acquire at least a portion of the personal verification 
information. 
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9. The communication device of claim 8, wherein the one 
or more information acquisition devices includes a biometric 
module configured to receive biometric information of the 
USC. 

10. The communication device of claim 8, wherein a sub 
sequent notification received from the calling platform 
includes a call request notification, and 

wherein the application module is configured to prompt, 
after receiving the call request notification, for accep 
tance or rejection of the incoming call by the user. 

11. The communication device of claim 10, wherein the 
application module is configured to prompt the user whether 
to block future calls from the member after rejection of the 
call by the user. 

12. The communication device of claim 11, wherein the 
application module is configured to receive a block response 
from the user in response to the prompt as to whether to block 
future calls from the member, and 

wherein the notification module is configured to transmit a 
“call rejected notification to the calling platform that 
includes the block response. 

13. The communication device of claim 10, wherein the 
application module further includes a user authentication 
module configured to authenticate the user after acceptance 
of the incoming call based on user identification information 
entered by the user after accepting the call. 

14. The communication device of claim 13, wherein the 
notification processing module is configured to transmit a 
“call accepted notification to the calling platform that 
includes the user identification information. 

15. A method of processing communications between a 
calling platform and an external device, the method compris 
ing: 

the calling platform: 
receiving a call attempt to the external device by a call 

ing party; 
determining that a number associated with the external 

device is not blocked; 
determining that the number is part of a select group of 

numbers; 
after determining that the number is part of the select 

group of numbers, determining whether the numberis 
registered; and 

transmitting a registration notification or a call notifica 
tion to the external device depending on the determi 
nation as to whether the number is registered. 
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16. The method of claim 15, further comprising: 
in response to the call notification, the external device: 

prompting a user to accept or reject the call; 
processing a call acceptance or a call rejection based on 

the user's response to the prompting; and 
transmitting an acceptor reject notification to the calling 

platform based on the user's response to the prompt 
ing and the processing. 

17. The method of claim 16, wherein the processing the call 
acceptance includes: 

prompting the user to enter personal identification infor 
mation; 

authenticating the user based on the entered personal iden 
tification information; 

prompting the user to enter new personal identification 
information a predetermined number of times following 
failures of the authentication; and 

transmitting the accept notification to the calling platform 
after Successful authentication, the accept notification 
including the personal identification information 
entered by the user. 

18. The method of claim 16, wherein the processing the call 
rejection includes: 

prompting the user as to whether future calls from the 
calling party should be blocked; 

transmitting the reject notification to the calling platform 
that includes a block flag set based on the user's response 
regarding whether future calls from the calling party 
should be blocked. 

19. The method of claim 16, further comprising: 
after receiving the reject notification, the calling platform: 

terminating the call; and 
adding a device identification of the external device to a 

block list associated with the calling party based on a 
block flag included within the reject notification; and 

after receiving the accept notification, the calling platform 
connecting the call of the calling party to the external 
device. 

20. The method of claim 19, further comprising: 
after receiving the accept notification, the calling platform 

transmitting a conditions notification to the external 
device identifying at least one parameter that must be 
satisfied to avoid disruption of the call; and 

after the call has been connected, the external device moni 
toring at predetermined intervals whether the parameter 
is satisfied and disrupting the call when the parameter is 
not satisfied. 


